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Changing Security Perspective

is a Cyber Security Professional Services provider responsible for
ensuring the completeness (fithess-for-purpose) & integrity of the overall information
security posture of its clients. It offers comprehensive network, data & application
security services in the broadly classified areas of:
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Identity and Access Management
Privielged Access Management

Secure Remote Access
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IAM | PAM | Zero Trust

- Privilege Access Managment

~ Multi Factor Authentication

" ldentity Governance

= Certification & Attestation 4 SailPoint
" Access Management & SSO
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~ Identity Audit & Compliance
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Secure Remote Access

= Zero Trust Network Access
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" Privilege Remote Access (External Access + €S zscaler
Vault)
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" Privilege Remote Support (IT Troubleshooting
+ Vault
) lal BeyondTrust
" Digital Identity & Biometric Authentication
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Endpoint Security

" Endpoint Security (Antivirus)

= Endpoint Detection Response I McAfee

“~ Endpoint Privilege Management

" Data Loss Prevention ©BROADCOM
lal BeyondTrust
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Cyber Risk Assessment

" Web & Mobile App Risk Assessment

" IT Infra Risk Assessment

" Cloud Security Assessment (AWS, Azure,
GCP)

" Organizational CyberRisk Assessment
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Cyber Risk Advisory Services

!

" Information Security Policy and
Governance Frameworks

" Virtual CISO Services

““" Trusted Security Advisor

=~ Cyber security awareness programme

Audit and Compliance
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Data Privacy Principles

q

Data Security and Protection

q

Information Systems Audit
IS Standards & Certifications
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" Compliance (ISO, NIST, GDPR, PCI-DSS, @
SOC2, CIS, HIPPA) -
" Regulatory requirements 150
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Cyber Risk Management

Security Incident Event Monitoring
IT Infrastructure Monitoring
Servers Monitoring

Network Monitoring

Application Monitoring

Database Monitoring

Server Hardening (CIS and NASA

Benchmarking)
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‘ ArcSight
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Security Assessment & Automation

" Secure Code Review
" Vulnerability assessment
““" Penetration Testing
(2 Checkmarx
“" SAST | DAST | MAST
“" Red Team Assessment @ Qualys.
““" Cyber Security Automation
““" Threat Intellegence gj
" API Testing »
Fortify
w
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Complex custom usecases
development

" Product customization &
Feature enhancement

‘" Migration & Upgrade Services

@ Professional Service @ Center of Excellence

Set strategy & roadmap for
Cybersecurity

‘" Cybersecurity Training &
Induction

““" Competency Development

@ Consultancy

Current State Assessment
Gap Analysis Report
Scope of work & Solution
Proposal

IT & OT Security Strategies

@ Specialist Advice
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Actively maintain recognized
expert-level knowledge in
identifiable specialisms
On-demand expert advice
Consolidate expertise from

multiple third-party experts

Understanding Project Scope
On prem, Cloud, Hybrid & SaaS
delpoyment model
Installation, Configuration &
Integration

Delivery Assurance

L1/L2/L3 Support
-~ 24X7 AMC
~ SLA Management

~ Incident Management

““" Change Management

Talent Aquisition

Resource planning,
assessment, onboarding &
allocation

Time & Material Engagements

Coach & Train workforce

- Web & Mobile App

Development

~ Manual & Automation Testing

~ DevOps (CI/CD, Docker,

Kubernetes)

~ Cloud Services
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For more information and details of its service portfolio, please reach out at
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