Oh Wait!  Maybe We Are… Linux Challenge, or
Shadow File Restoration terminal challenge
This challenge teaches you more about the sudo and file commands.  You often use sudo when it is configured to let you run any command as root, so that you only use root privileges when you need them.  (Don’t log in as the root user routinely!)  The sudo command can be configured to be much more granular, allowing a user to run only specific programs as root or some other user.
The find command also can execute commands based on what it finds, using the -exec option.  For example, consider the case where you would like to find all files that contain “sql” in the file name, and then grep those files to see if they contain “username”.
find ~ -name *sql* -exec grep username {} \;
The first part of the command is a standard find, which looks for files in my home directory that have sql in the name.  The second part causes find to execute a grep search for username, and it inserts the name of the file it found in place of the braces.  The command needs to end with a semicolon, hence the “\;”.  You can test this with the following commands in your own VM.
echo “this file has a username and password” > some-sql.conf
find ~ -name *sql* -exec grep username {} \;
Note:  There’s also a command called xarg which allows you to execute commands by piping text into it, but that is not available in this challenge.
The terminal is in the “Oh Wait!  Maybe We Are…” game, in the bottom right corner.  If you use the SVGS account, the terminal is in the stocking as Shadow File Restoration terminal challenge.
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Our goal is to help Shinny repair his /etc/shadow file, without access to the root password.[image: ]
Note that the terminal shows a hint, what commands can you run with sudo?  The sudo command has an option that will list your user’s privileges.  Find the option and run it.  1) What commands can the elf user run with sudo?
Other Hints
[image: ]
By looking at Shinny’s posts, or using ls -l, you should be able to see what the problem is with /etc/shadow.  2) What is wrong, and what impact could it have on the server?
Method
Once you’ve execute sudo with the correct option, you should know that elf can run find.  Whoever configured that must have forgotten that find can execute other commands.  If we use sudo to run find as root, the commands we execute from find will also execute as root.  As a test, run
sudo find --help
just to confirm it will work.
You should find that sudo asks for a password, even though the original sudo output told us that elf did not need a password to run find.  We don’t know the password.   Rats.
[image: ]
[bookmark: _GoBack]Note that the user portion is “(elf : shadow)”.  This says that to run /usr/bin/find, the user should be elf and the group should be shadow.  By default, sudo uses the user’s primary group.  Run the command, groups elf, to determine the primary group for the user elf.  You should find that the primary group for the user elf is not shadow.  3)  What is the elf user’s primary group?  We need to run sudo as user elf, but with group shadow.  4) Is there a way to change the group that sudo uses by changing the way you run sudo, instead of the user’s primary group?  What is it?
Once you can run find as root, you should be able to execute a command from find that copies the file shadow.bak to shadow.  Then run ./inspect_da_box to see if it worked.
5) What is the command that will copy shadow.bak to shadow, and solve Shinny’s problem?  Note:  You don’t need to use the {} syntax in find unless you want to--you should know exactly the command you need to run.  You don’t want find to locate 1,000 files and execute your command 1,000 times, so it is probably best to search for shadow.bak, so you only find one file.  You can save time by starting the search from the directory that shadow.bak lives in, instead of searching from the file system root.
Questions
1) Please hand in the answers to questions 1 through 5, and a screenshot of the terminal showing you solved the problem.
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My name is Shinny Upatree, and I've made a big mistake.

I fear it's worse than the time I served everyone bad hake.

I've deleted an important file, which suppressed my server access.
I can offer you a gift, if you can fix my ill-fated redress.

Hint: What commands can you run with sudo?
e1f@0cbfad3de134:~¢

Restore /etc/shadow with the contents of /etc/shadow.bak, then run “inspect_da_box" to complete this

challenge.
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Shinny Upatree @ClimbALLdaTrees - 6 Dec 2017 ~
I think | have some pseudo (sp?) permissions on this Unix server, but | don't know

what that means. @Greenester£lf said this was a "learning opportunity” and won't
give me the answer :(

(O] u Qs ]
Show this thread

Shinny Upatree @ClimbALLdaTrees - 6 Dec 2017 ~
You know that feeling when something horrible has happened? So | was editing
Jetc/shadow manually, and... well

$ Is -1 /etc/shadow

1 root shadow 0 Dec 7 01:13 /etc/shadow

-rw-rw-

@1Horse10SSleigh tells e the "Non-default shadow group permissions” might
help... okay?




image4.png
User elf may run the following commands on 9dg6fd8b5108:
(elf : shadow) NOPASSWD: /usr/bin/find





