Homework Assignment:  Winter Wonderland Linux Challenge, or,
Linux Command Hijacking Terminal Challenge
The key lesson from this assignment is, “What is the $PATH environment variable and what does it do?”
Visit the site https://holidayhackchallenge.com/2017/.  After reading about the challenge, select “North Pole and Beyond” to go to the challenge site, https://2017.holidayhackchallenge.com/.
Register a new account, and log in.  You should see this page: [image: ]
The links at the bottom, Sparkle, Bushy, etc., take you to Elf Twitter sites that have clues about the Linux Terminal Challenges.
To access the challenges, select Play.  You should see this. [image: ]
The first Linux terminal challenge we will do is Winter Wonder Landing at the bottom.  You don’t need to play the snowball game.  Just click on the terminal icon that is on top of the box.
 [image: ]
The terminal should appear.
 [image: ]
The problem here is that the “find” command is not easilly accessible. [image: ]
Bushy’s tweet is a clue.
 [image: ]
The key part is, “How am I supposed to know where find normally is?!”  The linux terminal is based on Ubuntu.  Kali is also based on Ubuntu.  Hmmm.  If you can answer Bushy’s question you can solve the challenge.
[bookmark: _GoBack]Questions
1. The command you used to find elftalkd, and the command you used to start efltalkd.
2. When the terminal shows up in your stocking, you’ll see that it is called the Linux command hijacking terminal challenge.
a. Look at the path that the terminal uses.
b. Compare the paths to the bogus version of find, the real version of find, and the path from step a.
c. Why is this challenge called Linux command hijacking, and how did it work?
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ly name is Bushy Evergreen, and T have a problem for you.
T think a server got owned, and T can only offer a clue.

je use the system for chat, to keep toy production running.
an you help us recover from the server connection shunning?

Find and run the elftalkd binary to complete this challenge.
1f@FO666e411d2b:~$
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Find and run the elftalkd binary to complete this challenge.
1@FO666e411d2b:~$ find / -name elftalkd

bash: /usr/local/bin/find: cannot execute binary file: Exec format error
1f@fO666e411d2b:~$
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Bushy Evergreen @GreenestElf - 5 Dec 2017
Ugh. somebady copied over the wrong “find executable to my system today.
How am | supposed to know where find normally is
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Welcome to the North Pole and Beyond, JohnR2!

As Sam the Snowman mentioned, the North Pole itself is under siege as boulder-sized snowballs
cascade down our mountain leaving destruction and mayhem in their wake. Please help us find the
ssource of the snowballs and achieve other objectives along the way.

To get started, choose Play above and select an available level. Use the available tools to guide the
'snowball, redirecting it to the yellow exit platform to complete each level. After placing a tool on the
scene, click on it and hold it for a second to reposition it in the scene.

Completing levels will reward you with hints to use in the technical challenges as you work to save
Christmas. Keep an eye out for Great Book pages as you solve these puzzles and hacking
challenges, submitting the hashes of collected Great Book pages in your Stocking. You can unlock
new levels by completing at least three objectives in each level OR by submitting Great Book page
hashes.

Each level also features a Cranberry Pi terminal challenge, which you can complete to

unlock new tools for redirecting snowballs. Click on the Cranberry Pi icon in each level

and assist the North Pole elves Sparkle, Bushy, Holly, Pepper, Minty, Shinny, Wunorse,

and SugarPlum with command-line skills needed to keep Santa's workshop running. As

'you complete objectives, you will collect items, hints, and other achievements in your
Stocking.
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