[bookmark: _Hlk507591400]Santa’s SMB Server--Exploiting Letters to Santa
Part 4, Pillage
Question from Part 3
The internal address of the l2s server is 10.142.0.3, and the address of the SMB server is 10.142.0.7.  When Nmap probes an address on the local network it uses an ARP request.  Why didn’t the Nmap scan find 10.142.0.7?
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[bookmark: _GoBack]The IP address l2s is using for eth0 is 10.142.0.3/32.  The “/32” is CIDR notation for the subnet mask which corresponds to a mask of 255.255.255.255.  If the network included all hosts 10.142.0.1-254, the mask would be 255.255.255.0.  The mask they are using says that 10.142.0.3 is the only host on the network.  Therefore, Nmap thinks all other hosts are on a different network and skips the ARP request.
Connect to FileStor
Using the syntax found here (Manual Configuration) or in man smbclient, we connect to the share.  We still need the SSH tunnel, and smbclient connects to localhost.  Smbclient is designed to act like an FTP client, so we can get instructions with help.
smbclient //127.0.0.1/FileStor -U alabaster_snowball
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We get a directory using dir, and download files using get.
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Almost all the files are useful for later parts of the challenge.  The BOLO and Naughty and Nice List are helpful for question 5 in the challenge, which asks about Santa’s Naughty and Nice database and insider threat moles.  The Calculator Access Memo is useful for the phishing attack in question 7.  The Password Policy Memo is fun because Alabaster tells his users not to reuse passwords.
Question
[bookmark: _Hlk507581017]There is one big thing that Alabaster could have done to prevent this attack, and several lesser things he could have done.  Name two ways Alabaster could have blocked this attack.
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alabaster_snowball@12s:/tmp/asnow.Fn5jM6fZyMfd1V9mvLIYUBDUS ip address
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
t qlen 1
Link/loopback 80:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.6.6.1/8 scope host lo
valid_Uft forever preferred 1ft forever
inet6 ::1/128 scope host
valid Uft forever preferred ft forever
2: ethd: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1460 qdisc mq state UP group defa
ult glen 1000
link/ether 42:01:0a:8:00:03 brd ff:ff:ff:ff:ff:ff
inet 10.142.6.3/32 brd 10.142.6.3 scope global etho
valid Uft forever preferred Lt forever
lalabaster_snowball@l2s:/tmp/asnow.Fn5jM6fZyMfd1VomvLOYUBDUS [
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[john@localhost ~]$ smbclient //127.0.0.1/FileStor -U alabaster_snowball
Enter SAMBA\alabaster snowball's password:

Domain=[HHC17-EMI] 0S=[Windows Server 2016 Datacenter 14393] Server=[Windows Ser
ver 2016 Datacenter 6.3]

smb: \> help
?

? allinfo altname archive backup
blocksize cancel case_sensitive cd chmod

chown close del dir du

echo exit get getfacl geteas
hardlink help history iosize Tcd

link Tock Lowercase s 1

nask md mget mkdir more

mput newer notify open posix

posix encrypt posix open  posix mkdir  posix rmdir  posix unlink
posix whoami print prompt put pwd

q queue quit readlink rd

recurse reget renane reput m

rmdir showacls setea setmode scopy

stat symlink tar tarmode timeout
translate unlock volune vuid wdel

logon listconnect  showconnect  tcon tdis

tid Togoff .

smb: \> I
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smb: \> dir

D 0 Wed Dec 6 16:51:46 2017
. D 0 Wed Dec 6 16:51:46 2017
BOLO - Munchkin Mole Report.docx A 255520 Wed Dec 6 16:44:17 2017
GreatBookPage3. pdf A 1275756 Mon Dec 4 14:21:44 2017
MEMO - Calculator Access for Wunorse.docx A 111852 Mon Nov 27 14:01:36
2017
MEMO - Password Policy Reminder.docx A 133295 Wed Dec 6 16:47:28 2017
Naughty and Nice List.csv A 10245 Thu Nov 30 14:42:00 2017
Naughty and Nice List.docx A 60344 Wed Dec 6 16:51:25 2017

13106687 blocks of size 4096. 9552255 blocks available
smb: \> get GreatBookPage3.pdf
getting file \GreatBookPage3.pdf of size 1275756 as GreatBookPage3.pdf (257.5 Ki
loBytes/sec) (average 257.5 KiloBytes/sec)
smb: \> Il





