Elf Web Access--Encryption Gone Wrong
Part 4, The Break-in
Question 1, 2
[bookmark: _GoBack]If we put a string of 15 bytes into ciphertext, it generates an error.  (One ASCII character is one byte.)
[image: ]
[image: ]
A string of 17 bytes generates a Unicode character, and different strings generate different characters.  Not much help there.
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A string of 16 bytes generates an empty string.
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Repeated tests show that *any* 16-byte string generates an empty string.  Now try a different key.
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So, any 16-byte string generates a plaintext that is an empty string, “”, no matter what the key.  We can use MDEyMzQ1Njc4OWFiY2RlZg== as our ciphertext and leave the plaintext as an empty string.
Question 3
How can we break into the EWA server?  Inject our specially crafted cookie, of course!
The Break-in
Use the web developer tools in your browser to edit the EWA cookie to match what we’ve just learned.  Remember that the name value must be a valid account on the EWA server, in the format the server expects.
Question
What is the title (or SHA1 hash, if you prefer) of the Great Book Page you find in EWA emails?
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var aes256 = require('nodejs-aes256' | 1.6.1 );
var key = "this-is-my-key";

var ciphertext = "MDEyMZQINICAOHFY2R1Zg
var plaintext = aes256.decrypt(key, ciphertext);
platntext;

Save onRunKIt Node s &
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var aes256 = require('nodejs-aes256' | 1.6.1 );
var key = "ANY OTHER KEY!
var ciphertext = "MDEYMZQINICAOWFTY2R1Z

var platntext = aes256.decrypt(key, ciphertext);
platntext;

Save onRunKIt Node s &
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[john@localhost ~]$ echo -n "0123456789abcde” | base64
MDEyMZzQ1Nj c40WFiY2R1
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1 var aes256 = require(’nodejs-aes2s6’ 1.6.1 );
var key = "this-is-my-key";

var ciphertext = "MDEYMZQINICAOHFTY2RL"

4 var plaintext = aes256.decrypt(key, cCiphertext);
platntext;

Save onRunKIt Node s &

v @ Error | Stack Trace Viewer &

@ Error: Invalid IV length
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[john@localhost ~]$ echo -n "0123456789abcdef+" | basebd

MDEvMz01INic40WFiY?2R17is=
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var aes256 = require('nodejs-aes256' | 1.6.1 );
var key = "this-is-my-key";

var ciphertext = "MDEyMZQINICAOHFLY2RIZL
var plaintext = aes256.decrypt(key, ciphertext);
platntext;

Save onRunKIt Node s &

@ “\ueeic”
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[john@localhost ~]$ echo
DEyMZzQ1Nj CAOWFiY2R1Z

n "0123456789%abcdef" | base64





