Elf Web Access--Encryption Gone Wrong
Part 3--It’s all about the cookie
Question 1
The EWA site probably runs on Node.js.
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The Nmap scan also helps us.
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Question 2
Node.js runs JavaScript server-side.  [image: ]

Question 3--Chrome
To view the cookies in Chrome, select More Tools -> Developer Tools, and view the Application tab.
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There is a cookie named EWA that has the format {“name”:”GUEST”,”plaintext”:””,”ciphertext”:””}.  Note the repeated quotes after plaintext and ciphertext.  That is where the plaintext and ciphertext values will go.
Question 3--Firefox
To access developer tools in Firefox, select Developer -> Toggle Tools
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Remember that the Storage tab must be enabled (see Elf Web Access Part 2).  Select the Storage tab, and then Cookies.
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The cookie is here.
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You can see more detail by clicking in the Value field.
[image: ]
Question 4
Here is the server-side code for the cookie checker, assuming it is the same as what is in the cookie.txt file.  It does match the cookie we saw in the browser.  The cookie name has been changed from IOTECHWEBMAIL to EWA, but it has the same attributes: name, plaintext, and ciphertext.
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The code is simple.  It sets plaintext = aes256.decrypt(key, ciphertext).  If the decrypted plaintext matches the plaintext value in the cookie, it assumes the cookie is valid.  It returns “true” and returns the cookie name value as the user name.  Note:  This is an awful way to do cookies.  Don’t do this on your web sites!
Question 5
If you look long enough, and are lucky, you should come across two aes256 modules at www.npmjs.com.  
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At the time of the contest, both exhibited the vulnerability we need to make the attack work.  The second one, by James M Greene, was fixed just after the contest so that’s not useful for us.  The first one by Jay Svoboda has not been fixed, so we will use it.  There is a link on the www.npmjs.com site that takes us to the aes256.decrypt source code on GitHub.
Question 6
According to Pepper’s hints 3 and 4, Alabaster told her that he uses the first 16 bytes of the ciphertext as an Initialization Vector (IV), so he removes that and decrypts the remaining bytes.  Pepper then asks what would happen if the ciphertext was only 16 bytes long.  After the IV was removed there would be nothing to decrypt.  Hmmm.  Maybe making a cookie with a 16-byte cipher text might helpful.
Let’s Review
Our goal is to make a “specially crafted” cookie that will pass the cookie checker function in the JavaScript code running on the EWA server regardless of the key the server uses.  We’re still assuming that the cookie.txt file we found is a good indication of how the EWA server works.
So, here is what we know.  The cookie_maker function generates a random 5-character string for plaintext.  It encrypts that string and calls it ciphertext.  It adds a user name to the cookie, but the user name is independent of the plaintext and ciphertext (bad idea).  When a user successfully logs in, this cookie is sent to the browser.
The browser returns the cookie in every transaction.  On the server, the function cookie_checker gets the cookie through the parameter req, which has the cookie values as a property.  The server decrypts the cookie’s ciphertext, and if the result matches the plaintext in the cookie, considers it a valid transaction.  Judging by the cookie in the browser, our cookie is probably req.cookies.EWA instead of req.cookies.IOTECHWEBMAIL as in the cookie.txt file.  Note that the key is hard coded into both the encrypt and decrypt functions.  Ugh.  I hope Alabaster didn’t do that.  Also, the practice of sending plaintext and ciphertext together is generally a bad idea.  There are many problems with the method Alabaster is using.
Here is the beginning of the cookie_checker code.
function cookie_checker(req, callback){
        try{
            var key = 'need to put any length key in here';
            var thecookie = JSON.parse(req.cookies.IOTECHWEBMAIL);

Once it has the cookie, it grabs the ciphertext and name values from the cookie. 
            var ciphertext = thecookie.ciphertext;
            var username = thecookie.name

Then it decrypts the ciphertext using the stored key, and stores that in plaintext.
            var plaintext = aes256.decrypt(key, ciphertext);

Then it compares the deciphered plaintext to the plaintext in the cookie.  If they match, it returns the user name and “true” to signal success.  Note that if we can pass this test, we can be any user we want to be by putting the desired user name in the cookie.
             if (plaintext === thecookie.plaintext) {
                return callback(true, username);

Let’s look at the aes256.decrypt function, using the code at https://github.com/jaysvoboda/nodejs-aes256/blob/master/nodejs-aes256.js.  
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Skip the encrypt function, we don’t need it.
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In lines 19 and 20, the code uses the key to create the variable sha256, which is a SHA256 hash of our key.  This way, the key used in the encryption (sha256.digest() seen later) is always 256 bits long.  
[image: ]
Line 22 takes the data input to the function (our ciphertext) and converts it from base64 encoding to binary.
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Lines 23 and 24 are the interesting lines.  Line 23 takes the first 16 bytes of input (our ciphertext) and stores them in the variable iv.  Line 24 takes whatever remains and stores it in the variable ciphertext.
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Then the function decrypts the iv and ciphertext combination and returns the result.  
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Again, our goal is to find ciphertext that always decrypts to some plaintext that we know, no matter what the key is.  Pepper’s Hint 4 may apply.
Testing the aes256.decrypt function
What we need to do now is get the function aes256.decrypt running in Node.js and then test what happens with different lengths of ciphertext.  DigitalOcean has nice tutorials about installing Node.js on CentOS and Ubuntu.  Luckily for us, someone has set up a web-based test lab for Node.js and we don’t have to install anything.  Go to https://npm.runkit.com/nodejs-aes256.
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The setup instructions say that we need to install nodejs-aes256, but that has already been done for us.  The statement to require the nodejs-aes256 module is already in the left window.  I like to change it so that the variable name is aes256 as we have been using, however.  The “1.0.1” is inserted by RunKit.
var aes256 = require('nodejs-aes256');
You will also need to add lines for the variables key and ciphertext.  Once those are in, you can just run:
var plaintext = aes256.decrypt(key, ciphertext);
plaintext;
The last line will output the value of plaintext next to the orange double quote icon.  Only one variable can be output at a time.
If you want to play with encryption, you can use the aes256.encrypt function as well.
Remember that the decrypt function expects the ciphertext to be base64 encoded.  You can do that easily enough in Linux by echoing some text into base64, but there is a “gotcha” you need to be aware of.  By default, the echo command adds a newline character to the end of the string it creates.  That will cause problems if you are counting characters/bytes (or taking hashes, but that’s for another time.)  To suppress the newline character, use echo -n.
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The base64 encoded string can be pasted into RunKit as ciphertext.  It will decrypt as gibberish, but that doesn’t matter.
[bookmark: _GoBack][image: ]
Your Mission
Find a base64 string that decrypts to the same thing, no matter what the key is.  Test different strings of differing lengths in RunKit until you find one that works.
Questions
1) What is a string of pretend ciphertext that decrypts to the same thing for any key?
2) What is the plaintext string that the ciphertext decrypts to?
3) How can we use this to break into the EWA server?
image6.png
Morilla Firefox R

http://mail...wn.com:8080/ % | +

c Search

Console D Debugger {} Style Edi.. @ Performa.. {Memory = Network

€ | @ & | mail.northpolechristmastown.com: 8080

3 O lnspector
8 Cache Storage

§ Cool Path Domain Expires on Last accessed on Value HtpC

mail.northpo... Wed, 14 Mar 2018 2.. Wed, 14 Mar 2018 1... {'name""GUE... true
8 Indexed DB

8 Local Storage

O Caccinm Crarama.





image7.png
@ O Inspector D Debugger {} Style Edi.. @ Performa.. ik Memory Network =A==
» § Cache Storage  Filter items
~ § Cookies Path Domain Expires on Last accessed on Value

€ mail.northpolechi 7 mail.northpo... Wed, 14 Mar 2018 2.. Wed, 14 Mar 2018 15... {

» 8 Indexed DB
» & Local Storage
» & Session Storage




image8.png
pector
Storage

northpolechristmastd

d DB

orage
n Storage

D Debugger (} Style E

Wed, 14 Mar 2018

B8 B &0 &x

 Filter values

Last access ~ Data

o "cipherte

20:42:58 GMT"
Domain: "mail.northpolechristmastown.com”
Expires: "Wed, 14 Mar 2018 20:42:58 GMT"
HostOnly: true
HttpOnly: true
LastAccessed: "Wed, 14 Mar 2.. 15:26:11 GMT"

Path: "/
Secure: false
~ Parsed Value

~ EWA: Object





image9.png
function cookie_checker(req, callback){
e
Var key = "need to put any Length key in here'
J7Retrieving the coakie fron the request headers and parsing it as J5OK
Uar"thecooice = J50N,parse(req. cookies. IOTECHERAALL);
JTRetrisving the cipher text
Uarcipnertext - Shecookie. cighertert;
JTRetrisvingin the usernase
[t il
Jretrieving the plaintext
LA plaintert - sesas6.aecrypt key, ciphertext);
roy T R AR and cptartest s he sane then it neans the data vas encrypted with the
7 it (plaintext — thecookie.plaintext) {
Teturn catlback(true, usernane);
) etie {
Tetirn catlback(fatse, *

)
} cateh (o) {
console. log(e);
return callback(false, *

Y




image10.png
| @ secure | nttpsy//www.google.com/search?riz=1C1CHBF_enlUS763US7638:

>

VGpWoONOJLZ5gK2-7THABQEIg=noc

node.js aes256 4 Q

Al News  Videos Images  Shopping  More Settings  Tools

‘About 50,200 results (0.35 seconds)

nodejs-aes256 - npm

https://www.npmjs.com/package/nodejs-aes256 v

nodejs-aes256. This is an easy to use AES256 module for nodejs. This module generates a random
initalization vector each time the encrypt method is called. Furthermore, your shared key can be of any
size because itis hashed using sha2s6.

aes256 - npm

https://www.npmjs.com/package/aes256 v

A Node js module to simplify using the buiftin crypto module for AES-256 encryption with random
initalization vectors. This module generates a random initialization vector each time one of the encrypt
methods s called. .. aes, aes256, v nitialization, vector, encryption




image11.png
ver aes2s6 = {1,
crypto = require(*crypto’),
algorithn = "ses-256-ctr';

es256.encrypt = function (key, data) {





image12.png
3es256.decrypt = function (key, data) {
var sha2s6 = crypto.cresterasn(’sna2se’);
sna2se. update (key);

var input = new Buffer(data, ‘basesd’),
iv = input.slice(e, 16),

input.slice(16),
decipher = crypto.createDecipneriv(algorithn, sha2ss.digest(),
Plaintext = decipher.update(ciphertext);

plaintext

ciphertext

cecipher.inal();

return plaintext;
5

),




image13.png
aes256.decrypt = function (key, data) {
ver sna2sé = crypto.crestetash(’sha2s6');
sha2ss.update(key);




image14.png
wvar input = new Buffer(data, 'basef4’),




image15.png
v = input.slice(s, 16),
ciphertext = input.slice(16),




image16.png
decipher = crypto.createDecipheriv(algorithm, sha2S6.digest(), iv),
plaintext = decipher.update(ciphertext);
plaintext = decipher.final();




image17.png
C | @ Secure | httpsy//npm.runkit.com/nodejs-aes256

RunKit + [

Try any Node.js package right in your browser

nodejs-aes256

module fo

Overview  Browse Files

This module generates a random initialization vector each
Thisisa playground totest code. It runs afull Node.js environment and Furthermore, your shared key can be of any size because it
already has all of npm s 400,000 packages pre-installed, including nodejs=
es256. Tryitout:

Setup

var nodejsAes256 = require(“nodejs-aes2s6” 1.0.1 ) Make sure you install and require the nodejs-aes256 modul

npm install nodejs-aes256

var ees256 = require('nodejs-aes256');




image18.png
john@localhost:~

File Edit View Search Terminal Help

[john@localhost ~]$ echo -n "This is some pretend ciphertext” | base64
VGhpcyBpcyBzb211THBYZXR1bnQgY2 waGVydGVddA==

[john@localhost ~1$ [l




image19.png
up

RunKit + O

Try any Node.js package right in your browser

Share this code: https://runkit.com/embed/bxrau7zfbyqy

Thisisa playground totest code. It runs afull Node.js environment and
already has all of npm s 400,000 packages pre-installed, including nodejs=
es256. Tryitout:

var aes256 = require(’nodejs-aes256' 1.6.1 );
var key = "this-is-my-key";

var ciphertext =
"VGhpcyBpcyBzb211THBYZXRbrQgY2 lwaGVydGVad
var plaintext = aes256_decrypt(key, ciphertext);
platntext;

save onRunkit Node s & help m

@ "966\ue0132]9XrV\ue015)LH"




image1.png
/ hitpi/fmaiLn..80/cookie.ot x \ +

(€) ® | moi northpolechristmastown.com 8080/ &1 | ¢ | [ Search | % @&

1o, 5 i i o o o0
biregla e otk L
L S v
ey 7 need to put any Length ey in here':





image2.png
Nmap scan report mm (10.142.0.5)

Host is up (0.0014s latency) .

Not shown: 994 closed ports

PORT STATE SERVICE VERSION

22/tcp  open ssh OpenSSH 7.2p2 Ubuntu 4ubuntu2.2 (Ubuntu Linux; protocol 2.0)

| ssh-hostkey:

] 2048 a2:21:13:76:90:55:e9:8e:8d:13:a1:0£:91:e7:1a:79 (RSA)

I_ 256 85:49:03:ca:3e:79:2a:02:02:d7:9d:29:49:db:83:fe (ECDSA)

25/tcp  open smtp Postfix smtpd

| _smtp-commands: mail.northpolechristmastown.com, PIPELINING, SIZE 10240000, ETRN, AUTH PLAIN LOGIN, AUTH=PLAIN LOGIN,
ENHANCEDSTATUSCODES, S8BITMIME, DSN,

80/tcp open http nginx 1.10.3 (Ubuntu)

| http-robots.txt: 1 disallowed entry

|_/cookie.txt

|_http-server-header: nginx/1.10.3 (Ubuntu)

|_http-title: Site doesn't have a title (text/html; charset=UTF-8).

143/tcp open imap Dovecot imapd

|_imap-capabilities: AUTH=LOGINAO0Ol OK more IMAP4revl Pre-login post-login listed capabilities IDLE AUTH=PLAIN LOGIN-
REFERRALS have ID SASL-IR ENABLE LITERAL+

2525/tcp open smtp Postfix smtpd

|_smtp-commands: mail.northpolechristmastown.com, PIPELINING, SIZE 10240000, ETRN, AUTH PLAIN LOGIN, AUTH=PLAIN LOGIN,

ENHANCEDSTATUSCODES, SBITMIME, DSN,

S000/ten cpen nreo | Node.3s Bupeess framework

http-robots.txt: 1 disallowed entry

_/cookie. txt

7httpftitle: Site doesn't have a title (text/html; charset=UTF-8).

1
|
|
Service Info: Host: mail.northpolechristmastown.com; OS: Linux; CPE: cpe:/o:





image3.png
s;//www.google.com/search?g=node+js8riz=1C1CHBF_enUS763US7638l0c

node js 4 Q

Al News  Videos  Books  Images  More Settings  Tools

‘About 53,800,000 results (0.47 seconds)

Node.js
https:/nodejs.org/en/ +
Node js® is runtime built on Chrome's V8 JavaSeriptengine. Node js uses an event-driven,

non-blocking 1/0 model that makes it lightweight and efficient. Node js' package ecosystem, npm, is the
largest ecosystem of open source libraries in the world. Spectre and Meftdown in the context of Node js.

Download Download | Node
Latest LTS Version: 8.10.0 (includes Latest Current Version: 9.8.0
npm 5.6.0). Download (includes npm 5.6.0). Download

More results from nodejs.org »

Node.js (@nodejs) - Twitter
https://twitter.com/nodejs W'

Node.js <

Software developer

Nodejs is an open-source, cmssp\alfomFun»
time environment for executing Javascript code server
side. Wikipedia




image4.png
[® @] | Elements Console Sources Network Performance Memory _Application

Application C © X [Fiter
W Manifest Neme [ value
Ewa Fname""GUEST";

2 Service Workers

W Clear storage JSESSIONID. | GESECOA6AdBCS42ASFT2808FBO63F128

Storage
e

Local Storage
Session Storage
£ IndexedDB
£ WebsaL
v @ Cookies

® hitp/mailroribpolechsir





image5.png
Morilla Firefox

| & |[Q search & ¢ & O =
jer {} Style Edi.. @ Performa.. {k Memory = Network WeE DEVELOPER
Filter items
Path Domain Expires on ¥ Toggle Tools Crtshift+!
A ! mail.northpo... Wed, 14 Mar 2018 2... Inspector Ctrl+Shift+C

Web Console

Crl+Shift+K




