Terminal--The Sleigh bell

This terminal followed the method in the hint almost completely. because it is so simple, this lesson will
just be a walk through. Feel free to do it on your own with only Shinny’s hint to help you.

Getting Started

Shinny Upatree and The Sleighbell terminal are on the right side of the second floor, near the stairs.

Hi, I'm Shinny Upatree.

Hey! Mind giving ole' Shinny Upatree some help? There's a
contest | HAVE fo win.

As long as no one else wins first, | can just keep trying to win
the Sleigh Bell Lotto, but this could take forever!

I'll bet the GNU Debugger can help us. With the PEDA
modules installed, it can be prettier. | mean easier.

Hint
Shinny gives you the following link which connects to a SANS Pentest blog. The link to the blog is
https://pen-testing.sans.org/blog/2018/12/11/using-gdb-to-call-random-functions.
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Solution
Here’s the terminal.

Mow here I need your hacker skill.
To be the one would be a thrill!
Pleasze do
End rig this test
bells to hang on Santa's sleigh!
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From the hint, first run nm. It had a lot of output, so piping to grep
function winnerwinner is what we want...
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The next step in the blog is to run gdb on the target file, sleighbell-1otto in this case. Then
set a break point and run the program. Finally, jumpto winnerwinner.

) ~% gdb -g ./=sleighbell-lotto
Feading symbols from ./sleighbell-lotto...{no debugging symbols found)...done.
(gdb) break main
Breakpoint 1 at Oxldce
{(gdb}) run
Starting program: /home/elf/sleighbell-lotteo

[Thread debugging using libthread .
Uzing host libthread db library "/lib _64-linux-gnu/libthread db.so.1".

Breakpoint 1, O3 dce in main ()
{gdb) jump winnerwinner

And that’s it!

b you fixed the
! elves we did out-pace.
now they'll see.
v'll all watch me.
hang the bells on Santa's sleigh!

Congratulations! You'wve won, and have successfully completed this challenge.
[Inferior 1 (proce 23) exited normally]
I: g dl:: :}




