Terminal--Snort Challenge (part 4)

A deeper look using tshark

The combination of Wireshark and tshark is very powerful for examining packet capture files. Wireshark
can help you get the “lay of the land” and help find display filters and field names. Then tshark can
extract fields to be analyzed in bulk. Of course, it helps to have tshark installed.

File Edit View Search Terminal Help
john@ubuntu:~$ tshark

Command 'tshark' not found, but can be installed with:
sudo apt install tshark

john@ubuntu:~$

The commands in this lesson can generate a lot of output. To make it easier to display, | am taking
screenshots at the end of the output and using the up arrow to show the command. In this case, tshark
is just reading the capture file that Alabaster gave to us.

1961 1@ 6.0.132 = 192.82.243.15 DNS 102 Standard query OxfS8e TXT 63.77616E6E61636F6F6B6S6S2EGDSS

) response € e TXT 63. EGEG

Ox70ab TXT s latinous ive.con

response 0Ox/

There are two items of interest in the packet capture file. The first is, does the hex in the query have

meaning, and are there different hex strings in use?
Source Destinakion Protocol Length info

18.126,.5.128 372.247.7.20% 92 Standard query 8xadd) IXT gravamens_ toluylensdianine ruholder google. de
172,217,7,227 16,126.9,125 DNS 175 Standard query response Oxad3? TXT gravamens,toluylenediamine.runholder.g
10.126.8.49 132.77.8.96 DNS 99 Standard gquery exfebl TXT J7G1SECE010MFOFOAGHOSZECDESCERETATA32 . achsrgbw
132,77.8.96 16.126.9.49 DNS 167 Standard guery response @xfebl TXT 77516E6EG1636F6F6B60652E60696E2E767331
18.1206.6.132 192.82.243.15% DNS 39 Standard gquery €x88bc TXT 770L1GECENIOZNFOFOHGHESZENDGSGERETET331 . snahgbr n
192.82,243.15 10.126.0.132 NS 167 Standard query response Ox68bc TXT 77616E6E61636F6F6B60652E6D696E2E767331
18.126.8,132 192.82.243.15 D8NS 181 Stundard gquery €xhiB8 TXT 8, 77610ECECLIGICFGFGBGIGS2EGDOBGEZETBT33] , snahoh
102.82,.243.15 10.126.0,132 DNS 423 Standard query response Oxbife TXT 0. 77616E6E61636F0F6BHD652E6DH06EZET07
16.126.9.183 77 .88 .55.68 DNS 63 Standard query Ex1426 TXT cratons,yandex.ru

77.88.55.60 10.126.9.101 DNS 113 Standard query response B8x1126 TXT cratons.yandex.ru ¥XT

16,120.5.49 132,77.8,56 DNS 181 Standard guery 6x773a TXT B, 776106EC6EGIGIGFGFGBEIGRIZEGDOSGEZETET 3L .anchsrgl

Also, the responses to the TXT queries all have long hex strings in the answer. What is going on there?

18.126.6.1337 152.8Z.2453.15 DNS 181 Standard gquery GxB8l
182 .682.323,15 36.326.9,133 NG 423 Standurd guery ros
10.126.6.132 192.82.243.135 ONS 101 Standard query @xg8)
192 A2 223 1N | n A a2 nes A0 Stanciard misry re

Time to live: o0

Data length: 255

TXT Length: 254

TXT [Cruncated]: 70543a3a3ciralfds?6u7a0850861727460610c4e6100652827
[Request In: 17]
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Question 1. Does the hex have meaning, or different values?

To answer the first question, we can find a field name and put that into tshark to dump all the DNS
queries that were made. Right-click on the Name in the Wireshark data pane and select Prepare a Filter
> Selected.
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Expand All CLisRight
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Wireshark creates a display filter that will find that field and packet.
(N \ dns.qgry.name =="77616E6E61636F6F6B69652E6D696E2E707331.aehsrgbunr.com”

Source Destination Protocol Length Info
10.126.0.125 172.217.7.227 DNS 92 Standard
172.217.7.227 10.126.0.125 DNS 175 Standard

In our case, we just want to use the field name, so we can extract it from all packets.

'l |dns.qry.name|
Source Desti
10 1268 A 1928 3529

ladded -Y "dns™ to my tshark command, which gives a display filter for the DNS protocol. All the
packets are DNS, but | just couldn’t stand not having some sort of filter. The important additions are
-T fields and -e dns.gry.name. The -T just tells tshark we are going to extract fields. The
—e tells tshark what fields we want. There could be several fields, but we just need one.

2 john john
3 john john
john john 3
john john 584
john john
john John
john john B
john john 88257 Ja 4 5 snort,lo 563650 ’5176.pcap
S AC

tshark -r snort,log.1546636433.169 -7 flelds -e y.name >> dns-names.txt

snort ]n.;.1'7..:'.rv{.'~:fu'.v'}‘x/.'r‘:-n-’..;:(.y;' Y "dns” I flelds -e dns.qry.name >> Jns-names. txt

| downloaded several snort.log.xxxxxx.xxxx.pcap files from http://snortsensorl.kringlecastle.com (elf,
onashelf) to get as much data a possible. Then | ran them through tshark to extract the DNS query
names. Note that I’'m using the >> so that | append to the file instead of overwriting it.



http://snortsensor1.kringlecastle.com/

This is part of the file that was created by the tshark command.
ravamens. toluylenediamine. runholder.google.de
ravamens.toluylenediamine.runholder.google.de
7616E6E61636F6F6B69652E6D696E2E7A7331. aehsrgbunr.com
7616E6E61636F6F6B69652E6D696E2ET07331. aehsrgbunr. com
7616E6E61636F6F6B69652E6D696E2E7A7331.snahgbrreu.org
7616E6E61636F6F6B69652E6D696E2ETOT7331. snahgbrreu.org

P.77616E6E61636F6F6B69652E6D696E2E707331. snahgbrreu.org

P .77616E6E61636F6F6B69652E6D696E2E707331. snahgbrreu.org
ratons.yandex.ru
ratons.yandex.ru

O.77616E6E61636F6F6B69652E6D696E2E707331. aehsrgbunr.

O .77616E6E61636F6F6B69652E6D696E2E707331. aehsrgbunr.
exameric.prynne.google.co.in
exameric.prynne.google.co.in

1.77616E6E61636F6F6B69652E6D696E2E707331. aehsrgbunr.

1.77616E6E61636F6F6B69652E6D696E2ETAO7331.aehsrgbunr.
1.77616E6E61636F6F6B69652E6D696E2E707331. snahgbrreu.
1.77616E6E61636F6F6B69652E6D696E2E707331. snahgbrreu.

? . 776 16E6E61636F6F6B69652E6D696E2E707331 . snahgbrreu.

2. 77616E6E61636F6F6B69652E6D696E2E707331. snahgbrreu.

2. 776 16E6E61636F6F6B69652E6D696E2E707331. aehsrgbunr.

2. T7T616E6E61636F6F6B69652E6D696E2E707331 . aehsrgbunr.
skdar. jonathon.google.ru

The same regular expression we used in the Snort rule will weed out the non-malware requests. The
switch ——only-matching causes egrep to only print the part of the line that matched the
expression instead of the entire line.

john@ubuntu:~/DNSS egrep --only-matching '[0-9A-F]{20,}' dns-names.txt

That is working, so we can pipe into sort and uniq to see how many different hex strings are present.

john@ubuntu:~/DNSS egrep --only-matching '[0-9A-F]{20,}' dns-names.txt | sort | uniqg
77616EGE61636F6F6B69652E6D696E2E707331
john@ubuntu:~/DNS

There is only one string! Our Snort rule could have been much simpler. Also, the hex string looks a lot

like the numbers in the ASCIl range. We can pipe into xxd to see if the numbers convert to ASCII.

john@ubuntu:~/DNSS egrep --only-matching '[0-9A-F]{20,}' dns-names.txt | sort | uniq
77616E6E61636F6F6B69652E6D696E2E707331

john@ubuntu:~/DNSS egrep --only-matching '[0-9A-F]{20,}' dns-names.txt | sort | unigq | xxd -r -p
wannacookie.min.psijohn@ubuntu:~/DNS

That’s interesting, wannacookie.min.ps1...it appears to be the name of a PowerShell file.

Question 2. What is the text that is returned in the responses?

This time we do want a display filter for tshark so that we can show just one entire sequence. The right-
click Prepare a Filter > Selected trick comes to our aid. Notice that we are making the selection in the
Answers section of the packet, so we will omit queries; we only want the responses.


https://stackoverflow.com/questions/13160309/conversion-hex-string-into-ascii-in-bash-command-line

[ R | dns.resp.name == "62.77616E6E61636F6F6B69652E6D696E2E707331 .snahgbrreu.org"l

Destination Protocol Length Info
5.0.49 132.77.8.96 DNS 102 Standard query ©Oxbf4c TXT 61.77616l
7.8.96 10.126.0.49 DNS 425 Standard query response Oxbfd4c TXT
5.0.145 52.178.167.109 DNS 71 Standard query Oxb2ec TXT stoep.mi
3.167.109 10.126.0.145 DNS 148 Standard query response Oxb2ec TXT
5.0.73 31.13.65.36 DNS 94 Standard query 0xbdef TXT epionych.
L 65.36 10.126.0.73 DNS 161 Standard query response Oxbdef TXT
5.0.49 132.77.8.96 DNS 102 Standard query 0x600e TXT 62.77616l
?.8.96 10.126.0.49 DNS 425 Standard query response 0x600e TXT
5.0.132 192.82.243.15 DNS 102 Standard query ©Oxb147 TXT 62.77616l

|-

Class: IN (0x0001)
v Answers
v 62.77616E6E61636F6F6B69652E6D696E2E707331. snahgbrreu.org: type TXT, class IN
Name: 62.77616E6E61636F6F6B69652E6D696E2E707331 . snahgbrreu.org

Type: TXT (Text strings) (16)

. However, if we use the filter as it is, we will only select one packet. Each request has two or three
digits at the beginning of the request, most likely an identifier. We can fix that by removing the “62.”
from the beginning of the filter, and by changing ==to contains.

W dns.resp.name contains "77616E6E61636F6F6B69652E6D696E2ETOT33 1 snahgbrrev.org’

No. Time Source Destinatson Protocol Length iafo
6 B,050534 152.82.243.15 18.126.98.132 DRS 167 Standard query response GxBS8bc TXT 77614EGE
B 0,871574 192.82.243.15 19.126.6,132 DNS 423 Standard query response Oxb188 TXT @, 77616E
18 ©.173219 152 .82.243.1% 16,126,.6.132 DNS 423 standard query response 8xBbla TXT 1.77616E
20 ©.193662 192.82,.243.15 10.126.9.132 DNS 423 Standard query response 0x9727 TXT 2.77616E
26 0, 2545340 192,82.243.15 10.126.6,132 DNS 423 Standard query response Gxd47dd TXT 3. 77616E
34 ©.33638a 162.82.243.15 18.126.9.132 DNS 423 Standard query response OxeSsh TXT 4. 778168
42 0,417972 192.82.243.15 10.126.6,132 DNS 423 Standard query response Ox2921 TXT 5.77616E
48 B. 479161 157.,82.243.1% 16,126.6.132 DRS 423 Standard query response 8xcicf TXT 6, 77616E
50 9.499550 192.82.243.15 10.126.9.132 DRSS 423 Standard query response 0x07ce TXT 7,77616€
56 0,568673 192.82,243.15 10.126,98,132 DKRS 423 Standard query response @xGcle TXT 8.77616E
84 0.642183 162.82.243.18 18.126.9.132 DRS 423 Standard query response 8xS779 TXT 9.77418E
72 B,723671 192.82.243.15 10.126.6,132 ONS 425 Standard query response O0x2a92 TXT 10,7761€

We need the field name for the TXT data in the packet. Once again, Prepare a Filter comes to our aid.
The field we want is dns . txt.

1o 17 9.163156

No. Time source
13 9.122368 10,126.8.102
14 0,132559 172.217.r.227
18 §.148270% 16.126.6.49
16 2.152941 132.77.8.50

10.126.0,132
19 2431

10.

19 9.18350 0332
29 8.193452 192.82.243.15%
21 6.283858 15.120.9.45
.
» Queries
~ Answers

* 1.77616E6E61636F6F6BAS652EBDOPOE2ETE’
Name: 1, 77616E6E61636FGFE6B696S2E6D
Type: TXT {Text strings) (16)

Class: IN (Gx8061)
Time to live: 688
Data length: 255

TXT Length: 254
Ty reth1

B 7 TYT (dnc tel) 288 hutac

Apply as Column
Apply as Filter

Conversation Filter
Colonze with Filter
Follow

Copy

Show Packet Bytes, .
Export Packet Bytes.
wiki Frotocol Page
Fllter Field Reference
Protocol Preferences
Decode As..

CrrieShifte

CurtsShirso
CtrisShirtex |

(W [[dns.txt == "795d3a3a4c6f6164576974685061727469616c4

No. Time

Source

Desl

Not Selected
1+-20d Selected
...ar Selected

..and not Seley
..0f not Select



Paste the values back into the tshark command. The display fiter to select just one exchange is
-Y ‘dns.resp.name contains
“7T7616E6E61636F6F6B69652E6D696E2E707331.snahgbrreu.org”’

(If you use a different packet capture file, your filter will be different.)

Again, we are only extracting one field.
-T fields -e dns.txt

contalns "77616E6E61636F6F6B69652

Up next
Alabaster wants us to tell him where the malware is coming from. Chris Davis’ talk is essential for the
challenge we will face.


http://www.youtube.com/watch?v=wd12XRq2DNk

