Objective--AD Privilege Discovery (Part 1)

What you can learn from this

In its default configuration, a Windows Active Directory (AD) Domain is vulnerable to many attacks that
can steal credentials, NTLM hashes, or Kerberos tickets. Some of the attacks exploit obsolete protocols
like NETBIOS, others extract hashes from memory and use them in attacks called pass the hash or pass
the ticket. Once attackers compromise one host in a Windows domain, their goal is compromise other
hosts in the domain in search of sensitive information or domain administrator credentials. This is

known as lateral movement.

This objective highlights a tool that helps the penetration tester navigate the path from a compromised
host in a Windows domain to a host with domain administrator access.

Getting Started

The objective gives a link to a Linux image that has the Bloodhound application installed. The image
works in VMware Workstation Player v15, in current versions of VMware Fusion for Mac, and in VBox (in
VBox, you must change the OS selection from Debian 32 to Debian 64 for it to load.) Download the
Slingshot image and run the VM.

© 5) AD Privilege Discovery

Difficunlty: ’.‘

Using the data set contained in this SANS Slingshot
Linux image, find a reliable path from a
Kerberoastable user to the Domain Admins group.
What’s the user’s logon name? Remember to avoid RDP
as a control path as it depends on separate local
privilege escalation flaws. For hints on achieving
this objective, please visit Holly Evergreen and help
her with the CURLing Master Cranberry Pi terminal
challenge.

Hints

After you solve Holly Evergreen’s terminal and talk to her, there will be two new hints in your badge.
The first is a link to Bloodhound’s GitHub repository, and the second is a link to a YouTube presentation
on using Bloodhound. If you watch the YouTube presentation it will show you exactly how to solve this
challenge.
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http://techgenix.com/how-cracked-windows-password-part1/
https://www.varonis.com/blog/kerberos-authentication-explained/
https://github.com/SpiderLabs/Responder
https://github.com/gentilkiwi/mimikatz
https://www.sans.org/reading-room/whitepapers/testing/pass-the-hash-attacks-tools-mitigation-33283
https://attack.mitre.org/techniques/T1097/
https://attack.mitre.org/techniques/T1097/
https://www.vmware.com/products/workstation-player/workstation-player-evaluation.html
https://www.vmware.com/products/fusion/fusion-evaluation.html
https://www.virtualbox.org/
https://download.holidayhackchallenge.com/HHC2018-DomainHack_2018-12-19.ova
https://github.com/BloodHoundAD/BloodHound
https://youtu.be/gOpsLiJFI1o

A Detour into the narrative

The elves are frightened. Apparently, the castle is under siege and we are all trapped in the castle.

Unencrypted HTTP/2? What was he thinking? Oh well.
Have you ever used Bloodhound for testing Active
Directory implementations?

It's a merry little tool that can sniff AD and find paths to
reaching privileged status on specific machines.

AD implementations can get so complicated that

administrators may not even know what paths they've set
up that attackers might exploit.

Have you seen anyone demo the tool before?

Oh my! Santa's castle._. it's under siege!

We're trapped inside and can't leave.

The toy soldiers are blocking all of the exits!

We are all prisoners!

If we talk to Hans (first floor lobby), a chilling story emerges.
Ladies and Gentlemen. ..
Ladies and Gentlemen...

Due to the North Pole's legacy of providing coal as
presents around the globe ...

... they are about to be taught a lesson in the real use of
POWER.

You will be witnesses.

Now, Santa... that's a nice suit... John Philips, North Pole. |
have two myself. Rumor has it Alabaster buys his there.

| have comrades in arms around the world who are
languishing in prison.

The Elvin State Department enjoys rattling its saber for its
own ends. Now it can rattle it for ME.

The following people are to be released from their captors.
In the Dungeon for Errant Reindeer, the seven members of
the New Arietes Front.

In Whoville Prison, the imprisoned leader of ATNAS
Corporation, Miss Cindy Lou Who.

In the Land of Oz, Glinda the Good Witch.

We thought we were attending a conference at the North Pole, but we may have to save Santa and
Christmas yet again!

Hand In

Install the virtual machine and follow the instructions in the YouTube demonstration of Bloodhound.
Remember the caution about avoiding paths that involve RDP.

1) Whatis the login name of a user vulnerable to Kerberoast that will lead us to domain admin?


https://www.blackhillsinfosec.com/a-toast-to-kerberoast/

