
Objective--HR Incident Response (Part 2) 
Solution 
In keeping with Tim Medin’s call to “Hack Dumberly, not Harderer” we can look for simple ways to solve 

the problem.  The alternative is to spend several long, frustrating hours trying to make the careers 

server send the file to you or open a reverse shell. 

Requesting the page, https://careers.kringlecastle.com/fooey , gives us this error. 

 

If we can make a copy of the document in https://careers.kringlecastle.com/public/ourfilename, we can 

just grab it with our browser.  Even better, the message tells us that the local path on the server is 

C:\careerportal\resources\public. 

The objective already told us that the path to the file we need is 

C:\candidate_evaluation.docx. 

So, all we need to execute in our CSV injection is something like this. 
copy C:\candidate_evaluation.docx C:\careerportal\resources\public\newname.docx 

After looking at the examples from the talk, we see that we can turn this command into CSV Injection by 

using this, but without the PowerShell. 

 

https://careers.kringlecastle.com/fooey
https://careers.kringlecastle.com/public/ourfilename


If we prefix our command with =cmd|'/c and append '!A1 we should be good to go.  We will put this 

into our CSV file. 

=cmd|'/c copy C:\candidate_evaluation.docx 

C:\careerportal\resources\public\newname.docx'!A1 

The server will not respond to files that have a space between | and ' in the injection, although it 

will work if you test it in your local spreadsheet application. 

Note that we changed the name of the file.  If the file name stays candidate_evaluation.docx, other 

Kringlecon players may grab the file before we do.  When there were many players active, this race 

condition happened quite often. 

After creating the file with the text above (using a text editor), we can submit it to the form. 

 

We upload the file 

 

After a minute or two, we can download the file here 

https://careers.kringlecastle.com/public/newname.docx.  

https://careers.kringlecastle.com/public/newname.docx


The contents of the file give the answer. 

 

<snip> 

 

Krampus is a member of Fancy Beaver! 

How could the elves fix this? 
The best way would be to stop accepting CSV files as input! 

Up Next 
The next objective, Network Traffic Forensics, says we should visit SugarPlum Mary and help her with 

the Python Escape from LA terminal challenge. 


