Objective--Network Traffic Forensics (Part 5)

Solution (at last!)
Now that we have the super_secret_packet_capture.pcap file, we can answer the question. Wireshark

shows that the file is one TCP stream, an unencrypted SMTP connection.
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Follow TCP > Stream gives us this.
M Wireshark - Follow TCP Stream (tcp.stream eq 0) - upload_2a4a5ae08007cb261110b208bf0260ef. ... — [

258-PIPELINING

258-5I7E 182486888
258-VRFY

258-ETRN

258-5TARTTLS
258-ENHANCEDSTATUSCODES
258-8BITMIME

258 DSN

MAIL FROM:<Holly.evergreenfimail.kringlecastle.com>
258 2.1.8 Ok

RCPT TO:<alabaster.snowball@mail.kringlecastle.com:>
258 2.1.5 Ok

DATA

354 End data with <CR><LF>.<CR><LF>

Date: Fri, 28 Sep 2818 11:33:17 -8486

To: alabaster.snowballfimail.kringlecastle.com
From: Holly.evergreenf@mail.kringlecastle.com
Subject: test Fri, 28 Sep 2818 11:33:17 -84880
MIME-Version: 1.8

Content-Type: multipart/mixed; boundary="----= MIME_BOUNDARY @88 _11181"

—————— = MIME_BOUNDARY 886 11181
Content-Type: text/plain

Hey alabaster,

Santa said you needed help understanding musical notes for accessing the wault. He sa
your favorite key was D. Anyways, the following attachment should give you all the
information you need about transposing music.

------ = MIME_BOUNDARY @8@ 11181
Content-Type: application/octet-stream
Content-Transfer-Encoding: BASEG4
Content-Disposition: attachment

JVBERi®xLjUKIb/ 30vaKOCAWIGIiago8PCAVTGLuZWFyaXplZCAxICOMIDKIODMICOTIFsghzMae
IDE@MCBAICSPIDEYICOFIDC3MzQBICI0IDIELIQE0T c1MTcgPj4KZWskb21qCiAgICAEICAEICAE
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The attachment is encoded with BASE64, which is easy to decode. Select the top of the BASE64 text,
then shift-click at the bottom and copy the BASE64 into a text editor.
M Wireshark - Follow TCP Stream (tcp.stream eq 0) - upload_2a4a3ae98007cb261119b208bf936%f.p... — O

Santa said you needed help understanding musical notes for accessing the vault. He said
your favorite key was D. Anyways, the following attachment should giwve you all the
information you need about transposing music.

—————— = MIME_BOUNDARY 200 11181
Content-Type: application/octet-stream
Content-Transfer-Encoding: BASEG4
Content-Disposition: attachment

JVBERiBxLjUKIb/ 30v4KOCAWIG91iagodPCAVTOLluZWFyaXplZCAXICOMIDK30DMXICIIIFsgNzMa
TDE@MCBAICOPIDEYICOFIDC3MzQBICI0IDIgL1Qg0Tc1MT cgPj4KIWSkb21qCifgICAGICAEICAE

TCAETCAZICAZICARTCARTCASTCAZICAZICARICAZTCAETCASTCAZICAZICAZICAETCAETICAZICAS
TCAETCAETCAZICARTICAETCAETCAZTCAETICARICARICAEICASTCAEICAZTCAKOSAWIGIiago8PCAY
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‘ Wireshark - Fellow TCP Stream (tcp.stream eq 0) - upload_2a4a5ae®3007cb26111%0208bf936%fp... —

TFs8MTNINDASNZAYY fUXNWMZMDF 10WRKM{BiMjUyZTQ5ZGI+PDEZY zQwNzowMmI IMTViNjAxZ T1k
7DIwYjT1MmUBOWR1P1AgP j4Kc 3Ry ZWFtCnicY2 TAASZGRI@FBiY6yiIZPE0TiWngUhGNRCpIwSm
2 zZMAAFMTA3BKZWS ke 3Ry ZWF tCmVuZG91agog TCA
dGFydHhy ZWYKMIE2CiU1RUIGCE=

—————— = MIME_BOUNDARY @0 11181--

259 2.8.8 Ok: queued as 4CF931B5C3C8
QuIT
221 2.8.8 Bye

Pasting files from Windows to Linux causes problems

| ran Wireshark in Windows and pasted the text to Linux; bad move.

john@ubuntu:~$ cd smtp/
john@ubuntu:~ tpS file attachment.b64.txt
attachment.b64.txt: ASCII text, with CRLF line terminators

john@ubuntu:~/smtp$ cat attachment.b64.txt | base64 -d > attachment
base64: invalid input
john@ubuntu:~ tpS vi attachment




File Edit View Search Terminal Help

JVBER10xL jUKIb/30v4KOCAWIG91ago8PCAVTGLUZWFyaXplZCAXICOMIDk30DMXICOIIFSgNzZM4
IDE@MCBAICOPIDEYICOFIDC3MZQOICI0IDIGL1QgOTCIMTcgPj4KZWSkb2IqCiAgICAQICAGICAG
ICAgICAQICAQICAgICAQICAGICAQICAGICAGICAgICAGICAGICAQICAGICAgICAGICAGICAGICAG
ICAgICAQICAQICAgICAQICAGICAQICAGICAGICAgICAGICAGICAGICAGICAKOSAWIGS1iago8PCAY
VHIWZSAVWFI1Z1AVTGVUZ3RoIDUSICOGaWx0ZXIgLOZSYXRIRGY jb2R1ICIEZWNVZGVQYXItcyAs

PCAVQ29sdW1ucyA1IC9QcmVkaWNOb3IgMTIgP j4gL1cgWyAXxIDMgMSBAIC9IbmR1eCBbIDggMjIg
XSAVSW5mbyAXOCAWIFIgL1Ivb3QgMTAgGMCBSICOTaXp LIDMWICIQcmV2IDk3NTE4ICAQICAGICAg
ICAQICAQICAVSUQgWZWXM2MOMDC3MDIINTELYZYWMWUSZGQYMGIYNTIINDLKY j48MTNjNDA3NZAY
YjUXNWM2MDF LOWRKMFBiMjUYZTQ5ZGI+XSA+PgpzdHI1YWOKe X jYMRg4GdgYmBgOAkima6D2c /g
KrEHTJ4GkettQaTACSDIMLOQrHISAXPj/2vdYPUMjISQADt+CUSKZWSkc3RyZWFtCmVuzZG9iagoa
ICAgICAgICAQICAQICAgICAGICAQICAGICAgICAGICAQICAGICAQICAGICAGICAGICAGICAGICAG

All those M characters cause problems. There is a fix. In vi, use :%s/[cntrl-V][cntrl-M]//g. This is
similar to other Linux syntax for search and replace: s/searchfor/replacewith/g for global.
Another way would be to use the translate command with -d for delete: tr-d “\r’ > file. Both AM and \r
mean “carriage return”. There’s another character, \n or line feed. At the end of lines Windows uses
\r\n (carriage return, line feed, or CRLF) and Linux just uses \n. | should have done it all in Linux. What a
pain.

After fixing the *M problemes, it is easy to decode the file.

john@ubuntu:- p$ vi attachment.b64.txt

john@ubuntu: p$ cat attachment.b64.txt | base64 -d > attachment
john@ubuntu:~ tpS file attachment

attachment: PDF document, version 1.5

john@ubuntu: p$S mv attachment attachment.pdf

john@ubuntu:
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Apano keyboard gves us sasy acoess 1o every (western) lone. As we go Fam lef o nght, the
paches gathgher Poessing fiemiddle A, for example, would give us a tne of 440 Hestz,
Pressing the next A w (%0 feright) gves us 850 Hz, while the next ane down Jefl) produces
220 Hz. These Atones each sound very similar 1o us - just ligher and lower. Each Aisan
“octave” apart Fam fe naxt. Gang key by key, wecont 12 haf ione” steps hatweanane A
ad e next - 12 steps in a0 octave

As you may have guessad, af fand human ) ears peraive pitches logantimcaly. Thatis, $e
fFequancy junmp between octaves doubles as we go wp he keybaard, and it sounds normal %
us. Consaquantly, he prease hequency of each nate athar than A canordy be daanly

Decoding Base64 in Windows

PowerShell can decode Base64, although the syntax is awkward. This will decode.
[System.Text.Encoding] : :UTF8.GetString ([System.Convert]::FromBase64Str
ing ("U2VjcmVOTWVzZc2FnzZQ=="))

This will encode.
[System.Convert] ::ToBase64String ([System.Text.Encoding]::UTF8.GetBytes
("SecretMessage"))



Windows certutil.exe is simpler if you don’t need a script.

Ps D:Y, : > Cattachment. bed. txt attachment. pdf
Input Length = 133876
Output Length = 97831

CertUtil: -decode command completed successfullw.
PS D:%HolidayHack2018'Lessons>

In either case, the end of the PDF file we extract has this.

And take everything down one half step for A:
C#EBABCH#C#CZ#BBBCZEECS#BABCH#CECHCEZBBCEBA

We've just taken Mary Had a Little Lamb from Bb to Al

That’s a lot of work to find “Mary Had a Little Lamb”

Up Next

We will need hints from Shinny Upatree and his Sleigh bell lottery terminal before we tackle the last
objective. You can find him on the right side of the second floor, near the stairs.



