
Objective--AD Privilege Discovery (Part 2) 
Solution 
The hardest part to this challenge is getting the virtual machine to run.  Although the SANS/CounterHack 

designers designed the VM to run on as many hypervisors as possible, some players had problems.  

Here, we are running the VM on VMware Workstation v15. 

Once the VM is running, open the Bloodhound application. 

 

As in the demonstration, click on the menu/sandwich icon at the top left.  When you click on Queries 

you will find a prebuilt query that gives us what the challenge asked for. 

  



It quickly give us the answer we seek. 

 

 

Lesson Learned 
A good penetration tester, or someone on IT staff who takes the time to learn to use these tools can 

help the organization reduce its exposure to pass the hash attacks and lateral movement. 

Up Next 
The next objective, Badge Manipulation, tells us we need to get hints by helping Pepper Mintstix solve 

the Yule Log Analysis terminal.  Pepper is on the right wing of the second floor, beyond Tangle Coalbox 

and the Speaker Unpreparedness room.  See you there! 

https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=3&ved=2ahUKEwiVs_6LxsrfAhVtoFkKHa3uDa8QFjACegQIBxAC&url=https%3A%2F%2Fdownload.microsoft.com%2Fdownload%2F7%2F7%2Fa%2F77abc5bd-8320-41af-863c-6ecfb10cb4b9%2Fmitigating%2520pass-the-hash%2520(pth)%2520attacks%2520and%2520other%2520credential%2520theft%2520techniques_english.pdf&usg=AOvVaw1qIAI2pMYZkPqdZ7I6XGjA

