Kringlecon Lessonized

Welcome to Kringlecon, a Capture the Flag (CTF) contest that is designed to entertain you and teach you
penetration testing (pentest) and general IT security skills. Kringlecon has a series of excellent
presentations designed to keep your pentest skills up to date. Some of the presentations even show
you how to solve problems you will encounter in Kringlecon. These lessons will lead you through the
CTF while highlighting and explaining the concepts behind the challenges.

It is very important to note that Kringlecon is available for free as a gift of SANS and CounterHack to the
IT security world. Kringlecon offers a wide variety of practice for practitioners who may have to work in
a small niche of the ITsec world during the rest of the year. It also introduces new techniques to people
new to ITsec. Most of all, it lets us hack in a safe cyber range and have fun!

This year’s Holiday Hack Challenge (HHC), Kringlecon, is about the same difficulty as last year’s HHC
2017. If the Kringlecon challenges are too much, give the Lessonized version of the 2017 challenge a try!
All HHC's are maintained year-round for you ITsec education pleasure. If you ever run across Ed Skoudis
or the CounterHack team, tell them thanks!

Note: These lessons are broken into small pieces to avoid giving spoilers away. If you are stuck go on to
the next lesson, which will have the solution you need. The answers to all the HHC challenges are
posted in many places on the Internet. If you want to get the most out of these lessons, avoid looking at
the solutions on the Internet while doing the lessons.

Introduction to Kringlecon

First, we’ll familiarize you with some of the basic aspects of the game. Go to https://kringlecon.com/
and create an account. That should take you to the front gate of the conference location, Santa’s castle.
You can personalize your avatar using the icons at the top right of the game.
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Current Area: 0

On the way in to the castle you will meet Santa, who has good advice if you click on him. In fact, you
cannot enter the castle until you have talked to Santa. Here’s some good advice: if you forget what


https://kringlecon.com/
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characters told you, click on the drop-down menu at the top right to see what they said.
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Weicome, my friends! Welcome to my castie! Would you come
forward please?

Weicome. It's nice to have you here! 'm so glad you could
come. This is going to be such an exciting dayl

1 hope you enjoy it. | think you will.

Today is the start of KringleCon, our new conference for cyber
security practitioners and hackers around the worid.
KringleCon is designed to share tips and tricks to help leverage
our skills to make the world a betier, safer place.

Remember to look around, enjoy some talks by world-class
speakers, and mingle with our other guests.

And, if you are interested in the background of this con, please
check out Ed Skoudis® talk called START HERE.

Delighted to meet you. Overjoyed! Enraptured! Eniranced! Are
we ready? Yes! In we go!

Your badge is a black Christmas tree-shaped icon on the front of your avatar. If you click it, you can see
your objectives, hints from the characters, and other good information.
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The list of talks is especially helpful--you can learn a lot about pentest techniques and IT security from
these talks. Some of them have hints you need for the challenges, and others will be assigned as
homework.

Once you enter the castle lobby, you will see several interesting things. Hans and the Toy Soldier are
non-player characters (NPCs) that may have interesting things to say, but do not impact challenges.
Normally, elves stand beside the terminals they manage. The elf may give you hints about how to solve
the terminals. When you solve terminals, generally you receive more hints both in discussions with the
elves (click on them) and in the Hints section of your badge.

The first challenge on your badge asks you to review the recent HHC history. To answer that challenge,
you need to listen to a talk by Ed Skoudis, the originator of the HHC. It’s a cool talk, but if you are in a
hurry to get on with the hacking, the flag you will receive if you answer the questions correctly is shown



in the screenshot below.
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There’s one more thing we should look at to complete our tour--an elf terminal. Bushy Evergreen has a
simple challenge for you to show you how terminals work.

Bushy Evergreen

Hi, I'm Bushy Evergreen.
I'm glad you're here, I'm the target of a terrible trick.

Pepper says his editor is the best, but | don't understand why.

He's forcing me to learn vi.
Essential

Editor Skills

When you click on Bushy’s terminal Essential Editor Skills, you see this screen.
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Show him how to exit vi; your favorite search engine will be helpful if you haven’t used vi before. When
you do, the terminal will congratulate you and Bushy will have hints for you, if you click on him. In your



badge you will see a hint from Bushy that gives this link: https://kb.iu.edu/d/afcz.

Wow, it seems s0 easy now that you've shown me how!

To thank you, I'd like to share some other tips with you.

Have you taken a look at the Orientation Challenge?

This challenge is limited to past SANS Holiday Hack
Challenges from 2015, 2016, and 2017. You DO NOT need to
play those challenges.

Loading, ple:

If you listen closely to Ed Skoudis' talk at the con, you might
even pick up all the answers you need...

It may take a little poking around, but with your skills, I'm sure
it'll be a wintergreen breeze!

By the way, vi is one of the two famous console text editors that date back to the early Linux days (the
other is EMACS.) It is amazingly powerful, with search, replace, cut, paste, and much more. It’s a little
tricky, but if you are going to be using a Linux console it is good to know the basics of vi.

| guess we would have saved time if we had worked with Bushy first and found the link to Ed Skoudis
talk first. Oh well. There should be two achievements on your badge now. We’ll move on to the next
objective.
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Homework

Objective 2, Directory Browsing, suggests that you visit Minty Candycane for hints. Minty is on the other
side of the lobby from Bushy. When you talk to Minty, she will explain the problem and two hints will
appear in the Hints section of your badge; both are helpful links. (Note: Minty and the articles mention
using the ‘&’ symbol. | had better luck without it.)

See if you can solve Minty’s terminal challenge without any further assistance.
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