Basic Web Attacks—Holiday Hack Trail

This lesson teaches that parameters sent from a browser to a web server can be manipulated by a user
unless they are protected in some manner. It also shows that attackers can manipulate protected
parameters if they can defeat the protection. Web designers, beware! Better yet, do not trust anything
that is controlled by the user.

First, watch the 13-minute video by Chris Elgee, the developer of this challenge. He will introduce you
to some basic web concepts and a basic attack. Watch carefully for a method you can use to win the
game we are about to play. (Note: The Medium and Hard levels of this challenge will require other
skills, but this lesson will introduce them.)

Web Apps: a
Trailhead

Chris Elgee
Builder & Breaker / Counter Hack Challenges
Twitter @chriselgee

https://www.youtube.com/watch?v=0T6-DQtzCgM&feature=youtu.be

If you are playing the Holiday Hack Challenge (https://holidayhackchallenge.com/2019/) the terminal is
located in the Dorm next to the elf Minty Candycane. If you prefer to go directly to the terminal, this
link will take you there. https://trail.elfu.org/gameselect/?playerid=JebediahSpringfield

This game is a version of the old Oregon Trail game, which was developed in the early 1970’s to
teach players about 19™-century pioneer life on the Oregon trail. The graphics represent what
was actually available to home computer users in the 1980’s. (See http://www.died-of-
dysentery.com/stories/early-versions.html Several sites allow you to play the original game
online today for free.)

The game we are playing has been specially modified to teach basic vulnerabilities that web
developers can program into their sites if they aren’t careful. It was developed by Counter Hack
Challenges as part of the Holiday Hack Challenge for 2019, Kringlecon2. Kringlecon is a virtual
IT security conference that is hosted at the North Pole each year to teach and challenge IT
security students and professionals. https://holidayhackchallenge.com/2019/

Here’s the beginning of the Trail terminal. The hacks for each game mode, Easy, Medium, and
Hard, have the same difficulty as the game modes. After you select your difficulty, the game
presents you with the page to purchase supplies. Hah! We’re hackers, we don’t need supplies.
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https://holidayhackchallenge.com/2019/
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Easy Mode
Enter the game in Easy mode, and the hacking will be easy too. You can play with supplies on the
purchase supplies page or just skip past it by clicking BUY. That will get you started in the game.

Your Task
Cheat! Use the technique Chris describes in the YouTube video to attack the parameter, distance. You
should be able to win the game in one turn. In this mode, the game simulates using HTTP GET requests.

Questions
1) How did you change the request so that you won the game?

2) What could the web designer do to prevent you from cheating this way?

3) What was the request method the browser used? (GET, HEAD, POST, CONNECT, and TRACE are
possible answers.)



More Fun

Once you've won the game by attacking the distance parameter, you should be able to start over and
play the entire game. Except, whenever you need supplies, reindeer, or to improve someone’s health
you can get what you need by hacking!

Medium Difficulty Mode

In Medium mode the game submits data to the server using POST requests. Those requests can’t be
changed as easily as the GET requests can be changed (you just did that in Easy Mode), but that should
not deter a hacker.

Most modern browsers include developer tools, which can be used to examine the contents of a web
page in detail. The lesson will use Google Chrome, but most other browsers have similar capability.

Step 1: A quick tour of Chrome Developer tools
Go to the trail URL, https://trail.elfu.org/gameselect/?playerid=JebediahSpringfield, and open Developer
tools. Ctrl-Shift-I works if you like keyboard shortcuts.
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https://trail.elfu.org/gameselect/?playerid=JebediahSpringfield

If you select the Sources tab, and highlight (index) you should see the HTML source code for the page.
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The index.html file was downloaded from the server; it is the original code for the page. We'll get to this
in a minute, but JavaScript in the page can modify the original code. Since this is the original code, we
can’t change it in Dev Tools.

Switch to the Network tab, and then click GO on the web site once or twice to generate traffic.

x [ Elements Censole Sources Network Performance Wemory Applicatior Security Audits
® 0 ¥ Q Presarve log T + %
Fitter Hide data URLs Fd1) | X J5 €55 Img Media Font Doc W5 Manifest Other
500 m 00 = Rls 3500 ms 4000
’ ¥ Mame Status Type Size Time Waterfa
| trail/ 200 document 33 KB 43ms |
—| hhtpng 200 prg [memory .. Oms
—| header.png 200 png Oms
— mountains.png 200 ong Oms
h = black300.ocng 200 png (memory c.. Oms
m black70.png 200 prg [memory .. Oms
m reindeerl.png 200 png (memory c.. Oms
m sleighpng 200 png (memory C. 0Oms
m black100.cng 200 png (memory C.. Oms
land.png 200 png (memory c.. Oms
| zigwoff font 0Oms
® reindeerd.pn png Oms
- 2 ref 3 B transferred | 49.9 KB resources | Finish: 4605 83 ms mis

You can see all the network traffic between your browser and the server. You can see that the browser
downloaded several image files (.png) from the server. Find trail/ inyour list and click oniit. It
contains the code for the section of the web site we are are using now. (The address for the page we



are looking at is trail.elfu.org/trail/, or trail/ for short.)
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Open General at the right and answer these questions.
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4) What was the request method the browser used?

5) What status code did the server return?

6) What is the IP address of the web server?

Look at the Form Data on the right side. It should be close to the information showing on the display of
the web site (it tells the browser what the next values will be, so it is off by a little.) If the web site says
you have two reindeer, the Form Data should too.
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Now look for the View Source legend at the top of the Form Data and click it.
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This shows you what the form data looks like when it is sent to the server.
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Step 2 — Change the page in Developer Tools

The source code, index.html or whatever, is the code that was originally delivered to the browser. Since
JavaScript can modify the code on the fly, the browser keeps a copy of the current version in the DOM
tree. In Chrome Dev Tools, the DOM tree is shown under the Elements tab. We can change things here,
since this is the current version of the code. For more information on the Elements tab, read
https://developers.google.com/web/tools/chrome-devtools/dom. To see more about the Document
Object Model (DOM) in general, read https://developer.mozilla.org/en-

US/docs/Web/APl/Document Object Model/Introduction

Most of the tree is closed when we start; for a modern web site the tree can be quite long. Rather than
open every element until we find what we want, there are two ways to find what we want quickly.

1. On the web page itself, right-click something of interest and select Inspect. GO was clicked in
this example.
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You will be taken to that part of the code.
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2. If you are looking for a name, click in the Elements column, type Ctrl-F (find), and then enter the
name. Type the name, distance for example, in the box and then cycle though all the times it
occurs in the code.

You should be able to find the “distance” in the portion of the code that sends all the values back to the
server. Change it and win the game!

Questions
7) What did you do to win the game?

More Fun

Now that you know the secret of modifying requests (answer to question 6), you have the game at your
mercy. You can play the game and give yourself reindeer, supplies, and health any time you need it.



HARD Mode
It really is harder to hack the game in Hard mode. You may not have noticed it, but the request in
Medium mode had hash=HASH at the end of the data.
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It wasn’t doing anything in Medium mode. In Hard mode it looks like this.
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That hash is protecting the data to keep evil people (us) from tampering with the data in the POST
request.

What is a Hash?
The hash function takes data as input and hashes or grinds it up until the output is totally
unrecognizable. A cryptographic hash has three main properties:

1) If you hash the same data again, the output hash will be the same. If even one bit of the input is
different, however, the output hash will be completely different. This is very useful if you wish
to detect if the data has been changed.

2) It should be very difficult” to alter the data and still get the same hash output. For some older
hash functions, it is possible to tamper with the data and get the same hash output, but those
hash functions should not be used in current software.

3) It should be very difficult” to compute what the input was when someone gives you the hash
output.

Note: “Very difficult” means it should take many years on a huge computer to do this.

For more information about cryptographic hashes, you can start here.
https://en.wikipedia.org/wiki/Cryptographic _hash function

Crack the Hash

If we want to defeat the hash that protects the data, we need to know what input generated the hash
we see in the image above. “Wait!” | hear you say, “You just said you cannot compute what the input
was when you are given a hash output!” That is true, we cannot. What we can do is to find many
possible values for what the input could be, compute the hash for each one, and then check to see if any
of the answers match the hash we have. This works well for hashes of people’s passwords, since most
people choose poor passwords.

First, we need to know what algorithm was used to create this hash. If you count the characters in the
image above, you should get 32 as your answer. It takes two characters to fill one byte of data, so the
hash is 32/2 = 16 bytes long. There are 8 bits in a byte, so the hash is 16*8 = 128 bits long. Use your
search engine skill to determine the commonly used hash function that creates an output that is 128 bits
long.


https://en.wikipedia.org/wiki/Cryptographic_hash_function

Question
8) What is, most likely, the hash function that created the hash in the image above?

You can use either hashcat or JohnTheRipper to crack the hash for the image above. However, there is
an easier way for simple hashes: a search engine. Google worked best for me on this one. Search for
{answer to question 8 goes here, no braces} hash "bc573864331a9%e42e4511de6f678aa83"

The string in quotes is the hash from the image above. The quotes require Google to only show answers
that include that string.

Question
9) What was the input to the hash function, so that "bc573864331a9e42e4511de6f678aa83" was
the output?

If you didn’t come across it in your search (it was 3™ in my search,) this site is very handy for what we
are doing. http://hash.oderskebrzdy.cz/md5.php?kolik=0-100000 (We could crack the hash each time
we needed to, tamper with our data, and then compute a new hash using md5sum, but why bother?)
Note: you could easily make your own table like this with just a few lines of code.

Begin your attack

Use Chrome Dev Tools to modify what the browser sends to the Holiday Hack Trail site just like we did
for the Medium challenge. The difference is that you will have to determine how the hash changes
when you tamper with a parameter. There are a lot of parameters in the data, but to win the game the
only parameter you need is distance. Just worry about distance for now.

e C(Click GO and look at the data sent to the server.

e Crack the hash (look it up on the site above)

e C(Click GO and look at the data again. What has changed since the last time?

e Crack the hash again and see how it changed.

e Repeat until you have determined what a change in the distance does to the number that gets
hashed.

Hint: The relationship between the change in distance and the change in the number that gets hashed is
very simple. Also, the talk that started this lesson has a portion of the server code in one of the slides; it
is the one where he talks about writing the site in Python.

Once you know how the hash changes when you tamper with distance, you can win the game.

e Find the parts you want to change in the Dev Tools Elements tab.
e Record the current distance
e Change the distance in the request to the value that wins the game


http://hash.oderskebrzdy.cz/md5.php?kolik=0-100000

e Compute how much you changed the distance

e Crack the hash using the website

e Use the relationship you discovered above and compute the number you need to hash
e Get the number’s hash from the website

e Change the hash in the request

e C(Click Forward and win the game.

Go Forth and Conquer!

Questions
10) What is the relationship between the change in distance and the change in number that is
hashed?

11) How did you beat the game?

12) Can you think of a way that this vulnerability could be fixed? Remember that any code on the
browser can be studied or changed by the attacker.

Optional—Burp Suite

Burp Suite is a powerful tool that allows people testing Web App security it intercept traffic the browser
sends to the server, and manipulate it. It is the same thing that happens in a Man in the Middle (MitM)
attack, where an attacker intercepts your communications. Your teacher can use the information in the
teacher notes section to prepare it for you. If you are working on your own, you can download the
Community Edition for either Windows or Linux. Another option is to download Kali Linux, which comes
with Burp Suite installed.

These instructions will assume that you are using the Burp Suite installed on Kali Linux (a virtual machine
is fine.) The browser that Kali uses is Firefox. However, different versions of Kali use different versions
of Firefox, so the settings you need to make may be in slightly different locations. These instructions are
for Firefox v68 which comes with Kali 2019.4.

Note: If your instructor has configured your environment ahead of time (Virginia Cyber Range) you may
be able to skip ahead to step 3.



Step 1—Configure the browser to use Burp Suite
In Kali you need to open your web browser.
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Change the browser proxy settings to point to 127.0.0.1 8080, which is the Burp default. A proxy server
intercepts the traffic to and from your browser. Schools usually use proxy servers to meet requirements
for protecting students against pornography and other evil. Corporations use proxies to enforce security
policy and provide some protection against attacks. We will use Burp as a proxy server to hack the
Holiday Trail game. In the browser, select Preferences.
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Scroll to the bottom and select Settings.
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Now we have to start Burp. Your browser won’t work until Burp is running since we just configured it to
send its data to Burp instead of the Internet.
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Burp Suite will show you a license agreement. If it complains about the Java version, accept the
message and continue. Don’t allow Burp Suite to update itself. Since Next is the only choice for projects
in the free community edition, click next. Then click Start Burp and you should be ready to go.

We also have to tell our browser to accept Burp’s digital certificate. Burp will be fooling our browser,
and will present it’s own TLS certificates in place of the real ones for the sites we visit. If we don’t tell
the browser to believe everything that Burp tells it, the browser will generate errors or block the sites.
Follow the instructions here. https://support.portswigger.net/customer/portal/articles/1783075-
installing-burp-s-ca-certificate-in-your-browser The browser in Kali Linux is a variant of Firefox, so use
those instructions. Note: if http://burp gives an error instead of the screen shown in the article, use
http://127.0.0.1:8080 instead. Burp has to be running for this to work.

Step 2. Set Burp Proxy to Intercept Off
While we are getting started, we want Burp to allow requests from our browser to go straight through
to the web. We’'ll use Intercept in a bit, but for now set Proxy, Intercept, Intercept Off.
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Step 3. Browse to https://trail.elfu.org

If the proceeding steps were done correctly, you should be able to browse to https://trail.elfu.org.
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When you go to the Target Tab of Burp Suite, you should see the traffic between the browser and the
server, as well as the content of each session. There will be sites besides trail.elfu.org, even if you didn’t

browse to anything else. Browsers are chatty. You can get an idea of what HTTP traffic looks like just by
playing in the target section.
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GET /gameselect/?playerid=JebediahSprangfield HTTP/1.1

Host: trail.elfu.org

User-Agent: Mozilla/5.8 (X11; Linux x86_64; rv:68.8) Gecko/20100181 Firefox/68.8
Accept: text/html,application/xhtmlxal,application/xml;q=0.9,%/*;q=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Connection: close

Cookie: trail-mix-cookie=4b3d86dadb98eefeafcf1d895bdfcas9fibiasth
Upgrade-TInsecure-Requests: 1

Note: If you don’t see anything at all when you attempt to browse, it is possible you forgot to select
Intercept Off on the previous page.
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Step 4: Prepare to attack

Select the MEDIUM difficulty for Holiday Hack Trail.
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Skip past the Purchase Supplies page by selecting BUY. We are hacking, we won’t need supplies.
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When you start the game proper, you are ready to attack.

5. Attack
Now we want Burp to Intercept each transaction between the browser and the Holiday Hack Trail web

site so that we can adjust things to our liking. In Burp, go to the Proxy tab, Intercept, and turn Intercept
On.
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Now, any time the browser sends traffic, Burp will stop it to allow you to inspect or modify it. When you
are satisfied, click Forward and Burp will release the traffic. Until you click Forward, the browser won’t
show anything—it will look like the network has gone down.

Note: The browser is chatty and talks to mozilla.org and similar sites without your telling it to. You may
have to click Forward to get those out of your way.



On the web browser at the Holiday Hack Trail site, click GO to get started.
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Go back to Burp, and you should see something like this.

Burp Project Intruder Repeater Window Help

[ Dashboard T Target T T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options ]

_[ T HTTP history T WebSockets history T Opticns ]

&7 [\ Request to https:/trail elfu.org:443 [35.222.178.2]

| Forward | | Drop | Intercept iz an | Action L |

Raw | Params THeaders TE]

POST /trail/ HTTR/1.1

Host: trail.elfu_org

User-Agent: Mozillas/5.8 (X11; Linux xB6_64; rv:68.8) Gecko/20188181 Firefox/68.8
Accept: tewt/html,application/xhtml+xml,application/sml;g=0.9,%/*;q=0.8
Accept-Language: en-US, en;g=0.5

Accept-Encoding: gzip, deflate

Referer: https://trail_elfu.org/trails

Content-Type: application/w-www-form-urlencoded

Content-Length: 417

Connection: close

Cookie: trail-mix-cookie=118fc9e893296ee5acSbbdfc2f11217b32d68164
Upgrade-Insecure-Requests: 1

pace=B&playerid=JebediahSpringfield&action=go&difficulty=18money=3000&d1istance=B&curmonth=8&curday=1&namef=L1ila&health8=180&condB=B&causef=Rdeathdayb=B&deat
hmonth@=0&namel=5ally&healthl=100&cond1l=0&causel=Gdeathdayl=0&deathmonthl=0&name2=Chris&health2=100&cond2=0&cause2=adeathday2=0&deathmonth2=0&name3=len&heal
th3=180&cond3=B&caused=fdeathday3i=B&deathmonthi=0&reindeer=2&runners=25ammo=508med s=10&F ood=200&hash=HASH

If you see something different, it may be the browser chatting with Mozilla. Click Forward and maybe
you’ll get to the picture above. If not, go back to Holiday Hack Trail and click GO to try again.

You can edit the parameters the browser is sending to the site as you choose, within reason. When you
have finished your edits, click Forward to send them to the site.

Now you have everything you need to win the game in one move; it is right there in front of you!

Hard Mode
The same technique works in hard mode, except that you must adjust the hash as well.



