Basic Web Attacks—Teacher Notes

This lesson assumes that the student is aware of web browsers, web servers, and HTML, but the student
does not need much experience to do this lesson in Easy and Medium mode. In Hard mode, some
experience is required, but inquisitive students should be able to follow along.

Primary Learning Point

Anything that executes in a browser or any data returned by a browser to a web site can be edited or
manipulated by a knowledgeable user. The web designer should keep this in mind at all times and keep
all critical data on the server. Trust nothing that comes from the user or a browser.

Requirements

The basic lesson requires nothing but a browser and Internet access. This lesson uses the Chrome
browser and the Developer tools that are part of the Chrome browser.

The optional lesson requires the use of Burp Suite, Web Application testing software. Burp Suite may
be blocked by school networks because it can be used as a hacking tool. However, Burp Suite is installed
on Kali Linux, which you can download and use if you have software like VMware Workstation Player
https://www.vmware.com/products/workstation-player.html (They will let you pay for Workstation
Player, but the license when you install it says the Workstation Player is free for academic use.)

Virginia Cyber Range

Kali Linux is availble to Virginia students and teachers through the Virginia Cyber Range, so the optional
Burp Suite lesson can be done there. The instructor can also customize the environment ahead of time
so the students do not have to spend class time configuring Burp and their browsers.

Create an Environment
Add an Exercise Environment to your course.

A{ IR0 M1 - COURSES  COURSEWARE Q ? o
Courses / Cyber Security Operations
Cyber Security Operations () @ (=) ()
N N
Role: instructor

Description

This course covers basic cyber security. It is given to seniors at the Shenandoah Valley Governor's School, Fishersville, VA


https://www.vmware.com/products/workstation-player.html

There are several Kali environments available, but not all of them can browse the Internet. | chose K12
Cyber Security Concepts Using Kali Linux (2018) for that reason.

Create a New Exercise Environment

Enyi nt
ﬁ CyberStart

Environment: Brigante

Environment: Cyber Basics (2018)

Environment: Introduction to Forensics

Environment: K12 Cyber Security Concepts Using Kali Linux (2018

Environment: Kali Linux Virtual Machine (2018)

m

Environment: Kali Linux and Vulnerable Windows 7(64bit) VMs

“ 8 Environment: Kali Linux with Metasploitable (2018)

- Enviranman 1t Virtial Machinn

CEL

Start the Environment
Click the Environment you just created, and you should see a page that allows you to edit the
environment. The Power icon in the bottom left allows you to power the VM on.

Environment: K12 Cyber Security Concepts Using Kali
irux (2018)

Description

A foundational set of cyber security exercises teaching both offensive and defensive technologies explored through analysis of network
traffic (PCAP files), CTF (Capture the Flag) style challenges, basic cryptography, web/HTML client side scripting and more — all using a Kali
Linux virtual machine. The login for the Kali machine is student/student

Details

Availability Friday, January 10, 2020 12:00 AM
Tuesday, June 30, 2020 7:59 PM
Creation Wednesday, January 8, 2020 10:43 AM

The pencil icon in the top left allows you to change the Name, Description, and Dates for the course. |
changed the Name and Description as shown below.



Edit a Exercise Environment

Name
Environment: Kali Linux (2018) with Burp Suite Configured 8]

7 /250
Description
This is the K12 Cyber Security Concepts Using Kali environment,
modified so that Burp Suite will intercept browser traffic. The browser
will not work unless Burp Suite is running. This environment is used for
the class Basic Web Attacks, using the Holiday Hack Trail web site
created by SANS/Counter Hack Challenges.

Resources
Exercise Environment Description
Availability

Start Date

3] 2020-01-10 @

End Date
=] 2020-06-30

Start the VM using the Power button (bottom left.) The Power button should change to Play (Join) and
Stop buttons.

Details

Availability Friday, January 10,2020 1

Tuesday, June 30, 2020 7
Creation Wednesday, January 8, 20:

OJO.

You should get a new window to log in to the VM. User is student, password is student. Hmm, | need to
add the username and password to the description.



Session IXorg ll

username ||

password |

oK Cancel

Configure Burp and the Browser
Start Burp Suite. (We need it running so we can grab its certificate.)

« c @ © & 25 hitps//consolevirginiacyberrange.net/guacamole/#/clier
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£ Run Program...

@& terminal Emulator
B File Manager

[2) Mail Reader

Web Browser

un

Settings

* 01 - Information Gathering

~ 02 - Vulnerability Analysis

s 03 - Web Application Anal * CMS & Framework Identification

«~ 04 - Database Assessment + Web Application Proxies
05 - Password Attacks - » Web Crawlers & Directory Bruteforce  » b
06 - Wireless Attacks - + Web Vulnerability Scanners

# 07 - Reverse Engineering 4% burpsuite
# 08 - Exploitation Tools = fgd commix

' 09 - Sniffing & Spoofing = Bl httrack
& 10 - Post Exploitation » &Y owasp-zap

W 11 - Forensics » B paros _

Start the web browser

© & 25 hitps://consalevirginiacyberrange.net/guac

£ Run Program...
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@ Web Browser
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Enter 127.0.0.1:8080 in the browser navigation bar and enter.
/ Burp Suite Communit. .. x\\‘+
(- ) @ | 127.0.0.1:8080 | @ |[Q search %Aa ¥ A O

[ Most Visitedw~ FllOffensive Security S Kali Linux % Kali Docs % Kali Tools % Exploit-DE Wy Aircrack-ng pllKali Forums " NetHunter “e Kali Trai}'pg_._\

Burp Suite Community Edition CA Certificate
N——

Welcome to Burp Suite Community Edition.

Click on CA Certificate and save the certificate.

m Opening cacert.der

You have chosen to open:

& cacert.der

which is: X.509 Certificate (973 bytes)
from: http://127.0.0.1:8080

Would you like to save this file?

H Save File

Select Preferences
:||QSearCh |ﬁ B8 4+ & @ @

g kali
ick-ng gl Kali Forul X cut ||h Copy |ﬁ Paste
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New Window New Private  Save Page

Window
-~
= O =l
=
Print History Full Screen
Find Preferences Add-ons

Open preferences
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Developer  Synced Tabs




Select Advanced

€ Firefox | about:preferences

& Most Visitedv [l Offensive Security “ Kali Linux “& Kali Docs & Kali Tools # Exploit

[} General General

Startup
Always check if Firefox is your default bre

Firefox is currently your default browser
When Firefox starts:| Show my home page
Home Page: | file:///usr/share/kali-de
Use Current Page

Downloads

® Savefilesto @ Downloads

Select Certificates, and click View Certificates

% Firefox | about:preferences#advanced ¢ ||Q search

f Most visitedv  [ll Offensive Security "%, Kali Linux ‘e Kali Docs " Kali Tools = Exploit-DB Wy Aircrack-ng glKali Forums *

Advanced
General Data Choices Network Update Certificates
Requests

When a server requests my personal certificate:

Select one automatically

@® Ask me every time

¥ Query OCSP responder servers to confirm the current validity of certif

& Advanced

View Certificates Security Devices

Select Import

Certificate Manager

Your Certificates Peaple Servers Authorities Others

You have certificates on file that identify these certificate authorities:

Certificate Name Security Device fib

{ = AC Camerfirma S.A. -

i Chambers of Commerce Roof - 2008 Builtin Object Token I
Global Chambersign Root - 2008 Builtin Object Token

w AC Camerfirma SA CIF A82743287

Chambers of Commerce Root Builtin Object Token
Global Chambersign Root Builtin Object Token
v ACCY P m— | 2

View... Edit Trust. ( \mport...) Export... Delete or Distrust...

S——— oK



Select the certificate you downloaded, cacert.der, and click open.

L] Select File containing CA certificate(s) to import o X!
Name Location Size Accessed
D Recent
B cacert.der Downloads 973 bytes 13:59
¥ Home
i Desktop

[ Documents
@ Downloads
J2 Music

0] Pictures
H videos

M thinclient_drives

»

+ Other Locations

‘ Certificate Files + |

| Cancel || Open |

Select “Trust this CA to identify websites” and click OK.
Q Downloading Certificate ENE RS

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust “PortSwigger CA" for the following purposes?
Trust this CA to identify websites.

|| Trust this CA to identify email users.

|| Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy
and procedures (if available).

| view  Examine CA certificate

. cancel || ok |

Go back to advanced preferences as we need to configure the web site to send its requests to the Burp
proxy. With Network selected, click on Connection Settings.

€ Firefox | about:preferences#advanced ¢ | |Q search B8 ¥+ @
[ Most Visitedw [JflOffensive Security " Kali Linux " Kali Docs "% Kali Tools % Exploit-DB Wy Aircrack-ng gliKali Forums “§ NetHunter “ Kali Training

General Data Choices Network Update Certificates

Connection
Configure how Firefox connects to the Internet ; Settings...

Cached Web Content

Your web content cache is currently using 1.3 MB of disk space Clear Now

Override automatic cache management




Select Manual proxy configuration, enter 127.0.0.1 and port 8080. Select “Use this proxy for all
protocols” and click OK.

Connection Settings

Configure Proxies to Access the Internet ~
No proxy

Auto-detect proxy settings for this network
Use system proxy settings

‘ [ ] %ﬂﬁnualproxyconﬁguration:

HTTP Proxy:, 127.0.0.1

se this proxy server for all protocols

Port:
Port:
Port:
SOCKSv4d @ SOCKSy5
No Proxy for: v
Help Cancel oK

Configure Burp Suite. We need to tell Burp to send its data to the VACR proxy, and not straight to the
Internet. VACR blocks Internet requests that don’t go through their proxy.

In Burp Suite select User Options and scroll down to Upstream Proxy Servers.

Burp Suite Community Edition v1.7.33 - Temporary Project
Burp Intruder Repeater Window Help

[TargetT P racsy T Spider T Scannar T Intruder T Repeater T Sequencer T Decoder T Cornparer T Extender T Project options TUser options | Alert

_[ CDnnectiDnsT SSL T Display T Misc 1

Upstream Proxy S5ervers

@
@ The follawing rules deterrnine whether Eurp sends each outgoing request to a proxy server, or directly to the destination web server. The first rule that re
single proxy server, create a rule with * as the destination host.

Niote: these settings can be overridden for individua! projects within project ootions.

J—

Add J Enabled | Destination host | Prosey host | Proxy p... | Authtype | Userna...

Edit
Up

Rernowve »
e |

Down




Click Add. Enter * in Destination host, squid.cyberservices.internal in Proxy host, and 80 in Proxy port.
Click OK.

[ Target T T Spider T Scanner T Irtruder T Repeater T Sequencer T Decoder T Carnparer T Extender T Praoject options

_[ Connections T 55L T Display T Misc |

. Add upstream proxy rule (TR

The following rules deterrmin

. Enter the details of the upstrearn prosy rule. *rou can use wildcards to specify
single proxy server, create & )

destination hosts [* matches zero or more characters, 7 matches any character
except a dot). Leave the prosy host blank to connedt directly for the specified
destination host.

Destination host: *
Praxy host: squid. cyberservices.internal
| Remove | Proxy port: ag|
| ue Authertication type: | Mone v
[ Usernarne:
Fassward:
(2] Dornain:

These settings let you config)

o in host 3
then requests to upstream g ornain hostnarne:

| ok | Cancel |

[ Use SDCKS prosy

Browse to trail.elfu.org. If everything is working, you should see the Holiday Hack Trail.

a\ ~pplications | Burp Suite Community ... |_ Holiday Hack Trail - Moz...| | *{Untitled)

Holiday Hack Trail - Mozilla Firefox

Wl Burp Suite Communit... x | § Holiday Hack Trail x | =+

€ (@ @ | https:j/trail elfu.org/gameselect/?playerid=]ebediahSpringfield v | Search

[ Most Visitedw | Offensive Security " Kali Linux "% Kali Docs “ Kali Tools # Exploit-DB W Aircrack-ng g Kali Forums S NetHunter

hhc://trail.hhc/gameselect/

“PHE HOLIDAY HACK TRAL




Save the changes you made in VACR
Close the console window and click the Stop icon on the VACR page.

Details

Availability Friday, January 10, 2020 12:00 AM
Tuesday, June 30, 2020 7:59 PM

Creation Wednesday, January 8, 2020 10:43 AM

®

Once you've done that, the icons should change and give you a Copy icon. Click it.
Description
This is the K12 Cyber Security Concepts Using Kali environment, modified so that |

not work unless Burp Suite is running. This environment is used for the class Basic
created by SANS/Counter Hack Challenges.

Details

Availability Friday, January 10, 2020 12:00 AM
Tuesday, June 30, 2020 7:59 PM

Creation Wednesday, January 8, 2020 10:43 AM

“(c)@

Name the copy and click Confirm.

Are You Sure You Want to Copy this Exercise?

This will create a copy of this user's exercise as a new catalog entry. This catalog
entry will then be usable in any of your courses.

The exercise will be unavailable during the copy phase, but the catalog creation will
take a further 10-20 minutes.

Copy Name

Holiday Hack Trail-A Basic Web Attack

38/ 264



Your Exercise is being Copied!

A copy of this environment is being created. This may take a few minutes. Once
complete, the entry will appear in the create-environments drop down list.

CLOSE

Once the elves have done their work behind the scenes, you’ll be able to create a new Exercise
Environment with your changes included.

Create a New Exercise Environment

. _—-"N.____“
Holiday Hack Trail-A Basic Web Attack
2020-01-11 09:40 AM
Linux Dr. Who Adventure
2019-09-12 04:51 PM

Environments

u CyberStart

Be sure to test it well before class starts!




