Letters to Santa--a real world attack

Part 4, the Attack Begins

In Part 3 you found that Alabaster built the dev site using Apache Struts. In Part 1 you found that there
were two major Apache Struts vulnerabilities in 2017, CVE-2017-5638 in March and CVE-2017-9805 in
September. In Hint 6 Sparkle said that Alabaster had patched CVE-2017-5638, which was used in the
“Equal-Facts” attack. She does not mention CVE-2017-9805.

In Hint 7, Sparkle gives a link to a SANS Penetration Test Blog article by Chris Davis. The article explains
that a good penetration tester can modify exploit code, since the code may not meet their needs. Chris
uses CVE-2017-9805 as an example and gives us a link to his final product, a Python script, on GitHub.
We won’t have to modify any code this time. Since Chris has done the heavy lifting, we can simply use
his script in script kiddy fashion.

Some Notes about the Exploit

<sidebar>

A “shell”, or command shell, is similar to a Linux terminal or Windows command prompt. Penetration
testers distinguish between shells and terminals, however. A shell gives the ability to run commands on
a host and see some results but is not as powerful as a terminal or SSH session. Control characters,
commands that require user input like usernames and passwords, and other things may not work in a
shell or may cause the shell to crash.

</sidebar>

The Python script Chris wrote to exploit CVE-2017-9805 is not a shell. It executes commands on the
target but does nothing to show the target’s response. You are essentially blind. You send the
command off to the target and have no idea if it worked, unless you provide for the response yourself.

The Best Way

The best way to attack would be to build a mock-up of the target in a lab environment, and then test the
commands we wish to use in the lab. Through reconnaissance, we know that the site uses Apache
Struts. Using Nmap scans, we could determine the server operating system. We would build virtual
machines to match what we know about the target and then practice the attack. This method is more
work but increases the likelihood of our success and reduces the noise we make on the network (and
reduces frustration, too.)

Our Approach

This is a learning environment, so we will learn by doing but we will proceed slowly. The first thing we
need to know is whether the exploit works or not. We need the simplest command we can find that will
create some network traffic that we can detect. Not every web site will allow its servers to ping the
outside world but maybe Alabaster has not been diligent, and we will get lucky. Also, this gives us the
opportunity for a brief networking review.

<sidebar>

Recall from our discussions about networking last semester that most ISPs use Network Address
Translation (NAT). Using NAT, the ISP, our wireless router, or whatever, gives each of our computers a
separate private IP address, and sends the traffic for all computers to the Internet using a single public IP
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address. It separates the traffic by adjusting port numbers and making a table to keep track of what
traffic should go where. This creates a problem for us, as the NAT table is only updated when we initiate
an outgoing connection. When the target tries to initiate an incoming connection, there won’t be an
entry in the table and the connection attempt will be dropped.

</sidebar>

There are several ways to work around the NAT problem, but the easiest is to use our Amazon AWS
instance. It has a public IP address that the target can reach, assuming we configure the inbound rules
for the instance properly. Instructions for creating a free AWS instance are available here.

Configure an Inbound Rule on the AWS Instance

Add a rule to the Inbound tab of the Security Group to allow inbound ping traffic. Be sure to set it to
ICMP IPv4 (not IPv6) and to Echo Request (not Echo Reply.)

Edit inbound rules X
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The result should look like this.

@ Nagra Groap 1D «  Grouyp Nama VT D Dascrigntion

B wgssscgowp sg-desSeT sunch-eds -1 vpe-24M555 launchadzand-1 crested 2018-01-12705 03 37 1319500

Security Group: sg-4eae73a

nbound Culbon

Eon

ype | Protoced | Port Range | Source | Descngton


https://pen-testing.sans.org/blog/2017/12/10/putting-my-zero-cents-in-using-the-free-tier-on-amazon-web-services-ec2

Verify the rule by pinging your instance from your workstation.

C:\Users\John»ping e 54-159-164-1684 . compute-1.amazonaws . com

9.184.184] with 32

in milli-s
= 45ms, imum = 45ms,

Monitoring Traffic on the AWS instance

There are many ways to monitor traffic from the target to our AWS instance. In this challenge we will
use packet capture (sniffing) and later a netcat listener. When we studied networking we mostly used
Wireshark to monitor traffic. The AWS instance does not have a GUI, so we will use the command line
tool tcpdump instead.

Test to see if tcpdump installed on your instance by running the command, tcpdump --help. If you
find that it is not installed, install it using sudo yum install tcpdump (Amazon Linux AMIand
RedHat based images) or sudo apt-get install tcpdump (Debian or Ubuntu based images.)

We will use the syntax, sudo tcpdump -nn -i <interface> ‘<filter>’. The option-nn
tells tcpdump not to convert IP addresses to DNS names, and not to convert port numbers to protocol
names. The -i option tells tcpdump which network interface to listen to. Use the command, sudo
tcpdump -D, to determine the available interfaces.

[ecZ-user@ip-1T72-31-37-34 ~]% sudo tcpdump -D

l.ethd

2.nflog (Linux netfilter log (HFLOG) interface)
J.nfgqueue (Linux netfilter gqueuese (NEFQUEUE) interface)
4.any (Pseudo-device that captures on all interfaces)
5.1o
[ecZ-—user@ip-1T72-31-37-34 ~]%5 I

In this case, we will use ethO as our interface. You could also determine the available interfaces with the
commands ipconfig -a (deprecated or removed in some Linux distributions,) or the command ip
(ip linkorip address.)

You are connecting to the AWS instance with SSH, so if you do not use a filter you will see all the traffic
between your workstation and your instance. We need to filter that out. One way would be to get rid
of port 22 (SSH) traffic.

sudo tcpdump -1 eth0 'not port 22

A better way would be to use a filter that just shows what we are looking for. The ping command uses
ICMP echo requests and responses. Note: Word uses “smart quotes” so this may not work if you cut
and paste the commands. You may have to change to single quotes.

sudo tcpdump -i eth0O 'icmp'



Here is a ping from a workstation.

l64-164.compute-1.amazonaws. com
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Minimum = 45ms, imum = 46ms,

C:\UsersJohn»

This is how it should look on the AWS instance.

[ecZ-user@ip-1T72-31-37-34 ~]5 sudo tcpdump -nni echl0 '"icmp'

tepdump: werbose output suppressed, use —v or —-vv for full protocol decode

listening on ethl, link-type EN10ME (Ethernet), capture size 65535 bytes

01:39:56.467057 IP €4.203.133.36 > 172.31.37.34: ICHMP echo request, id 1, seq 11, length 40

01:39:56.467087 IP 172.31.37.34 > €4.203.133.36: ICMP echo reply, id 1, seq 11, length 40
01:39:57.470478 TP 64.203.133.36 > 172.31.37.34: ICMP echo request, id 1, seqg 12, length 40
01:39:57.470511 IP 172.31.37.34 > €4.203.133.36: ICMP echo reply, id 1, seq 12, length 40
01:39:583.477055 IP £4.203.133.36 > 172.31.37.34: ICMP echo request, id 1, segq 13, length 40
01:39:58.477078 IP 172.31.37.34 > €4.203.133.36: ICMP echo reply, id 1, seq 13, length 40
01:39:55.484087 IP ©£4.203.133.36 > 172.31.37.34: ICMP echo regquest, id 1, segq 14, length 40
01:39:55.484112 TP 172.31.37.34 > €4.203.133.36: ICMP echo reply, id 1, seq 14, length 40

~C

8 packets captured

2 packets received by filter

0 packets dropped by kernel
[ec2-user@ip-172-31-37-34 ~15 |]

Test it on your instance to make sure it is working before we begin the attack.

Begin the Attack (Finally!)

We will use the Apache Struts exploit code from the GitHub link at the end of the blog article. Copy the
Python code from Chris Davis’ link to your workstation. If you use a Windows workstation you will have
to install Python. If you use Linux or a Linux VM, python is already installed.

Note: The article talks about encoding the command with base64 and then decoding the command on
the target server with a line like this.

echo L3VzciQiaW4vd2hvYW1plA==| base64 -d | tee -a /tmp/payload.tmp ; /bin/bash
/tmp/payload.tmp; /bin/rm /tmp/ payload.tmp

The exploit code in the Python script does this for you (see line 37) so your command does not have to
include it.

Run the exploit code on your workstation. The URL should be the complete URL to a page on the dev
site. The command should be something like this.
ping -c 4 ec2-54-84-224-72.compute-1.amazonaws.com

It is important that you include the —-c 4 option. Remember that in Linux a ping runs forever unless
you tell it the number of packets to send with the count option.
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Note: if you decide to run the Python script from your CentOS VM, you will have to add a module to
your Python installation. To add the module, you need to install the tool Python uses to add modules
(or packages) which is called pip (Package Index). The repository that contains pip for RedHat variants is
called Extra Packages for Enterprise Linux or EPEL. The following commands will add EPEL to your yum
repository list, install pip, and then install the module that the exploit script needs. The module is called
requests, which gives Python the capability to build HTTP requests.

sudo yum install epel-release
sudo yum install python-pip python-wheel
sudo pip install requests

If you run the Python script from your Kali VM, the requests module is already installed.

Questions Part 4
1) Did your first try at the exploit work? Include a screenshot of the command you used and a
screenshot of tcpdump on your AWS instance.
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