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Viriya’s SATI DB Advisor & Analyzer Tools

* Benefits:
e (OGRS * Made in Indonesia
g 1 e e 16 years+ experience into single tools
""*”f;“*i‘:‘?”ﬁ?“s-iﬂ"’*‘?fﬁ“’m*w%ﬂ' * SQL Editor and execution

* Monitoring and Analysing Tools

* Lightweighted Tools and support low latency network
*  Multi-Threaded Application

* Al Analyzer for Query Restructuring and Tuning

* Al DB Security Assessor and Advisor

* Increase DBA /SQL Dev Productivity

* Customizable and Tailoring Menu based on your needs
(Contact Us)
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Viriya’s SATI Compatible Databases

Viriya’s SATI
I
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ORACLE

TmaxSoft

TmaxTibero
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Microsoft |

SOL Server
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Viriya’s SATI Main Features

Viriya’s SATI
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1. Multi Database Connection Support (Oracle & Tibero)
Create, drop , edit database objects.

SQL Executions and Stored procedure (or TSQL)
Multi threaded editor , with fast performance.

Monitoring , analysing and diagnosing.
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Al Query Advisor , Al Database objects constructor and schema objects comparator.
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Viriya’s SATI Login Page

viriya
Fle  Main

» Database Schenas
viriya

Alias

DB Name

Query Results

Port | User

REFRESH

DB Name

Connect

No columns in table
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SQLServer local

Error & Job Monitor  Monitor

3Tl SQLServer Analyzer and Advisor

localhost

Export / Import

Server Nai

Authenticat

About

QL Server Authenticat.
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SchemaTree View for Multi Database Connection
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QL Editor | PSM Editor | Session Monitor

AGEMENT
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Viriya’s SATI — Smart Al Advisor

File

Main Menu

viriya

Generic Infomation

»
»

v Svs

w TABLES (638)

AQ$_QUEUES
AQ$_QUEUE_TABLES
AQS_SYS

AQ5_SYS

AQ§_SYS
AQS_SYS_NOTICE Q_TA
CLIENT_ACCESS_POL
CTX_LOGFTLE_NAME
DBMS_LOCK_ALLOCATED
DR$CLASS

DR$TDX_TNFO
DR$TDX_PREFERENCE
DR$ TDX_PREFERENCE_VALUE
DR$TDX_SECTTON_GROUP
DR$PDEF_PREFERENCE
DR$PDEF_PREFERE
DR$SECTION
DR$SECTION_GROUP
DRESTOPLIST
DR$STOPWORD
DR$UDEF_PREFERENCE
DR$UDEF_PREFERENCE_VALUE
FGA_LOGS

FGA_POLICYS
_SERVER_ALERT_INFO
_SERVER_ALERT_LOG

stem Related Analysis  Disk Related Analy Log Analyzer Monitor  §|

WITH T AS
oo S

(SELECT /
a.amount_left

UNION ALL
SELECT ‘Filtered® k

WHERE 1 = 1

Query Results:

R s

B | SATI's Al Advisor

part except for the WHERE 1 = 1
" statement and the "UNION ALL".

ing the "WHERE
IFIER" as a leading column. If not, consider creating or modifyi
in filtering and in the select list for better performa

w should include the "TJ
ry columns

: If the columns “amount™ and “amount_left™ are frequently acce
FIER, including them in the ind
ss to the table data.

0 make it a coveri

Here's an example of how you might modify the index:

creare oo [ o o -~

amount_left)

S - o

*Optimized Que n of your query after removing the redundant parts:

“sql
v v -
(

setect /++ e T 0%

a.amount,

a.amount left
FROM A(
WHERE a.TA

JUNTING a
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Viriya’s SATI — Database Al Constructor

viriya

File Main Menu  Generic Infomation  System Related Analy:

- = | Al Constructor
w Datab Schemas o Stored Procedure

Stored Procedure Generated 5QL Prompt History

v

To create a stored procedure in Tibero th 2 M : Stored Procedure
TIBERC OMERS, TIBERO.ORDERS
® Dependency TTTsgl : takes a CUSTOMER_ID as input and ret
PUBLIC EATE OR REPLACE PROCEDURE GetCustomerOr
TIBERO.CUSTOMERS, TIBERO.ORDERS p_customer_id IN TIBERO.CUSTOMERS.CUS

No Dependency
QUTLN

CURSOR order_cursor 1S
TIBERO SELECT 0.0RDER_ID, o.ORDER_DATE,
v TABLES FROM TIBERO.ORDERS o

WHERE o.CUSTOMER_ID = p_customer_

4 ¥ ¥ vy v vvwvyvw

takes a CUSTOMER_ID input and retri

all orders for that customer. -~ Open the cursor

STALE_STAT TEST OPEN order_cursor;
< ;
TESTI1111 -- Fetch and display each order
TESTINSERT FOR order_rec IN order_cu r LOOP
TEST_NUMBER DBMS_OUTPUT.PUT_LINE( Order ID:
', Order Dat
', Order Amo
END LOO

-- Close the cursor
Query Ry CLOSE order_cursor;
EXCEPTION
WHEN NO_DATA_FOUND THEN
DBMS_OUTPUT.PUT_LINE( No orders f
WHEN OTHERS THEN
DBMS_QUTPUT.PUT_LINE( Error:

DB LINKS (@) ( Copy Result
MATERTALTZED VIEWS (8)
MATERIALIZED VIEW
S (0)
SCHEDULER (@)
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Viriya’s SATI — Database Workload Monitor

viriya
File  Main Menu [(AlielnEsl System Related Analysis  Disk Related Analysis  Log Analyzer  Monitor  Smart Al Feature  About

» Datab Sch
Eie i e SQL Query Editor: <Connected to _@-sys>

B | SATI's Database Workload Monitor

Database Workload Trends

WoWw W oW W o W L
o @ @ o o D W W B W
) =1 =1 =

= =

= B B & I3
5 I
v}

O Max Sessions Transactions O Ready Sessions O Running Sessions

v/| Max Sessions || Transactions |+/| Ready Sessions |v/| Running Sessions

Export to PNG

No columns in table




Viriya’s SATI — DB Security Assessor and Advisor

B | Viriya's SATI Tibero DB Advisor & Analyzer Tools
viriya
File Main Menu Generic Infomation  System Related Analysis  Disk Related Analysis  Log Analyzer Monitor  Smart Al Feature  About

» Database Schemas SQL Editor | PSM Editor | Security Auditor X

Run Audit | [¥| Show Suggested Mitigations | gyport Report to File

@ High: 3 A0 Medium: 3 <7 Low/Clean: 0

Audit Results

» Account Security

Audit Results » Privilege Management

» Account Security ¥ Public Access

. - USER_GEUMETRY_COLUMNS has SELECI
» Privilege Management

» Public Access .
1. **Severity**: High
» Encryption 2. **Compliance Impact**: Significant
- **Data Privacy and Security Laws**: The extensive list of public grants for SELECT, INSERT, UPDATE, DELETE, and EXECUTE permissions on critical system views and tables can lead to unauthorized access to sensitive

¥ Known Static CVEs data, violating data protection regulations such as GDPR, HIPAA, or CCPA.

- *Internal Security Policies**: Most organizations have strict internal policies regarding who can access sensitive data and system configurations. The current permissions setup likely violates these policies by allowing
overly broad access.
- CVE-2023-21931: Remote access vulnerability in Tibero € - - «aydit and Accountability*: The inability to restrict and monitor access to these critical resources can hinder audit processes and accountability, making it difficult to trace who accessed or modified data.
- CVE-2022-44012: DoS via triggers in Tibero 6.0
- CVE-2021-12231: Job scheduling escalation in Tibero 5.0 | 3. **Suggested Mitigation**:

- **Review and Restrict Access**: Conduct a thorough review of all public grants listed. Restrict access to sensitive views and tables to only those roles or users who absolutely need it for their function. Implement the
principle of least privilege.

- *Implement Role-Based Access Control (RBAC)**: Define roles according to job functions and assign permissions to these roles rather than to individual users. This helps in managing permissions more effectively and
e . ensures that users have only the access necessary to perform their jobs.
1. **Severity**: High - **Regular Audits and Monitoring**: Set up regular audits of access controls and monitoring of access patterns to detect and respond to unauthorized access attempts. Use tools for automated monitoring and alerting
2. **Compliance Impact**: This vulnerability could lead to U based on unusual access patters.

3. #Suggested Mitigation**: ¥MA4n Marclina and Cncnm binnkk inhie i dAntn_conridnr imnlamanting data mackine and ancnindinn o ract and in francit ta add an additinnal lme af cnorit
- Upgrade to Tibero version 6.0.2.35 or later. » Encryption
- Implement network segmentation and firewall rules to 1 » Known Static CVEs
- Regularly review and update access controls and auther

Q, Known Tibero Vulnerabilities (Static Scan):

### CVE-2023-21931: Remote Access Vulnerability in Tiber

» Tibero Version: 7

### CVE-2022-44012: DoS via Triggers in Tibero 6.0

1. **Severity**: Medium

2. *Compliance Impact**: This issue could lead to service interruptions and affect system availability, impacting SLAs and potentially compliance with standards that require reliable service delivery (e.g., ISO 27007).
3. *Suggested Mitigation**:

» Tibero Version: 7




Viriya’s SATI — Session Monitoring
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File  Main Menu  Generic Infomation stem Related Analysis  Disk Related Analy: Log Analyzer  Monitor  Export / Import RT Tools Feature  About Connected _ e
SQL Editor | PSM Editor | Session Monitor X | Workload Monitor 1
op Auto-Refre: Interval:
SERIAL# AUDSID USER# USERNAME IPADDR COMMAND TYPE STATUS SaL ID SQL CHILD_ NUMBER PREV_SQL ID
103196 1 6 APPS 4 SELECT NING  0joutrh: 24 5 Gym>Sagn q
APPS 6  SELECT NING  0joutrh: 2423 g 0m4wg
APPS SELECT Ocrtpul. 241 gufémgpvshj55
APPS 1 SELECT 9 0  Owvb749zda507
APPS 4  SELECT NI j19 2423 - 1cf36bw2h2mpn
APPS b SELECT G 0jout 3 972423706 f4z5hke5btTvw
APPS 7 SELECT ( )jout 2423 g Omdwg
APPS b1 INSERT G 36 5 4591 1515¢cn
OTHER fwb4n3f0yj 6 3
INSERT NING ~ 5zf405v8z. fi 6 0 A
SELECT NING  58utbrzhpw: : : 1515cn035534g ¢ z 6

SELECT NING 2 4 ajamrrd
SELECT NING )jOuti 242: Bymb5agn,
10318510 3 ) 2 APPS SELECT NNIN )jOuti b & 2fatgsqgar:
1031 3 2 APPS 7 SELECT NING ) 0 X Omdwg

SELECT
p.*
FROM
(
SELECT

_SIGNED_STATUS))
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Viriya’s SATI — DB Log Monitoring

| Viriya's SATI Tibero DB Advisor & Analyz

.. o
viriya

[ZIC Y ETLR YT Generic Infomation tem Related Analysis  Disk Related Analy: Log Analyzer  Monitor  Export / Import RT Tools Feature Connected: sy ] ™

SQL Editor | PSM Editor | Session Monitor load Monitor | SLOG Monitor X

Start: 6 ) ~ | End: ~ | Error Filter:

Details

XP_NOT_FIT_LEN View
ERROR_LOB_INVALID View
ERROR_STMT_CANCEL 4 View
ERROR_INVALID_HEX_NUMBER View

ERROR_EXP_NOT_FIT i

Error Trends

Time

. UNKNOWN_ERR! ERROR_EXP_NOT_FIT . ERROR_EXP_NOT_FIT_LEN . ERROR_LOB_INVALID_| (o] . ERROR_INVALID_HEX_NUMBER
. ERROR_STMT_CANCEL

g
N

viriya



Viriya’s SATI — Object Compare

SQL Editor | PSM Editor | Session Monitor | Workload Monitor | Schema Compare X
PR ' ™

TIBERO TIBERO [ 3 Co... Se All Status Export to ...

Object Name Status Details
OMNLY IN A

DU ONLY IN A
D U-,E\GG ONLY IN A
_‘IISSING_ S ONLY IN A
o ONLY IN A

EVENTS ONLY IN A

EVENTS_2 ONLY IN A

NFT_BACKUP ONLY IN A

ORDERS MATCH

1 ONLY IN A

TEMP_ORDERS ONLY IN A

TEST_REST ONLY IN £ A
__MIGRATION_HISTORY

Schema A DDL Schema B DDL
CREATE TABLE TIBERO MIGRATION_HISTORY ( CREATE TABLE TIBE MIGRATION_HISTORY (
SCRIPT_NAME NVARCHAR, SCRIPT_NAME NVARCHAR,
ERROR_MESSAGE CLOE, ERROR_MESSAGE CLOB,
TIMESTAMP NUMBER(19) TIMESTAMP NUMBER(19)
); );

Generate Sync SQL
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Viriya’s SATI — Full Tablescan Query Catcher

SQL Editor | PSM Editor | Session Monitor | Workload Monitor

Full Scan Table Queries X

Module LIKE: = we Elapsed Time > | 10 Run Query

SQL ID SQL_TEXT MODULE

ROWS_PER EX... CARDI... OPERATION CPU SEC.. CPU_COST AVG BUFFER...
48{76840unkj2

AVG_DISK REA... AVG

SELECT COUNT(1) FROM T [ TV | - 1 1 table access (ful) ~ 0.098353 26668103 1311 1231 10.36
85bdncd24fk2w  SELECT /*+ LEADING(DS D DTC) USE_NL(DS ...

11 329127... table access (full) 82430671 1 125603

5517 35.68




Viriya’s SATI — How is our Al works ?

RDBMS DB
Metadata

Learning to
Produce
Accurate |,
Optimize Al
Result

SATI Al
Repository +
Database Official

Documentations




Viriya’s SATI Technology Roadmap
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Viriya’s SATI
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Enhance MSSQL to behave like SSMS on object tree mapping.

Enhance MSSQL CLR functions advisor , monitoring and Al enhancements.

Enhance MSSQL Stability and performance.
Enhance Oracle supporting containerization connect.

Enhance Tibero Tablespace visual describing.

I
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Why Viriya?

‘ A o ®
B @viriya
AV 4

Industry-leading expertise in Tibero DB and
enterprise database solutions.

Proven track record in complex database
migrations and optimizations

Strategic partnerships with key technology
providers and business partners

Scalable service model to support national

and regional scale projects



Contact Us:

zal@viriyadb.com
+62 815 5042 708



Presenter
Presentation Notes
SQream harnesses the power of advanced GPU technology to redefine data analytics to deliver unparalleled scalability, speed and efficiency.
A Scalable Software Solution to harnesses the Speed, Power, & Efficiency of Supercomputing Resources and applies it to Data Pipelines and Machine Learning
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