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Element

Essential Practices Statement OPMIS CMMC

1. General Operations

Hardware and Software Inventories

Maintain current hardware and software inventories.

Reason:
Hardware inventories should be maintained to identify assets.
Inventories should be used to facilitate:

e resource sharing,

e software distribution and maintenance,
e asset control,

o hardware security, and

e repair or replacement of hardware.

Software inventories should be maintained to identify assets.
Inventories should be used to identify:

 software for replacement or upgrades,
o quthorized users,
o license compliance, and

o unauthorized software.

Software Licensing

Maintain current software licensing and enforcecompliance
with licensing agreements.

Reason:

Software licensing and compliance with licensing requirements
minimizes the legal and financial risks associated with using
unlicensed software. As noted above under inventories, an inventory
of all software is a key component to controlling this issue, as are
detection and protection techniques.




Equipment Removal/Data Destruction

Establish formal procedures and controls for the secure
removal and disposal of information assets. Essential
controls include:

e Requiring authorization for removal of
equipment,information, or software.

e Ensuring all data and software are removed
ordestroyed prior to equipment disposal.

e Ensuring information and equipment to be
removedor destroyed is stored in a secure area.

Element
Essential Practices Statement OPMIS CMMC

Information can be compromised through careless disposal orre-
use of equipment. Therefore, storage devices containing sensitive
information, as defined by the institution’s data classification
system, should be physically destroyed or securely overwritten.
These actions help protect the institutionfrom liability by
providing security for confidential information, as well as
compliance with licensing agreements.

2. Network Operations

Intrusion Detection

Establish processes to detect, correct, and report
unauthorized system access. Essential elements of the
process include:

e Detecting external and internal intrusions,
e Logging incidents,

e Real-time monitoring,

e Reporting to management and FCA,

e Conducting an impact analysis,

e Establishing an intrusion response process and
team, and

e Updating and maintaining the system.




Reason:

Using an Intrusion Detection System (IDS) enhances an
institution’s ability to determine if its preventive and protective
measures are performing as expected. An IDS also provides some
protection against legal liability as it can show an institution took
“reasonably” expected steps to prevent damage, loss, or theft of
privileged information.

Web Site Monitoring

Review the web site to detect unauthorized changes and
implement corrective action if necessary.

Reason:
Ensure the web site is available and its integrity is maintainedand
reputation risk is minimized.

Internet Use Monitoring

Establish, monitor, and enforce Internet Usage policies
and procedures.

Reason:

Ongoing monitoring of internet usage allows management to:

o Protect corporate resources (e.g., employee time,
network resources);
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e Prevent inappropriate use (e.g., gambling, pornography,
stock trading, downloading files, etc.);

o Limit legal liability; and

o Minimize reputation risk.




Internet Data Transmissions

Identify and classify all internet transmissions. Secure
data transmissions of confidential and sensitive
information as defined in the institution’s data

classification system.
Reason:

Unless encrypted, information sent via the internet is exposed to
disclosure, theft or modification and creates potential legal
exposure and reputation damage. To address these concerns FCA
issued Regulation 609.950(c) — Electronic Communications in
May 2002. This regulation requires institutions to ensure
electronic communications represent “good business practices.”

Network Traffic Monitoring

Monitor networkfaults, performance, configuration,
security, and accounting management.

Reason:

The network system is an integral part of communications
infrastructure. Problems affect many or all users quickly and
visibly. Projections of future capacity requirements should be
made to ensure that adequate processing power and storage are
available. A network administrator should monitor network
efficiency statistics, ensure that files are backed up regqularly and
stored off-site, establish and maintain adequate virus protection,
review network activity reports, and react to networkalerts and
alarms.

Monitoring Network and Firewall Exploits

Regularly review the technical alerts/advisories and
recommended solutions provided to monitor new threats
and implement timely corrective measures to firewalls,
network operating systems, and applications.

Reason:

To protect the confidentiality, integrity, and availabilityof
data and systems, network administrators must constantly
monitor new exploits and ensure that measures to protect

against them are applied to systems. Computer hackers and
intruders continue to exploit newly discovered holes in firewalls
and network systems and devise new attacks.
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Patch Management

e Implement a patch management program that includes:

e Monitoring vulnerabilities and patches  for all
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e Evaluating the impact of the patches on the institution’s
information technology systems and environment,

e Testing the patches to validate expected functionality,
and

e Installine the natches throughout the network.
Reason:

Inadequate patching of software vulnerabilities exposes an
institution to significant risk. Although software vendors often
develop an update or "patch” to correct identified weaknesses, it is
the software user’s responsibility to update systems or install
patches in a timely manner. Flaws in software code that could
cause a program to malfunction generally result from
programming errors that occur during software development. The
increasing complexity and size of software programs contribute to
the growth in software flaws. By exploiting software
vulnerabilities, hackers and others who spreadmalicious code can

Network Architecture

Maintain current diagram of network architecture.

Reason:

The network diagram depicts the current network layout and
design. It is a tool that the network administrator uses to identify
inter-relationships, enforce security, detect problems, minimize
risk, and help restore operations.
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1. General Operations

Hardware and Software Inventories

Maintain current hardware and software inventories.

Reason:

Hardware inventories should be maintained to identify assets.Inventories should
be used to facilitate:

e resource sharing,

o software distribution and maintenance,
e gsset control,

o hardware security, and

e repair or replacement of hardware.

Software inventories should be maintained to identify assets.Inventories should
be used to identify:

e software for replacement or upgrades,
e quthorized users,
o license compliance, and

o unauthorized software.

Software Licensing

Maintain current software licensing and enforcecompliance

with licensing agreements.

Reason:

Software licensing and compliance with licensing requirementsminimizes the legal
and financial risks associated with using unlicensed software. As noted above under
inventories, an inventory of all software is a key component to controlling this issue,
as are detection and protection techniques.

Equipment Removal/Data Destruction

Establish formal procedures and controls for the secureremoval and disposal
of information assets. Essential controls include:

e Requiring authorization for removal of equipment, information,
or software.

e Ensuring all data and software are removed ordestroyed
prior to equipment disposal.

¢ Ensuring information and equipment to be removedor destroyed
is stored in a secure area.
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FortiClient

Lock down visibility and control of your software and hardware inventory across the
entire security fabric. Identify vulnerable or compromised hosts and track all details of
systems and user profiles across your attack surface.

FortiClient’s Security Fabric Integration, ensures
that all fabric components — FortiGate, FortiAnalyzer,
EMS, Managed AP, Managed Switches, Sandbox — have
a unified view of endpoints in order to provide tracking

& awareness, compliance enforcement and reporting.
Advanced Threat Protection automates prevention of
known and unknown threats through built-in host-based
security stack and integration with FortiSandbox. Easy to
use Secure Remote Access & Mobility via SSL and
IPsec VPN. FortiClient connects every endpoint to form a

cohesive security fabric.

2 Devices
Out of Sync

6 Devices

@ scan v

Device Y 2 User ¥ = IPY 2

& acacOdcb.iptacl [ 3 172.172.3.203
Group PM %‘. Wendy

g- Jeff

a

{ 172.18.72.40

Q Andrew

Anti-Virus Events

©Exdude [F Moveto v [ Delete

EY Jeffc-Laptop
Group Web

172.28.1.108

E° Andrew's PG

Group Docs

Endpoint Details

Endpoint Summary

| Vulnerability Events ‘ Web Filter Events

3 Devices
Not Compliant

FortiAnalyzer

Centralized Logging

and Reporting

FortiGate
Physical or virtual

FortiClient

Endpoint Protection . .~

4 Devices
Security Risk

FortiManager
Centralized Device and

a Policy Management

FortiClient
EMS

Endpoint Management

Endpoint Connection Y &

& FortiTelemetey to FGT (FGT3445456765)
@ Managad by EMS

& FortiTelemetey to FGT (FGT1345653678)
(@ Managed by EMS

& FortiTelemetey to FGT (FGT3762288377)
(@ Managed by EMS

System Events ‘

Endpolnt Connection

FortiTelemetry to FGT3762288377

Andrew
172.18.72.40

Compliance

Device: Andrew's PC

00:21:15:81:82

Compliance Status

Mac Address:
0S: £ Windows 10
09-19-2016 19:23:11
On Net

Last Seen:

Locatlon:

Removable Media Access

Managed by EMS

& Infected with Botnet

©

Quarantine Reason:

Details

Exempted

Endpoint Profile ¥

© Installer
i Config
i Gateway IP Lig

141 Installer

i Config

% Gateway IP Lis
Installer

i Config

i Gateway IP Lic

EMS for Central
=) Management

Simple & User Friendly Ul

Remote FortiClient Deployment

Realtime Dashboard

Software Inventory Management

Active Directory Integration

Central Quarantine Management

Automatic Group Assignment

Automatic Email Alerts
* Supports Custom Groups

= Remote Triggers

DATA SHEET




FortiClient Benefits:

Unified endpoint features including compliance,
protection, and secure access into a single, modular
lightweight client.

End-to-end threat visibility and control by natively inte-
grating endpoint into the Security Fabric architecture.

Advanced threat protection against exploits and
advanced malware, powered by FortiGuard along with
FortiSandbox integration.

Integrated patch management and vulnerability shield-
ing to harden all endpoints.

Simplified management and policy enforcement with
Enterprise Management Server (EMS) and FortiGate,
respectively.

Advanced Threat Protection

As a next-generation endpoint protection solution,
FortiClient helps connect endpoints to FortiSandbox,
which uses behavior-based analysis to automatically
analyze in real-time all files downloaded to FortiClient
endpoints. Millions of FortiClient and FortiSandbox
users worldwide share information about known and
unknown, malware with cloud-based FortiGuard.
FortiGuard automatically shares the intelligence with
other FortiSandbox units and FortiClient endpoints to
prevent attacks from known and unknown malware.

Security Fabric Integration

As a key piece of the Fortinet Security Fabric,
FortiClient integrates the endpoints into the Fabric for
early detection and prevention of advanced threats
and delivers endpoint visibility, compliance control,
vulnerability management and automation. With

6.0, FortiOS & FortiAnalyzer leverages FortiClient
endpoint telemetry intelligence to identify Indicator
of Compromise (loC). With the Automation capability,
admins can investigate real-time and set policies to
automate responses including quarantining suspicious
or compromised endpoints to contain incidents and
stem outbreaks. Fortinet's endpoint compliance &
vulnerability management features simplifies the
enforcement of enterprise security policies preventing
endpoints from becoming easy attack targets.

FortiClient: Advanced Endpoint Protection

Secure Remote Access & Mobility

FortiClient uses SSL and IPSec VPN to provide secure,
reliable access to corporate networks and applications
from virtually any internet connected remote location.
FortiClient simplifies remote user experience with built-in
auto-connect and always-up VPN features. Two-
Factor authentication can also be used to provide
additional layer of security. Feature like, VPN auto-
connect, Always up, Dynamic VPN Gateway Selection
and split-tunneling ensures smooth user experience on
all device types connecting from home or public places.

Anti-Exploit

This behavioral-based detection
technology protects against zero-
day attacks that target applications
with zero-day or unpatched
vulnerabilities.

Protects against zero-day attacks targeting undiscovered
or unpatched application vulnerabilities

Detects various memory techniques used in an exploit,
such as ROP, HeapSpray, bufferoverflow

File-less Attacks powershell & other scripted attacks

Shields web browsers, Java/Flash plug-ins, Microsoft Of-
fice applications, and PDF Reader

Identifies and Blocks exploit kits, prevents drive-by down-
loads

Signature-less solution

FortiClient
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Feature Highlights

EMS provides ability to centrally
manage Windows, Mac, Linux,
Chrome, iOS and Android endpoints

FortiGate provides
awareness and control
over all your endpoints

FortiGate

-
-

1’
& r:f““u'”‘

Remote FortiClient Deployment
that allows administrators to remotely deploy endpoint software
and perform controlled upgrades.

Centralized Client Provisioning makes depoying FortiClient Telemetry provides real-time endpoint visibility (including

configuration to thousands of clients an effortless task with a click of a button. user avatar) on FortiGate console so administrators can get a
comprehensive view of the whole network. Telemetry also ensures

Software Inventory Management provides visibility into installed that all fabric components have a unified view of the endpoints.

software applications and licence management to improve security hygiene. You

can use inventory information to detect and remove unnecessary or outdated Compliance Enforcement can be used to enforce

applications that might have vulnerabilities to reduce your attack surface. organisations security policies. Only authorized and compliant

endpoints with no security risks are granted access.
Windows AD Integration helps sync organisations AD structure into EMS so

same OUs can be used for endpoint management. Endpoint Quarantine
helps to quickly disconnect a compromised endpoint
Realtime Endpoint Status always provides current information on endpoint from the network and stop it from infecting other assets.

activity & security events.

Automated Response
Vulnerability Dashboard helps manage organizations attack surface. helps detect and isolate suspicious or compromised endpoints
All vulnerable endpoints are easily identified for administrative action. without manual intervention

FortiClient EMS and FortiGate Endpoint Licenses
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Zero Trust Fabric Agent
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Conflicts with third party AV products
The AV feature in FortiClient is known to conflict with other similar products in the market.
e You should not use FortiClient's AV feature with other AV products.

« If not using FortiClient's AV feature, you should exclude the FortiClient installation folder
from scanning for the third-party AV product.

During a new installation of FortiClient, the installer searches for other registered third-party
software and, if any is found, warns users to uninstall them before proceeding with the installation.
There is also an option to disable FortiClient Real Time Protection (RTP).

N

Perimeter-based security zero-trust model
Incorporating
Every time a device or user is automatically trusted, it places an organization’s , Zero-Trust Strategies
data, applications, and intellectual property at risk. Organizations should . ::‘r dS:;:Irii;lt?;:ork
implement a zero-trust strategy that focuses on three key elements:
1. Know every device on the network.
2. Know every user that accesses the network.

Know how to protect assets on and off the network



Conflicting Antivirus Software F1 =
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The following antivirus software has been detected on your computer. To maintain system
stability, the conflicting antivirus should be uninstalled before installing FortiClient.
Alternatively you can disable the FortiClient real-time protection feature. However, this is
not recommended.

Avira Desktop

= Exit the current installation. I will uninstall all other antivirus product(s) before
" installing FortiClient.

/@) Disable FortiClient real-time protection.

Back Mext Cancel

Only authorized ONOPA VPN users can access backend resouces, Remote Desktop Serives,
TEAMS and Special Tools
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File Help

VPN Connected

5*
goncnouns ﬁ -

VPN Name ONOPA
IP Address 192.168.1.100
Username Icladmin

L} REMOTE ACCESS

Duration 04:10:06
Bytes Received 444.35 MB
Bytes Sent 26.32 MB
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Fortinet Security Fabric

The Fortinet Security Fabric continuously assesses the risks and

automatically adjusts to provide comprehensive real-time protection
across the digital attack surface and cycle.

Powered by FortiOS, the Fabric is the industry’s highest- performing
integrated cybersecurity platform with a rich ecosystem. The Fabric
enables consistent security across the extended digital attack
surface. Seamless interoperability, complete visibility, and granular
control are now possible for hybrid deployments including hardware,
software, and X-as-a-Service across networks, endpoints, and clouds.

@ FortiClient -- Zero Trust Fabric Agent
File Help

= System

Restore a configuration

= Logging
Enable logging for these features: VPN Telemetry
Antivirus Web Filter
Update Wulnerability Scan

Application Firewall

Loz Level | Information ¥
Log file Export logs

= VPN Options
Enable VPN before logon
Preferred DTLS Tunnel
Do not Warn Invalid Server Certificate

0 Enabling this option will allow you to connect to untrusted sites
where the VPN connection will not be secure. If connected to
untrusted sites, attackers could steal your information such as
credentials, credit card details, etc. Please contact your network
administrator or support team for assistance.

= Advanced
Default tab ! Fabric Telemetry v

Enable Single Sign-On mobility agent

Disable proxy (troubleshooting only)
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\_{ Broad

Reduce risk and manage the entire digital attack

. surface

Fortinet Security portfolio enables coordinated threat
\ detection and policy enforcement across the entire digital
attack surface and lifecycle with converged networking
and security across edges, clouds, endpoints, and users.



https://www.fortinet.com/solutions/enterprise-midsize-business/security-fabric

Integrated

Close the security gaps and reduce complexity O— @ -O

Integrated and unified security, operations, and

performance across different technologies, locations, and
deployments enables complete visibility. It also tightens
security of all form factors including hardware appliances, virtual machines, cloud-delivered, and X-as-
a-Service. Fabric-ready Partner products are included in the Fabric ecosystem.

Automated
Faster time to prevention and efficient operations

A context aware, self-healing network and security

0 0 posture leverages cloud-scale and advanced Al to
automatically deliver near-real-time, user-to-application
coordinated protection across the Fabric.

I@ FortiClient -- Zero Trust Fabric Agent
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Vulnerabilities
o Help

Know

Scan Schedule: No Scan Scheduled [ Scan History ]

Last Scan:
Fri Aug 06 2021 13:14:14 GMT-0400 (Eastern Daylight Time)

@ Vulnerabilities Detected

Total Vulnerabilities:

VULNERABILITY SCAN
0 0 0

CRITICAL HIGH MEDIUM

12:35PM
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The Key Pillars of the Fortinet Security Fabric

One operating system drives the Fortinet Security Fabric, which supports more
deployment models than any other solution. These include physical, virtual, cloud,
and X-as-a-Service environments. And it encompasses the industry’s broadest
ecosystem and product portfolio, spanning endpoints, networks, and clouds.

Security-Driven Networking
Security-Driven Networking enables digital innovation with the convergence of networking and security
into a single, integrated system that can expand to any edge.
Fortinet was named a Leader in both the November 2020 Gartner Magic Quadrant for Network
Firewalls and the September 2020 Gartner Magic Quadrant for WAN Edge Infrastructure. Our FortiGate
next-generation firewall is the single product that achieved Leader status in both reports.
Learn More

Zero Trust Access

Fortinet Zero Trust Access (ZTA) supports taking a zero-trust approach, verifying
who and what is on your network. With the new updates in FortiOS 7.0

every FortiGate customer using the FortiClient Agent can now employ zero trust
network access (ZTNA) capabilities right out of the box. Management is simplified by
using the same adaptive, application access policy whether users are on or off the

network.
Learn More
Adaptive Cloud
Consistent, cloud native security with auto-scaling is provided across and within
multi-cloud environments. Adaptive Cloud Security allows for effective
usage of resources with auto-scaling, dynamic load-balancing, and application
user experience visibility. In addition, our context-aware policy is extended into
these environments providing coordinated threat response via integration

with FortiGuard Al-powered security services.

Learn More

Fabric-level Functions

Fortinet Fabric Management Center
The Fabric Management Center enables centralized management,
network automation and orchestration, and Security Fabric
Analytics. A unified console across networks, endpoints, and
clouds improves efficiency, reduces risk, and lowers total cost of
ownership.
Learn More - NOC



https://www.fortinet.com/blog/business-and-technology/fortinet-named-leader-in-2020-gartner-magic-quadrant-for-network-firewalls
https://www.fortinet.com/blog/business-and-technology/fortinet-named-leader-in-2020-gartner-magic-quadrant-for-network-firewalls
https://www.fortinet.com/blog/business-and-technology/fortinet-named-leader-gartner-magic-quadrant-wan-edge
https://www.fortinet.com/solutions/enterprise-midsize-business/network-security
https://www.fortinet.com/products/next-generation-firewall?utm_source=blog&utm_campaign=2019-q3-fortigate
https://www.fortinet.com/solutions/enterprise-midsize-business/network-access#ztna
https://www.fortinet.com/solutions/enterprise-midsize-business/cloud-security
https://www.fortinet.com/solutions/enterprise-midsize-business/fabric-management-center
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Saturday, August 7

CMMC v 1.02 Security Warning

This Computer system is the property of ONOPA Services, LLC (OSLLC). It for
authorized use only. By using this system, all users acknowledge notice of, and agree
to comply with, the OSLLC's Acceptable Use of Information Technology Resources
Policy, Users have no personal privacy rights in any materials they place, view,
access, or transmit on this system. OSLLC complies with state and federal law
regarding certain legally protected confidential information but makes no
representation that any uses of this system will be private or confidential. Any or all
Uses of this system and all files on this system may be intercepted, monitored,
recorded, copied, audited, inspected, and disclosed to autharized OSLLC and law
enfarcement personnel, as well as authorized individuals of other organizations. By
using this system, the user consents to such interception, monitoring, recording,
copying, auditing, inspection, and disclosure at the discretion of authorized QSLLC
personnel. Unauthorized or improper use of this system may result in administrative
disciplinary action, civil charges/criminal penalties, and/or other sanetions as set
forth in the OSLLC's Acceptable Use Policy of Information Technology Resources
Policy. By continuing to use this system you indicate your awareness of and consent
to these terms and conditions of use. ALL USERS SHALL LOG OFF OSLLC OWNED:
SYSTEM IMMEDIATELY IF SAID USER DOES NOT AGREE TO THE CONDITIONS
STATED ABOVE
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Realtime ...

Realtime

Realtime

Realtime ...

Realtime

Realtime

Realtime ...

Realtime

New Detections

Fillers ~
Status.

Quarantined
2021-08-0.
Quarantined
2021-08-0..

Quarantined
2021.08.0.

Quarantined
2021-08-0.
Quarantined
2021-08-0..

Quarantined
2021.08.0.

Quarantined
2021-08-0.

Quarantined
2021-08-0..

Z Tx &

Request
& admin ~ CACTE

bat

summary

7 instances
2 hosts aff

1instance
1 host affe...

1instance
1 host affe

1instance
1 host affe

1instance
1 host affe...

1instance
1 host affe

7 instances
2 hosts aff

7 instances
2 hosts aff.
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& Dashboard >
LT Endpoints >
& Deployment & Instaliers >

B4 Endpoint Policy & Components »

FortiGuard Services
EMS Alerts
Endpoint Alerts
SMTP Server

Custom Messages

(@ Endpoint Profiles >
B Zero Trust Tags >
& Software Inventory >
4 Quarantine Management >
&% Administration >
I £ System Settings ~
1S Settings
Log Settings

Feature Select @

Ak Malware Protection

Anivirus

Anti-Ransomware

Anti-Exploit

Cloud Based Malware Deteclion

Removable Media Access

& Sandbox Detection

& web Fiter

& Application Firewall

O VPN

@ Vulnerability Scan

0.
0.
e
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<« C A Notsecure | 192.168.1.5/admin Tr 2

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.5 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

Hide advanced Back to safety

This server could not prove that it is 192.168.1.5; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 192.168.1.5 (u
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Fortivoice

x G fortinet 60f - Google Search

c A Not secure \ 192.168.1.5/admin/Admin.html#/dashboard/vx_status

% | W Fortinet FAD-6OF | Fortinet Fortit % | +

ra

FortiVoice 20E  FortiVoice L adminv
m Call Statistics Cansole =+Manage Widget  (JReset Widget
€& Monitor > -
System Information O = % License Information o -
i System Serial number: FO20E25G20000104 [Update License...]
&5 Phone System > | Uptime: 2 dayls) 23 hour(s) O minute(s} 17 sacond(s)
&B Managed System > Systemtime: Sat, Aug 7, 202109:23:42 EDT [Change..] Recent Call o= x
@ Security > Reboot time: Wed, Aug 4, 2021 10:23:25 EDT i} Q Direction:| ~-All-- =/ Disposition:| ~All- =
&p Extension > | Firmware version: v6.0.9(GA), build272, 2021.06.02 [Update...] From {Name) From To (Name) To Start
'S Trunk 3y System configuration: [Backuh] [Restcre...] 7868377619 AAI auto_atten.. 0000000 2021-08-0618_. *
Unavailable 13214500201 AA auto_atten.. | 0000000 2021-08-06 13.
2 Call Routing > | Deployment mode: PBX - I
Unavailable 14075535775 AA- auto_atten_. | 0000000 2021-08-06 12
[ Call Feature ? | Currentadministrator:  admin (2intotal) [Details..] David Bermudez 7706 3864792081 2021-08-0611..
[2) Log &Report > | [Endpoint: Total/Limit: 5/25 CARRRIGGSINGR | 13213979872 | AA-auto_atien.. | 0000000 2021-08-06 10-.
Log disk: Capacity 2736 MB, Used 68 ME (252%), Free 2667 MB Fm— p— e —— | p— e p—
Storage disk: Capacity 10GB, Used 4121 MB (37.65%), Free 6327 MB Operator 7701 Operator 7701 2021-08-08 10
Phones not assigned: o o Andre Bermudez 7711 3864792081 2021-08-0609_ o
System Resource = -x

Q
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CPU usage:

Memory usage:

Log disk usage:

Storage usage:

28%

2%

7%
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C A Notsecure | 192.168.1.5/admin/Admin.htmi#/pbx/ext_device
P

% | W Fortinet FAD-6OF | Fortinet Forti’ X | =+

@B Dashboard m Multi-cell Device
@ Monitor i’ +New.. | [#E | i =+ Action... = Q@ Filter:| —~None-—- - =
£+ System
IE Phone System + | Option: M & -
Setting o« < 1 |/1 » » Pagesizes |50 = Total: 5
it Extens.. MAC Address Phone Model Phone Profile Management Number Display Name Status P Phone Info
Audio 2 04:d5:90:16:71:94  FortiFone-175 Default-FortiFon... | Assigned - Main 7711 Andre Bermudez [ ] 192.168.1.225 Fortinet FortiFon..
Profile 2 04:d5:90:16:74:de  FortiFone-175 Default-FortiFon... | Assigned - Main 7703 Kirk Zeller [ ] 192.168.1.206 Fortinet FortiFon...
2 04:d5:90:16:74:e2  FortiFone-175 Default-FortiFon..  Assigned - Main 7702 Dawn Nelson [ ] 192.168.1.214 Fortinet FortiFon...
Review 2 04:d5:90:16:74:29  FortiFone-175 Default-FortiFon..  Assigned - Main 7706 David Bermudez [ ] 192.168.1.229 Fortinet FortiFon...
% Managed System 5 2 e0:23:ff:1b:8f:76 FortiFone-675i Default-FortiFon... | Assigned - Main 7701 Operator [ ] 192.168.1.209 Fortinet FON-67...
@ Sccurity >
&; Extension >
8 Trunk >
26 Call Routing >
E Call Feature >
[3) Log & Report >

Q
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ra

FortiVoice 20E  FortiVoice L

@ Dashboard Number MWI Auditor Network Summary DID Handling Referenced Extension

admin v

& Monitor > -
o Q& Extension type: All w | Referenced type: All -
System >
— ~ 3 iz -
Ig Phone System ~ L2 1 +1 > » Pagesize:| 50 h Selected: 1 /5
Setting Number Display Name
Contact B  7711(IP extension) Andre Bermudez -
Audio Reference Object Referenced Role
Profile SANFORD (User group) Group member
7711 (Extension) Message waiting light(mwi) notification subscriber
Device
= 7706 (IP extension) David Bermudez
Reference Object Referenced Role
an
ap Managed System ’ SANFORD (User group) Group member
Q Security > 7706 (Extension) Message waiting light{mwi) notification subscriber
&.‘ Extension > B  7703(IP extension) Kirk Zeller
-8 Trunk 3y Reference Object Referenced Role
. SANFORD (User group) Group member
DC Call Routing >
= 7702 (IP extension) Dawn Nelson
& Call Feat >
D all Feature Reference Object Referenced Role
[2) Log&Report > SANFORD {User group) Group member
7702 (Extension) Message waiting light{mwi) notification subscriber
@ 7701(IP extension) Operator
Reference Object Referenced Role -

Q
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FortiVoice 20E  FortiVoice

@B Dashboard m

& Monitor > -
+New.. [ A Test v B FortiCall
¥ System
2 Phone System NIREIEIRS 1 |/1 > » Pagesizes 50 w Total: 4
% Managed System > Enabled.. Name Server Port SIP Setting Status
@ Security > © ATT101 sipringeentral.com 5060 slp setting default Inservice -
2 Extension N [ o] ATT102 sip.ringcentral.com 5060 sip setting default Inservice
B Trunk . [ o] ATT103 sip.ringcentral.com 5060 sip setting default Inservice
[ &) ATT104 sip.ringcentral.com 5060 sip setting default Inservice
Analog
Office Peer
23 Call Routing >
@ Call Feature >
@ Log & Report >
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< C A Notsecure | 192.168.1.99/ng/system/dashboard/1 T A

FortiWiFi 60F FWFG0FTK2!

@ Dashboard v . . . . . . B . -
System Information iv 173. 5 © i+ | FortiCloud (Global) iv
S Security Fabric N Hostname FWF60FTK20000273 Status ® Activated
& FortiView | | SerialNumber  FWF6OFTK200002/3 © Firmware & General Updates
& Network N Firmware v6.0.6 build6725 (GA) ® Ips
& System o NAT (Flow-based) © Antivirus
B Policy & Objects >
@ Security Profiles > Uptime ) @ Licensed
0/10 FortiToken 0/52
S VPN >
& User & Device >

]

= WiFi & Switch Controller > . i " " o
Security Fabric Al Security Rati Administrators
Ll Log & Report >
€ Monitor > I]ﬂ ((.9 o HTTPS 0 FortiExplorer

admin sup

B2 FWF60FTK20000273

-0 FC24)E5920012023 To get a Security Rating all FortiGates in the Security

Fabric must have a valid Security Rating License.

How to Purchase
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FortiWiFi - FWF60FTK20000273 X G fortinet 60f - Google Search
€& > C A Notsecure | 192.168.1.99/ng/page/p/system/interface/

FortiWiFi 60F FWF60FTK2

% | W Fortinet FAD-GOF | Fortinet Forti/

x| +

‘ admin ~

@ Dashboard >
. FortiWiFi 60F INTERNAL
¥k Security Fabric > 123 45 WANL
. FortiView > I" o ) B B
< Network @
+ CreateNew~ | " Edit
DNS Status Name Members
Packet Capture
SD-WAN forti 12345

Oo0O0O00Om®m

Performance SLA

SD-WAN Rules
dmz
Static Routes o dm
£ System [1 ) 0 wanl
wan2

B Policy & Objects
@& Security Profiles

D VPN > lan
& User & Device >
waqtn.8.wifi

= WiFi & Switch Controller

Ll Log & Report wifi () S51D: ONOPA )

s .,))

IP/Netmask

Dedicated to FortiSwitch

10.10.10.1 255.255.255.0

71.43.184.123 255.255.255.248 M Physical Interface

0.0.000.000

internal, wifi ( @) SSID: ONOPA ) 192.168.1.99 255.255.255.0

0.0.0.00.000

0.0.0.00.000

AV Cl By Role  Alphabetically

Type Access Ref.

Hardware Switch (1)

=3 Hardware Switch (2) PING CAPWAP 2

. PING HTTPS
[® Physical Interface MG Access CAPWAP o]

FortiTelemetry 7
[® Physical Interface

Software Switch (2)

PING HTTPS SSH
FMG-Access CAPWAP 7
FortiTelemetry

=2 Software Switch (2)

23 Software Switch (1)

= WIiFi SSID
@ VLAN
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@& Monitor 4
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FortiWiFi 60F FWFG0FTK20
@ Dashboard 4 + CreateNew & Edit @ Q Policy Lookup
‘f\ Security Fabric >
ID Name Source Destination
i FortiView
+ Network
& System o> 6 Reach_Back Dan
B Policy & Objects
1Pv4 Policy 5 Fortivoice ATT I Fortivoice_Internal &2 ATT
Addresses 2 test & testadd & testadd2
Wildcard FQDN = all = al
Addresses

Internet Service Database

. 3 ssitointernal & all 3 Internal
£ Guest-group

Schedules

Virtual IPs

IP Pools

Traffic Shapers

Traffic Shaping Policy ATT Fortivoice I all

@& Security Profiles

o

= VEN 0 Implicit Deny & all = all
& User & Device >

a .
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|Q‘ (NGHEWLETAYENE By Sequence

Schedule Service

AL

Action

=] 22 1an /@ SSLVPN tunnel interface (ssl.root) €

I REACHBACK  [@ always

= =2 1an =M wan1 @

 ACCEPT @ Disabled

NAT Security Profiles

U ut™m

06 always W ALL + ACCEPT @ Enabled U um™m
[0 always [ ALL + ACCEPT @ Enabled @ Al
06 always W ALL + ACCEPT @ Enabled @ Al

e always mALL

[ always M SIP

@ DENY

[E] @ S51-VPN tunnel interface (ssl.root) -3 lan €9

+ ACCEPT @ Enabled

default @ All
=] default
I3 default

B3 default

=0 certificate-inspection

[E] M wan1 32 lan @

+ ACCEPT @ Disabled

@ Al

= ic
=] implicit @

@ always @ ALL
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< C A Notsecure | 192.168.1.99/ng/firewall/service r &

& Dashboard 4 + CreateNew~ | & Edit @ Clone 1 L Category Settings | Search ‘ Q |
B Security Fabric >
Service Name = Details = IP/FQDN = Show in Service List = Ref =
i FortiView >
& Network > General @

£ System o> Web Access @
IL Policy & Objects ~ File Access @
PuaPorcy
Addresses Network Services

Wildcard FQDN Authentication
Addresses

Remote Access @
Internet Service Database

" Tunneling 9
VolP, Messaging & Other Applications @
Schedules

Virtual IPs s O

Uncategorized

IP Pools
Firewall Group @

Traffic Shapers
Traffic Shaping Policy

@& Security Profiles >
0 VPN >
& User & Device >
Q
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@ Dashboard > = EditAntiVirus Profile
\,’\ Security Fabric >
. Name default
i FortiView >
Comments ‘ Scan files and block viruses. PR
« Network >
Scan Mode Quick
£ System [ 1 19
Detect Viruses m Monitor
B Policy & Objects
@& Security Profiles ~

APT Protection Options

Treat Windows Executables in Email Attachments as Viruses @

Web Filter

Send Files to FortiSandbox Cloud for Inspection

BilSEittey Do not submit files matching types ‘

+

Application Control

Do not submit files matching file name patterns [+
nislonlbreveation Use Virus Outbreak Prevention Database @ [ o]
FortiClient Compliance Use FortiSandbox Database € [ o
SSL/SSH Inspection Include Mobile Malware Protection ©
Web Rating Overrides

Custom Signatures
S VPN >
& User & Device >
= WiFi &Switch Controller >
Ll Log & Report > T

Q
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c A Not secure \ 192.168.1.99/ng/log/view/forward_traffic

‘ admin ~

b Network »
£ System [ 1 9%
E Palicy & Objects >
@& Security Profiles »
0O VPN >
& User & Device >

= WIFi & Switch Controller >
Ll Log & Report ~

Forward Traffic

Local Traffic

Sniffer Traffic

System Events

Router Events

VPN Events

User Events

Endpoint Events

HA Events

Security Rating Events
WiFi Events

Camnlianca Fvants
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FortiWifi - FWFEOFTK20000273 X G fortinet 60f - Google Search % | W Fortinet FAD-6OF | Fortinet Forti’ x| + o -
i3 ®- Qe
T & | ©AddFilter %
# | ¥ | Date/Time Source Destination Application Name | Security Events
1 3hoursago 192.168.1.10 = 8.8.8.8 (dns.google) DNS
2 3hours ago 2= 8.8.8.8 (dns.google) DNS
3 3 hours ago == 8.8.8.8 (dns.google) DNS
4 3 hours ago B 13.35.105.49 ([d17ndjuagurpsr.cloudfront.net) HTTPS
5 3 hours ago &= 204.79.197.203 (www.msn.com) HTTPS
6 3 hours ago &= 162.125.5.13 (client-env.dropbox-dns.com) HTTPS
7 3 hours ago B 199.255.120.214 (sip10.ringcentral.biz) UDP/50%0
8 3 hours ago 104.46.162.226 (global.asimov.events.data.trafficmanager.net)  HTTPS
9 3 hours ago = 52.96.189.2 (acdc-direct.office.com) HTTPS
10 Shoursago 192.168.1.205 ® 210.7.96.12 UDP/8888
11 3hoursago 192.168.1.205 ©210.7.96.14 uDpP/828s8
12 3hoursago 192.168.1.205 83.231.212.83 UDP/8888
13 Shoursago 192.168.1.205 83.231.212.82 UDP/8888
14 3hoursago 192.168.1.205 [+1 173.243.138.194 (service.fortiguard.net) UDP/8888
15 3hoursago 192.168.1.205 1+1173.243.138.195 UDP/8888
16 Shoursago 192.168.1.205 = 209.222.147.43 UDP/8888
17 3hoursago 192.168.1.205 B 66.117.56.38 uDP/88838
18 3hoursago 192.168.1.205 2= 12.34.97.71 UDP/8888
19 3hoursago 192.168.1.205 B 66.117.56.37 UDP/8888
20 3hoursago 192.168.1.211 B 162.125.5.13 (client-env.dropbox-dns.com) HTTPS
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@ Dashboard >
»“f_\‘ Security Fabric >
i FortiView >
« Network >
£ System [ 1 19
B Policy & Objects >
I @& Security Profiles ~
AntiVirus
Web Filter b4
DNS Filter

Application Control
Intrusion Prevention
FortiClient Compliance
SSL/SSH Inspection
Web Rating Overrides
Custom Signatures
D VPN >
& User & Device >
= WiFi &Switch Controller >
Ll Log & Report >

Q
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Edit Web Filter Profile

& FortiGuard category based filter

Pre-configured filters G PG-13 R

Show O All M

@ Local Categories

O Potentially Liable

@ Adult/Mature Content

@ Bandwidth Consuming

@ Security Risk

@ General Interest - Personal
@ General Interest - Business
@ Unrated

-0 003

URL Filter (I
Block malicious URLs discovered by FortiSandbox (b
Web Content Filter >

Static URL Filter

& Rating Options
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< C A Notsecure | 192.168.1.99/ng/page/p/utm/dns/profile/edit/default/ A
FortiWiFi 60F FWF&0FTK20000273 I3 ®- 09 (@ admin-
@ Dashboard > = Edit DNS Filter Profile
B Security Fabric > =
o Redirect botnet C&C requests to Block Portal €D
I FortiView > © 39803 domains in botnet package.
b Network >
£ System (1 S Enforce 'Safe search’ on Google, Bing, YouTube (b
B Policy & Objects >
. (@ FortiGuard category based filter
I @& Security Profiles ~
AntiVirus Static Domain Filter
Web Filter Domain Filter @
DNS Filter w -
+ Create 4 Edit Search Q
Application Control
X . Domain Type Action Status
e amazon.com Simple @ Allow @ Enable
FortiClient Compliance kdp.amazon.com.  Simple @ Allow @ Enable
SSL/SSH Inspection facebook.com Simple @ Redirect to Block Portal @ Enable
[iebRatnsOvEtEdes External [P Block Lists (B
Custom Signatures
0 VPN > Options
& User & Device > Redirect Portal IP ENEIGIEIEG e Specify | 0.0.0.0
= WiFi & Switch Controller > Allow DNS requests when a rating error occurs @

Ll | og & Report > 7 Apply

Q
H L Type here to search i o A 1 d0) ENG

Q) Microsoft Office Home X 23 FortiWifi - FWFEOFTK20000273 X G fortinet 60f- GoogleSearch X | W Fortinet FAD-60F | Fortinet Forti/ X | =+ o - X

< C A Notsecure | 192.168.1.99/ng/utm/appctrl/sensor/edit/default T A
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@ Dashboard > = Edit Application Sensor
»“f_\‘ Security Fabric > =
& FortiView 4 110 Cloud Applications require deep inspection.
4 Network > 1 policies are using this profile.
& System (1 1 AR Deep Inspection s disabled on the following policies:
ssl tointernal
B Policy & Objects >
I & Security Profiles > Name default [View Application Signatures]
ST Comments | Monitor all applications. P
Web Filter
DNS Filter Categories
Application Control w

~ All Categories
Intrusion Prevention

FortiClient Compliance @~ @~ |Cloud.IT (58, & 1) @~
SSL/SSH Inspection @~ @~ | Game (23) ad
Web Rating Overrides @ @ |Network Service (331) @~
Custom Signatures @ @~ |Remote.Access (93) @
@ @ @~ | Video/Audio (155, £ 16)
= VPN >
@ @~ &~ Unknown Applications
& User & Device >

= WiFi &Switch Controller > Application Overrides .

Ll Log & Report > 7
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@~ Q@ ‘ admin ~

@ Dashboard >
B Security Fabric >
i FortiView >
b Network >
£ System (1]
B Policy & Objects >
I @& Security Profiles ~

AntiVirus

Web Filter

DNS Filter

Application Control

Intrusion Prevention b4
FortiClient Compliance
SS5L/SSH Inspection
Web Rating Overrides
Custom Signatures

O VPN

& User & Device >

= WiFi & Switch Controller >

Ll | og & Report >
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Edit IPS Sensor

Name

Comments Prevent critical attacks. 4 2sss

©

Block malicious URLs
IPS Signatures

+ AddSignatures = @ Delete = & Edit

Name Exempt IPs Severity Target
No matching entries found
IPS Filters
+ AddFilter | ¢ EditFilter | @ Delete
Filter Details
Severity: EERND, MENE, EEEEN
Rate Based Signatures
Enable Signature

[View IPS Signatures]

Service 0os Action Packet Logging

Action Packet Logging

@ Default

Threshold | Duration (seconds) | Track By Action

Block Duration (minutes)
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@ Dashboard >
»‘:\‘ Security Fabric >
i FortiView >
« Network >
£ System [ 1 19
B Policy & Objects >

I @& Security Profiles
AntiVirus
Web Filter
DNS Filter
Application Control

Intrusion Prevention

FortiClient Compliance x4
SSL/SSH Inspection
Web Rating Overrides
Custom Signatures
D VPN >
& User & Device >

= WiFi &Switch Controller >
Ll Log & Report >
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Edit FortiClient Compliance Profile
Telemetry Data

Block

Nen-compliance action

Endpoints must send telemetry data to FortiGate for Security Fabric.
Unregistered endpoints will be issued a warning.

Specify Compliance Criteria

[2YLY FortiGate

€O Endpoint Vulnerability Scan on Client

Endpoint Compliance on

Vulnerability level € High

Non-compliance action

O System Compliance

Minimum FortiClient version e }
Upload Logs to FortiAnalyzer Traffic Vulnerability Event
Check Running Applications e ]

Nen-compliance action

Block
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@ Dashboard > SSLVPN Settings
N% Secu rity Fabric > Restrict Access Allow access ENVAIE Limit access to specific hosts “
I FortiView »  ldle Logout [ o]
& Network > Inactive For 300 Seconds
£ System [ ) Server Certificate Fortinet_Factory -
& Policy & Objects ’ You are using a default built-in certificate, which will not be able to verify
@ Security Profiles > your server's domain name (your users will see a warning). Itis
recommended to purchase a certificate for your domain and upload it for
I S VPN b use

Overlay Controller VPN }
Click here to learn more

IPsec Tunnels

IPsec Wizard Require Client Certificate (0
IPsec Tunnel Templates
SSL-VPN Portals Tunnel Mode Client Settings @
SSL-VPN Settings b%d  Address Range Automatically assign addresses Ejussly@eib eyl GG
& User & Device > IP Ranges I REACHBACK x
+
= WiFi & Switch Controller >
DNS Server Same as client system DNS )
Ll Log & Report g
DNS Server #1 192.168.1.10
@& Monitor
DNS Server #2 8.8.88
Specifv WINS Servers [ 8} M

Apply

Q
H L Type here to search i o A 1 d0) ENG

Q) Microsoft Office Home X 23 FortiWifi - FWFEOFTK20000273 X G fortinet 60f- GoogleSearch X | W Fortinet FAD-60F | Fortinet Forti/ X | =+ o - X

& C A Notsecure | 192.168.1.99/ng/page/p/user/local/ oA

@ Dashboard - + CreateNew | ¢ Edit Use I [e Q
¥4 Security Fabric > User Name Type Two-factor Authentication Ref.
& Fortiview > | Abermudez & LOCAL o 1
4 Network » | autumn & LOCAL (x] 1
£ System € > dbermudez & LOCAL (x] 1
B Policy & Objects , | dnelson & LOCAL Q 1
& Security Profiles Icladmin & LOCAL (x] 1
O VPN >
& User & Device i

User Definition

User Groups

Guest Management

Device Inventory

Custom Devices & Groups

LDAP Servers

RADIUS Servers

Authentication Settings

FortiTokens
= WiFi & Switch Controller >
il 1 op & Renort > T
hitps://192.168.1.99/ng/page/p/user/local/ €< 1 /1 »  [Total: 5]

P Type here to search




) Microsoft Office Home x FortiWiFi - FWFE0FTK20000273 X (5 fortinet 60f - Google Search x \ N Fortinet FAD-80F | Fortinet Forti’. X | + [~] - X
< C A Notsecure | 192.168.1.99/ng/user/group r &
FortiWiFi 60F FWF60FTK2 2 :dmin-
& Dashboard ’ + CreateNew = & Edit W Clone Search ‘ Q ‘
B Security Fabric >
Group Name Group Type Members Ref.
i FortiView >
.*‘ Network . Guest-group 2
& System (1 I
B Policy & Objects >
& Security Profiles >
o VPN SSO_Guest_Users B} Fortinet Single Sign-On (FSS0) 1
I & User & Device v
User Definition
User Groups w
Guest Management
Device Inventory
Custom Devices & Groups
LDAP Servers
RADIUS Servers
Authentication Settings
FortiTokens
= WiFi & Switch Controller >
Ll 1 os & Renart > T
Q
H A2 Type here to search i 4 @ sor A~ 71 d3) ENG
) Microsoft Office Home X §2F FortiWifi - FWF60FTK20000273 X G fortinet 60f - Google Search % | W Fortinet FAD-6OF | Fortinet Forti’ X | =+ (-] - X
< C A Notsecure | 192.168.1.99/ng/user/device T A

FortiWiFi 60F FWF60FTK20X

@ Dashboard - & Refresh t Search ‘ Q | [ ]

X Security Fabric >

\as Fortivi Status Device User Address Interfaces 0s
ortiView

% Network N @ Online 192.168.1.213 (DHCP) = lan -
etworl

& System o> © Online 192.168.1.227 (DHCP) =2 lan FortiGate

R Policy & Objects N © Online 124EN5920019922 192.168.1.227 = lan FortiOS/FortiSwitch / v6.2.3 build 0202

0 VPN > © Offline @ Lucass-MacBook-Pro 192.168.1.230 (DHCP) 2 lan Mac OS X
I & User & Device ~ || © Offline & Tims-Air 192.168.1.215 = lan MacOSX
User Definition © Offline @ Zacharys-MacBook-Pro 192.168.1.215 (DHCP) = lan MacOSX

User Groups A Linux PC @

Guest Management @ Other identified device @
Device Inventory & Printing device

Custom Devices & Groups . VolP phone @

LDAP Servers 2= Windows device

o

Authentication Settin,
& © Online @ 68:69:2e:03:7h:8b 192.168.1.5 = lan = TLS/SSL Server
FortiTokens .
@ Online == DC1 192.168.1.10 =2 lan = TLS/SSL Server (Windows / XP (x86))
= WiFi & Switch Controller >
@ Online =8 ENGINEERING1 1$2.168.1.205 (DHCP) = lan Es Web Server (Windows / XP (x86))

Ll 1 oe & Renart > T
© Online == ONOPA-ADMIN 192.168.1.220 2 lan F Samba Server (Windows 10/ 2016
=

Q
H L Type here to search i ® soF ~ o




) Microsoft Office Home x FortiWiFi - FWFE0FTK20000273 X (5 fortinet 60f - Google Search x \ N Fortinet FAD-80F | Fortinet Forti’. X | + [~] - X
&« C A Notsecure | 192.168.1.99/ng/user/ftoken r a
3 ®- a9 (@ admin-
& Dashboard 4 + CreateNew & Edit mp <> Refresh | | Search Q
B Security Fabric >
Type Serial Number Status User Drift Comments
i FortiView >
& Netwark . 0 Mobile Token FTKMOB17A8BEF3CC Available ] =
£ System o 0 Mabile Token FTKMOB17A8D6C4C5 Available 0
B Solicy & Objects , || 0 Mobile Token FTKMOB17A26D2AAF Available 0
@ Security Profiles N O Mobile Token FTKMOB17A2165FA1 Available 0
D VPN > 0 Mabile Token FTKMOB17AB1E4E3E Available 0
Iﬁ User & Device v 0 Mobile Token FTKMOB17ACF3C362 Available 0
User Definition 0 Mobile Token FTKMOB17AFFA2%6D Available 0
User Groups 0 Moabile Token FTKMOB17BOCBBB51 Available 0
sl lanane e 0 Mobile Token FTKMOB17B2EFFF33 Available 0
Bercellpventony 0 Mobile Token FTKMOB17B235DEDO Available 0
Custom Devices & Groups 0 Mobile Token FTKMOB17B515F452 Available 0
LDAP Servers 0 Mobile Token FTKMOB17COFBAD6A Available 0
RADIUS Servers . ) )
0 Mobile Token FTKMOB17C38BEACF Available 0
Authentication Settings n
0 Mobile Token FTKMOB17CB1E3A37 Available 0
FortiTokens w
0 Mabile Token FTKMOB17C138DD2% Available 0
= WiFi & Switch Controller >
. 0 Mobile Token FTKMOB17C8412D30 Available 0
il 1 os & Renort > .
Q 0 Mobile Token FTIKMOB17CE91CCAZ Available 0 0852
H jel Type here to search
) Microsoft Office Home X §2F FortiWifi - FWF60FTK20000273 X G fortinet 60f - Google Search % | W Fortinet FAD-6OF | Fortinet Forti’ X | =+ (-] - X
< C A Mot secure | 192.168.1.99/ng/page/p/wifi/managed_ap/ W A

& Dashboard ' m + CreateNew~ | & Edit te | &¥ Refresh & I 1/10 Managed FortiAPs UM Radio = Group
% Security Fabric ’ Access Point + Status Connected Via SSIDs Channel Clients OS Version FortiAP Profile F
S || reasesszomizons @ onine 121601210t an RS LAL RaoliS Rdo Lt FCONESMINS | capcouk aat 0
£ System [ 1 9%

B Policy & Objects >

& Security Profiles >

O VPN >

& User & Device >

| = wiFi&switen contraier
Local WiFi Radio
Managed FortiAPs w
SSID
FortiAP Profiles
WIDS Profiles
Security Profile Groups
Managed FortiSwitch
FortiSwitch VLANs
FortiSwitch Ports

FortiSwitch Security

«|| | 1 /1 » [Total: 1]
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) Microsoft Office Home X FortiWiFi - FWFEO0FTK20000273 X G fortinet 60f - Google Search % | W Fortinet FAD-6OF | Fortinet Fortit % | + o - x
<« C A Notsecure | 192.168.1.99/ng/page/p/wifi/ssid/edit/wifif T &
FortiWiFi 60F FWF60FTK20000273 T1o®- A ‘ admin~
& Dashboard > = Editlnterface
NX Security Fabric > Type WiFi $SID -
i FortiView » TrafficMode @ () Tunnel
b Network >
£ System [ 1 IS Tags
B Policy & Objects » © Add Tag Category
& Security Profiles >
o VPN K WiFi Settings
& User & Device » SsID ONOPA
I = WiFi & Switch Controller ~ Security Mode WRPAZ Personal -
Local WiFI Radio Pre-shared Key € fortinet
Managed FortiAPs Client Limit »
SSID b g Multiple Pre-shared Keys (B
FortiAP Profiles Broadcast $SID ©
WIDS Profiles Schedule €@ fo always -
Security Profile Groups BlockIntra-SSID Traffic (B
Managed FortiSwitch Broadcast Suppression @ | ARPs for known clients x
FortiSwitch VLANs DHCP Uplink x
+
FortiSwitch Ports
Filtar rliante b MAC Addrace i
FortiSwitch Sgun’tv s Cancel
H jel Type here to search =i p . 80°F A 71 ) ENG
) Microsoft Office Home X §2F FortiWifi - FWFGOFTK20000273 X (G fortinet 60f - Google Search % | W Fortinet FAD-6OF | Fortinet Forti’ X | =+ o - x
<« C A Mot secure | 192.168.1.99/ng/page/p/wifi/ap_profiles/ % &

FortiWiFi 60F FWFG0FTK2!

@ Dashboard > = | # CreateNew & Cdit Search Q View All Profiles
NA Security Fabri >

# security Fabric Name Platform(s) Radio 1 Radio 2 Comments Ref.
& FortiView > taconly Local WiFi Radio 5GHz 802.11ac/n 1

“ Network > 11n-only Local WiFi Radio 2.4GHz 802.11n/g 0
£ System [ 1 I8 FAPC24JE-default FAP-C24JE 2.4GHz 802.11n/g/b 5GHz 802.11ac/n/a 1

R Policy & Objects N FORTIAP FAP-220B, FAP-221B 5GHz 802.11n/a [36, 40,44 ...] 24GHz802.11n/g[1,6,11] o]

@ Security Profiles » | FORTI_DAVID FAP-220B, FAP-221B fgﬁﬁmz‘““lﬁ (26,40, 44..] 2.4GHz802.11n/g[1,6,11] LOCATED DAVIDS OFFICE 0
0 VPN >

& User & Device >

| = wiFi&switen contraier
Local WiFi Radio
Managed FortiAPs
SSID
FortiAP Profiles w
WIDS Profiles
Security Profile Groups
Managed FortiSwitch
FortiSwitch VLANs
FortiSwitch Ports

FortiSwitch Security

Q
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€ Microsoft Office Home X

FortiWiFi - FWFBOFTK20000273 X G fortinet 60f - Google Search X | W' Fortinet FAD-60F | FortinetForti X | + o - X

<« C A Notsecure | 192.168.1.99/ng/wifi/utm-profile/ T A

@ Dashboard > S [ 4 createNew | @1 Q
S& Security Fabric >
s Fortiview N Name Logging Scan Botnets
& Network , || PHONES © Enabled @ Blocked
& System [ 8%
B Policy & Objects >
& Security Profiles > || wifi-default wifi-default @ Enabled @ Blocked
o VAN N I} wifi-default
& User & Device > g ::::g:::::
| = wiFi & switch Controlier -
Local WiFi Radio
Managed FortiAPs
SSID
FortiAP Profiles
WIDS Profiles
Managed FortiSwitch
FortiSwitch VLANs
FortiSwitch Ports
FortiSwitch Security e
Q
H AP Type here to search i S0°F A ¥ q9) ENG
) Microsoft Office Home X 423 FortiWiFi - FWFGOFTK20000273 X G fortinet 60f - Google Search X | W Fortinet FAD-6OF | Fortinet Fortic. X | =+ o - X
<« C A Notsecure | 192.168.1.99/ng/log/view/forward_traffic ¥ A i

FortiWiFi 60F FWF60FTK20000273

b Network > 72| & |[oaddFiter | &~ D Details
# System LI # | % | Date/Time Source Destination Application Name | Security Events Resuli
B Policy & Objects  [§! 3hoursago 192.168.1.10 == 8.8.8.8 (dns.google) DNS + Accept:se
& Security Profiles > 2 3 hours ago ENGINEERING1 ==8.8.8.8 (dns.google) DNS v 74B/20.
O VPN 5 3 3hoursago 192.168.1.205 E= 8.8.8.8 (dns.google) DNS + Accept: s
& User & Device N 4 3hoursago R ONOPA-FINANCE &= 13.35.105.49 ([d17ndjuagurpsr.cloudfront.net) HTTPS v 167kB/
5 3 hours ago B 204.79.197.203 (www.msn.com) HTTPS
* WIFi& Switch Controller > | 3hoursago 38 ONOPA-FINANCE == 162.125.5.13 (client-env.dropbox-dns.com) HTTPS
i Log & Report M 3hoursago 192.168.1.5 B 199.255.120.214 (sip10.ringcentral.biz) UDP/50%0 ' Accept: st
Forward Traffic 8 3 hours ago 104.46.162.226 (global.asimov.events.data.trafficmanager.net]  HTTPS
Local Traffic 9 3 hours ago B 52.96.189.2 (acdc-direct.office.com) HTTPS Vv 207.07 kE
Sniffer Traffic 10 3hoursago 192.168.1.205 ® 210.7.96.12 UDP/g888 ¥ Accept: s¢
11 3hoursago 192.168.1.205 ® 210.7.96.14 UDP/8888 « Accept: s¢
SEenbent 12 3hoursago 192.168.1205 83.231.212.83 UDP/8388 v Accept: s¢
Router Events 13 3hoursago 192.168.1.205 =83.231.212.82 UDP/g888 ¥ Accept: s¢
VPN Events 14 3hoursago 192.168.1.205 [+1173.243.138.194 (service.fortiguard.net) UDP/8888 « Accept: s¢
e Bans 15 3hoursago 192.168.1.205 [+1173.243.138.195 UDP/8888 + Accept: st
. 16 3hoursago 192.168.1.205 B2 209.222.147.43 uDP/8888 " Accept: s
Endpoint Events
17 3hoursago 192.168.1.205 B 66.117.56.38 UDP/8888 " Accept: s¢
R Erenis 18 3hoursago 192.168.1205 =123497.71 UDP/3888 v Accept: se
Security Rating Events 19 3hoursago 192.168.1.205 B2 66.117.56.37 uDp/gges + Accept: s¢
WiFi Events 20 3hoursago 192.168.1.211 &= 162.125.5.13 (client-env.dropbox-dns.com) HTTPS " Accept:se~
4 »
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c A Not secure \ 192.168.1.99/ng/log/view/system_svents

FortiWiFi - FWFG0FTK20000273 X G fortinet 60f - Google Search

% | W Fortinet FAD-6OF | Fortinet Forti’ x| +

b Network »
£ System [ 1 9%
E Palicy & Objects >
@& Security Profiles »
0 VPN >
& User & Device >
= WIFi & Switch Controller >
I Ll Log & Report ~

Forward Traffic

Local Traffic

Sniffer Traffic

Router Events

VPN Events

User Events

Endpoint Events

HA Events

Security Rating Events
WiFi Events

Camnlianca Fvants

Q
H L Type here to search
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C A Notsecure | 192.
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FortiWiFi 60F FWF60FTK2!

& | %X User: admin X :  [© Add Filter| x\ &~ [ Details

Date/Time Level User Message Log Description
3hours ago [WEREEEE admin  Administrator admin logged insuccessfully from https(192.168.1.205) Admin login successful -
3hoursago [LCCrrrr) admin  Administrator admin timed out on https(192.168.1.205) Admin logout successful
3hoursago [EEEEEEN admin  Administrator admin logged in successfully from https(192.168.1.205) Admin login successful
13hoursago WEEEEEE admin  Administrator admin logged out from https(192.168.1.10) Admin logout successful
13hoursago  WEEEEEE admin  Administrator admin logged in successfully from https(192.168.1.10) Admin login successful
Thursday [EEEEEEN admin  Administrator admin logged out from https(192.168.1.10) Admin logout successful
Thursday EEEEEEE admin  Administrator admin logged in successfully from https(192.168.1.10) Admin login successful
Wednesday [WEREEEE admin  Administrator admin logged out from https(192.168.1.10) Admin logout successful
Wednesday eSS admin  Administrator admin logged in successfully from https(192.168.1.10) Admin login successful
Wednesday admin  Configuration is changed in the admin session Configuration changed
Wednesday [WEREEEE admin  Administrator admin timed out on https(192.168.1.101) Admin logout successful
Wednesday eSS admin  Edituser.local autumn Object attribute configured
Wednesday [EEEEEEE admin  User admin changed local user autumn setting from GUI(192.168.1.101) User changed
Wednesday [WEREEEE admin  Rename user.local autumnapplegate to autumn Object configured
Wednesday [LCCrrrr) admin  Administrator admin logged insuccessfully from https{192.168.1.101) Admin login successful
Tuesday [EEEEEEE admin  Adm rator admin logged out from https(1%2.168.1.10) Admin logout successful
Tuesday [WEREEEE admin  Administrator admin logged insuccessfully from https(192.168.1.10) Admin login successful
Tuesday [LCCrrrr) admin  Administrator admin timed out on https(192.168.1.218) Admin logout successful
Tuesday [EEEEEEN admin  Adm rator admin logged in successfully from https(192.168.1.218) Admin login successful
Monday EEEEEEE admin  Administrator admin logged out from https(192.168.1.10) Admin logout successful
A Acocdons - odmain A deain ammad in ouonoocfolbe foane hitaaf100 140 4 400 i e

& |l <] 1 [Total: 27]

168.1.99/ng/log/view/user_events

FortiWiFi - FWFG0FTK20000273 X G fortinet 60f - Google Search

% | & Fortinet FAD-6OF | Fortinet Forti’ X | =+

b Network >
& System (1 I
B Policy & Objects >
& Security Profiles >
S VPN >
& User & Device »
= WiFi &Switch Controller >
I Ll Log & Report ~

Forward Traffic

Local Traffic

Sniffer Traffic

System Events

Router Events

VPN Events
Endpoint Events
HA Events

Security Rating Events
WiFi Events

Camnlianra Fuants

Q
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*® User: autumn, dbermudez. dnelson | @ Add Filter

x‘ & - [0 Detalls

Date/Time
20 hours ago
20 hours ago
20 hours ago
20 hours ago
Thursday
Thursday
Thursday
Thursday
Thursday
Thursday
Thursday
Thursday
Thursday
Thursday
Thursday
Thursday
Wednesday
Wednesday
Wednesday
Wednesday

VAlndionn,

Level
TR
[ EeEen
| e

User Action
| autumn auth-logout
autumn auth-logon
autumn auth-logout
autumn auth-logen
dnelson auth-logout
dnelson auth-logon
autumn auth-logout
dnelson auth-logout
dnelson auth-logon
dbermudez auth-logout
dbermudez auth-logon
dbermudez auth-logout
dbermudez auth-logen
autumn auth-logon
dnelson auth-logout
dnelson auth-logen
autumn auth-logout
dnelson auth-logout
autumn auth-logen
dnelson auth-logen

]

Message
User autumn removed from auth logon
User autumn added to auth logon
User autumn removed from auth logon
User autumn added to auth logon
User dnelson removed from auth logon
User dnelson added to auth logon
User autumn removed from auth logon
User dnelson removed from auth logon
User dnelson added to auth logon
User dbermudez removed from auth logon
User dbermudez added to auth logon
User dbermudez removed from auth logon
User dbermudez added to auth logon
User autumn added to auth logon
User dnelson removed from auth logon
User dnelson added to auth logon
User autumn removed from auth logon
User dnelson removed from auth logon
User autumn added to auth logon

User dnelson added to auth logen

Group
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FortiWifi - FWFSOFTK20000273 X G fortinet 60f - Google Search % | W Fortinet FAD-60F | Fortinet Fortis X | + o - X

<« C A Notsecure | 192.168.1.99/ng/log/view/security_rating T oA

FortiWiFi 60F FWF

& Network > 2 & | © addFilter | @&~ [ Details
& System LU # Date/Time Level Log Description Result Security Score
& Policy & Objects 4 1 3hours ago R Security Rating summary 0000 +380 -
& Security Profiles > 2 6 hours age | L | Security Rating summary 000 +380
O VPN >3 10hoursago | [ | Security Rating summary 0000 +380
& User & Device N 4 14 hoursago EREEEER Security Rating summary (1] [0 1] +380
. ) 5 18 hours ago | | Security Rating summary (0] (24 1] +640
= WIFi & Switch Controller > & 22 hours ago [ERE T Security Rating summary (0] [2X 1) 24] +620
I L4l Log & Report > 7 Yesterday EEEEEE Security Rating summary (0] (2] 1] +610
Forward Traffic 8 Yesterday | | Security Rating summary (0] (24 1] +640
Local Traffic 9 Thursday | | Security Rating summary (0] 20 +640
Sniffer Traffic 10 Thursday [T | Security Rating summary (0] 00 +640
11 Thursday | | Security Rating summary (0] (24 1] +640
SysemEsenty 12 Thursday EREEEET) Security Rating summary (0] (27 1] +640
Router Events 13 Thursday [EEEEEE Security Rating summary (0] +600
VPN Events 14 Thursday EREEEER Security Rating summary o +650
User Events 15 Wednesday L | Security Rating summary 0] +630
. 16  Wednesday [T | Security Rating summary (0] +630
Endpoint Events
17  Wednesday EREEEER Security Rating summary o +630
HA Events 18 Wednesday | T | Security Rating summary (0] +570
19 Wednesday [CCEEEE| Security Rating summary @ +660
WiFi Events 20  Wednesday EREEEER Security Rating summary (0] +660
PPN - 24 Tuacdar T Carurity Rating cumman: m LAAN h
https://192.168.1.99/ng/log/view/security_rating «|[<] 1 1 [Total: 41]
L Type here to search
) Microsoft Office Home X I3 FortWiFi - FWFGOFTK20000273 X G fortinet 60f - Google Search % | ¥ Fortinet FAD-60F | Fortinet Forti X | + o - X
&« C A Notsecure | 192.168.1.99/ng/log/view/compliance I A

Fi 60F FWF60FTK

Router Events -
S | & | ©AddFilter | &~ O Details

VPN Events
Ve # | Date/Time Level Message Result
e 1 10hours ago Check SSH-S5L deep inspection with WF enabled drops traffic from servers with invalid server certificates -

ndpoint Even

¥ 2 10hours ago Check that Spyware / Malicious sites are being blocked by a WF policy

[AEETE 3 10hours ago Check that Phishing-related sites are being blocked by a WF palicy
Security Rating Events 4 10 hours ago Check that Bot net-related sites are being blocked by a WF policy
WiFi Events 5 10hours ago Check that proxy related sites are being blocked by a WF policy
Compliance Events g 6 10hours ago Check that Hacking-related sites are being blocked by a WF policy
Jope 7 10 hours ago Check that Spam-related sites are being blocked by a WF policy

ntivirus

8  10hours ago Check that P2P file sharing sites-related sites are being blocked by a WF policy

WebFilter 9 10hoursago Check that the IPS module has an updated 1PS signature package
DNS Query 10 10hours ago Check that FGT performs IPS inspection on all traffic
Application Control 11 10hours ago Check that there are no general exclusions to the activated IPS protections
I T DT 12 10hours ago Check that the IPS Profile includes Protocol Anomalies protections

A ‘ 13 10hours ago Check the Severity-based Protections in the IPS Policy
nomal
g 14 10hours ago Check the |PS protection is enabled on Firewall policy
Learning Report 15 10hours ago Check the default IPS profiles have the default action set to block

FortiCloud Reports 16 10hours ago Check that all audit trails include date, time and user identification
Log Settings 17 10hours ago Check the dropped out-of-state TCP packets are logged
Threat Weight 18 10hours ago Check that a message is displayed to locked out Administrators

P00000000000000000000

. . 19 10hours ago Check that Administrators' accounts are unlocked after 30 minutes
e AR 20 10 hours ago Check that Administrators are locked out after 3 login failures
€ Monitor > .94 ANhaureama Charl that aach Eirawall rola hac s Cammant Aafinad M

&« < 1 >
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H £ Type here to search i ] ® s1F A T ) ENG




) Microsoft Office Home X

&«

FortiWiFi 60F FWF60FTK2!

FortiWiFi - FWFE0FTK20000273

c A Not secure \ 192.168.1.99/ng/log/view/av

x

G fortinet 60f - Google Search

% | W Fortinet FAD-6OF | Fortinet Forti’ x| +

Source
Icladmin (192.168.1.100)

Icladmin (192.168.1.100)

Icladmin (192.168.1.100)

Icladmin (192.168.1.100)

Icladmin (192.168.1.100)

Icladmin (192.168.1.100)
Icladmin (192.168.1.100)

Icladmin (192.168.1.100)
Icladmin (192.168.1.100)
Icladmin (192.168.1.100)
Icladmin (192.168.1.100)

1 1

File Name

FortiFone Import Onopa Directoryxlsx
FortiFone Import Onopa Directoryxlsx
FortiFone Import Onopa Directoryxlsx
FortiFone Import Onopa Directoryxlsx
FortiFone Import Onopa Directoryxlsx
FortiFone Import Onopa Directoryxlsx
FortiFone Import Onopa Directoryxlsx
FortiFone Import Onopa Directoryxlsx
FortiFone Import Onopa Directoryxlsx
FortiFone Import Onopa Directoryxlsx
FortiFone Import Onopa Directoryxlsx
FortiFone Import Onopa Directoryxlsx

[Total: 20]

ARB Cyber Threat Intelligence and Incident Response Report.pdf

21-X-0358 Vulnerability Assessment White Paper USAF Red Team FINAL.pdf
Mr. Sullivan's Resume updated.pdf
AQWC Cyber Threat Intelligence and Incident Response Report.pdf
21-X-0358 Vulnerability Assessment White Paper USAF Red Team FINAL.pdf
Mr. Sullivan's Resume updated.pdf
ARB Cyber Threat Intelligence and Incident Response Report.pdf
AQWC Cyber Threat Intelligence and Incident Response Report.pdf

&

Virus/Botnet

M Details

User
Icladmir =

Icladmir

Icladmir

Icladmir

Icladmir
Icladmir
Icladmir

Icladmir
Icladmir
Icladmir

Icladmir =
L4

G fortinet 60f - Google Search

% | & Fortinet FAD-6OF | Fortinet Forti’ X | =+

Q
H P Type here to search

MAC

e0:23:ffefilede

48:.0f.cfabedd7

e0:2b:e9:f4:9%:6c

b4:ae:2b:39:9e:7d

ad:bb:6d:d9:32:87

38:f9:d3:c6:df:36
38:f9:d3:c6:45:70

8c:c8:4b:21:cc:05

Router Events .
< & | © AddFilter
VPN Events
User Events # | ¥ | Date/Time | Service
. 1 Thursday  SMB
Endpoint Events
2 Thursday  CIFS 192.168.1.100
Rl Events 3 Thursday ~ SMB
Security Rating Events 4 Thursday ~ CIFS  192.168.1.100
WiFi Events 5 Thursday  SMB
Compliance Events & Thursday  CIFS 192.168.1.100
" 7 Thursday  SMB
AntiVirus w
8 Thursday  CIFS 192.168.1.100
eibiliey 9 Thursday ~ CIFS  192.168.1.100
DNS Query 10 Thursday  SMB
Application Control 11 Thursday ~ SMB
Intrusion Prevention 12 Thursday  SMB
13 Wednesday CIFS 192.168.1.100
Anomaly
14 Wednesday CIFS 192.168.1.100
Learning Report 15 Wednesday CIFS  192.168.1.100
FortiCloud Reports 16 Wednesday CIFS 192.168.1.100
Log Settings 17 Wednesday SMB
Threat Weight 18 Wednesday SMB
. X 19 Wednesday SMB
Email Alert Settings 20 Wednesday SMB
€& Monitor > 1
Q
H L Type here to search
) Microsoft Office Home X §23 FortiWiFi - FWFGOFTK20000273 X G
< C A Notsecure | 192.168.1.99/ng/dhcp/monitor
FortiWiFi 60F FWF60FTK2
# Network > .
< Refresh @ e o
£ System [ 1 383 =
B Policy & Objects > Interface Device
& Security Profiles > = lan D FortiAP
S VPN >
& User & Device N = lan & HPECC622
= WiFi &Switch Controller >
=z | =3 ANDRE
Ll Log & Report > an -
|¢ Monitor >
=2 lan == David_PC
Routing Monitor
[ESIE A iy =2 fan =2 ENGINEERING1
SD-WAN Monitor
IPsec Monitor = lan % Lucass-MacBook-Pro
SSL-VPN Monitor =% lan & Zacharys-MacBook-Pro
Firewall User Monitor 2 lan 2R WIN-74KB634JUQ1
Quarantine Monitor
FortiClient Monitor 22 lan 0 04:d5:90:16:74:2
WiFi Client Monitor 3 lan D 04:d5:90:16:74:e9
Rogue AP Monitor =% lan @0 04:d5:90:16:71:94
WiFi Health Monitor + 2lan 124EN5920019922

04:d5:90:16:74:e2
04:d5:90:16:74:29
04:d5:90:16:71:94
€0:23:ff.96:a3:da

1P

192.168.1.213

192.168.1.201

192.168.1.219

1$2.168.1.200

1$2.168.1.205

1$2.168.1.230
1$2.168.1.215

192.168.1.207

192.168.1.214
192.168.1.229
1$2.168.1.225
192.168.1.227

Host Information

VCI: FortiAP-FC24JE
Hostname: FortiAP

VCI: Hewlett-Packard OfficeJet
Hostname: HPECC622

VCI:MSFT 5.0
Hostname: ANDRE

VCI:MSFT 5.0
Hostname: DAVID

VCI:MSFT 5.0
Hostname: ENGINEERING1

Hostname: Lucass-MBP
Hostname: Zacharys-MBP

VCI:MSFT 5.0
Hostname: DESKTOP-4KHPPKN

VCI: FortiFone FON-175

VCI: FortiSwitch-124E
Hostname: $124EN5920019922

QP 9 v
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Expires

2021/08/1405:42:28

2021/08/13 20:08:32

2021/08/13 16:59:02

2021/08/13 13:28:22

2021/08/13 13:08:23

2021/08/13 12:00:07
2021/08/13 11:57:47

2021/08/13 11:55:27

2021/08/13 10:10:51
2021/08/13 10:10:08
2021/08/13 10:09:36
2021/08/12 22:21:31
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Leased out
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) Microsoft Office Home X

FortiWifi - FWFSOFTK20000273 X G fortinet 60f - Google Search % | W Fortinet FAD-60F | Fortinet Fortis X | + o - X

< C A Notsecure | 192.168.1.99/ng/vpn/ssl/monitor oA

FortiWiFi 60F FWF

+ Network N
& System o < Refresh
B Policy & Objects N Username = Last Login Remote Host Active Connections
& Security Profiles » Icladmin 2021/08/07 08:24:14 71.46.253.149 @ Tunnel: 192.168.1.100
0 VPN >
& User & Device >
= WiFi & Switch Controller >
Ll L og & Report >
I € Monitor i
Routing Monitor
DHCP Monitor
SD-WAN Monitor
IPsec Monitor
Firewall User Monitor
Quarantine Monitor
FortiClient Monitor
WiFi Client Monitor
Rogue AP Monitor
WiFi Health Monitor .
Q €l ¢| 1 /1 »  [Total: 1]
H L Type here to search
) Microsoft Office Home X §2F FortiWifi - FWF60FTK20000273 % G fortinet 60f - Google Search % | & Fortinet FAD-6OF | Fortinet Forti’ X | =+ (-] - X
< C A Notsecure | 192.168.1.99/ng/wifi/health-monitor/dashboard # @

FortiWiFi 60F FWF

“ Network > .
£ System o> Active Clients Both~ [3 i-
B Policy & Objects > W FWFGOF-WIFIO
@ Security Profiles > FC24JE5920012023
S VPN >
& User & Device >
= WiFi &Switch Controller > i
Ll Log & Report >
Ic Monitor ~

Routing Monitor

ts 2
DHCP Monitor
SD-WAN Menitor AP Status HE R
IPsec Monitor M| Uptime > 24 hours
SSLVPN Monitor Rebooted within 24 hours

| Down/Missing
Firewall User Monitor

Quarantine Monitor
FortiClient Monitor
WiFi Client Monitor
Rogue AP Monitor

WiFi Health Monitor .

Q
H P Type here to search i LV} e g w @ sF ~ 71 d9) ENG




Login - Veriato Management Console X

i

Management Console

Login as

n anthony.sullivan3@yahoo.com

Password for this account

Connect to Cerebral Server ~

Connecting to Cerebral Server at version 9.2.1.58398
from Management Console at version 9.2.1.58398
www.veriato.com

L Type here to search

\V) Home - Veriato Mansgement Console

Veriato cere

% Recon Dashboard -
¢ | 360 Dashboard -

Data Explorer -

Reports - .

TGP Risk Scores ( All ) SCORES IN EACH LEVEL 0
) ) ON 08/06/2021;
Y | Fiter Categories e HIGH RISK  POSSIBLE RISK  LOW RISK
l;l Recorders - . q p et
NAME TREND SCORE  Acddental Leak Espionage Financial Fraud Oppartunistic Data. Sabotage

A | Ueer N

o Alerts & Policies - DNelson v ~0
£+, | Configurations - Icladmin ~0

i System Management - dbermudez 0

‘ Server: https:ENGINEERING1.ONOPA.LOCAL:443




7/ Recon Dashboard - Veriato Management Console

Veriato Cerebral

ﬁ Recon Dashboard

Risk Score
Behavioral Groups

Anomaly Report
360 Dashboard
Data Explorer
Reports
Filter Categories
Recorders
Users
Alerts & Policies

Configurations

BFEOE R =9

System Management

Maintenance has expired. Renew now to update.

H L Type here to search

1/ 360 Dashboard - Veriato Management Console

Veriato cerebral

& Recon Dashboard

@4 | 360 Dashboard

Administrator Tracking
Alert Events
Anonymous Browsing
Application Usage
BitTorrent File Sharing

Caall Artivity

Data Explorer

Reports
Filter Categories

Recorders

Alerts & Policies

Configurations

=
T
o
A8 | Users
]
1,
[

System Management

‘What are Behavioral Groups? How does it work? Requires Veriato Recon licenses
‘When Veriate Recon is active, groups (vertical bars) Allow 20-30 days of activity for reliable group
2 form automatically as users engage in similar formation. In the first week of activity, the chart Purchase
activities. A maximum of 10,000 Recon-recorded changes every day. It then continues to update Veriato R
users can be processed for this chart. weekly on Sunday night. SR N ERT
-
Clickabarto  Viewby 360 groupsor  Viewtheprevious  Settings
- view details  Active Directory or next week
Behavioral Groups o
-
5 g Geparms 1421
z ¢ (=
i — = -
- ¥ |
2 3 1 0 ¢ 7 8 .s.w.mn.=m
= Activities group 1 has In common Members a3 % of this group -
= Administration pro ¥ 12%
v
21 ¥ 164
™ ¥ e
® osw ¥
® 1wam F 21%
m
¥ Marosog.
[ ]

| Server: https:ENGINEERING1.ONOPA.LOCAL:443

This Year

Admin Tols Launched Most Frequently
Reporting Period: Fri 1/1/2021 to Sat 8712021

All Users.

unning Admin Tedls

Users Ry
Reporting Period: Fri 1/1/2021 to Sat 8/7/2021

I I 7 1 1
omd{ ONOPALOCALIGladmin] )
mstsc ONOPALOCALzsullivan
\WCChromeNativeMessagingHost ONOPALOCALdbermudez
PING ONOPA.LOCAL\Abermudez
brave ONOPA LOCAL\DNelson |
ipcanfig: ONOPALOCALjvarela
explorer ONOPA-DAVID\David Local
conhost ONOPA-FINANCE Dawn |
taskkil ONOPALOCAL'aapplegate -
meedge DAVIDilcladmin
0 100 200 400 0 2 4 & 8
Application Instances Active Time hour(s)
rtings | P2 Events | BReports| » cHART WBRTAD  Q Criteria | Esetings | £ Events | BReports| » cHarT [BATAD
Top Admin Tools Run - by User Users Spending the Most Time on Remote Access
Reporting Period: Fri 1/1/2021 to Sat 8712021
ONOPALOCALIcladmin| 1
ONOPA LOCALdbermudez - 1
ONOPA LOCAL\DNelson-| o
ONOPALOCALssullivan-| ONOPALOCALjvarela ]
ONOPA.LOCALzapplegate - = ONOPALOCALcladmin]
(ONOPA LOCALAbermudez | [ (ONOPA.LOCAL\Abermudez.
OMNOPALOCALjvarela: ) s ONOPALOCAL\asullivan
ONOPA-FINANCE Dawn ONOPALOCALIdbermudez -
(ONOPA-DAVID'David Local ONOPA.LOCAL\DNelson
DAVID\David ONOPALOCALaapplegate
0 50 100 150 200 250 0 40 60 80 0 120 140 160
n ’ [Firan] i

| Server: https:ENGINEERING1.ONOPA.LOCAL:443
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\V/ 380 Dashboard - Veriato Management Console

Veriato Cerebral
ﬁ Recon Dashboard

360 Dashboard

Administrator Tracking
Alert Events
Anonymous Browsing
Application Usage
BitTorrent File Sharing

Caall Artivity
£ | Data Explorer

Reports

Filter Categories
Recorders
Users

Q | Alerts & Policies
Configurations

i System Management

X

Maintenance has expired. Renew now to update. @ Q — I

This Year

All Users. All Devices

~
Applications Launched Most Fregquently Applications Where Users Spend the Mest Time
Reporting Peried: Fri 1/1/2021 to Sat 8/7/2021 Reporting Peried: Fri 1/1/2021 to Sat 8/7/2021
1 | | | | 1 | | |
brave- ] brave-
explorer-
msedge msedge
iexplore chrome
Acrobat tvnviewer
chrome explorer-
Teams Teams
mstsc
OUTLOOK- Acrobat
EXCEL OUTLOOK-
0 5000 10000 15000 20000 25000 0 50 100 150 200
Application Instances Active Time hour(s)
QCriteria | ElSettings | Events | IReports| » cHART NBATAP A Criteria | Fsettings | R Events | mReports | » charT NBATAD
Users Running the Most Applications Users Spending the Most Time Wwithin Applications
Reporting Peried: Fri 1/1/2021 to Sat 87/2021 Reporting Peried: Fri 1/1/2021 to Sat 87/2021
1 | | | 1 | | |
OMOPA LOCAL\Abermudez - ] OMOPA LOCAL\Abermudez -
‘ONOPA LOCAL\dbermudez ‘ONOPA LOCAL\dbermudez
ONOPA LOCAL'asullivan ONOPA LOCAL'asullivan:
ONOPA.LOCAL\DNelson ONOPA.LOCAL\DNelson
ONOPALOCAL\Icladmin ONOPALOCALIcladmin
DAVID\David DAVID\David
(ONOPALOCAL'aapplegate ONOPALOCALjvarela]
ONOPALOCALjvarela: (ONOPALOCAL'aapplegate 4]
DAVID\David Local ANDRE\Onopa-Engineer-1-
ONOPA-FINANCE Dawn DAVID\David Local
0 5000 10000 15000 20000 0 50 100 150 200
v

H L Type here to search

/) 360 Dashboard - Veriata Management Console

Veriato cerebral

& Recon Dashboard

9 | 360 Dashboard

Document Tracking

Email - All

Email - Webmail Only
Employee Flight Risks

Favaorites - Security
£ | Data Explorer
Reports
Filter Categories
Recorders
Users
@ | Aleris & Policies
Configurations

- System Management

This Year

Users Transferring Files to Removable Media
Reporting Period: Fri 1/1/2021 to Sat 8/7/2021

All Users. All Devices

I e I I ©

Distribution of Recorded Document Activity
Reporting Period: Fri 1/1/2021 to Sat 8/7/2021

- NETWORK:
B PRINTER
B CLOUD-
ONOPA LOCAL\Abermudez - REMOVABLE
T T
0 2 4 € 8 0 200 400 600 1000
Document Action Count Deocument Action Count
a | Bl Settings | ©Events | mReports| » cHART WBRTAD  Q Criteria | Esetings | £ Events | BReports| » cHarT [BATAD
Users Printing the Most Documents Users Printing the Most Pages
Reporting Period: Fri 1/1/2021 to Sat 8/7/2021 Reporting Period: Fri 1/1/2021 to Sat 8/7/2021
ONOPA.LOCAL\DNelson -{ ONOPA.LOCAL\DNelson -{ ]
‘ONOPA LOCAL\dbermudez ‘ONOPA LOCAL\dbermudez ]
ONOPALOCAL\Abermudez ONOPA.LOCAL\Abermudez
ONOPALOCAL\Icladmin ‘ONOPALOCAL\Icladmin
DAVID\David ONOPA.LOCAL'asullivan
ONOPA.LOCAL'asullivan DAVID\David
ONOPALOCAL\sapplegate ONOPALOCAL\zapplegate
0 50 100 150 200 300 400 500
FiTan I N [FiETan] Mheomahme ok Dlamn Diimin it v

ﬂ P Type here to search




\V/ 380 Dashboard - Veriato Management Console

Veriato Cerebral
ﬁ Recon Dashboard

€ | 360 Dashboard

Document Tracking
Email - All

Email - Webmail Only
Employee Flight Risks

Favorites - Security

£ | Data Explorer
E'E Reports

Y | Filter Categories
|;| Recorders
Users

Q | Alerts & Policies
Configurations

i System Management

€ Email- an

~
Users Sending the Most Email Users Receiving the Most Email
Reporting Peried: Fri 1/1/2021 to Sat 8/7/2021 Reporting Peried: Fri 1/1/2021 to Sat 87/2021
ONOPALOCAL\DNelson-
(ONOPA.LOCAL\dbermudez
ONOPALOCAL\DNelson- ONOPA.LOCALasullivan-
‘ONOPA LOCAL\dbermudez ONOPALOCALcladmin
0 50 100 150 200 0 100 200 300 400 500
Email Count Email Count
Settings |, 2 Events | (iReports| » cHART NBATAP A Criteria | Fsettings | R Events | mReports | » charT NBATAD
Users Sending and Receiving the Most Email Users Sending the Most Email with Attachments
Reporting Peried: Fri 1/1/2021 to Sat 8/7/2021 Reporting Peried: Fri 1/1/2021 to Sat 87/2021
ONOPALOCAL\DNelson-
(ONOPA.LOCAL\dbermudez
ONOPA.LOCALasullivan. ONOPALOCAL\DNelson-
ONOPALOCALcladmin ‘ONOPA LOCAL\dbermudez
0 200 400 600 800 0 20 40 80 20
[Cisraml v

- X

Maintenance has expired. Renew now to update. @ Q — I

This Year

All Users.

All Devices

H L Type here to search

/) 360 Dashboard - Veriata Management Console

Veriato Cerebral
& Recon Dashboard

360 Dashboard

Document Tracking
Email - All

Email - Webmail Only
Employee Flight Risks

Favaorites - Security
A | Data Explorer
E&  Reports
W | Filter Categories
|:| Recorders
Users
@ | Aleris & Policies
Configurations

- System Management

This Year

‘. Email - Webmail Only

uenting \webmail

Users Freg
Reporting Period: Fri 1/1/2021 to Sat 8712021

NO DATA AVAILABLE
Refresh

|2

Users Sending the Most Webmail

Reporting Period: Fri 1/1/2021 to Sat 8/7/2021

NO DATA AVAILABLE
Refresh

All Users.

cuarT NBATAD ac

All Devices

I e I I ©

Domains Involved in the Most Webmail
Reporting Period: Fri 1/1/2021 to Sat 8/7/2021

NO DATA AVAILABLE
Refresh

a | ElSettings »

cHarT [BATAD

ﬂ P Type here to search




\V/ 380 Dashboard - Veriato Management Console
Veriato Cerebral

Recon Dashboard

360 Dashboard

Document Tracking
Email - All

Email - Webmail Only
Employee Flight Risks

Favorites - Security

Data Explorer

Reports

Filter Categories

Recorders

Users

Alerts & Policies

Configurations

System Management

4

X

Maintenance has expired. Renew now to update. @ Q — I

This Year

‘. Favorites - Security

All Users. All Devices

~
Users Dovnloading the Most Files Users Transferring Files to Removable Media
Reporting Peried: Fri 1/1/2021 to Sat 8/7/2021 Reporting Peried: Fri 1/1/2021 to Sat 8/7/2021
ONOPALOCALDNelson g
ONOPA.LOCAL\asullivan- e
ONOPA LOCALcladmin- ONOPA.LOCAL\Abermudez
T T
0 10 20 30 0 2 4 € 8
Files Transferred Count Document Action Count
QCriteria | FlSettings | 72 Events | MReports| » ettings | FEvents | BiReports | » charT NBATAD
Users Printing the Most Documents Users Sending the Most Email with Attachments
Reporting Peried: Fri 1/1/2021 to Sat 8/7/2021 Reporting Peried: Fri 1/1/2021 to Sat 87/2021
ONOPA.LOCAL\DNelson -
‘ONOPALOCAL\dbermudez
ONOPA.LOCAL\Abermudez.
ONOPA.LOCALIcladmin
DAVID\David
ONOPALOCAL\asullivan ONOPALOCAL\DNelson-
(ONOPALOCAL'aapplegate ONOPA LOCAL\dbermudez
0 50 100 150 200 0 20 40 80 20
[Cisraml [Cisraml v

H L Type here to search

/) 360 Dashboard - Veriata Management Console

Veriato cerebral

=3
o

Recon Dashboard

360 Dashboard
Email - Webmail Only
Employee Flight Risks
Favorites - Security
File Transfers
Fraud Detection
Human Resources

Data Explorer

Reports

Filter Categories

Recorders

Users

Alerts & Policies

Configurations

System Management

This Year All Users All Devices
yE— I T I T ©
Users Transferring the Most Files Total Files Uploaded vs Downloaded
Reporting Period: Fri 1/1/2021 to Sat 8/7/2021 Reporting Period: Fri 1/1/2021 to Sat 8/7/2021
ONOPA.LOCAL\DNelson
ONOPALOCAL\sapplegate
ONOPA LOCAL\Abermudez.
ONOPALOCAL'asullivan
ONOPALOCAL\Icladmin
ONOPA-FINANCE Dawn
‘ONOPALOCAL\dbermudez. UPLOAD
ANDRE\Onopa-Engineer-1 DOWNLOAD.
0 50 100 150 200 0 50 100 150 200 250
Files Transferred Count Files Transferred Count
Q,Criteria | FSettings | #2Events | BReports| » cHART WBRTAD  Q Criteria | Esetings | £ Events | BReports| » cHarT [BATAD
Mest Popular File Transfer Protocols Users Downloading the Most Files
Reporting Period: Fri 1/1/2021 to Sat 8/7/2021 Reporting Period: Fri 1/1/2021 to Sat 8/7/2021

ONOPALOCAL\DNelson-

HTTF ONOPALOCAL\asullivan-

HTTPS ONOPA LOCAL cladmin

0 50 100 150 200 250 0 10 20 30 40 50
itan Tammkamani [FiETan] e . v

ﬂ P Type here to search




\V/ 380 Dashboard - Veriato Management Console

Veriato Cerebral
ﬁ Recon Dashboard

360 Dashboard

Email - Webmail Only
Employee Flight Risks
Favorites - Security
File Transfers

Fraud Detection
Human Resources

£ | Data Explorer
Reports

Recorders

EB
Y | Filter Categories

A4 | Users

Q | Alerts & Policies

£, | Configurations

i System Management

X

Maintenance has expired. Renew now to update. @ Q — I

This Year
‘. Fraud Detection

Fraud Related Keyword Alerts
Reporting Peried: Fri 1/1/2021 to Sat 87/2021

NO DATA AVAILABLE
Refresh

QCriteria | FlSettings | F

Grey Area Chats
Reporting Peried: Fri 1/1/2021 to Sat 87/2021

NO DATA AVAILABLE
Refresh

[Cisroml

All Users. All Devices

Grey Area Emails
Reporting Peried: Fri 1/1/2021 to Sat 87/2021

ONOPALOCALDNelson:
‘ONOPA LOCAL'\dbermudez

o 20 40 60 &0 100 120 140
Email Count

crarT NBATAD A Criteria

ettings | FEvents | BiReports | »

Grey Area Searches
Reporting Peried: Fri 1/1/2021 to Sat 8/7/2021

NO DATA AVAILABLE
Refresh

[Cisroml

H L Type here to search

/) 360 Dashboard - Veriata Management Console

Veriato cerebral

& Recon Dashboard

9 | 360 Dashboard
Email - Webmail Only
Employee Flight Risks
Favorites - Security
File Transfers
Fraud Detection
Human Resources

£ | Data Explorer

Reports

=

W | Filter Categories
|:| Recorders

A4 | Users

@ | Aleris & Policies
ﬁu Configurations

- System Management

| Server: https:ENGINEERING1.ONOPA.LOCAL:443

This Year

‘. Human Resources

Inappropriste Emails
Reporting Period: Fri 1/1/2021 to Sat &/7/2021

ONOPA.LOCAL\DNelson-
OMOFA.LOCAL\asullivan-
ONOPA LOCALcladmin-

All Users. All Devices

I e I I ©

Inappropriate Searches
Reporting Period: Fri 1/1/2021 to Sat &/7/2021

NO DATA AVAILABLE
1 Befresh

0 05 1 15
Email Count

a | ElSettings | P Events | Reponts | .

Inappropriste Chats
Reporting Period: Fri 1/1/2021 to Sat &/7/2021

NO DATA AVAILABLE
Refresh

CISTaM

cHarT [BATAD

| £

Inappropriate Websites
Reporting Period: Fri 1/1/2021 to Sat 8712021

NO DATA AVAILABLE
Refresh

[eieraml

ﬂ P Type here to search

| Server: https:ENGINEERING1.ONOPA.LOCAL:443




W) 360 Dashboard - Veriato Management Console — x
V T r - L Maintenance has expired. Renew now to update. @ Q — 1
eraro Cerebral -
2 | Recof O, Insppropriate Emails - Events — O X Bvices -
|* Ele Edit View Data Windows _
> 2 0 0 ikl Arenee | Ade cnen el ©
Email | Load Events | Bl rit i ] & Load Fvents | Gprint | SFxpor | MShow Columnsx "
~ {2} Emai Events In Qut  Attachments Inappropriate Searches
Emplo + 4 onoPA.LOCAL \asulivan Reporting Period: Fri 1/1/2021 to Sat 87/2021
Favorit| 1l
~ £ ONOPA.LOCAL'DNelson
Eile Tr 31 06/09/2021 - wed
» £ ONOPA.LOCALYdadmin
Fraud
Humal
A,
B Data | &5 View Screen Snapshots | G Print | MEspart NO DATA AVAILABLE
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» 10:02:31AM ENGINEERL.. OUTLOOK | [ Revd MAPT |Proofpoint ... |do-not-repl... |IT Departm... |Quarantine |
Y | Filter 1 | cHarT NBATAD
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L | Reco Reporting Period: Fri 1/1/2021 fo Sat 8712021
A4 | Userg]
O | Al
1, Confl MM 4 Record2of2 » 1 Wi < >
£
Preview
] 27 May21-09:53 | Release ~ NO DATA AVAILABLE
How to handle a ransomware attack A
Release & Approve Befresh
Black v v

| Server: https:ENGINEERING1.ONOPA.LOCAL:443

H L Type here to search

1/ 360 Dashboard - Veriato Management Console — x

2 . Maintenance has expired. Renew now to update. f—
Veriato cerebral ®@Q =4
& Recon Dashboard This Year All Users.

360 Dashboard ‘. Keystrokes

TIONTETT ESUUTCES
Internat G ’ Users Typing the Most Keystrokes Programs Receiving the Mast Keystrokes Typed
nternet Connections Reporting Period: Fri 1/1/2021 to Sat 87/2021 Reporting Period: Fri 1/1/2021 to Sat 8/7/2021
Keystrokes 1 L L L L 7 L | | L
ONOPALOCAL 1 ] msedge- )
- ONOPA LOCAL\Abermudez ] brave |
Keyword Alert ONOPALOCAL asullivan trnviewer
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Formatted Keystroke Count Formatted Keystroke Count
Y | Filter Categories ~ | Qcriteria| Bsettings | #Events | BiReports | » cHART WBRRAI A Criteria | @ Sewings | ©Events | BReports| » cHarT NBATAD
Trend of Keystrokes Typed (Last 10 Days) BANDWIDTH
] | Recorders - Reporting Period: \wed 7/28/2021 to Sat 8(7/2021 Reporting Period: Fri 1/1/2021 to Sat 8/7/2021
e ] I I I I
A4 | Users - dropbox.com—| ]
]
R \.‘ blob.core wingows.net
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2 a0 P o ENGINEERING
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\V/ 380 Dashboard - Veriato Management Console

Veriato cere

ﬁ Recon Dashboard

360 Dashboard

TIOINTETT S UTCES
Internet Connections
Keystrokes

Keyword Alert
Malicious Programs

Online Searching
£ | Data Explorer
E'E Reports
Y | Filter Categories
|;| Recorders
A4 | Users

Q | Alerts & Policies
£, | Configurations

i System Management

X

Maintenance has expired. Renew now to update. @ Q f— I

This Year
‘. Keyword Alert

Top 10 Keyword Alerts
Reporting Period: Fri 1/1/2021 to Sat 8/7/2021

NO DATA AVAILABLE
Refresh

A Criteria | HSettings »

All Users. All Devices

Top Users violating the Keyword Alert policy
Reporting Peried: Fri 1/1/2021 to Sat 87/2021

NO DATA AVAILABLE
Refresh

cHarT [BRTAD A Criteria

» charT NBATAD

H L Type here to search

\V/ 360 Dashboard - Veriato Management Console

Veriato ce

& Recon Dashboard

9 | 360 Dashboard

Malicious Programs
Online Searching
Potential HIPAA Violations
Productivity - Overview

Security - Forensic Tools

Security - Overv

£ | Data Explorer
E&  Reports

W | Filter Categories
|:| Recorders

A4 | Users

@ | Aleris & Policies
ﬁu Configurations

- System Management

| Server: https:ENGINEERING1.ONOPA.LOCAL:443

This Year

‘. Productivity - Overview

\leb Sites Visited Most Frequently
Reporting Period: Fri 1/1/2021 to Sat &/712021

All Users.

\ieb Sites Wwhere Users are Spending the Most Time
Reporting Period: Fri 1/1/2021 to Sat &/712021

. ! | | 7 | | | | |
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Unknown: officeapps.live.com:
officeapps.live.com: logmein-
sharepoint.com: |answift.com
malwarebytes.com gbinproduct.intuit.com.
0 100 200 400 0 2 4 [ 8 10 12
Request Count Active Time hour(s)
QCriteria | ElSettings | P Events | BReports| » cHART WBRTAD  Q Criteria | Esetings | £ Events | BReports| » cHarT [BATAD
‘What do Users Search the Most on the Internet? Users Consuming the Most Internet Bandwidth
Reporting Period: Fri 1/1/2021 to Sat 8/7/2021 Reporting Period: Fri 1/1/2021 to Sat 8/7/2021
1 | | |
ONOPA LOCAL\asullivan ]
‘ONOPA LOCAL\dbermudez
ONOPA.LOCAL\DNelson
ONOPA.LOCAL\Abermudez.
ONOPA LOCAL\cladmin
(ONOPALOCAL'aspplegate
DAVID\David
ONOPALOCALjvarela
DAVID\David Local
NO DATA AVAILABLE (ONOPA-FINANCE Dawn
Befresh + + |
0 5000 10000 15000 20000
v

ﬂ P Type here to search
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\V/ 380 Dashboard - Veriato Management Console
Veriato Cerebral

ﬁ Recon Dashboard -

€ | 360 Dashboard - ‘. Security - Overview
Malicious Programs - o
) ) All Cloud Storage Usage Users Transferring Files to Removable Media
Online Searching Reporting Period: Fri 1/1/2021 to Sat 8/7/2021 Reporting Period: Fri 1/1/2021 o Sat 8/7/2021
Potential HIPAA Violations ]
Productivity - Overview i
Security - Forensic Tools T
ONOPALOCAL\Abermudez B
Security - Overview . ONOPALOCAL\jvarela B
ONOPALOCALdbermudez 1
ONOPALOCALGladmin 1
Data Expl -
AR oy ONOPA-FINANCE Davn ONOPALOCAL \Abermudez
T T
B3 | Repors - 0 20 40 &0 80 0 2 4 [ 8
Document Action Count Document Action Count
Y | Filter Categories ~ Settings | 2 Events | MiReports| » ctaRT NBATAD A Criteria| Aisettings | FEvents | WiReports| » cxarT NBATAD
Users Printing the Most Documents Users Sending the Most Email with Atiachments
[ | Recorders hd Reporting Period: Fri 1/1/2021 o Sat 8/7/2021 Reporting Period: Fri 1/1/2021 o Sat 8/7/2021
A4 | Users - 4 ‘ ‘ ‘
© | Alerts & Paii . ONOPA LOCAL\DNelson
St & Poliees ONOPA.LOCALidbermudez -
ONOPALOCAL\Abermudez
£, | Configurations - ONOPA LOCALYcladmin
DAVID\David
ONOPALOCALzsullivan ONOPALOCAL\DNelson
@ | System Management v ONOPALOCAL\nspplegate ONOPALOCALdbermudez
0 50 100 150 200 0 2 40 60 80
[Firran] [Firran] v

- X

Maintenance has expired. Renew now to update. @ Q f— I

This Year

All Users.

All Devices

H L Type here to search

\V/ 360 Dashboard - Veriato Management Console

Veriato c.

2le

4

Recon Dashboard

360 Dashboard

Security - Forensic Tools

Security - Overview

Security - Privileged Users

Suspicious File Transfers

User Status

Web Sites e
A | Data Explorer -
E&  Reports -
W | Filter Categories -
|:| Recorders -
A4 | Users -
@ | Aleris & Policies -
ﬁu Configurations -
- System Management -

| Server: https:ENGINEERING1.ONOPA.LOCAL:443

Maintenance has expired. Renew now to update. @ Q f— I

This Year

‘. Security - Privileged Users

Users Spending the Most Time on Remete Access
Reporting Pericd: Fri 1/1/2021 to Sat 8/7/2021

All Users.

7 1 1 1 1
ONOPALOCAL\Abermudez |

ONOPALOCALDNelson ]
(ONOPA.LOCALcladmin-
(ONOPA.LOCAL'dbermudez
ONOPALOCALasullivan:
ONOPALOCALjvarela
ANDRE\Onopa-Engineer-1
DAVID\David-]
ONOPA.LOCALjmarrero
ONOPA-FINANCE\Davin -]

0 2000 4000 6000 8OO0
Total Time hour(s)
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\V/ 380 Dashboard - Veriato Management Console
Veriato Cerebral

H L Type here to search

Recon Dashboard

360 Dashboard
Security - Forensic Tools
Security - Overview
Security - Privileged Users
Suspicious File Transfers
User Status
Web Sites

Data Explorer

Reports

Filter Categories

Recorders

Users

Alerts & Policies

Configurations

System Management

X

Maintenance has expired. Renew now to update. @ Q — I

All Users.

All Devices

Email Activity before Business Hours

Reporting Peried: Thu 8/22/2013 to Mon 12/2/2013 between 12:00 AM and 7:00 AM

- This Year
-
Email Activity after Business Hours
Reporting Peried: Thu 8/22/2013 to Mon 12/2/2013 between 7:00 PM and 11:59 PM
e NO DATA AVAILABLE
Refresh
-
¥ | Acriteria | Asettings | |=
Chat Activity after Business Hours
s Reporting Peried: Thu 8/22/2013 to Mon 12/2/2013 between 7:00 PM and 11:59 PM
-
-
-
- NO DATA AVAILABLE
Refresh
[usroml

NO DATA AVAILABLE
Refresh

[»

Chat Activity before Business Hours

charT NBATAD

Reporting Peried: Thu 8/22/2013 to Mon 12/2/2013 between 12:00 AM and 7:00 AM

[Cisroml

NO DATA AVAILABLE
Refresh

/) 360 Dashboard - Veriata Management Console

Veriato cerebral

=3
o

ﬂ P Type here to search

Recon Dashboard

360 Dashboard
Security - Forensic Tools
Security - Overview
Security - Privileged Users
Suspicious File Transfers
User Status
Web Sites

Data Explorer

Reports

Filter Categories

Recorders

Users

Alerts & Policies

Configurations

System Management

| Server: https:ENGINEERING1.ONOPA.LOCAL:443

This Year

Al

| Users

User Time Sheet
4 ONDPA LOCAL\asulivan [»
8 AN E A0AM | 1AM 12PM 1 PM 2EM 3PM 4PM SEM

Device: Date 00 15 30 #5 00 15 30 45 00 15 30 45 00 15 30 45 00 15 30 45 00 15 30 45 00 15 30 45 00 15 30 45 00 15 30 45 00 15 30 45

et 01AB/2021 - Mo .

Dc2 01872021 - Mo

DC2 0141572021 - Fri 1 H BN 1

D2 01A472021 - Thy

Dc2 01372021 - We

ENGINEERING1 0141872021 - Mo
+ | ENGINEERING1 0141572021 - Fri H EIN B

ENGINEERING1 01472021 - Thu |
-

@, I Logged In& Actve [l Logged In & Inactive.
- a | FSettings | P Events | MReports| 2
Daily Time Sheet
s 4 Sat 08/07/2071 4
& AN aAM 0AM | 11AM 12FM 1FM 2PM 3PM 4FM 5PM

- UseriDevice 00 15 30 45 00 15 30 45 00 15 30 45 00 15 30 43 00 15 30 45 00 15 30 5 00 15 30 45 00 15 30 45 00 15 30 45 00 15 30 45

i Mo Data Available for this Date
-
-
-

4 Recording Intemrupted

© Clock Change

cHarT [BATAD
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\V/ 380 Dashboard - Veriato Management Console

Veriato Cerebral

i3
[

B OB <& =

W/ Data Explorer - Veriato Management Console

X

Maintenance has expired. Renew now to update. @ Q — l

Recon Dashboard - This Year All Users All Devices
360 Dashboard - User Status
Security - Forensic Tools -
User Time Sheet
Security - Overview 4 ONOPA LOCAL Yoladmin A3
SAM  aAM  10AM 1AM 12PM 1PM 2PM 3PM 4 PM 5PM
Security - Privileged Users Device Date 00 1530 45 00 15 30 45 00 15 30 45 00 15 30 45 00 15 30 45 00 15 30 45 00 15 30 45 00 15 30 45 00 15 30 45 00
Dct O1AS2021 - Fri [ ] [ N1
Suspicious File Transfers oct 011472021 - Thu
et 0141372021 -We
User Status et 011272021 - Tue | | | |
Web Sites i
Data Explorer -
Reports -
Zoom: &, @, [l Logged In & Acive [l Logged In & Inactive ¢ Recording Intemrupted 4> Clock Change
Filter Categories ¥ | Qriteria | Asettings | fEvents | mReports|» crarT [BATAN
Daily Time Sheet
Recorders - 4] Wed 08/04/2021 [ »
T BAM  9AM  10AM 1AM 12PM 1PM  2PM 3PM d4PM | 5PM
Users . | bseriDevice 1001530 45 00 15 30 45 00 15 30 45 001530 45 00 15 30 45 00 15 30 45 00 15 30 45 00 15 30 45 00 15 30 45 00 15 30 45
CNOPA LOCALaapplegateDC1
ONOPA LOCAL NGINEERINGT
Alerts & Policies ¥ | OHOPA LOCALMhermudez ANDRE
CNOPA LOCALidbermudez DAVID
Configurations ~ | ONOPALOCALDNsISOMONGPA-FINANCE
System Management -

/O Type here to search

Recon Dashboard -
360 Dashboard -
Data Explorer -
Activity Types
Favorites
Reports -
Filter Categories -
Recorders -
Users -
Alerts & Policies -
Configurations -
System Management -

ﬂ Activity Types

Include Individuals

All Devices

| Server: https:ENGINEERING1.ONOPA.LOCAL:443

T BT ©

Name
Alert Event
(=) Application Events

| | % call Activity

D Chat/IM Events

#% Document Tracking Events
Email Events

F=! File Transfer Events
£ Keystroke Events

A\ Keyword Alert Events
@ Metwork Events

O online Search Events
11 Screen Snapshots
19 User Status Events
(@) web Site Events

Description

Alert Event contains information on activities that trigger alert for different ev...
Application event data contains information regarding program usage.

Call Activity contains information on phone call activities

Chat event data contains Chat and Instant Messaging conversations captured.
Document Tracking captures when files were printed, copied, moved, edited, ...
Email event data contains emails captured from POR, SMTP, Web Mail, Outioak. ..
Fie Transfers event contain all searches, uploads and downloads executed by. ..
Keystrokes event data contains key strokes captured from all keyboard activity.
Keyward Alerts log the times and types of activity when dient-side keywords ...
Network event data contains information for all URLs visited by the user,

Online Search data contains information for all enline searches

Screen snapshots data contains actual screen captures of the computer saree..
User Status captures log an/off events and times the user was active/inactive...
Web Sites event data contains information for all LRLS visited by the User.

ﬂ P Type here to search

| Server: https:ENGINEERING1.ONOPA.LOCAL:443
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Q. Application Events

i File Edit View Data Windows
Navigate

& Load Events |, @1 Cri

ia| = Grouping [ »|

A ANDRE\Onopa-Engineer-1
£ DAvID\David

£ DAVID\David Local

£ DavIDYdadmin

& ONOPA-DAVID'\David Local
£ ONOPAFINANCE\Dawn
i ONOPA.LOCAL\aapplegate
& ONOPA.LOCAL\Abermudez
£ onora.LOCAL\asullvan
£ ONOPA.LOCAL\dbermudez
£ ONOPA.LOCAL\DNelson
£ ONOPA.LOCALjmarrera
£ ONOPA.LOCALYjvarela

£ onoPa.LOCALYdadmin

Summary.
|.& Load Events | & Print | W Export |, T Show Columns - |

Name 7 Events  Instances  ActveTime  FocusTime  Total Time
ANDREYONG... 7 7 0:47:01 05315 97LOL1S
DAVID\David 1,677 1,677 7:20:57 9:16:25  289:34:55
DAVID\Davi. 180 180 0:33:11 0:59:13 355444
DAVIDVdlad... 4 45 0:12:35 0:12:35 14342
ONOPALO... 740 740 1:52:50 43308 116:14:35
ONOPALO. 18,140 19,190 1591428 270:06:09 125241143
ONOPALO... 13,397 13,397 8242 14Gi6 TTRIR0
ONOPALO... 18,020 18,020 952305 1351512 38162533
ONGPALC... 7,139 7,139 621420  623:57:39 83115523
ONGPALC... 3 E 0:00:59 0:11:13  208:38:27
ONGPALOC... 672 672 25311 7120:48 1129:49:03
ONGPALOC... 5,591 6591  40:3%53  122:05:24  4372:42:18
ONOPADA... 25 25 0:09:40 0:09:40 21132
ONOPAFIN... 87 87 0:31:43 L0317 2000240
[count: 14| 67,303 | 67,803 | 4544341 | 1416:50:14 | 35777:59:03

v

Events {4 tion Events } [2X>)

reen Snapshots | 2 Print | % Export | MShow Columns ]

Start Time Device Application

M4 4 4 Record0ofD b W W

Application ... Active Time

Focus Time

Total Time:

Window Ca...

Platform

View Screenshot

To view events, select a specific item above and dlick the Load Everts button. To drill down on an item, click on the tree [+] button, or double click on the item

H L Type here to search

O, Application Events
i File Edit View Data Windows

Navigate Summary 06
& Load Events |, Bl Criteria | 2 Grouping [»|  t| % Load Events | G Print | WExport |, llShow Columns - |
- {a} Applcation Events Name Events  Instances  ActveTme FocusTime  Total Time ~
+ [ ANDRE\Onopa-Engineer-1
+ & DavIDIDavid 01/13/2021. 0 20 0:05:30 00530 32237
+ 8 DAVIDDavid Local 01/14/2021... 04 04 4355 W21 375
+ & DAVIDYdadin 01/15/2021... 339 339 8:37:14 15:46:04  161:21:02
: g S:S::ﬁxz‘:f\.‘é‘:::m‘ 01/31/2021. 1 1 0:00:00 0:00:00 11:56:30
, ﬂ ONOPALOCAL \sapplegate 02/04/2021. 7 7 0:00:00 0:00:00 16:07:37
R s ONOPA.LOCAL \Abermudez 02/05/2021. 1 1 0:00:00 0:00:00 0:00:01
R E ONOPA.LOCAL \asulivan 02/06/2021.. 1 1 0:00:00 0:00:00 20:27:25
» s ONOPA.LOCAL \dbermudez 02/07/2021. 1 1 0:00:00 0:00:00 16:07:36
» s ONOPA.LOCAL\DNelson 02/09/2021. 2 2 0:00:00 0:00:00 0:26:00
+ & ONOPALOCAL{jmarrero 02/24/2021, 5 5 D:0L:4L D014 0:21:08
+ @ ONOPALOCAL\varela 02/22/2021. & 3 0:00:10 0:00:10 0:00:22
- 02/242021... 21 21 0:14:34 0:14:34 0:30:04
» @ 08/07/2021 - Sat 02/27/2021... 1 1 0:00:00 0:00:00 10:11:17
» [31] 08/06/2021 - Fri . |lcount: 73| 6,591 6,591 122:05:24 | 4372:42:18 v

B8 View Screen Snapshots | & Print | MExpart | M Show Columns - |

nct
W W 4 Record 10f19 [k [

H P Type here to search

StartTime  Device Application  Application ... ActiveTime  FocusTime  Total Tme Window Ca... Platform View Screenshot
p 1:3%10AM |DC1 brave 01/12/2021.. 0:00:00 0:00:00 0:00:01 localhost:9... |WindowsS... | & View Screan Snapshots
11:3428AM |DC1 brave 0:00:00 0:00:00 0:00:00 |Untitied -Br... Windows ... | 5 View Screen Snapshots
11:37:16 AM |DC1 iexplore 0:00:00 0:00:00 0:00:20 | Internet Ex... |Windows 5... | &5 View Screen Snapshots
DE1 explorer 0:00:00 0:00:00 |Users (\DC2) |Windows ... | & View Sereen Snapshots
DC1 explorer 0:00:00 0:00:00 |Idadmin Windows 5... | &5 View Screen Snapshots
1L:3408AM |DC1 brave 0:00:01 0:00:01 0:00:02 |Untitled - Br... | Windows 5... | & View Screen Snapshots
12:16:29PM |DC1 explorer 01/12/2021... 0:00:01 0:00:01 0:00:02|Favorites | Windows S... | &5 Wiew Screen Snapshots
12:16:31PM |DC1 explorer 01/12/2021... 0:00:02 0:00:02 0:00:03 Idadmin Windows 5... | & View Sereen Snapshots
12:16:34PM |DC1 explorer 01/12/2021... 0:00:02 0:00:02 0:00:02|Documents | Windows 5... | 15 View Sereen Snapshots
12:43:07PM |DC1 explorer 01/12/2021.. 0:00:02 0:00:02 0:00:03 Videos Windows 5... | £ View Screen Snapshots
12:16:18PM |DC1 explorer 01/12/2021... 0:00:05 0:00:05 DC2 Windows 5... | I View Screen Snapshots
12:16:23PM |DC1 explorer 01/12/2021.. 0:00:06 0:00:06 Users Windows 5... | £ View Screen Snapshots
12:15:53 PM exnlarer 011120021, n:nn:n9 N:00:09 | File Fxnlorer | Windows 5. 15 View Sereen Snanshnts

® s




Q. Application Events
i File Edit View Data Windows

Summary

& Load Events |, @] Criteria | Z Grouping | »|

~ fat Application Events

+ [ ANDRE'\Onopa-Engineer-1
£ DAvID\David
£ DAVID\David Local
£ DavIDYdadmin
& ONOPA-DAVID'\David Local
£ ONOPAFINANCE\Dawn
i ONOPA.LOCAL\aapplegate
& ONOPA.LOCAL\Abermudez
£ onora.LOCAL\asullvan
£ ONOPA.LOCAL\dbermudez
£ ONOPA.LOCAL\DNelson
£ ONOPA.LOCALjmarrera
£ ONOPA.LOCALYjvarela
-8

» [31] 08/07/2021 - Sat

» [31] 08/06/2021 - Fri

| & Load Events | & Print | M Export | M Show Columns - |

“ | Name ’ Events  Instances  ActiveTme  FocusTime  TotalTime
01/12/2021... 13 19 0:04:35 0:11:14 1:28:05
01/13/2021... 20 20 0:05:30 0:05:30  32:29:37
01/14/2021. 304 304 4:38:55 327:54:40

9

01/31/2021, 1 1 0:00:00 11:56:30
02{04/2021, 7 7 0:00:00 16:07:37
02/05/2021, 1 1 0:00:00 0:00:01
02{06/2021, 1 1 0:00:00 20:27:25
02{07/2021, 1 1 0:00:00 16:07:36
02/09/2021, 2 2 0:00:00 0:25:00
02/21/2021. 5 5 0:01:41 0:21:08
02/22/2021. 3 6 0:00:10 0:00:22
02/24/2021... 2 21 0:14:34 0:30:04
02/27/2021... 1 1 0:00:00 10:11:17

. |lcount: 73~ | 6,501 6,591 4372:42:18

|,mshow Columns - |

Start Time Device Appiicati

M4 4 4 Record0ofD b W W

o Appiication ...

Active Time

Focus Time

Total Time  Window Ca...

Platform

View Screenshot

To view events, select a specific item above and dlick the Load Everts button. To drill down on an item, click on the tree [+] button, or double click on the item

H L Type here to search

O, Application Events
i File Edit View Data Windows

Navigate Summary X
& Load Events |, Bl Criteria | 2 Grouping [»|  t| % Load Events | G Print | WExport |, llShow Columns - |
~ (o} Application Events + | Name ’ Events Instances  ActiveTme  FocusTime  Total Time )
» & ANDRE\Onopa-Engineer-1 01/12/2021. 19 19 0:04:35 0:11:14 1:28:05
+ & DavIDIDavid 01/13/2021... El 20 00530 322837
+ 8 DAVIDDavid Local 01/14/2021... 304 304 01821 3275440
+ 8 DAVIDVdadmin 9
» [ ONOPA-DAVID\David Local 1 T
+ £l ONOPA-FINANCE\Dawn
02/04/2021, 7 7 0:00:00 0:00:00  16:07:37
+ £ ONOPA.LOCAL\sapplzgate
+ 8 ONOPALOCAL\abermudez 02/05/2021, 1 1 0:00:00 0:00:00 0:00:01
+ § ONOPALOCALsulivan 02/06/2021, 1 1 0:00:00 0:00:00  20:27:25
+ § ONOPA.LOCAL\dbermudez 02/07/2021. 1 1 0:00:00 0:00:00  16:07:36
\ & ONOPALOCALDNelson 02/09/2021. 2 2 0:00:00 0:00:00 0:25:00
+ § ONOPA.LOCAL\marrero 02/21/2021, 5 5 0:01:41 0:01:41 0:21:08
+ { ONOPA.LOCALarela 02/22/2021. [ 3 0:00:10 0:00:10 0:00:22
- 02/24/2021... 2 21 0:14:34 0:14:34 0:30:04
+ 3] 08/07/2021 - Sat 02{27/2021... 1 1 0:00:00 00000 10:1L17
» 3] 08/06/2021 - Fri - |[Count: 73~ 6,591 6,591 122:05:24 | 43724218 v

B8 View Screen Snapshots | & Print | MExpart | M Show Columns - |

nct hrave
M 4 Record 10F833 |k b

H P Type here to search

Start Time Device Application  Application ... Active Time  Focus Time Total Time Window Ca... Platform Wiew Screenshot
» 03: 4PM | DC1 01/15/2021.. 0; 0 0:00:00 0:00:02 Windows si... WindowsS... | & View Screen Snapshots.
06:55:41PM |DC1 01/15/2021... 0:00:01 0:00:01 0:00:06 | Windows si... \Windows S... | B View Screen Snapshots,
DC1 01/15/2021... 0:00:00 0:00:00 0:00:02| Windows si... |Windows 5... | & Wiew Screen Snapshots.
DC1 0:00:01 0:00:02| Windows si... \Windows S... | & View Screen Snapshots,
DC1 0:00:01 0:00:02| Windows si... |Windows 5... | & Wiew Screen Snapshots.
DC1 01/15/2021... 0:00:00 0:00:00 0:00:00 | Windows si... \Windows S... | & View Screen Snapshots,
DC1 01/15/2021... 0:00:00 0:00:00 0:00:01| Windows si... \Windows 5... | & Wiew Screen Snapshots.
02:07:45PM |DC1 01/15/2021... 0:00:00 0:00:00 0:00:01| Windows si... \Windows S... | & View Screen Snapshots,
01:11:50PM |DC1 01/15/2021... 0:00:01 0:00:01 0:00:03| Windows si... \Windows 5... | i Miew Screen Snapshots.
DC1 01/15/2021.. 0:00:01 0:00:01 0:00:02| Windows si... \Windows S... | & View Screen Snapshots,
DC1 01/15/2021... 0:00:01 0:00:01| Windows si... \Windows ... | i Miew Screen Snapshots.
DC1 01/15/2021.. 0:00:00 0:00:01| Windows si... \Windows S... | & View Screen Snapshots,
0R:5A:N4 AM 0115/2021.. n:0n:n5 :00:05 Lintitled - Br... |Windaws S... | 88 View Sereen Snanshats.
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F Snapshot Viewer for Device - DC1
i File Windows

() () (1) (o) (o (3) [T ro s ][ v [ e[ mesrion [ @ srowivs )

L < | Pictures o al - @
i) ctures
Home Share View o ]
« v~ 4 &> ThisPC 5 Pictures v &  Search Pictures gl
Windows Windows.
Server Manager  PowerShell PowerShell ISE
! -
Task Manager  Control Panel
@ | sove EventViewer File Explorer
v

{8 User: ONOPA LOCAL cladmin {8 Snapshot 1827 / 1843 €3 1/15/2021 347.04 PM

L Type here to search 1 d0) ENG

FE

i File Windows

w @ Q) @ 51 Full Screen Fit to view || save... | [ Kepstokes. |[ @ Show info.. @
v

8 LAN Messenger - News x + - b ~
g C B A Notsecure | lanmsngr.sourceforge.net/news.php @ o =
QUALIA Save Snapshots
Save as... Snapshots to save. ..
home news qualia mes (® Image(s) ®current
O video Oal
(O selected Range:
Snapshot #: | 29
to
Snapshot #; | 1843
Filename:
C:\WJsers\idadmin, ONOPA\OneDrive - onopa.com\Documents's
File Format:
PG File
o=
News archive
LAN Messenger 1.2.35
25-1ul-2012
LAN Messenger 1.2.35 has been released. This version features performance enhancement and memaory
optmization. Certain features like file transfer and group messaging may not be available while chatting
with contacts using an older version of LAN Messenger. Please update to the |atest version to fix this. “

{Z8) User: ONOPA.LOCAL \cladrmin {8 Snapshot 29 / 1843 €D 171472021 10:20:02 AW

P Type here to search



W/ Alerts & Policies - Veriate Management Console — X

Veriato cere PO—

ﬁ Recon Dashboard - m -

Maintenance has expired. Renew now to update.

€ | 360 Dashboard -
2 | Data Explorer - Keyword Alert Action
Reports - Process this alert (® Daily Houry Every Alert
Y | Fiter Categories = Scan for alert conditions once a day.
|;| Recorders - When this alert is triggered:
A | Users - o Notify user Display popup nofification at the user's own desktop.
G Alerts & Policies - Note : Users will know they are being monitored!

Alerts - Anomalies
Alerts - Events o Send email to Add -
Alerts - Keywords

Alerts - Operators
Email Rate: Sef by process rate.
Policies - Geofencing

Policies - Recording Send email once a day if the alert is triggered

ﬁ,;, Configurations h Note : Regardiess of rate setling, new alerts from devices that have been offiine will be compiled

into a single, daily email.
- System Management -

| Server: https:ENGINEERING1.ONOPA.LOCAL:443

- ? - 1114 AM
H A2 Type here to search - @ sF ~ @ L) e ot



https://web.microsoftstream.com/embed/video/00acdbe1-443a-4def-8348-124691702aae?autoplay=false&showinfo=true&app=word&appPlatform=win32&hostCorrelationId=d93f3c26-a475-4989-979a-1b94f0ac4c00

) Microsoft Office Home £ SharePoint x + o - bd

C 8]

_ é /O Search in SharePoint

8 netorg7844005.sharepoint.com/_layouts/15/sharepoint.aspx? o

o -+ Create site + Create news post
S ; ;
Following News from sites Seeall
CMPROPOSALS *
B ONOPA TRAINING * NIST SPECIAL E.I
PUBLICATION 800-171
LMS365 SANDBOX b =
TEST CATALOG *
CMMC ONOPA TRAINING MCBCL Team
WIDGET TEST CATALOG * SWAY Home | MCBCL
Seell IT Department IT Department IT Department
sterday 7/22/2021 5/19/2021
7 views
Recent
H H H
ONOPA TRAINING *
CMMC * 5
Frequent sites Seeall
C
LMS365 SANDBOX *
o CMMC ONOPA TRAINING ITDEPT 5
H L Type here to search
J Microsoft Office Home £ ONOPA TRAINING - Home x + o - X
| Close|
g (o] [n] @ netorg7844005.sharepoint.com/sites/ONOPATRAINING m m »

— e
i i
_ e é* S e e e e e -
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Module 1: Windows Server Administration Overview

This module describes how to distinguish different Windows Server 2019 editions and techniques for
deployment, servicing, and activation. The module also introduces Windows Server Core and
compares it with the Desktop Experience version. The module describes tools and concepts for
administering Windows Server, such as Windows Admin Center, PowerShell, and delegation of
privileges.

Lessons

e Overview of Windows Server administration principles and tools
e Introducing Windows Server 2019
« Windows Server Core Overview

Lab: Deploying and configuring Windows Server

» Deploying and configuring Server Core
» Implementing and using remote server administration



After completing this module, students will be able to:

o Describe Windows Server as well as techniques for deployment, servicing, and
activation.
o Describe Windows Server Core, its specifics, and ways to administer it.

Module 2: Identity Services in Windows Server

This module introduces identity services and describes Active Directory Domain Services (AD DS) in
a Windows Server environment. The module describes how to deploy domain controllers in AD DS,
as well as the Azure Active Directory (AD) and the benefits of integrating Azure AD with AD DS.
The module also covers Group Policy basics and how to configure group policy objects (GPOs) in a
domain environment. Finally, the modules describe the role of Active Directory certificate services
and certificate usage.

Lessons

o Overview of AD DS

o Deploying Windows Server domain controllers

o Overview of Azure AD

o Implementing Group Policy

o Opverview of Active Directory Certificate Services

Lab : Implementing identity services and Group Policy

» Deploying a new domain controller on Server Core
o Configuring Group Policy
» Deploying and using certificate services

After completing this module, students will be able to:

e Describe AD DS in a Windows Server environment.

e Deploy domain controllers in AD DS.

o Describe Azure AD and benefits of integrating Azure AD with AD DS.

o Explain Group Policy basics and configure GPOs in a domain environment
o Describe the role of Active Directory certificate services and certificate usage

Module 3: Network Infrastructure services in Windows Server

This module describes how to implement core network infrastructure services in Windows Server.
The modules cover how to deploy, configure and manage DNS and IPAM. The modules also describe
how to use Remote Access Services.



Lessons
o Deploying and managing DHCP
» Deploying and managing DNS services
o Deploying and managing IPAM

Lab: Implementing and configuring network infrastructure services in Windows Server

o Deploying and configuring DHCP
e Deploying and configuring DNS

After completing this module, students will be able to:

o Describe, deploy, and configure DHCP service.
o Deploy, configure, and manage DNS.
o Describe, deploy, and manage IPAM.

Module 4: File Servers and Storage management in Windows Server

This module describes how to configure file servers and storage in Windows Server. The module
covers file sharing and deployment of Storage Spaces technology. The module describes how to
implement data deduplication, iSCSI-based storage in Windows Server, and finally, how to deploy
DFS.

Lessons

o Volumes and file systems in Windows Server

o Implementing sharing in Windows Server

o Implementing Storage Spaces in Windows Server
o Implementing Data Deduplication

e Implementing iSCSI

» Deploying Distributed File System

Lab: Implementing storage solutions in Windows Server

o Implementing Data Deduplication

o Configuring iSCSI storage

o Configuring redundant storage spaces
e Implementing Storage Spaces Direct

After completing this module, students will be able to:

o Implement sharing in Windows Server
» Deploy Storage Spaces technology
o Implement the data deduplication feature



o Implement iSCSI-based storage
e Deploy and manage Distributed File System (DFS)

Module 5: Hyper-V virtualization and containers in Windows Server

This module describes how to implement and configure Hyper-V VMs and containers. The module
covers key features of Hyper-V in Windows Server, describes VM settings, and how to configure
VMs in Hyper-V. The module also covers security technologies used with virtualization, such as
shielded VMs, Host Guardian Service, admin-trusted and TPM-trusted attestation, and KPS.

Lessons

« Hyper-V in Windows Server

o Configuring VMs

e Securing virtualization in Windows Server
o Containers in Windows Server

o Opverview of Kubernetes

Lab: Implementing and configuring virtualization in Windows Server

e Creating and configuring VMs
» Installing and configuring containers

After completing this module, students will be able to:

o Describe the key features of Hyper-V in Windows Server.

o Describe VM settings and deploy and configure VMs in Hyper-V.
» Explain the use of security technologies for virtualization.

e Describe and deploy containers in Windows Server.

» Explain the use of Kubernetes on Windows.

Module 6: High Availability in Windows Server

This module describes current high availability technologies in Windows Server. The module
describes failover clustering and considerations for implementing it, and how to create and configure
failover clustering. The module also explains stretch clusters and options for achieving high
availability with Hyper-V VMs.

Lessons

o Planning for failover clustering implementation

o Creating and configuring failover cluster

o Overview of stretch clusters

o High availability and disaster recovery solutions with Hyper-V VMs



Lab: Implementing failover clustering

o Configuring iSCSI storage

o Configuring a failover cluster

o Deploying and configuring a highly available file server

» Validating the deployment of the highly available file server

After completing this module, students will be able to:

o Describe failover clustering and the considerations for implementing it.
o Create and configure failover clusters.

o Describe stretch clusters.

o Describe options to achieve high availability with Hyper-V VMs.

Module 7: Disaster recovery in Windows Server

This module describes disaster recovery technologies in Windows Server and how to implement
them. The module covers how to configure and use Hyper-V Replica and describes Azure Site
Recovery. The module also covers how to implement Windows Server backup and describes the
Azure Backup service.

Lessons

o Hyper-V Replica
o Backup and restore infrastructure in Windows Server

Lab: Implementing Hyper-V Replica and Windows Server Backup

e Implementing Hyper-V Replica
e Implementing backup and restore with Windows Server Backup

After completing this module, students will be able to:

o Describe and implement Hyper-V Replica.

o Describe Azure Site Recovery.

e Describe and implement Windows Server backup.
o Describe the Azure Backup service.

Module 8: Windows Server security

This module describes Windows Server security features and how to implement them. The module
covers credentials used in Windows Server and explains how to implement privileged access
protection. In addition to describing methods and technologies for hardening Windows Server
security, the module explains how to configure Just Enough Administration (JEA) and how to secure
SMB traffic. Finally, the module covers Windows Update, its deployment and management options.



Lessons

o Credentials and privileged access protection in Windows Server
o Hardening Windows Server

o Just Enough Administration in Windows Server

o Securing and analyzing SMB traffic

o Windows Server update management

Lab: Configuring security in Windows Server

o Configuring Windows Defender Credential Guard
e Locating problematic accounts
e Implementing LAPS

After completing this module, students will be able to:

o Describe credentials used in Windows Server.

o Explain how to implement privileged access protection.

o Describe methods and technologies to harden security in Windows Server.
o Describe and configure Just Enough Administration (JEA).

o Secure SMB traffic in Windows Server.

e Describe Windows Update and its deployment and management options.

Module 9: Remote Desktop Services in Windows Server

This module describes key Remote Desktop Protocol (RDP) and Virtual Desktop Infrastructure (VDI)
features in Windows Server. The modules covers how to deploy session-based desktops and
describes personal and poled virtual desktops.

Lessons

o Remote Desktop Services Overview
o Configuring a session-based desktop deployment
e Opverview of personal and pooled virtual desktops

Lab: Implementing RDS in Windows Server

e Implementing RDS
o Configuring RemoteApp collection settings
o Configuring a virtual desktop template

After completing this module, students will be able to:

o Describe Remote Desktop Services (RDS) in Windows Server.
e Describe and deploy session-based desktops.



e Describe personal and pooled virtual desktops.

Module 10: Remote access and web services in Windows Server

This module describes how to implement virtual private networks (VPNs), Network Policy Server
(NPS), and Microsoft Internet Information Services (IIS). The module provides an overview of remote
access services and describes Always On VPN functionality, as well as how to configure NPS and
Web Server (IIS) in Windows Server.

Lessons

o Overview of RAS in Windows Server

e Implementing VPNs

e Implementing NPS

o Implementing Always On VPN

o Implementing Web Server in Windows Server

Lab: Deploying network workloads

o Implementing Web Application Proxy
o Implementing VPN in Windows Server
o Deploying and Configuring Web Server

After completing this module, students will be able to:

e Describe VPN options in Windows Server.
o Describe Always On VPN functionality.

o Describe and configure NPS.

o Describe and configure Web Server (IIS).

Module 11: Monitoring, performance, and troubleshooting

This module describes how to implement service and performance monitoring and apply
troubleshooting in Windows Server. The module highlights monitoring tools and describes how to
monitor performance, including event logging and how to perform event logging monitoring for
troubleshooting purposes.

Lessons

o Overview of Windows Server monitoring tools
o Using Performance Monitor
e Monitoring event logs for troubleshooting



Lab: Monitoring and troubleshooting Windows Server

o Establishing a performance baseline

o Identifying the source of a performance problem

» Viewing and configuring centralized event logs

o Identifying the source of a performance problem

e Describe monitoring tools in Windows Server.

e Describe performance monitoring and use it in Windows Server.

o Describe event logging and perform event logging monitoring for troubleshooting
purposes.

Module 12: Upgrade and migration in Windows Server

This module describes how to perform upgrades and migrations for AD DS, Storage, and Windows
Server. The module covers tools to use for AD DS migration. The module also covers the Storage
Migration Service, and finally, Windows Server migration tools and usage scenarios.

Lessons

e AD DS migration
o Storage Migration Service
« Windows Server migration tools

Lab: Migrating Server workloads

» Selecting a process to migrate server workloads
o Planning how to migrate files by using Storage Migration Service

After completing this module, students will be able to:

e Describe tools to use for AD DS migration.
o Describe the Storage Migration Service.
o Describe Windows Server migration tools and their usage scenarios.
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