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INSUM REPORT | United States of America 

(USA) 

ESCALATING THREATS AND VIOLENCE IN THE 

POLITICAL LANDSCAPE  
TERRORISM & CRIME 

The Escalating Threats and Violence Against Government Officials and Political 
Representatives in the United States. 

Across the United States and other democratic nations, government officials and political 
representatives are facing an alarming and sustained rise in threats, harassment, and 
physical violence. These actions are increasingly motivated by political polarization, 
misinformation, anti-government sentiment, and the influence of extremist ideologies. 
Key findings include: 
 

• A record number of threats were directed at U.S. federal and local officials in 2024, 
with a growing use of “swatting” and doxxing tactics. 

• Incidents of violence, such as arson and attempted assassinations, are being linked to 
both domestic extremist groups and lone actors influenced by online radicalization. 

• Public servants, including election officials, school board members, and judges, are 
resigning at higher rates due to fear for personal and family safety. 

• The threats undermine the democratic process, creating chilling effects on political 
participation, transparency, and public service. 

 
This trend presents a long-term national security risk and demands a coordinated response 
involving federal, state, and local government, law enforcement, civil society, and social 
media platforms. 
 

 

 
CURRENT TRENDS AND THREAT LANDSCAPE 
 
United States 

• Threat Cases at All-Time Highs.  Capitol Police opened nearly 9,500 threat 
investigations in 2024 and are trending upward ahead of the 2026 cycle. Threat actors 
are often motivated by false information, partisan outrage, and conspiracy theories, 
especially related to elections, public health, and immigration. Local officials, including 
mayors and election workers, reported similar surges in harassment and violence. 

• Emergence of “Swatting” and Doxxing.  Dozens of high-profile officials, including 
judges and state legislators, have been targeted by swatting—a dangerous tactic of 
falsely reporting emergencies to prompt an armed police response. Doxxing 
campaigns (publishing personal information online) are also growing in frequency and 
impact. 



 15 APRIL 2025 

UNCLASSIFIED INFORMATION (UNCLAS) (FOUO) 

3 
UNCLASSIFIED INFORMATION (UNCLAS) 

FOR OFFICIAL USE ONLY (FOUO) 

• Localized Hotspots of Political Harassment.  States such as Arizona, Georgia, 
Pennsylvania, and Michigan—battlegrounds during recent elections—are seeing the 
highest rates of threats, particularly against election officials and county 
commissioners. 

• Growing Involvement of Extremist Groups.  Threats are increasingly traced to 
individuals affiliated with extremist movements, including militia groups, white 
nationalist cells, and anti-government ideologies like sovereign citizens. Some 
incidents have been explicitly encouraged or amplified on fringe platforms and 
encrypted messaging services. 

 
International Developments 

• Germany & France.  Violent protests and direct attacks have targeted elected leaders 
over immigration, climate policies, and COVID-19 measures. Officials have been 
physically assaulted or required security escorts at public events. In Germany, several 
local mayors and state-level politicians have been physically attacked or required 
police protection following public stances on immigration and public health. 

• United Kingdom.  The number of reported threats against MPs has doubled since 
2020. Following the murders of MPs Jo Cox (2016) and David Amess (2021), British 
authorities have bolstered security and proposed new laws on online harassment. 

• Canada & Australia.  Canadian officials, including the Prime Minister, have been 
targeted during public appearances, while Australia has reported attempted bomb 
plots against political figures and ongoing harassment of local councilor’s. 

• Latin America.  Political violence remains a major concern in countries such as 
Mexico and Brazil, where candidates and elected officials frequently face 
assassination attempts and organized crime-linked intimidation. 

 

 

 
ROOT CAUSES AND CONTRIBUTING FACTORS 
 

• Political Polarization & Rhetoric.  Partisan divides have hardened, with some 
political figures amplifying conspiracies and demonizing opponents, fostering a toxic 
environment ripe for extremist mobilization. 

• Normalization of Violent Rhetoric.  Elected leaders, political influencers, and media 
figures have, in some cases, downplayed or encouraged aggressive language toward 
political opponents. This rhetoric can legitimize violence in the eyes of certain 
individuals or groups. 

• Online Radicalization.  Encrypted platforms, fringe social media sites, and 
misinformation campaigns (domestic and foreign) have created echo chambers where 
political violence is encouraged or normalized. Disinformation campaigns—some 
foreign-backed—fuel hostile rhetoric and erode trust in elections and institutions. 

• Declining Trust in Institutions.  Surveys indicate historically low trust in government, 
elections, and media—conditions that enable conspiracy theories and justify violent 
action in the minds of threat actors. In this context, officials are increasingly viewed not 
as civil servants but as enemies, contributing to a rise in personalized hostility. 
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• Copycat and Media-Influenced Behavior.  Publicity surrounding previous attacks, 
like the assault on Paul Pelosi or events of January 6, 2021, has inspired imitators who 
seek notoriety or believe they are acting patriotically. 

 

 

 
GOVERNMENT AND LAW ENFORCEMENT RESPONSE 

• Legislative Measures Under Consideration.  Bipartisan efforts are underway to 
pass new laws increasing penalties for threats against public officials, criminalizing 
doxxing, and enhancing cyber harassment protections. 

• Expansion of Threat Assessment Units.  Federal and state-level threat assessment 
programs have been expanded, and coordination between the FBI, DHS, and local law 
enforcement has improved, though under-resourced in many areas. 

• Protective Resources for Officials.  More officials are receiving training on personal 
security, cybersecurity, and de-escalation strategies. Personal security guidance, 
panic buttons, home surveillance funding, and bodyguards have become more 
common for elected officials, but are not uniformly available—especially at local levels. 

• Community Resilience Programs.  Several cities are investing in counter-extremism 
and community engagement programs to build trust, strengthen democratic norms, 
and prevent radicalization before it escalates. 

 

 

 
LONG-TERM IMPLICATIONS 

• Deterrence from Public Service.  The escalating environment could discourage 
qualified individuals from entering or remaining in public service. Already, many school 
board members, election supervisors, and local officials have resigned citing safety 
concerns. 

• Democratic Integrity at Risk.  When officials feel unsafe, public discourse is 
silenced. The threat of violence discourages transparency, accessibility, and the very 
openness that defines democracy. 

• Normalization of Political Violence.  Without a societal course correction, there is a 
risk that threats and violence could become a routine part of political life—posing 
existential risks to democratic institutions. 

• Erosion of Civil Discourse.  As the line between political disagreement and personal 
attack blurs, the foundations of democratic debate and respect for institutions face 
ongoing erosion. 

 

 

 
RECOMMENDATIONS FOR ACTION 

1. Pass Federal and State-Level Protections for public officials, election workers, and 
judges—including legal safeguards, funding for security, and digital protections. 

2. Establish a National Threat Monitoring Center to track, analyze, and respond to 
politically motivated threats in real-time. 
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3. Invest in Civic Education and Resilience Programs to combat misinformation, promote 
tolerance, and rebuild institutional trust. 

4. Hold Social Media Platforms Accountable for hosting violent threats, coordinating 
harassment campaigns, and failing to act on dangerous content. 

5. Improve Support Systems for Affected Officials including mental health resources, 
relocation assistance, and legal aid for targets of harassment. 

 

 

 
THREAT ASSESSMENT 
 
The current environment of political hostility, extremism, and institutional distrust places 
government officials at high risk of harassment, physical harm, and digital attack. This 
assessment evaluates the evolving nature of these threats across various vectors and 
identifies vulnerable targets and likely escalation patterns. 
 
1. Threat Actors 

Actor Type Description 
Risk 
Level 

Lone Actors 
Individuals radicalized online or through personal 
grievance; difficult to detect, often act unpredictably. 

High 

Domestic Extremist 
Groups 

Includes militia movements, white nationalist factions, and 
anti-government ideologies (e.g., sovereign citizens). 

High 

Online Coordinated 
Troll Networks 

Digital communities that organize harassment campaigns 
and swatting incidents, often anonymously and across 
platforms. 

Moderate 

Foreign Influence 
Campaigns 

Nation-state actors using disinformation to sow division, 
delegitimize elections, and incite hostility toward officials. 

Moderate 

 
2. Threat Vectors 

Vector Nature of Threat Recent Examples 

Physical Violence 
Direct attacks, assassination attempts, 
arson, and confrontations at public events. 

Hammer attack on Paul 
Pelosi, arson at NM GOP 
HQ, bomb threats. 

Digital 
Harassment 

Threats via email, social media, forums; 
doxxing of personal info including home 
addresses and family details. 

Coordinated doxxing of 
school board members, 
election workers. 

Swatting & Hoax 
Reporting 

False reports to emergency services 
leading to dangerous confrontations. 

Dozens of state-level 
officials have been swatted 
since late 2023. 

Public 
Intimidation 

Protesters at private homes, aggressive 
behavior at town halls, organized targeting 
at workplaces. 

Neo-Nazi protest outside 
Australian Senator’s office. 

Disinformation 
Campaigns 

Use of false narratives to delegitimize 
officials or incite action from unstable 
individuals. 

False election fraud claims 
in U.S. battleground states. 
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3. Primary Targets 

Target Group Rationale for Vulnerability 

Election Officials & 
Workers 

Central to contested narratives around election legitimacy. 

Local Officials (Mayors, 
Councils) 

Lower visibility and security budgets make them easier targets; 
proximity to constituents increases risk. 

Women & Minority 
Representatives 

Disproportionately targeted in hate-based harassment; 
experience higher psychological impact and resignation rates. 

Judges & Prosecutors 
Threatened due to rulings on political, immigration, or gun rights 
cases; increasing digital exposure. 

Public Health Leaders 
Ongoing COVID-19 policy backlash; now targeted on vaccine, 
transgender healthcare, and mental health reform issues. 

 
4. Geographic Hotspots (U.S.-Focused) 

State/Region Key Risks 

Arizona 
Frequent threats to election officials and county leaders; known militia 
presence. 

Michigan 
Plots to kidnap and kill public officials (e.g., Gov. Gretchen Whitmer, 2020 
case). 

Georgia Swatting and harassment of judges and Fulton County election staff. 

Pennsylvania 
Recent arson attempt at Governor’s residence; persistent online 
harassment of legislators. 

California & 
Texas 

High volume of online threats and politically motivated protests at officials' 
homes. 

 
5. Likelihood of Escalation 

Timeframe Assessment 

Short Term (0–6 
months) 

Elevated threat due to ongoing trials of high-profile political figures and 
upcoming primaries. 

Mid Term (6–18 
months) 

Anticipated peak during 2026 midterm election cycle; increased 
radicalization activity expected online. 

Long Term (2–5 
years) 

Without significant intervention, political violence may become 
normalized in civic life, particularly at the local level. 

 
6. Indicators of Imminent Threat 

• Sudden increase in online chatter targeting a specific official. 
• Sharing of private addresses or schedules on fringe platforms. 
• Coordination across multiple platforms (Telegram, 4chan, Facebook, etc.). 
• Engagement of known extremist accounts with violent language or images. 
• Reporting of surveillance or reconnaissance near an official’s home or office. 
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CONCLUSION 
 
The current threat landscape targeting government officials and political representatives is 
not only severe but evolving in complexity and scope. What once were isolated incidents of 
fringe hostility have now become part of a sustained, nationwide—and in some cases 
global—pattern of political intimidation, extremism, and violence. This trend signals not 
merely a crisis of safety, but a broader crisis of democratic stability. 
 
Without comprehensive and coordinated intervention, these threats risk becoming 
institutionalized—normalized as part of the political process, particularly at the state and local 
levels where security resources are often limited and exposure to the public is high. The 
erosion of public trust, compounded by disinformation and inflammatory rhetoric, creates 
fertile ground for future violence and a chilling effect on political participation and civil 
discourse. 
 
Critically, the increasing sophistication of online radicalization and harassment campaigns 
means that even well-protected officials may find themselves vulnerable through their digital 
footprint, families, or staff. Inaction could embolden bad actors, discourage future public 
servants, and degrade the perceived legitimacy of institutions. 
 
To mitigate these threats and preserve the integrity of democratic governance, a whole-of-
society approach is required—one that includes: 

• Federal and state coordination on legal protections, intelligence sharing, and 
emergency response. 

• Stronger social media accountability to reduce amplification of hate, doxxing, and 
violence. 

• Public engagement campaigns to restore civic norms and inoculate against 
extremist narratives. 

• Support systems for targeted officials, including security, mental health, and legal 
aid. 

• Proactive investment in resilience: political violence is not inevitable—it is 
preventable, but only with strategic action. 

 
In sum, protecting government officials is not only about ensuring personal safety—it is about 
safeguarding the democratic process itself. The threats are real, rising, and resolvable—but 
only if they are met with egos set-aside, urgency, coordination, and unwavering commitment 
to democratic values. 
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