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Campuses with Advanced Al-Enabled Technology, and Elite Rapid Response Teams.
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Objective

This business justification supports investment in an optimized security strategy for
corporate campuses, specifically targeting clusters of 4 to 6 buildings, with flexibility for
smaller campuses or singular buildings. The strategy integrates Al-enabled access control,
video surveillance, open-source intelligence (OSINT) tools, a Global Security Operations
Center (GSOC) with Radio over Internet Protocol (ROIP) push-to-talk radios, cutting-edge Al
robotics (e.g., robot drone dogs for perimeter security), and an elite rapid response security
team with a day shift supervisor.

It adopts a Silicon Valley model, proven effective by a reputable Fortune 500 company
leading best-in-class physical security operations with a 24/7 Global Security Operations
Center, deploying one highly trained, armed security officer for rapid response during
business hours (Monday-Friday, 8 a.m.-4 p.m.), two elite security officers per shift (24/7,
365 days a year) with enhanced training and fitness standards, and one security shift
supervisor during business hours (8 a.m.-4 p.m.) to oversee operations.

All active shooter data and insights are sourced exclusively from the FBI’s 2024 Active
Shooter Incidents in the United States report (published June 2025).

Background: Active Shooter Risks in Commerce Settings

The FBI’s 2024 report highlights the persistent threat of active shooter incidents in
commerce settings, which include corporate offices and campuses:

e 2020-2024 (5-Year Data):

e Commerce settings saw 88 incidents (39% of 223 total incidents), resulting in
479 casualties (201 killed, 278 wounded), averaging 6 casualties perincident
(Page 48).

¢ Incidents occurred consistently: 19in 2020, 23in 2021, 19in 2022, 23 in
2023, and 4 in 2024 (Page 49).

e 2024 Data:

e Fourcommerce incidents resulted in 23 casualties (8 killed, 15 wounded),
averaging 6 casualties perincident (Page 15).



e Average shooter age in commerce settings was 49 years, suggesting risks
from disgruntled employees (Page 24).

e 20% of 2024 shooters (5 of 25) were insider threats, indicating risks from
individuals with prior access (Page 3).

e Historical Context (2000-2024):

e Commerce settings remain high-risk, with 2020-2024 showing a higher
incident frequency (44.6 per year) compared to the 25-year average (22.24
peryear) (Pages 43, 53).

Business Case for Investment

The data underscores the need for advanced security measures to mitigate the severe
impact of active shooter incidents in corporate environments. The proposed strategy,
modeled on a Silicon Valley implementation by a Fortune 500 company leading best-in-
class physical security operations, enhances protection through cutting-edge technology,
an elite rapid response team, and a day shift supervisor to ensure operational excellence,
while achieving significant cost savings. This aligns with the FBI’s emphasis on
preparedness and response.

1. Al-Enabled Access Control:

e Justification: 20% of 2024 shooters were insider threats with prior access
(Page 3). Al-enabled access control can prevent unauthorized entry by
tracking movements and identifying anomalies.

e Operational Insight: The Silicon Valley model by a Fortune 500 company uses
Al to restrict access, reducing insider threats by ensuring only authorized
personnel enter facilities.

o Benefit: Mitigates insider risks, enhancing overall security.
2. Al-Enabled Video Surveillance:

e Justification: The report stresses identifying behavioral indicators (e.g.,
aggression, threats) to prevent attacks (Page 53). Al video surveillance can

detect suspicious behaviors, supporting the FBI’s call to report concerns
(Page 53).

e Operational Insight: The Fortune 500 company’s implementation in Silicon
Valley leverages Al video analytics to identify potential threats in real-time,
aligning with the FBI’s focus on early intervention.



Benefit: Enhances early threat detection, enabling proactive intervention.

3. OSINT Tools:

Justification: The FBI encourages reporting behaviors of concern (Page 50),
noting mass shooters often exhibit warning signs like violent fantasies (Page
53). OSINT tools can monitor public data for threats, such as comments
aboutviolent plans.

Operational Insight: The Silicon Valley model integrates OSINT to monitor
social media and public data, enhancing threat intelligence capabilities.

Benefit: Provides proactive risk identification, preventing escalation.

4. Global Security Operations Center (GSOC) with ROIP Push-to-Talk Radios:

Justification: Incidents occur at varying times, with 62% of 2024 incidents
between 6 a.m. and 5:59 p.m., but 57% of 2020-2024 incidents between 12
p.m. and 11:59 p.m. (Pages 13, 46). A GSOC ensures continuous oversight,
critical for rapid response at any hour.

Operational Insight: The Fortune 500 company operates best-in-class
GSOCs inthe US and India, coordinating Al alerts, OSINT data, and security
team responses. The adoption of ROIP push-to-talk radios enables the GSOC
to deploy officers anywhere in the world where guarding operations are
active, ensuring seamless communication and rapid response coordination
across global sites.

Benefit: Enables real-time threat monitoring, global deployment, and
enhanced response coordination through advanced communication
technology.

5. Al Robotics (Robot Drone Dogs for Perimeter Security):

Justification: The report notes that open spaces, often adjacent to corporate
campuses, were the most common location for incidents (12 of 24 in 2024,
50%) with 45 casualties (Page 15). Al robotics, such as robot drone dogs, can
provide external perimeter security in inclement weather and dangerous
areas, reducing risks to human guards.

Operational Insight: The Silicon Valley model by the Fortune 500 company
incorporates Al robotics to patrol perimeters, freeing human guards to focus
on office interiors where commerce incidents occur (Page 15).



Benefit: Enhances perimeter security, reduces exposure for human guards,
and allows focus on interior threat response, aligning with the FBI’'s emphasis

on preparedness (Page 50).

6. Optimized Elite Rapid Response Security Team with Day Shift Supervisor:

Current Industry Standard: Corporate buildings typically deploy 1 to 2
standard security guards per building, focusing on static monitoring with

limited rapid response capabilities across a campus. For a cluster of 4to 6

buildings, this equates to 4 to 12 guards, significantly increasing labor costs.
For smaller campuses or singular buildings, static guarding remains the
norm, often deploying at least one guard per building.

Proposed Silicon Valley Model:

Business Hours Rapid Response Officer: Deploy one highly trained,
armed security officer (concealed or visible, based on preference) for
a campus cluster of 4 to 6 buildings, Monday-Friday, 8 a.m.-4 p.m.
This officer conducts foot patrols, akin to police officers, ensuring
visibility and readiness to respond rapidly to an active shooter
incident. This model reduces costs by limiting the high-end resource
to core business hours.

24/7 Elite Security Team: Deploy two elite security officers per shift,
24/7, 365 days a year, for the campus cluster. These officers are paid
higher hourly rates due to:

e Enhanced Training: Beyond standard guard card requirements,
they are trained in active shooter scenarios, including “Run,
Hide, Fight” protocols (Page 50), and emergency management
(e.g., health and safety).

e Physical Fitness Standards: Contracts mandate fithess
standards to ensure capability for walking patrols and running
to manage emergencies, aligning with the need for rapid
response.

Day Shift Supervisor: Add one security shift supervisor during
business hours (Monday-Friday, 8 a.m.-4 p.m.) to oversee the two
elite security officers’ operations across all shifts. This supervisor
ensures contract compliance, including adherence to fitness



standards, training requirements, and operational protocols, such as
executing walking patrols and emergency response duties.

e Flexible Armed Security Presence: For smaller campuses or singular
buildings, this model reduces the need for a static building security
guard. If increased threats arise (e.g., domestic violence or
heightened risks identified via OSINT and law enforcement
partnerships), the security posture can be upleveled with skilled
armed officers on a case-by-case basis, ensuring precision
responses.

e Rapid Response Capability: The report highlights security
interventions, with 7 incidents from 2020-2024 where security
personnel killed 3 shooters and apprehended 4 (Page 52). A 2024
house of worship incident saw security stop the shooter (Page 33). LE
response times in education settings averaged 1 minute 48 seconds
(Page 20), but commerce settings may face delays, necessitating an
on-site team to contain threats until police arrive.

Operational Insight: The Silicon Valley model by the Fortune 500 company
demonstrates success with this structure, optimizing rapid response by
focusing on a lean, highly trained team with a supervisor ensuring
operational excellence. The model reduces static guarding from 1 to 2 guards
per building (4 to 12 total for 4 to 6 buildings) to only 2 elite officers per shift
for all shifts, plus one armed officer and one shift supervisor during business
hours. For smaller campuses or singular buildings, it eliminates static
guards, relying on Al technology, the GSOC model, and strong law
enforcement partnerships for precision responses, resulting in
approximately $5M in hard savings in labor costs. The savings are repurposed
to fund higher wages for armed and elite officers and Al technology solutions.
When implemented with intentional data and planning, this model can be
cost-neutral or cheaper than the traditional two-guard-per-building
approach.

Benefit: Enhances visibility, ensures rapid response, maintains operational
excellence, and achieves significant cost savings, minimizing casualties
during an active shooter incident.



Financial and Operational Impact

Cost Efficiency: Reducing static guarding from 4 to 12 guards (for 4 to 6 buildings) to
2 elite officers per shift, plus 1 armed officer and 1 shift supervisor during business
hours, saves approximately $5M in labor costs by not deploying security officers to
single office buildings and leveraging Al technology, the GSOC model, and law
enforcement partnerships. For smaller campuses or singular buildings, eliminating
static guards further contributes to these savings, which are repurposed to fund
higher wages for armed and elite officers and Al technology solutions, potentially
remaining cost-neutral or cheaper than the traditional model. Al robotics further
reduce human resource demands for perimeter patrols.

Risk Mitigation: Commerce incidents average 6 casualties per event (Page 48),
posing significant risks. The strategy prevents and rapidly responds to threats,
minimizing casualties and disruptions.

Employee Safety: The FBI’s victim-centered approach (Page 50) emphasizes
protecting employees. Enhanced security fosters a safer workplace, improving
morale and retention.

Business Continuity: Incidents like The Mad Butcher (14 casualties, Page 32) can
halt operations. Rapid response ensures quick containment, minimizing downtime.

Recommendations

Implement Al-enabled access control to prevent insider threats.
Deploy Al-enabled video surveillance to detect suspicious behaviors.
Integrate OSINT tools to monitor for potential threats.

Establish a Global Security Operations Center (GSOC), leveraging the Fortune 500
company’s best-in-class model in the US and India, with ROIP push-to-talk radios
for global officer deployment.

Adopt Al robotics, such as robot drone dogs, for external perimeter security, freeing
human guards to focus on office interiors.

Implement the Silicon Valley security model, proven by a Fortune 500 company:

e One highly trained, armed rapid response officer for foot patrols across a 4-6
building cluster, Monday-Friday, 8 a.m.-4 p.m.

 Two elite security officers per shift, 24/7, 365 days a year, with enhanced
training, fitness standards, and higher pay.



e One security shift supervisor, Monday-Friday, 8 a.m.-4 p.m., to oversee elite
officers’ operations and ensure contract compliance.

o Flexible armed security presence for smaller campuses or singular buildings,
upleveled as needed based on identified threats.

Conclusion

The FBI’s 2024 report confirms the ongoing risk of active shooter incidents in commerce
settings (88 incidents, 479 casualties over 2020-2024). The proposed Silicon Valley
security model, implemented successfully by a Fortune 500 company with best-in-class
GSOCs in the US and India, leverages Al-enabled technology, ROIP radios, Al robotics, a
global operations center, and a supervised elite rapid response team to optimize protection
for corporate campuses, achieving approximately $5M in labor savings while aligning with
the FBI’s recommendations for preparedness and response.



