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Request Please provide any emails between any members of the School Committee where the recipients (to, carbon copy, and/or blind
Detail carbon copy) of the email would create a quorum from January 2019 through the date you answer this request. These emails are
to be provided in the electronic form which they are regularly maintained and must include all email metadata.

\,

Request Documents
No Document.

Response Breakdown of estimated fees have been sent to requestor.

Please be advised that if you object to this response, you have the right to petition the Commonwealth of Massachusetts
Supervisor of Public Records. Your written appeal petition must be made within 90 calendar days of the date of this response,
land must specify the nature of your objections to this response, and include a copy of your electronic request with all header

https://www.townforms.com/FOIADirect-MaldenMACitizens/Private/External/Request/RequestorRequestDetails.aspx Page 1 of 2


javascript:__doPostBack('ctl00$lbtn_Logout','')
http://www.cityofmalden.org/
https://www.townforms.com/FOIADirect-MaldenMACitizens/Private/Help/HelpConstruction.aspx
https://www.townforms.com/FOIADirect-MaldenMACitizens/Private/External/Request/RequestorDashboard.aspx
https://www.townforms.com/FOIADirect-MaldenMACitizens/Private/External/Misc/CommunicationMainExt.aspx?rid=64099
https://www.townforms.com/FOIADirect-MaldenMACitizens/Private/External/Misc/UserProfile.aspx

3/21/21, 10:36 AM

information including the time, date, subject, sender and recipient email address, and a copy of this written response, and sent to
the following address:

Supervisor of Records Division of Public Records
Office of the Secretary of the Commonwealth

Response Paedyriehitgton Place, Room 1719

No Documgnt., |\ ma 02108

or; pre@sec.state.ma.us © Copyright 2009-2016 Stellar / Vistiny - All Rights Reserved.

Electronic communication is strongly encouraged and is the preferred method of correspondence.
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MALDEN PUBLIC SCHOOLS
77 Salem Street, Malden, MA 02148
Phone: 781-397-6100 Fax: 781-397-7276

www.maldenps.org Kelly Chase, Ed.D.

John Oteri, M.Ed. Pamela MacDonald, C.A.G.S.
Superintendent of Schools Assistant Superintendents of Schools

March 10, 2021

VIA FIRST CLASS MAIL

AND ELECTRONIC MAIL
Supervisor of Records

Division of Public Records

One Ashburton Place, Room 1719
Boston, MA 02108

Telephone: (617) 727-2832

Fax: (617) 727-5914

Email: pre@sec.state.ma.us

Re: Public Records Request dated February 25, 2021/FOIA Request 2021-67
Fee Petition

Dear Supervisor of Records:

We have received the request that Mr. Friedman submitted on February 25, 2021 (the
“Records Request”). Specifically, he requested the following: ‘“Please provide any emails
between any members of the School Committee where the recipients (to, carbon copy, and/or
blind carbon copy) of the email would create a quorum from January 2019 through the date you
answer this request. These emails are to be provided in the electronic form which they are
regularly maintained and must include all email metadata.”

In terms of his request, the Malden Public Schools (“Malden’) has approximately 1,785
emails that may be responsive to his request. The City hereby requests that it be allowed to
charge $25 per hour for the time that it may take to segregate and redact the records described
above. The City’s request should be granted for the following reasons.

General Laws c. 66, § 10(d)(iii) authorizes the City’s instant fee petition and provides, in
pertinent part, as follows:

(111) if a municipality is required to devote more than 2 hours of employee time to
search for, compile, segregate, redact or reproduce a record requested, the records
access officer may include as part of the fee an hourly rate equal to or less than


mailto:pre@sec.state.ma.us

the hourly rate attributed to the lowest paid employee who has the necessary skill
required to search for, compile, segregate, redact or reproduce the record
requested but the fee (A) shall not be more than $25 per hour unless such rate is
approved by the supervisor of records under clause (iv); (B) shall not be assessed
for the first 2 hours of work performed where the responding municipality has a
population of over 20,000 people; and (C) shall not be assessed for time spent
segregating or redacting records unless such segregation or redaction is required
by law or approved by the supervisor of records under clause (iv);

(iv) the supervisor of records may approve a petition from an agency or municipality to
charge for time spent segregating or redacting, or a petition from a municipality to charge
in excess of $25 per hour, if the supervisor of records determines that (A) the request is
for a commercial purpose; or (B) the fee represents an actual and good faith
representation by the agency or municipality to comply with the request, the fee is
necessary such that the request could not have been prudently completed without the
redaction, segregation or fee in excess of $25 per hour and the amount of the fee is
reasonable and the fee is not designed to limit, deter or prevent access to requested public
records; provided, however, that:

1. in making a determination regarding any such petition, the supervisor of records shall
consider the public interest served by limiting the cost of public access to the records, the
financial ability of the requestor to pay the additional or increased fees and any other
relevant extenuating circumstances;

G. L. c. 66, $ 10d(iii)-(iv); see also 950 CMR 32.06(4).

The City is filing this request only to the extent that some of the redactions encompass
attorney-client privilege and under Exemption (c). It is not seeking approval for redactions
subject to student records law as outlined in its fee estimate.

To comply with the request, Malden will need to redact the records as it expects that
some of the emails will be school committee members soliciting advice from the attorney for
Malden. The Supreme Judicial Court stated that a governmental entity may assert attorney-client
privilege to protect documents against disclosure where they contain communications between
lawyer and client for purpose of obtaining legal advice. Suffolk Constr. Co., Inc. v. Div. of Cap.
Asset Mgmt., 449 Mass. 444 (2007). Given that some emails will relay communications between
Malden and its attorneys, these communications were not shared with the public and were shared in
confidence, there was no waiver of the privilege. They must be redacted. “The privilege enable[s]
clients to make full disclosure to legal counsel of all relevant facts, no matter how embarrassing
or damaging these facts might be, so that counsel may render fully informed legal advice.”
Suffolk, 449 Mass. At 449.

Additionally, these emails require redactions in accordance with the exemption set for at
G.L. c. 4, § 7(26)(c). Exemption (c), commonly referred to as the privacy exemption applies to:



personnel and medical files or information; also any other materials or data
relating to a specifically named individual, the disclosure of which may constitute
an unwarranted invasion of personal privacy. G. L. c. 4, § 7(26)(c).

In terms of the first clause of the privacy exemption, the Supreme Judicial Court has held
that “[w]hile the precise contours of the legislative term “personnel [file] or information” may
require case-by-case articulation, it includes, at a minimum, employment applications, employee
work evaluations, disciplinary documentation, and promotion, demotion, or termination
information pertaining to a particular employee. These constitute the core categories of personnel
information that are ‘useful in making employment decisions regarding an employee.’”
Wakefield Teachers Ass’n v. School Comm. of Wakefield, 431 Mass. 792, 798 (2000). The
second clause of the privacy exemption applies to requests for records that implicate privacy
interests. Analysis under the second clause of Exemption (c) is subjective in nature and requires
a balancing of the public’s right to know against the relevant privacy interests at stake. Torres v.
Attorney Gen., 391 Mass. 1, 9 (1984); Attorney Gen. v. Assistant Comm’r of the Real Property
Dep’t of Boston, 380 Mass. 623, 625 (1980).

In accordance with the exemption, Malden needs to redact information on the emails such
as information on employees that relates to performance or complaints, and personal information
and contact information for families, such as information about a family’s personal
circumstances. Families and employees have a privacy interest to that information and the
public interest does not outweigh the privacy interest because this information would not shed
light on whether government officials are carrying out their duties in a law-abiding and efficient
manner.

Each of the 1,785 emails must be reviewed. Search time includes the time needed to
locate and identify, pull from the files, copy and re-shelve or refile a public record. However, it
shall not include the time expended to create the original record. Malden spent three hours
locating the emails. Malden took a sample of ten emails. It took 20 minutes to review the emails
to determine which ones are responsive to the request, as some of the emails had multiple emails
in a chain. Extrapolating that up, it would take 3,570 minutes or 59.5 hours to search these
records. Thus, Malden estimates a total of 62.5 hours to search the records.

Out of the sample, one of the ten emails was responsive. Each email must be reviewed as
they may contain attorney-client privilege, student record information or private personal
information under Exemption (C). Segregation time “includes the time used to review records to
determine what portions are subject to redaction or withholding under G. L. c. 4, § 7(26) or other
legally applicable privileges. It took Malden 1 minute to segregate the relevant email. Malden
thus estimates another 178.5 minutes or 2.98 hours.

Redaction time includes the time to delete, or otherwise remove that part of a public
record that is exempt from disclosure under G. L. c. 4, § 7(26) or other legally applicable
privileges from non-exempt material. Malden estimates another 1 minute for redactions based
on that email or another 178.5 or 2.98 hours.



As a result, Malden estimates a total of 68.46 hours. In accordance with 950 CMR
37.02(2)(m)(1) Mr. Friedman will not be charged for the first two (2) hours of those services.
66.46 multiplied by $25 per hour yields a fee estimate of $1,661.50.

In accordance with G.L. c. 66, § 10(d)(iv), copy of this fee petition has been sent to the
requestor.

Thank you,
Shirley Dorai
School Department

cc: Greg Lucey, Records Access Officer, City of Malden
Bruce Friedman, Requestor
Felicia Vasudevan, Attorney for Malden
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Dear Massachusetts Residents:

One of the most important functions of the Attorney General’s Office is to promote
openness and transparency in government. Every resident of Massachusetts should be able to
access and understand the reasoning behind the government policy decisions that affect our
lives. My office is working to achieve that goal through fair and consistent enforcement of the
Open Meeting Law, along with robust educational outreach about the law’s requirements.

The Open Meeting Law requires that most meetings of public bodies be held in public,
and it establishes rules that public bodies must follow in the creation and maintenance of
records relating to those meetings. Our office is dedicated to providing educational materials,
outreach and training sessions to ensure that members of public bodies and citizens
understand their rights and responsibilities under the law.

Whether you are a town clerk or town manager, a member of a public body, or a
concerned citizen, | want to thank you for taking the time to understand the Open Meeting
Law. If you would like additional guidance on the law, | encourage you to contact my Division
of Open Government at (617) 963-2540 or visit our website at
www.mass.gov/ago/openmeeting for more information.

Sincerely,

Maura Healey
Massachusetts Attorney General
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Attorney General’s
Open Meeting Law Guide

Overview

Purpose of the Law

The purpose of the Open Meeting Law is to ensure transparency in the deliberations on
which public policy is based. Because the democratic process depends on the public having
knowledge about the considerations underlying governmental action, the Open Meeting Law
requires, with some exceptions, that meetings of public bodies be open to the public. It also
seeks to balance the public’s interest in witnessing the deliberations of public officials with the
government’s need to manage its operations efficiently.

Attorney General’s Authority

The Open Meeting Law was revised as part of the 2009 Ethics Reform Bill, and now
centralizes responsibility for statewide enforcement of the law in the Attorney General’s Office.
G.L. c. 30A, § 19(a). To help public bodies understand and comply with the law, the Attorney
General has created the Division of Open Government. The Division of Open Government
provides training, responds to inquiries, investigates complaints, and when necessary, makes
findings and orders remedial action to address violations of the law. The purpose of this Guide
is to inform elected and appointed members of public bodies, as well as the interested pubilic,
of the basic requirements of the law.

Certification

Within two weeks of a member’s election or appointment or the taking of the oath of
office, whichever occurs later, all members of public bodies must complete the attached
Certificate of Receipt of Open Meeting Law Materials certifying that they have received these
materials, and that they understand the requirements of the Open Meeting Law and the
consequences of violating it. The certification must be retained where the public body
maintains its official records. All public body members should familiarize themselves with the
Open Meeting Law, the Attorney General’s regulations, this Guide, and Open Meeting Law
determinations issued to the member’s public body within the last five years in which the
Attorney General found a violation of the law.
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In the event a Certificate has not yet been completed by a presently serving member of
a public body, the member should complete and submit the Certificate at the earliest
opportunity to be considered in compliance with the law. A public body member must sign a
new Certificate upon reelection or reappointment to the public body but need not sign a
Certificate when joining a subcommittee.

Open Meeting Law Website

This Guide is intended to be a clear and concise explanation of the Open Meeting Law’s
requirements. The complete law, as well as the Attorney General’s regulations, training
materials, and determinations and declinations as to complaints can be found on the Attorney
General’s Open Meeting website, www.mass.gov/ago/openmeeting. Members of public
bodies, other local and state government officials, and the public are encouraged to visit the
website regularly for updates on the law and the Attorney General’s interpretations of it.

Meetings of Public Bodies

What meetings are covered by the Open Meeting Law?

With certain exceptions, all meetings of a public body must be open to the public. A
meeting is generally defined as “a deliberation by a public body with respect to any matter
within the body’s jurisdiction.” As explained more fully below, a deliberation is a
communication between or among members of a public body.

These four questions will help determine whether a communication constitutes a
meeting subject to the law:

1) is the communication between or among members of a public body;

2) if so, does the communication constitute a deliberation;

3) does the communication involve a matter within the body’s jurisdiction; and
4) if so, does the communication fall within an exception listed in the law?

What constitutes a public body?

While there is no comprehensive list of public bodies, any multi-member board,
commission, committee or subcommittee within the executive or legislative branches? of state
government, or within any county, district, city, region or town, if established to serve a public
purpose, is subject to the law. The law includes any multi-member body created to advise or
make recommendations to a public body, and also includes the governing board of any local
housing or redevelopment authority, and the governing board or body of any authority
established by the Legislature to serve a public purpose. The law excludes the Legislature and

Although the Legislature itself is not a public body subject to the Open Meeting Law, certain legislative
commissions must follow the Law’s requirements.
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its committees, bodies of the judicial branch, and bodies appointed by a constitutional officer
solely for the purpose of advising a constitutional officer.

Boards of selectmen and school committees (including those of charter schools) are
certainly subject to the Open Meeting Law, as are subcommittees of public bodies, regardless
of whether their role is decision-making or advisory. Individual government officials, such as a
town manager or police chief, and members of their staff are not subject to the law, and so
they may meet with one another to discuss public business without needing to comply with
Open Meeting Law requirements. This exception for individual officials to the general Open
Meeting Law does not apply where such officials are serving as members of a multiple-member
public body that is subject to the law.

Bodies appointed by a public official solely for the purpose of advising the official on a
decision that individual could make alone are not public bodies subject to the Open Meeting
Law. For example, a school superintendent appoints a five-member advisory body to assist her
in nominating candidates for school principal, a task the superintendent could perform herself.
That advisory body would not be subject to the Open Meeting Law.?

What constitutes a deliberation?

The Open Meeting Law defines deliberation as “an oral or written communication
through any medium, including electronic mail, between or among a quorum of a public body
on any public business within its jurisdiction.” Distribution of a meeting agenda, scheduling or
procedural information, or reports or documents that may be discussed at a meeting is often
helpful to public body members when preparing for upcoming meetings. These types of
communications generally will not constitute deliberation, provided that, when these materials
are distributed, no member of the public body expresses an opinion on matters within the
body’s jurisdiction. Additionally, certain communications that may otherwise be considered
deliberation are specifically exempt by statute from the definition of deliberation (for example,
discussion of the recess and continuance of a Town Meeting pursuant to G.L. c. 39, § 10A(a) is
not deliberation).

To be a deliberation, the communication must involve a quorum of the public body. A
guorum is usually a simple majority of the members of a public body. Thus, a communication
among less than a quorum of the members of a public body will not be a deliberation, unless
there are multiple communications among the members of the public body that together
constitute communication among a quorum of members. Courts have held that the Open
Meeting Law applies when members of a public body communicate in a serial manner in order
to evade the application of the law.

Note that the expression of an opinion on matters within the body’s jurisdiction to a
quorum of a public body is a deliberation, even if no other public body member responds. For

2 See Connelly v. School Committee of Hanover, 409 Mass. 232 (1991).
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example, if a member of a public body sends an email to a quorum of a public body expressing
her opinion on a matter that could come before that body, this communication violates the law
even if none of the recipients responds.

What matters are within the jurisdiction of the public body?

The Open Meeting Law applies only to the discussion of any “matter within the body’s
jurisdiction.” The law does not specifically define “jurisdiction.” As a general rule, any matter
of public business on which a quorum of the public body may make a decision or
recommendation is considered a matter within the jurisdiction of the public body. Certain
discussions regarding procedural or administrative matters may also relate to public business
within a body's jurisdiction, such as where the discussion involves the organization and
leadership of the public body, committee assignments, or rules or bylaws for the body.
Statements made for political purposes, such as where a public body’s members characterize
their own past achievements, generally are not considered communications on public business
within the jurisdiction of the public body.

What are the exceptions to the definition of a meeting?

There are five exceptions to the definition of a meeting under the Open Meeting Law.

1. Members of a public body may conduct an on-site inspection of a project or program;
however, they may not deliberate at such gatherings;

2. Members of a public body may attend a conference, training program or event;
however, they may not deliberate at such gatherings;

3. Members of a public body may attend a meeting of another public body provided that
they communicate only by open participation; however, they may not deliberate at such
gatherings;

4. Meetings of quasi-judicial boards or commissions held solely to make decisions in an
adjudicatory proceeding are not subject to the Open Meeting Law; and

5. Town Meetings, which are subject to other legal requirements, are not governed by the
Open Meeting Law. See, e.g. G.L. c. 39, §§ 9, 10 (establishing procedures for Town
Meeting).

The Attorney General interprets the exemption for “quasi-judicial boards or
commissions” to apply only to certain state “quasi-judicial” bodies and a very limited number of
public bodies at other levels of government whose proceedings are specifically defined as
“agencies” for purposes of G.L. c. 30A.

We have received several inquiries about the exception for Town Meeting and whether
it applies to meetings outside of a Town Meeting session by Town Meeting members or Town
Meeting committees or to deliberation by members of a public body — such as a board of
selectmen — during a session of Town Meeting. The Attorney General interprets this exemption
to mean that the Open Meeting Law does not reach any aspect of Town Meeting. Therefore,
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the Attorney General will not investigate complaints alleging violations in these
situations. Note, however, that this is a matter of interpretation and future Attorneys General
may choose to apply the law in such situations.

Notice

What are the requirements for posting notice of meetings?

Except in cases of emergency, a public body must provide the public with notice of its
meeting 48 hours in advance, excluding Saturdays, Sundays, and legal holidays. Notice of
emergency meetings must be posted as soon as reasonably possible prior to the meeting. Also
note that other laws, such as those governing procedures for public hearings, may require
additional notice.

What are the requirements for filing and posting meeting notices for local public bodies?

For local public bodies, meeting notices must be filed with the municipal clerk with
enough time to permit posting of the notice at least 48 hours in advance of the public meeting.
Notices may be posted on a bulletin board, in a loose-leaf binder, or on an electronic display
(e.g. television, computer monitor, or an electronic bulletin board), provided that the notice is
conspicuously visible to the public at all hours in, on, or near the municipal building in which the
clerk’s office is located. In the event that meeting notices posted in the municipal building are
not visible to the public at all hours, then the municipality must either post notices on the
outside of the building or adopt the municipal website as the official method of notice posting.

Prior to utilizing the municipal website, the Chief Executive Officer of the municipality
must authorize or vote to adopt such website as the official method of posting notice. The
clerk of the municipality must inform the Division of Open Government of its notice posting
method and must inform the Division of any future changes to that posting method. Public
bodies must consistently use the most current notice posting method on file with the Division.
A description of the website, including directions on how to locate notices on the website, must
also be posted on or adjacent to the main and handicapped accessible entrances to the building
where the clerk’s office is located. Note that meeting notices must still be available in or
around the clerk’s office so that members of the public may view the notices during normal
business hours.

What are the requirements for posting notices for regional, district, county and state public
bodies?

For regional or district public bodies and regional school districts, meeting notices must
be filed and posted in the same manner required of local public bodies in each of the
communities within the region or district. As an alternative method of notice, a regional or
district public body may post a meeting notice on the regional or district public body’s website.
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The regional school district committee must file and post notice of the website address, as well
as directions on how to locate notices on the website, in each city and town within the region
or district. A copy of the notice must be filed and kept by the chair of the public body or the
chair’s designee.

County public bodies must file meeting notices in the office of the county
commissioners and post notice of the meeting in a manner conspicuously visible to the public
at all hours at a place or places designated by the county commissioners for notice postings. As
an alternative method of notice, a county public body may post notice of meetings on the
county public body’s website. The county public body must file and post notice of the website
address, as well as directions on how to locate notices on the website, in the office of the
county commissioners. A copy of the notice shall be filed and kept by the chair of the county
public body or the chair’s designee.

State public bodies must post meeting notices on the website of the public body or its
parent agency. The chair of a state public body must notify the Attorney General in writing of
the specific webpage location where notices will be posted and of any subsequent changes to
that posting location. A copy of each meeting notice must also be sent to the Secretary of
State’s Regulations Division and should be forwarded to the Executive Office of Administration
and Finance, which maintains a listing of state public body meetings.

Where a public body adopts a website as the official method of posting notices, it must
make every effort to ensure that the website is accessible at all hours. If a website becomes
inaccessible within 48 hours of a meeting, not including Saturdays, Sundays or legal holidays,
the website must be restored within six business hours of the discovery. If the website is not
restored within six business hours, the public body must re-post notice of its meeting to
another date and time, in accordance with the requirements of the Open Meeting Law.

A note about accessibility

Public bodies are subject to all applicable state and federal laws that govern accessibility
for persons with disabilities. These laws include the Americans with Disabilities Act, the federal
Rehabilitation Act of 1973, and state constitutional provisions. For instance, public bodies that
adopt website posting as an alternative method of notice must ensure that the website is
readily accessible to people with disabilities, including individuals who use screen readers. All
open meetings of public bodies must be accessible to persons with disabilities. Meeting
locations must be accessible by wheelchair, without the need for special assistance. Also sign
language interpreters for deaf or hearing-impaired persons must be provided, subject to
reasonable advance notice.? The Attorney General’s Disability Rights Project is available to
answer questions about accessibility and may be reached at (617) 963-2939.

3 The Massachusetts Commission for the Deaf and Hard of Hearing will assist with arrangements for a sign
language interpreter. The Commission may be reached at 617-740-1600 VOICE and 617-740-1700 TTY.
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What information must meeting notices contain?

Meeting notices must be posted in a legible, easily understandable format; contain the
date, time, and place of the meeting; and list all topics that the chair reasonably anticipates, 48
hours in advance, will be discussed at the meeting. The list of topics must be sufficiently
specific to reasonably inform the public of the issues to be discussed at the meeting. Where
there are no anticipated topics for discussion in open session other than the procedural
requirements for convening an executive session, the public body should list “open session” as
a topic, in addition to the executive session, so the public is aware that it has the opportunity to
attend and learn the basis for the executive session.

Meeting notices must also indicate the date and time that the notice was posted, either
on the notice itself or in a document or website accompanying the notice. If a notice is revised,
the revised notice must also conspicuously record both the date and time the original notice
was posted as well as the date and time the last revision was posted. Recording the date and
time enables the public to observe that public bodies are complying with the Open Meeting
Law’s notice requirements without requiring constant vigilance. Additionally, in the event of a
complaint, it provides the Attorney General with evidence of compliance with those
requirements.

If a discussion topic is proposed after a meeting notice is posted, and it was not
reasonably anticipated by the chair more than 48 hours before the meeting, the public body
should update its posting to provide the public with as much notice as possible of what subjects
will be discussed during the meeting. Although a public body may consider a topic that was not
listed in the meeting notice if it was not anticipated, the Attorney General strongly encourages
public bodies to postpone discussion and action on topics that are controversial or may be of
particular interest to the public if the topic was not listed in the meeting notice.

Executive Session

When can a public body meet in executive session?

While all meetings of public bodies must be open to the public, certain topics may be
discussed in executive, or closed, session. Before going into an executive session, the chair of
the public body must first:

e Convene in open session;

e State the reason for the executive session, stating all subjects that may be revealed
without compromising the purpose for which the executive session was called;

e State whether the public body will reconvene in open session at the end of the
executive session; and

e Take a roll call vote of the body to enter executive session.
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Where a public body member is participating in an executive session remotely, the
member must state at the start of the executive session that no other person is present or able
to hear the discussion at the remote location. The public body may authorize, by a simple
majority vote, the presence and participation of other individuals at the remote participant’s
location.

While in executive session, the public body must keep accurate records, all votes taken
must be recorded by roll call, and the public body may only discuss matters for which the
executive session was called.

The Ten Purposes for Executive Session

The law states ten specific purposes for which an executive session may be held, and
emphasizes that these are the only reasons for which a public body may enter executive
session.

The ten purposes for which a public body may vote to hold an executive session are:

1. To discuss the reputation, character, physical condition or mental health, rather than
professional competence, of an individual, or to discuss the discipline or dismissal of,
or complaints or charges brought against, a public officer, employee, staff member or
individual. The individual to be discussed in such executive session shall be notified in
writing by the public body at least 48 hours prior to the proposed executive session;
provided, however, that notification may be waived upon written agreement of the
parties.

This purpose is designed to protect the rights and reputation of individuals.
Nevertheless, where a public body is discussing an employee evaluation, considering
applicants for a position, or discussing the qualifications of any individual, these
discussions should be held in open session to the extent that the discussion deals with
issues other than the reputation, character, health, or any complaints or charges against
the individual. An executive session called for this purpose triggers certain rights for the
individual who is the subject of the discussion. The individual has the right to be
present, though he or she may choose not to attend. The individual who is the subject
of the discussion may also choose to have the discussion in an open meeting, and that
choice takes precedence over the right of the public body to go into executive session.

While the imposition of disciplinary sanctions by a public body on an individual
fits within this purpose, this purpose does not apply if, for example, the public body is
deciding whether to lay off a large number of employees because of budgetary
constraints.
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2. To conduct strategy sessions in preparation for negotiations with nonunion personnel
or to conduct collective bargaining sessions or contract negotiations with nonunion
personnel;

Generally, a public body must identify the specific non-union personnel or
collective bargaining unit with which it is negotiating before entering into executive
session under Purpose 2. A public body may withhold the identity of the non-union
personnel or bargaining unit if publicly disclosing that information would compromise
the purpose for which the executive session was called. While we generally defer to
public bodies’ assessment of whether the inclusion of such details would compromise
the purpose for an executive session, a public body must be able to demonstrate a
reasonable basis for that claim if challenged.

While a public body may agree on terms with individual non-union personnel in
executive session, the final vote to execute such agreements must be taken by the
public body in open session. In contrast, a public body may approve final terms and
execute a collective bargaining agreement in executive session, but should promptly
disclose the agreement in open session following its execution.

Collective Bargaining Sessions: These include not only the bargaining sessions,
but also include grievance hearings that are required by a collective bargaining
agreement.

3. To discuss strategy with respect to collective bargaining or litigation if an open
meeting may have a detrimental effect on the bargaining or litigating position of the
public body and the chair so declares;

Generally, a public body must identify the collective bargaining unit with which it
is negotiating or the litigation matter it is discussing before entering into executive
session under Purpose 3. A public body may withhold the identity of the collective
bargaining unit or name of the litigation matter if publicly disclosing that information
would compromise the purpose for which the executive session was called. While we
generally defer to public bodies’ assessment of whether the inclusion of such details
would compromise the purpose for an executive session, a public body must be able to
demonstrate a reasonable basis for that claim if challenged.

Collective Bargaining Strategy: Discussions with respect to collective bargaining
strategy include discussion of proposals for wage and benefit packages or working
conditions for union employees. The public body, if challenged, has the burden of
proving that an open meeting might have a detrimental effect on its bargaining position.
The showing that must be made is that an open discussion may have a detrimental
effect on the collective bargaining process; the body is not required to demonstrate a
definite harm that would have arisen. At the time the executive session is proposed and
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voted on, the chair must state on the record that having the discussion in an open
session may be detrimental to the public body’s bargaining or litigating position.

Litigation Strategy: Discussions concerning strategy with respect to ongoing
litigation obviously fit within this purpose but only if an open meeting may have a
detrimental effect on the litigating position of the public body. Discussions relating to
potential litigation are not covered by this exemption unless that litigation is clearly and
imminently threatened or otherwise demonstrably likely. That a person is represented
by counsel and supports a position adverse to the public body’s does not by itself mean
that litigation is imminently threatened or likely. Nor does the fact that a newspaper
reports a party has threatened to sue necessarily mean imminent litigation.

Note: For the reasons discussed above, a public body’s discussions with its
counsel do not automatically fall under this or any other purpose for holding an
executive session.

To discuss the deployment of security personnel or devices, or strategies with respect
thereto;

To investigate charges of criminal misconduct or to consider the filing of criminal
complaints;

This purpose permits an executive session to investigate charges of criminal
misconduct and to consider the filing of criminal complaints. Thus, it primarily involves
discussions that would precede the formal criminal process in court. Purpose 1 is
related, in that it permits an executive session to discuss certain complaints or charges,
which may include criminal complaints or charges, but only those that have already
been brought. However, Purpose 1 confers certain rights of participation on the
individual involved, as well as the right for the individual to insist that the discussion
occur in open session. Purpose 5 does not require that the same rights be given to the
person who is the subject of a criminal complaint. To the limited extent that there is
overlap between Purposes 1 and 5, a public body has discretion to choose which
purpose to invoke when going into executive session.

To consider the purchase, exchange, lease or value of real property if the chair
declares that an open meeting may have a detrimental effect on the negotiating
position of the public body;

Generally, a public body must identify the specific piece of property it plans to
discuss before entering into executive session under Purpose 6. A public body may
withhold the identity of the property if publicly disclosing that information would
compromise the purpose for which the executive session was called. While we
generally defer to public bodies” assessment of whether the inclusion of such details
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would compromise the purpose for an executive session, a public body must be able to
demonstrate a reasonable basis for that claim if challenged.

Under this purpose, as with the collective bargaining and litigation purpose, an
executive session may be held only where an open meeting may have a detrimental
impact on the body’s negotiating position with a third party. At the time that the
executive session is proposed and voted on, the chair must state on the record that
having the discussion in an open session may be detrimental to the public body’s
negotiating position.

To comply with, or act under the authority of, any general or special law or federal
grant-in-aid requirements;

There may be provisions in state statutes or federal grants that require or
specifically allow a public body to consider a particular issue in a closed session. Before
entering executive session under this purpose, the public body must cite the specific law
or federal grant-in-aid requirement that necessitates confidentiality. A public body may
withhold that information only if publicly disclosing it would compromise the purpose
for which the executive session was called. While we generally defer to public bodies’
assessment of whether the inclusion of such details would compromise the purpose for
an executive session, a public body must be able to demonstrate a reasonable basis for
that claim if challenged.

To consider or interview applicants for employment or appointment by a preliminary
screening committee if the chair declares that an open meeting will have a
detrimental effect in obtaining qualified applicants; provided, however, that this
clause shall not apply to any meeting, including meetings of a preliminary screening
committee, to consider and interview applicants who have passed a prior preliminary
screening;

This purpose permits a hiring subcommittee of a public body or a preliminary
screening committee to conduct the initial screening process in executive session. This
purpose does not apply to any stage in the hiring process after the screening committee
or subcommittee votes to recommend candidates to its parent body. It may, however,
include a review of résumés and multiple rounds of interviews by the screening
committee aimed at narrowing the group of applicants down to finalists. At the time
that the executive session is proposed and voted on, the chair must state on the record
that having the discussion in an open session will be detrimental to the public body’s
ability to attract qualified applicants for the position. If the public body opts to convene
a preliminary screening committee, the committee must contain less than a quorum of
the members of the parent public body. The committee may also contain members
who are not members of the parent public body.
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Note that a public body is not required to create a preliminary screening
committee to consider or interview applicants. However, if the body chooses to
conduct the review of applicants itself, it may not do so in executive session.

9. To meet or confer with a mediator, as defined in section 23C of chapter 233, with
respect to any litigation or decision on any public business within its jurisdiction
involving another party, group or entity, provided that:

(i) any decision to participate in mediation shall be made in an open session and the
parties, issues involved and purpose of the mediation shall be disclosed; and

(ii) no action shall be taken by any public body with respect to those issues which are
the subject of the mediation without deliberation and approval for such action at an
open session.

10. To discuss trade secrets or confidential, competitively-sensitive or other proprietary
information provided:

e in the course of activities conducted by a governmental body as an energy supplier
under a license granted by the department of public utilities pursuant to section 1F
of chapter 164;

e in the course of activities conducted as a municipal aggregator under section 134 of
said chapter 164; or

e inthe course of activities conducted by a cooperative consisting of governmental
entities organized pursuant to section 136 of said chapter 164;

e when such governmental body, municipal aggregator or cooperative determines
that such disclosure will adversely affect its ability to conduct business in relation to
other entities making, selling or distributing electric power and energy.

Remote Participation

May a member of a public body participate remotely?

The Attorney General’s Regulations, 940 CMR 29.10, permit remote participation in
certain circumstances. However, the Attorney General strongly encourages members of public
bodies to physically attend meetings whenever possible. Members of public bodies have a
responsibility to ensure that remote participation in meetings is not used in a way that would
defeat the purposes of the Open Meeting Law, namely promoting transparency with regard to
deliberations and decisions on which public policy is based.

Note that the Attorney General’s regulations enable members of public bodies to

participate remotely if the practice has been properly adopted, but do not require that a public
body permit members of the public to participate remotely. If a public body chooses to allow
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individuals who are not members of the public body to participate remotely in a meeting, it
may do so without following the Open Meeting Law’s remote participation procedures.

How can the practice of remote participation be adopted?

Remote participation may be used during a meeting of a public body if it has first been
adopted by the chief executive officer of the municipality for local public bodies, the county
commissioners for county public bodies, or by a majority vote of the public body for retirement
boards, district, regional and state public bodies. The chief executive officer may be the board
of selectmen, the city council, or the mayor, depending on the municipality. See G.L.c. 4, § 7.

If the chief executive officer in a municipality authorizes remote participation, that
authorization applies to all public bodies in the municipality. 940 CMR 29.10(2)(a). However,
the chief executive officer determines the amount and source of payment for any costs
associated with remote participation and may decide to fund the practice only for certain public
bodies. See 940 CMR 29.10(6)(e). In addition, the chief executive officer can authorize public
bodies in that municipality to "opt out" of the practice altogether. See 940 CMR 29.10(8).

Note about Local Commissions on Disability: Local commissions on disability may decide
by majority vote of the commissioners at a regular meeting to permit remote participation
during a specific meeting or during all commission meetings. G.L. c. 30A, § 20(e). Adoption by
the municipal adopting authority is not required.

What are the permissible reasons for remote participation?

Once remote participation is adopted, any member of a public body may participate
remotely only if physical attendance would be unreasonably difficult.

What are the acceptable means of remote participation?

Acceptable means of remote participation include telephone, internet, or satellite
enabled audio or video conferencing, or any other technology that enables the remote
participant and all persons present at the meeting location to be clearly audible to one another.
Text messaging, instant messaging, email and web chat without audio are not acceptable
methods of remote participation. Note that accommodations must be made for any public
body member who requires TTY service, video relay service, or other form of adaptive
telecommunications.
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What are the minimum requirements for remote participation?

Any public body using remote participation during a meeting must ensure that the following
minimum requirements are met:

1. A quorum of the body, including the chair or, in the chair’s absence, the person chairing
the meeting, must be physically present at the meeting location;

2. Members of a public body who participate remotely and all persons present at the
meeting location must be clearly audible to each other; and

3. All votes taken during a meeting in which a member participates remotely must be by
roll call vote.

What procedures must be followed if remote participation is used at a meeting?

At the start of any meeting during which a member of a public body will participate
remotely, the chair must announce the name of any member who is participating remotely;
such information must also be recorded in the meeting minutes. The chair’s statement does
not need to contain any detail about the reason for the member’s remote participation.

Members of public bodies who participate remotely may vote and shall not be deemed
absent for purposes of G.L. c. 39, § 23D. In addition, members who participate remotely may
participate in executive sessions but must state at the start of any such session that no other
person is present or able to hear the discussion at the remote location, unless the public body
has approved the presence of that individual.

If technical difficulties arise as a result of utilizing remote participation, the chair (or, in
the chair’s absence, person chairing the meeting) may decide how to address the situation.
Public bodies are encouraged, whenever possible, to suspend discussion while reasonable
efforts are made to correct any problem that interferes with a remote participant’s ability to
hear or be heard clearly by all persons present at the meeting location. If a remote participant
is disconnected from the meeting, the minutes must note that fact and the time at which the
disconnection occurred.

Public Participation

What public participation in meetings must be allowed?

Under the Open Meeting Law, the public is permitted to attend meetings of public
bodies but is excluded from an executive session that is called for a valid purpose listed in the
law. While the public is permitted to attend an open meeting, an individual may not address
the public body without permission of the chair. An individual may not disrupt a meeting of a
public body, and at the request of the chair, all members of the public shall be silent. If, after
clear warning, a person continues to be disruptive, the chair may order the person to leave the
meeting. If the person does not leave, the chair may authorize a constable or other officer to
remove the person. Although public participation is entirely within the chair’s discretion, the
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Attorney General encourages public bodies to allow as much public participation as time
permits.

Any member of the public may make an audio or video recording of an open session of a
public meeting. A member of the public who wishes to record a meeting must first notify the
chair and must comply with reasonable requirements regarding audio or video equipment
established by the chair so as not to interfere with the meeting. The chair is required to inform
other attendees of any such recording at the beginning of the meeting. If someone arrives after
the meeting has begun and wishes to record a meeting, that person should attempt to notify
the chair prior to beginning recording, ideally in a manner that does not significantly disrupt the
meeting in progress (such as passing a note for the chair to the board administrator or
secretary). The chair should endeavor to acknowledge such attempts at notification and
announce the fact of any recording to those in attendance.

Minutes

What records of public meetings must be kept?

Public bodies are required to create and maintain accurate minutes of all meetings,
including executive sessions. The minutes, which must be created and approved in a timely
manner, must include:

e the date, time and place of the meeting;

e the members present or absent;

e the decisions made and actions taken, including a record of all votes;
e asummary of the discussions on each subject;

e alist of all documents and exhibits used at the meeting; and

e the name of any member who participated in the meeting remotely.

While the minutes must include a summary of the discussions on each subject, a
transcript is not required. No vote taken by a public body, either in an open or in an executive
session, shall be by secret ballot. All votes taken in executive session must be by roll call and
the results recorded in the minutes. While public bodies must identify in the minutes all
documents and exhibits used at a meeting and must retain them in accordance with the
Secretary of the Commonwealth’s records retention schedule, these documents and exhibits
needn’t be attached to or physically stored with the minutes.

Minutes, and all documents and exhibits used, are public records and a part of the
official record of the meeting. Records may be subject to disclosure under either the Open
Meeting Law or Public Records Law. The State and Municipal Record Retention Schedules are
available through the Secretary of the Commonwealth’s website at:
http://www.sec.state.ma.us/arc/arcrmu/rmuidx.htm.
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Open Session Meeting Records

The Open Meeting Law requires public bodies to create and approve minutes in a timely
manner. A “timely manner” is considered to be within the next three public body meetings or
30 days from the date of the meeting, whichever is later, unless the public body can show good
cause for further delay. The Attorney General encourages minutes to be approved at a public
body’s next meeting whenever possible. The law requires that existing minutes be made
available to the public within ten days of a request, whether they have been approved or
remain in draft form. Materials or other exhibits used by the public body in an open meeting
must also be made available to the public within ten days of a request.

There are two exemptions to the open session records disclosure requirement: 1)
materials (other than those that were created by members of the public body for the purpose
of the evaluation) used in a performance evaluation of an individual bearing on his professional
competence, and 2) materials (other than any résumé submitted by an applicant, which is
subject to disclosure) used in deliberations about employment or appointment of individuals,
including applications and supporting materials. Documents created by members of the public
body for the purpose of performing an evaluation are subject to disclosure. This applies to both
individual evaluations and evaluation compilations, provided the documents were created by
members of the public body for the purpose of the evaluation.

Executive Session Meeting Records

Public bodies are not required to disclose the minutes, notes, or other materials used in
an executive session if the disclosure of these records may defeat the lawful purposes of the
executive session. Once disclosure would no longer defeat the purposes of the executive
session, however, minutes and other records from that executive session must be disclosed
unless they fall within an exemption to the Public Records Law, G.L.c. 4, § 7, cl. 26, or the
attorney-client privilege applies. Public bodies are also required to periodically review their
executive session minutes to determine whether continued non-disclosure is warranted. These
determinations must be included in the minutes of the body’s next meeting.

A public body must respond to a request to inspect or copy executive session minutes
within ten days of the request. If the public body has determined, prior to the request, that the
requested executive session minutes may be released, it must make those minutes available to
the requestor at that time. If the body previously determined that executive session minutes
should remain confidential because publication would defeat the lawful purposes of the
executive session, it should respond by stating the reason the minutes continue to be withheld.
And if, at the time of a request, the public body has not conducted a review of the minutes to
determine whether continued nondisclosure is warranted, the body must perform such a
review and release the minutes, if appropriate, no later than its next meeting or within 30 days,
whichever occurs first. In such circumstances, the body should still respond to the request
within ten days, notifying the requestor that it is conducting this review.
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Open Meeting Law Complaints

What is the Attorney General’s role in enforcing the Open Meeting Law?

The Attorney General’s Division of Open Government is responsible for enforcing the
Open Meeting Law. The Attorney General has the authority to receive and investigate
complaints, bring enforcement actions, issue advisory opinions, and promulgate regulations.

The Division of Open Government regularly seeks feedback from the public on ways in
which it can better support public bodies to help them comply with the law’s requirements.
The Division of Open Government offers periodic online and in-person training on the Open
Meeting Law and will respond to requests for guidance and information from public bodies and
the public.

The Division of Open Government will take complaints from members of the public and
will work with public bodies to resolve problems. While any member of the public may file a
complaint with a public body alleging a violation of the Open Meeting Law, a public body need
not, and the Division of Open Government will not, investigate anonymous complaints.

What is the Open Meeting Law complaint procedure?

Step 1. Filing a Complaint with the Public Body

Individuals who allege a violation of the Open Meeting Law must first file a complaint
with the public body alleged to have violated the OML. The complaint must be filed within 30
days of the date of the violation, or the date the complainant could reasonably have known of
the violation. The complaint must be filed on a Complaint Form available on the Attorney
General’s website, www.mass.gov/ago/openmeeting. When filing a complaint with a local
public body, the complainant must also file a copy of the complaint with the municipal clerk.

Step 2. The Public Body’s Response

Upon receipt, the chair of the public body should distribute copies of the complaint to
the members of the public body for their review. The public body has 14 business days from
the date of receipt to meet to review the complainant’s allegations, take remedial action if
appropriate, notify the complainant of the remedial action, and forward a copy of the
complaint and description of the remedial action taken to the complainant. The public body
must simultaneously notify the Attorney General that it has responded to the complainant and
provide the Attorney General with a copy of the response and a description of any remedial
action taken. While the public body may delegate responsibility for responding to the
complaint to counsel or another individual, it must first meet to do so. A public body is not
required to respond to unsigned complaints or complaints not made on the Attorney General’s
complaint form.
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The public body may request additional information from the complainant within seven
business days of receiving the complaint. The complainant then has ten business days to
respond; the public body will then have an additional ten business days after receiving the
complainant’s response to review the complaint and take remedial action. The public body
may also request an extension of time to respond to the complaint. A request for an extension
should be made within 14 business days of receipt of the complaint by the public body. The
request for an extension should be made in writing to the Division of Open Government and
should include a copy of the complaint and state the reason for the requested extension.

Step 3. Filing a Complaint with the Attorney General’s Office

A complaint is ripe for review by the Attorney General 30 days after the complaint is
filed with the public body. This 30-day period is intended to provide a reasonable opportunity
for the complainant and the public body to resolve the initial complaint. It is important to note
that complaints are not automatically treated as filed for review by the Attorney General upon
filing with the public body. A complainant who has filed a complaint with a public body and
seeks further review by the Division of Open Government must file the complaint with the
Attorney General after the 30-day local review period has elapsed but before 90 days have
passed since the date of the violation or the date that the violation was reasonably
discoverable.

When filing the complaint with the Attorney General, the complainant must include a
copy of the original complaint and may include any other materials the complainant feels are
relevant, including an explanation of why the complainant is not satisfied with the response of
the public body. Note, however, that the Attorney General will not review allegations that
were not raised in the initial complaint filed with the public body. Under most circumstances,
complaints filed with the Attorney General, and any documents submitted with the complaint,
will be considered a public record and will be made available to anyone upon request.

The Attorney General will review the complaint and any remedial action taken by the
public body. The Attorney General may request additional information from both the
complainant and the public body. The Attorney General will seek to resolve complaintsin a
reasonable period of time, generally within 90 days of the complaint becoming ripe for review
by our office. The Attorney General may decline to investigate a complaint that is filed with our
office more than 90 days after the date of the alleged violation.

May a public body request mediation to resolve a complaint?

If a complainant files five complaints with the same public body or within the same
municipality within 12 months, the public body may request mediation upon the fifth or
subsequent complaint in order to resolve the complaint. The public body must request
mediation prior to, or with, its response to the complaint, and will assume the expense of such
mediation. If the parties cannot come to an agreement after mediation, the public body will
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have ten business days to respond to the complaint and its resolution will proceed in the
normal course.

Mediation may occur in open session or in executive session under Purpose 9. In
addition, a public body may designate a representative to participate on behalf of the public
body. If mediation does not resolve the complaint to each party’s satisfaction, the complainant
may file the complaint with the Attorney General. The complaint must be filed within 30 days
of the last joint meeting with the mediator.

The mediator will be chosen by the Attorney General. If the complainant declines to
participate in mediation after a request by the public body, the Attorney General may decline
to review a complaint thereafter filed with our office. A public body may always request
mediation to resolve a complaint, but only mediation requested upon a fifth or subsequent
complaint triggers the requirement that the complainant participate in the mediation before
the Attorney General will review the complaint.

Any written agreement reached in mediation must be disclosed at the public body’s
next meeting following execution of the agreement and will become a public record.

When is a violation of the law considered “intentional”?

Upon finding a violation of the Open Meeting Law, the Attorney General may impose a
civil penalty upon a public body of not more than $1,000 for each intentional violation. G.L. c.
30A, § 23(c)(4). An “intentional violation” is an act or omission by a public body or public body
member in knowing violation of the Open Meeting Law. G.L. c. 30A, § 18. In determining
whether a violation was intentional, the Attorney General will consider, among other things,
whether the public body or public body member 1) acted with specific intent to violate the law;
2) acted with deliberate ignorance of the law’s requirements; or 3) had been previously
informed by a court decision or advised by the Attorney General that the conduct at issue
violated the Open Meeting Law. 940 CMR 29.02. If a public body or public body member made
a good faith attempt at compliance with the law but was reasonably mistaken about its
requirements, its conduct will not be considered an intentional violation of the Law. G.L. c.
30A, § 23(g); 940 CMR 29.02. A fine will not be imposed where a public body or public body
member acted in good faith compliance with the advice of the public body's legal counsel. G.L.
30A, § 23(g); 940 CMR 29.07.
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Will the Attorney General’s Office provide training on the Open
Meeting Law?

The Open Meeting Law directs the Attorney General to create educational materials and
provide training to public bodies to foster awareness of and compliance with the Open Meeting
Law. The Attorney General has established an Open Meeting Law website,
www.mass.gov/ago/openmeeting, on which government officials and members of public
bodies can find the statute, regulations, FAQs, training materials, the Attorney General’s
determination letters resolving complaints, and other resources. The Attorney General offers
periodic webinars and in-person regional training events for members of the public and public
bodies, in addition to offering a free online training video.

Contacting the Attorney General

If you have any questions about the Open Meeting Law or anything contained in this
guide, please contact the Attorney General’s Division of Open Government. The Attorney
General also welcomes any comments, feedback, or suggestions you may have about the Open
Meeting Law or this guide.

Division of Open Government
Office of the Attorney General
One Ashburton Place
Boston, MA 02108
Tel: 617-963-2540
www.mass.gov/ago/openmeeting
OpenMeeting@state.ma.us
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The Open Meeting Law, G.L. c. 304, §§ 18-254

Chapter 28 of the Acts of 2009, sections 17-20, repealed the existing state Open Meeting Law, G.L.
c. 30A, §§ 11A, 11A-1/2, county Open Meeting Law, G.L. c. 34, §9F, 9G, and municipal Open Meeting
Law, G.L. c. 39, §§ 23A, 23B, and 23C, and replaced them with a single Open Meeting Law covering all
public bodies, G.L. c. 30A, §§ 18-25, enforced by the Attorney General.

Section 18: [DEFINITIONS]

As used in this section and sections 19 to 25, inclusive, the following words shall, unless the
context clearly requires otherwise, have the following meanings:

“Deliberation”, an oral or written communication through any medium, including electronic mail,
between or among a quorum of a public body on any public business within its jurisdiction; provided,
however, that “deliberation” shall not include the distribution of a meeting agenda, scheduling
information or distribution of other procedural meeting or the distribution of reports or documents
that may be discussed at a meeting, provided that no opinion of a member is expressed.

“Emergency”, a sudden, generally unexpected occurrence or set of circumstances demanding
immediate action.

“Executive session”, any part of a meeting of a public body closed to the public for deliberation of
certain matters.

“Intentional violation”, an act or omission by a public body or a member thereof, in knowing
violation of the open meeting law.

“Meeting”, a deliberation by a public body with respect to any matter within the body’s
jurisdiction; provided, however, “meeting” shall not include:

(a) an on-site inspection of a project or program, so long as the members do not deliberate;

(b) attendance by a quorum of a public body at a public or private gathering, including a
conference or training program or a media, social or other event, so long as the members do
not deliberate;

(c) attendance by a quorum of a public body at a meeting of another public body that has
complied with the notice requirements of the open meeting law, so long as the visiting
members communicate only by open participation in the meeting on those matters under
discussion by the host body and do not deliberate;

(d) a meeting of a quasi-judicial board or commission held for the sole purpose of making a
decision required in an adjudicatory proceeding brought before it; or

(e) asession of atown meeting convened under section 9 of chapter 39 which would include
the attendance by a quorum of a public body at any such session;

4 NOTICE: This is NOT the official version of the Massachusetts General Law (MGL). While reasonable efforts have
been made to ensure the accuracy and currency of the data provided, do not rely on this information without first
checking an official edition of the MGL.
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“Minutes”, the written report of a meeting created by a public body required by subsection (a) of

section 22 and section 5A of chapter 66.

“Open meeting law”, sections 18 to 25, inclusive.

“Post notice”, to display conspicuously the written announcement of a meeting either in hard
copy or electronic format.

“Preliminary screening”, the initial stage of screening applicants conducted by a committee or
subcommittee of a public body solely for the purpose of providing to the public body a list of those
applicants qualified for further consideration or interview.

“Public body”, a multiple-member board, commission, committee or subcommittee within the
executive or legislative branch or within any county, district, city, region or town, however created,
elected, appointed or otherwise constituted, established to serve a public purpose; provided,
however, that the governing board of a local housing, redevelopment or other similar authority shall
be deemed a local public body; provided, further, that the governing board or body of any other
authority established by the general court to serve a public purpose in the commonwealth or any
part thereof shall be deemed a state public body; provided, further, that “public body” shall not
include the general court or the committees or recess commissions thereof, bodies of the judicial
branch or bodies appointed by a constitutional officer solely for the purpose of advising a
constitutional officer and shall not include the board of bank incorporation or the policyholders
protective board; and provided further, that a subcommittee shall include any multiple-member
body created to advise or make recommendations to a public body.

“Quorum”, a simple majority of the members of the public body, unless otherwise provided in a
general or special law, executive order or other authorizing provision.

Section 19. Division of Open Government; Open Meeting Law Training; Open Meeting Law
Advisory Commission; Annual Report
(a) There shall be in the department of the attorney general a division of open government under
the direction of a director of open government. The attorney general shall designate an
assistant attorney general as the director of the open government division. The director may
appoint and remove, subject to the approval of the attorney general, such expert, clerical and
other assistants as the work of the division may require. The division shall perform the duties
imposed upon the attorney general by the open meeting law, which may include participating,
appearing and intervening in any administrative and judicial proceedings pertaining to the
enforcement of the open meeting law. For the purpose of such participation, appearance,
intervention and training authorized by this chapter the attorney general may expend such
funds as may be appropriated therefor.
(b) The attorney general shall create and distribute educational materials and provide training
to public bodies in order to foster awareness and compliance with the open meeting law.
Open meeting law training may include, but shall not be limited to, instruction in:
1. the general background of the legal requirements for the open meeting law;
2. applicability of sections 18 to 25, inclusive, to governmental bodies;
3. the role of the attorney general in enforcing the open meeting law; and
4. penalties and other consequences for failure to comply with this chapter.
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(c)

(d)

There shall be an open meeting law advisory commission. The commission shall consist of 5
members, 2 of whom shall be the chairmen of the joint committee on state administration
and regulatory oversight; 1 of whom shall be the president of the Massachusetts Municipal
Association or his designee; 1 of whom shall be the president of the Massachusetts
Newspaper Publishers Association or his designee; and 1 of whom shall be the attorney
general or his designee.
The commission shall review issues relative to the open meeting law and shall submit to the
attorney general recommendations for changes to the regulations, trainings, and educational
initiatives relative to the open meeting law as it deems necessary and appropriate.
The attorney general shall, not later than January 31, file annually with the commission a report
providing information on the enforcement of the open meeting law during the preceding
calendar year. The report shall include, but not be limited to:
1. the number of open meeting law complaints received by the attorney general;
2. the number of hearings convened as the result of open meeting law complaints by
the attorney general;
3. asummary of the determinations of violations made by the attorney general;
a summary of the orders issued as the result of the determination of an open
meeting law violation by the attorney general;
5. anaccounting of the fines obtained by the attorney general as the result of open
meeting law enforcement actions;
6. the number of actions filed in superior court seeking relief from an order of the
attorney general; and
7. any additional information relevant to the administration and enforcement of the
open meeting law that the attorney general deemsappropriate.

Section 20. Meetings of a Public Body to be Open to the Public; Notice of Meeting;, Remote
Participation; Recording and Transmission of Meeting; Removal of Persons for Disruption of
Proceedings

(a)
(b)

(c)

Except as provided in section 21, all meetings of a public body shall be open to the public.
Except in an emergency, in addition to any notice otherwise required by law, a public body
shall post notice of every meeting at least 48 hours prior to such meeting, excluding
Saturdays, Sundays and legal holidays. In an emergency, a public body shall post notice as
soon as reasonably possible prior to such meeting. Notice shall be printed in a legible, easily
understandable format and shall contain the date, time and place of such meeting and a
listing of topics that the chair reasonably anticipates will be discussed at the meeting.

For meetings of a local public body, notice shall be filed with the municipal clerk and posted in
a manner conspicuously visible to the public at all hours in or on the municipal building in
which the clerk’s office is located.

For meetings of a regional or district public body, notice shall be filed and posted in
each city or town within the region or district in the manner prescribed for local public bodies.
For meetings of a regional school district, the secretary of the regional school district
committee shall be considered to be its clerk and shall file notice with the clerk of each city or
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(d)

(e)

(f)

(8)

(h)

town within such district and shall post the notice in the manner prescribed for local public
bodies. For meetings of a county public body, notice shall be filed in the office of the county
commissioners and a copy of the notice shall be publicly posted in a manner conspicuously
visible to the public at all hours in such place or places as the county commissioners shall
designate for the purpose.

For meetings of a state public body, notice shall be filed with the attorney general by
posting on a website in accordance with procedures established for this purpose and a
duplicate copy of the notice shall be filed with the regulations division of the state secretary‘s
office.

The attorney general may prescribe or approve alternative methods of notice where
the attorney general determines the alternative methods will afford more effective notice to
the public.

The attorney general may, by regulation or letter ruling, authorize remote participation by
members of a public body not present at the meeting location; provided, however, that the
absent members and all persons present at the meeting location are clearly audible to each
other; and provided, further, that a quorum of the body, including the chair, are present at
the meeting location. Such authorized members may vote and shall not be deemed absent for
the purposes of section 23D of chapter 39.

A local commission on disability may by majority vote of the commissioners at a regular
meeting authorize remote participation applicable to a specific meeting or generally to all of
the commission’s meetings. If a local commission on disability is authorized to utilize remote
participation, a physical quorum of that commission’s members shall not be required to be
present at the meeting location; provided, however, that the chair or, in the chair’s absence,
the person authorized to chair the meeting, shall be physically present at the meeting location.
The commission shall comply with all other requirements of law.

After notifying the chair of the public body, any person may make a video or audio recording of
an open session of a meeting of a public body, or may transmit the meeting through any
medium, subject to reasonable requirements of the chair as to the number, placement and
operation of equipment used so as not to interfere with the conduct of the meeting. At the
beginning of the meeting, the chair shall inform other attendees of any recordings.

No person shall address a meeting of a public body without permission of the chair, and all
persons shall, at the request of the chair, be silent. No person shall disrupt the proceedings of a
meeting of a public body. If, after clear warning from the chair, a person continues to disrupt
the proceedings, the chair may order the person to withdraw from the meeting and if the
person does not withdraw, the chair may authorize a constable or other officer to remove the
person from the meeting.

Within 2 weeks of qualification for office, all persons serving on a public body shall certify, on

a form prescribed by the attorney general, the receipt of a copy of the open meeting law,
regulations promulgated pursuant to section 25 and a copy of the educational materials
prepared by the attorney general explaining the open meeting law and its application
pursuant to section 19. Unless otherwise directed or approved by the attorney general, the
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appointing authority, city or town clerk or the executive director or other appropriate

administrator of a state or regional body, or their designees, shall obtain such certification

from each person upon entering service and shall retain it subject to the applicable records

retention schedule where the body maintains its official records. The certification shall be

evidence that the member of a public body has read and understands the requirements of the

open meeting law and the consequences of violating it.

Section 21. Executive Sessions

(a) A public body may meet in executive session only for the following purposes:

1.

To discuss the reputation, character, physical condition or mental health, rather than
professional competence, of an individual, or to discuss the discipline or dismissal of,
or complaints or charges brought against, a public officer, employee, staff member or
individual. The individual to be discussed in such executive session shall be notified in
writing by the public body at least 48 hours prior to the proposed executive session;
provided, however, that notification may be waived upon written agreement of the
parties. A public body shall hold an open session if the individual involved requests that
the session be open. If an executive session is held, such individual shall have the
following rights:

i. tobe present at such executive session during deliberations which involve that
individual;

ii. to have counsel or a representative of his own choosing present and attending
for the purpose of advising the individual and not for the purpose of active
participation in the executive session;

iii. to speak on his own behalf;and

iv. to cause an independent record to be created of said executive session by
audio-recording or transcription, at the individual’sexpense.

The rights of an individual set forth in this paragraph are in addition to the rights
that he may have from any other source, including, but not limited to, rights under any
laws or collective bargaining agreements and the exercise or non-exercise of the
individual rights under this section shall not be construed as a waiver of any rights of
the individual.

To conduct strategy sessions in preparation for negotiations with nonunion

personnel or to conduct collective bargaining sessions or contract negotiations

with nonunion personnel;

To discuss strategy with respect to collective bargaining or litigation if an open meeting
may have a detrimental effect on the bargaining or litigating position of the public
body and the chair so declares;

To discuss the deployment of security personnel or devices, or strategies with respect
thereto;

To investigate charges of criminal misconduct or to consider the filing of criminal
complaints;
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6. To consider the purchase, exchange, lease or value of real property if the chair
declares that an open meeting may have a detrimental effect on the negotiating
position of the public body;

7. To comply with, or act under the authority of, any general or special law or federal
grant-in-aid requirements;

8. To consider or interview applicants for employment or appointment by a preliminary
screening committee if the chair declares that an open meeting will have a detrimental
effect in obtaining qualified applicants; provided, however, that this clause shall not
apply to any meeting, including meetings of a preliminary screening committee, to
consider and interview applicants who have passed a prior preliminary screening;

9. To meet or confer with a mediator, as defined in section 23C of chapter 233, with
respect to any litigation or decision on any public business within its jurisdiction
involving another party, group or entity, provided that:

i.  any decision to participate in mediation shall be made in an open session and
the parties, issues involved and purpose of the mediation shall be disclosed;
and

ii. no action shall be taken by any public body with respect to those issues which
are the subject of the mediation without deliberation and approval for such
action at an open session; or

10. To discuss trade secrets or confidential, competitively-sensitive or other proprietary
information provided in the course of activities conducted by a governmental body as
an energy supplier under a license granted by the department of public utilities
pursuant to section 1F of chapter 164, in the course of activities conducted as a
municipal aggregator under section 134 of said chapter 164 or in the course of
activities conducted by a cooperative consisting of governmental entities organized
pursuant to section 136 of said chapter 164, when such governmental body, municipal
aggregator or cooperative determines that such disclosure will adversely affect its
ability to conduct business in relation to other entities making, selling or distributing
electric power and energy.

(b) A public body may meet in closed session for 1 or more of the purposes enumerated
in subsection (a) provided that:
the body has first convened in an open session pursuant to section 21;
a majority of members of the body have voted to go into executive session and the
vote of each member is recorded by roll call and entered into the minutes;

3. before the executive session, the chair shall state the purpose for the executive session,
stating all subjects that may be revealed without compromising the purpose for which
the executive session was called;

4. the chair shall publicly announce whether the open session will reconvene at the
conclusion of the executive session; and

5. accurate records of the executive session shall be maintained pursuant to section 23.
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Section 22. Meeting Minutes; Records

(a)

(b)

(c)

(d)

(e)

(f)

A public body shall create and maintain accurate minutes of all meetings, including

executive sessions, setting forth the date, time and place, the members present or absent,

a summary of the discussions on each subject, a list of documents and other exhibits used at
the meeting, the decisions made and the actions taken at each meeting, including the

record of all votes.

No vote taken at an open session shall be by secret ballot. Any vote taken at an executive
session shall be recorded by roll call and entered into the minutes.

Minutes of all open sessions shall be created and approved in a timely manner. The minutes of
an open session, if they exist and whether approved or in draft form, shall be made available
upon request by any person within 10 days.

Documents and other exhibits, such as photographs, recordings or maps, used by the body at
an open or executive session shall, along with the minutes, be part of the official record of the
session.

The minutes of any open session, the notes, recordings or other materials used in the
preparation of such minutes and all documents and exhibits used at the session, shall be
public records in their entirety and not exempt from disclosure pursuant to any of the
exemptions under clause Twenty-sixth of section 7 of chapter 4. Notwithstanding this
paragraph, the following materials shall be exempt from disclosure to the public as personnel
information: (1) materials used in a performance evaluation of an individual bearing on his
professional competence, provided they were not created by the members of the body for
the purposes of the evaluation; and (2) materials used in deliberations about employment or
appointment of individuals, including applications and supporting materials; provided,
however, that any resume submitted by an applicant shall not be exempt.

The minutes of any executive session, the notes, recordings or other materials used in the
preparation of such minutes and all documents and exhibits used at the session, may be
withheld from disclosure to the public in their entirety under subclause (a) of clause Twenty-
sixth of section 7 of chapter 4, as long as publication may defeat the lawful purposes of the
executive session, but no longer; provided, however, that the executive session was held in
compliance with section 21.

When the purpose for which a valid executive session was held has been served, the
minutes, preparatory materials and documents and exhibits of the session shall be disclosed
unless the attorney- client privilege or 1 or more of the exemptions under said clause Twenty-
sixth of said section 7 of said chapter 4 apply to withhold these records, or any portion thereof,
from disclosure.

For purposes of this subsection, if an executive session is held pursuant to clause (2) or (3)
of subsections (a) of section 21, then the minutes, preparatory materials and documents and
exhibits used at the session may be withheld from disclosure to the public in their entirety,
unless and until such time as a litigating, negotiating or bargaining position is no longer
jeopardized by such disclosure, at which time they shall be disclosed unless the attorney-client
privilege or 1 or more of the exemptions under said clause Twenty-sixth of said section 7 of
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(g)

said chapter 4 apply to withhold these records, or any portion thereof, from disclosure.

(1) The public body, or its chair or designee, shall, at reasonable intervals, review the minutes

of executive sessions to determine if the provisions of this subsection warrant continued non-

disclosure. Such determination shall be announced at the body’s next meeting and such
announcement shall be included in the minutes of that meeting.

2. Upon request by any person to inspect or copy the minutes of an executive session or any
portion thereof, the body shall respond to the request within 10 days following receipt and
shall release any such minutes not covered by an exemption under subsection (f);
provided, however, that if the body has not performed a review pursuant to paragraph (1),
the public body shall perform the review and release the non-exempt minutes, or any
portion thereof, not later than the body’s next meeting or 30 days, whichever first occurs.
A public body shall not assess a fee for the time spent in its review.

Section 23. Enforcement of Open Meeting Law; Complaints; Hearings; Civil Actions

(a) Subject to appropriation, the attorney general shall interpret and enforce the open meeting law.

(b) At least 30 days prior to the filing of a complaint with the attorney general, the complainant

shall file a written complaint with the public body, setting forth the circumstances which
constitute the alleged violation and giving the body an opportunity to remedy the alleged
violation; provided, however, that such complaint shall be filed within 30 days of the date of
the alleged violation. The public body shall, within 14 business days of receipt of a complaint,
send a copy of the complaint to the attorney general and notify the attorney general of any
remedial action taken. Any remedial action taken by the public body in response to a
complaint under this subsection shall not be admissible as evidence against the public body
that a violation occurred in any later administrative or judicial proceeding relating to such
alleged violation. The attorney general may authorize an extension of time to the public body
for the purpose of taking remedial action upon the written request of the public body and a
showing of good cause to grant theextension.
Upon the receipt of a complaint by any person, the attorney general shall determine, in a
timely manner, whether there has been a violation of the open meeting law. The attorney
general may, and before imposing any civil penalty on a public body shall, hold a hearing on
any such complaint. Following a determination that a violation has occurred, the attorney
general shall determine whether the public body, 1 or more of the members, or both, are
responsible and whether the violation was intentional or unintentional. Upon the finding of a
violation, the attorney general may issue an order to:

1. compelimmediate and future compliance with the open meeting law;

2. compel attendance at a training session authorized by the attorney general;

3. nullify in whole or in part any action taken at the meeting;

4. impose a civil penalty upon the public body of not more than $1,000 for each

intentional violation;
reinstate an employee without loss of compensation, seniority, tenure or other benefits;
6. compel that minutes, records or other materials be made public; or
7. prescribe other appropriate action.
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(d)

(e)

(f)

(8)

(h)

A public body or any member of a body aggrieved by any order issued pursuant to this section
may, notwithstanding any general or special law to the contrary, obtain judicial review of the
order only through an action in superior court seeking relief in the nature of certiorari;
provided, however, that notwithstanding section 4 of chapter 249, any such action shall be
commenced in superior court within 21 days of receipt of the order. Any order issued under
this section shall be stayed pending judicial review; provided, however, that if the order
nullifies an action of the public body, the body shall not implement such action pending

judicial review.

If any public body or member thereof shall fail to comply with the requirements set forth in any
order issued by the attorney general, or shall fail to pay any civil penalty imposed within 21
days of the date of issuance of such order or within 30 days following the decision of the
superior court if judicial review of such order has been timely sought, the attorney general may
file an action to compel compliance. Such action shall be filed in Suffolk superior court with
respect to state public bodies and, with respect to all other public bodies, in the superior court
in any county in which the public body acts or meets. If such body or member has not timely
sought judicial review of the order, such order shall not be open to review in an action to
compelcompliance.

As an alternative to the procedure in subsection (b), the attorney general or 3 or more
registered voters may initiate a civil action to enforce the open meeting law.

Any action under this subsection shall be filed in Suffolk superior court with respect to
state public bodies and, with respect to all other public bodies, in the superior court in any
county in which the public body acts or meets.

In any action filed pursuant to this subsection, in addition to all other remedies
available to the superior court, in law or in equity, the court shall have all of the remedies set
forth in subsection (c).

In any action filed under this subsection, the order of notice on the complaint shall be
returnable not later than 10 days after the filing and the complaint shall be heard and
determined on the return day or on such day as the court shall fix, having regard to the
speediest possible determination of the cause consistent with the rights of the parties;
provided, however, that orders may be issued at any time on or after the filing of the complaint
without notice when such order is necessary to fulfill the purposes of the open meeting law. In
the hearing of any action under this subsection, the burden shall be on the respondent to show
by a preponderance of the evidence that the action complained of in such complaint was in
accordance with and authorized by the open meeting law; provided, however, that no civil
penalty may be imposed on an individual absent proof that the action complained of violated
the open meeting law.

It shall be a defense to the imposition of a penalty that the public body, after full

disclosure, acted in good faith compliance with the advice of the public body’s legal

counsel.

Payment of civil penalties under this section paid to or received by the attorney general shall
be paid into the general fund of thecommonwealth.
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Section 24. Investigation by Attorney General of Violations of Open Meeting Law

(a)

(b)

()

(d)

Whenever the attorney general has reasonable cause to believe that a person, including any
public body and any other state, regional, county, municipal or other governmental official or
entity, has violated the open meeting law, the attorney general may conduct an investigation
to ascertain whether in fact such person has violated the open meeting law. Upon notification
of an investigation, any person, public body or any other state, regional, county, municipal or
other governmental official or entity who is the subject of an investigation, shall make all
information necessary to conduct such investigation available to the attorney general. In the
event that the person, public body or any other state, regional, county, municipal or other
governmental official or entity being investigated does not voluntarily provide relevant
information to the attorney general within 30 days of receiving notice of the investigation, the
attorney general may: (1) take testimony under oath concerning such alleged violation of the
open meeting law; (2) examine or cause to be examined any documentary material of
whatever nature relevant to such alleged violation of the open meeting law; and (3) require
attendance during such examination of documentary material of any person having knowledge
of the documentary material and take testimony under oath or acknowledgment in respect of
any such documentary material. Such testimony and examination shall take place in the county
where such person resides or has a place of business or, if the parties consent or such person is
a nonresident or has no place of business within the commonwealth, in Suffolk county.
Notice of the time, place and cause of such taking of testimony, examination or attendance
shall be given by the attorney general at least 10 days prior to the date of such taking of
testimony or examination.

Service of any such notice may be made by: (1) delivering a duly-executed copy to the person
to be served or to a partner or to any officer or agent authorized by appointment or by law to
receive service of process on behalf of such person; (2) delivering a duly-executed copy to the
principal place of business in the commonwealth of the person to be served; or (3) mailing by
registered or certified mail a duly-executed copy addressed to the person to be served at the
principal place of business in the commonwealth or, if said person has no place of business in
the commonwealth, to his principal office or place of business.

Each such notice shall: (1) state the time and place for the taking of testimony or the
examination and the name and address of each person to be examined, if known and, if the
name is not known, a general description sufficient to identify him or the particular class or
group to which he belongs; (2) state the statute and section thereof, the alleged violation of
which is under investigation and the general subject matter of the investigation; (3) describe
the class or classes of documentary material to be produced thereunder with reasonable
specificity, so as fairly to indicate the material demanded; (4) prescribe a return date within
which the documentary material is to be produced; and (5) identify the members of the
attorney general’s staff to whom such documentary material is to be made available for
inspection and copying.
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(e) No such notice shall contain any requirement which would be unreasonable or improper if
contained in a subpoena duces tecum issued by a court of the commonwealth or require the
disclosure of any documentary material which would be privileged, or which for any other
reason would not be required by a subpoena duces tecum issued by a court of the
commonwealth.

(f) Any documentary material or other information produced by any person pursuant to this
section shall not, unless otherwise ordered by a court of the commonwealth for good cause
shown, be disclosed to any person other than the authorized agent or representative of the
attorney general, unless with the consent of the person producing the same; provided,
however, that such material or information may be disclosed by the attorney general in court
pleadings or other papers filed in court.

(g) Atany time prior to the date specified in the notice, or within 21 days after the notice has
been served, whichever period is shorter, the court may, upon motion for good cause shown,
extend such reporting date or modify or set aside such demand or grant a protective order in
accordance with the standards set forth in Rule 26(c) of the Massachusetts Rules of Civil
Procedure. The motion may be filed in the superior court of the county in which the person
served resides or has his usual place of business or in Suffolk county. This section shall not be
applicable to any criminal proceeding nor shall information obtained under the authority of
this section be admissible in evidence in any criminal prosecution for substantially identical
transactions.

Section 25. Regulations; Letter Rulings; Advisory Opinions
(a) The attorney general shall have the authority to promulgate rules and regulations to carry out
enforcement of the open meeting law.
(b) The attorney general shall have the authority to interpret the open meeting law and to issue
written letter rulings or advisory opinions according to rules established under this section.
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940 CMR 29.00: Open Meeting Law Regulations

The official regulations are published in the Massachusetts Register. For more information, contact the
Secretary of the Commonwealth’s State Publications and Regulations Division.

Section

29.01: Purpose, Scope and Other General Provisions
29.02: Definitions

29.03: Notice Posting Requirements
29.04: Certification

29.05: Complaints

29.06: Investigation

29.07: Resolution

29.08: Advisory Opinions

29.09: Other Enforcement Actions
29.10: Remote Participation

29.11: Meeting Minutes

29.01: Purpose, Scope and Other General Provisions

(1) Purpose. The purpose of 940 CMR 29.00 is to interpret, enforce and effectuate the purposes of the
Open Meeting Law, M.G.L. c. 30A, §§ 18 through 25.

(2) Severability. If any provision of 940 CMR 29.00 or the application of such provision to any person,
public body, or circumstances shall be held invalid, the validity of the remainder of 940 CMR 29.00 and
the applicability of such provision to other persons, public bodies, or circumstances shall not be affected
thereby.

(3) Mailing. All complaints, notices (except meeting notices) and other materials that must be sent to
another party shall be sent by one of the following means: first class mail, email, hand delivery, or by any

other means at least as expeditious as first class mail.

29.02: Definitions

As used in 940 CMR 29.00, the following terms shall, unless the context clearly requires otherwise, have
the following meanings:

County Public Body. A public body created by county government with jurisdiction that comprises a single
county.

District Public Body. A public body with jurisdiction that extends to two or more municipalities.

Emergency. A sudden, generally unexpected occurrence or set of circumstances demanding immediate
action.
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Intentional Violation. An act or omission by a public body or a member thereof, in knowing violation of
M.G.L. c. 30A, §§ 18 through 25. Evidence of an intentional violation of M.G.L. c. 30A, §§ 18 through 25
shall include, but not be limited to, the public body or public body member that:

(a) acted with specific intent to violate the law;

(b) acted with deliberate ignorance of the law’s requirements; or

(c) was previously informed by receipt of a decision from a court of competent jurisdiction or advised
by the Attorney General, pursuant to 940 CMR 29.07 or 940 CMR 29.08, that the conduct violates M.G.L.
c. 30A, §§ 18 through 25. Where a public body or public body member has made a good faith attempt at
compliance with the law, but was reasonably mistaken about its requirements, such conduct will not be
considered an intentional violation of M.G.L. c. 30A, §§ 18 through 25.

Person. All individuals and entities, including governmental officials and employees. Person does not
include public bodies.

Post Notice. To place a written announcement of a meeting on a bulletin board, electronic display,
website, or in a loose-leaf binder in a manner conspicuously visible to the public, including persons with
disabilities, at all hours, in accordance with 940 CMR 29.03.

Public Body. Has the identical meaning as set forth in M.G.L. c. 30A, § 18, that is, a multiple-member
board, commission, committee or subcommittee within the executive or legislative branch or within any
county, district, city, region or town, however created, elected, appointed or otherwise constituted,
established to serve a public purpose; provided, however, that the governing board of a local housing,
redevelopment or other similar authority shall be deemed a local public body; provided, further, that the
governing board or body of any other authority established by the general court to serve a public purpose
in the commonwealth or any part thereof shall be deemed a state public body; provided, further, that
Public Body shall not include the general court or the committees or recess commissions thereof, bodies
of the judicial branch or bodies appointed by a constitutional officer solely for the purpose of advising a
constitutional officer and shall not include the board of bank incorporation or the policyholders protective
board; and provided further, that a subcommittee shall include any multiple-member body created to
advise or make recommendations to a public body.

Qualification for Office. The election or appointment of a person to a public body and the taking of the
oath of office, where required, and shall include qualification for a second or any subsequent term of
office. Where no term of office for a member of a public body is specified, the member shall be deemed
to be qualified for office on a biennial basis following appointment or election to office.

Regional Public Body. A public body with jurisdiction that extends to two or more municipalities.

Remote Participation. Participation by a member of a public body during a meeting of that public body
where the member is not physically present at the meeting location.
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29.03: Notice Posting Requirements

(1) Requirements Applicable to All Public Bodies.

(a)

(b)

(c)

(d)

Except in an emergency, public bodies shall file meeting notices sufficiently in advance of a
public meeting to permit posting of the notice at least 48 hours in advance of the public
meeting, excluding Saturdays, Sundays and legal holidays, in accordance with M.G.L. c. 30A,
§ 20. Inan emergency, the notice shall be posted as soon as reasonably possible prior to such
meeting.

Meeting notices shall be printed or displayed in a legible, easily understandable format and
shall contain the date, time and place of such meeting, and a listing of topics that the chair
reasonably anticipates will be discussed at the meeting. The list of topics shall have sufficient
specificity to reasonably advise the public of the issues to be discussed at the meeting.
Notices posted under an alternative posting method authorized by 940 CMR 29.03(2) through
(5) shall include the same content as required by 940 CMR 29.03(1)(b). If such an alternative
posting method is adopted, the municipal clerk, in the case of a municipality, or the body, in
all other cases, shall file with the Attorney General written notice of adoption of the
alternative method, including the website address where applicable, and any change thereto,
and the most current notice posting method on file with the Attorney General shall be
consistently used.

The date and time that a meeting notice is posted shall be conspicuously recorded thereon or
therewith. If an amendment occurs within 48 hours of a meeting, not including Saturdays,
Sundays, and legal holidays, then the date and time that the meeting notice is amended shall
also be conspicuously recorded thereon or therewith.

(2) Reguirements Specific to Local Public Bodies.

(a)

(b)

The official method of posting notice shall be by filing with the municipal clerk, or other person
designated by agreement with the municipal clerk, who shall post notice of the meeting in a
manner conspicuously visible to the public at all hours in, on, or near the municipal building
in which the clerk’s office is located.

Alternatively, the municipality may adopt the municipal website as the official method of
notice posting.

1. The Chief Executive Officer of the municipality, as defined in M.G.L. c. 4, § 7, must
authorize or, by a simple majority, vote to adopt the municipal website as the official
method of posting notice. Any municipality that has adopted its website as the official
method of posting notice by another method as of October 6, 2017 will have satisfied
the adoption requirement.

2. If adopted, a description of the website as the notice posting method, including
directions on how to locate notices on the website, shall be posted in a manner
conspicuously visible to the public at all hours on or adjacent to the main and
handicapped accessible entrances to the municipal building in which the clerk’s office
is located.

3. Once adopted as the official method of notice posting, the website shall host the
official legal notice for meetings of all public bodies within the municipality.

4. Notices must continue to be filed with the municipal clerk, or any other person
designated by agreement with the municipal clerk.
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(c)

(d)

A municipality may have only one official notice posting method for the purpose of M.G.L. c.
30A, §§ 18 through 25, either 940 CMR 29.03(2)(a) or (b). However, nothing precludes a
municipality from choosing to post additional notices via other methods, including a
newspaper. Such additional notice will not be the official notice for the purposes of M.G.L. c.
30A, §§ 18 through 25.

Copies of notices shall also be accessible to the public in the municipal clerk’s office during
the clerk’s business hours.

(3) Requirements Specific to Regional or District Public Bodies.

(a)
(b)

Notice shall be filed and posted in each city and town within the region or district in the
manner prescribed for local public bodies in that city or town.

As an alternative method of notice, a regional or district public body may, by majority vote,
adopt the regional or district public body’s website as its official notice posting method. A
copy of each meeting notice shall be kept by the chair of the public body or the chair’s
designee in accordance with the applicable records retention schedules. The public body shall
file and post notice of the website address, as well as directions on how to locate notices on
the website, in each city and town within the region or district in the manner prescribed for
local public bodies in that city or town.

(4) Requirements Specific to Regional School Districts.

(a)

(b)

The secretary of the regional school district committee shall be considered to be its clerk. The
clerk of the regional school district committee shall file notice with the municipal clerk of each
city and town within such district and each such municipal clerk shall post the notice in the
manner prescribed for local public bodies in that city or town.

As an alternative method of notice, a regional school district committee may, by majority
vote, adopt the regional school district’s website as its official notice posting method. A copy
of each meeting notice shall be kept by the secretary of the regional school district committee
or the secretary’s designee in accordance with the applicable records retention schedules.
The regional school district committee shall file and post notice of the website address, as
well as directions on how to locate notices on the website, in each city and town within the
region or district in the manner prescribed for local public bodies in that city or town.

(5) Requirements Specific to County Public Bodies.

(a)

(b)

Notice shall be filed and posted in the office of the county commissioners and a copy of the
notice shall be publicly posted in a manner conspicuously visible to the public at all hours in
such place or places as the county commissioners shall designate for this purpose.

As an alternative method of notice, a county public body may, by majority vote, adopt the
county public body’s website as its official notice posting method. A copy of the notice shall
be kept by the chair of the county public body or the chair’s designee in accordance with the
applicable records retention schedules. The county public body shall file and post notice of
the website address, as well as directions on how to locate notices on the website, in the
office of the county commissioners and a copy of the notice shall be publicly posted in a
manner conspicuously visible to the public at all hours in such place or places as the county
commissioners shall designate for this purpose.
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(6) Requirements Specific to State Public Bodies. Notice shall be posted on a website. A copy of each
notice shall also be sent by first class or electronic mail to the Secretary of the Commonwealth’s
Regulations Division. The chair of each state public body shall notify the Attorney General in writing of its
webpage for listing meeting notices and any change to the webpage location. The public body shall
consistently use the most current website location on file with the Attorney General. A copy of the notice
shall be kept by the chair of the state public body or the chair’s designee in accordance with the applicable
records retention schedules.

(7) Websites. Where a public body adopts a website as its method of noticing meetings, it must make
every effort to ensure that the website is accessible to the public at all hours. If a website becomes
inaccessible to members of the public within 48 hours of a meeting, not including Saturdays, Sundays, and
legal holidays, the municipal clerk or other individual responsible for posting notice to the website must
restore the website to accessibility within six hours of the time, during regular business hours, when such
individual discovers that the website has become inaccessible. In the event that the website is not
restored to accessibility within six business hours of the website’s deficiency being discovered, the public
body must re-post notice of its meeting for another date and time in accordance with M.G.L. c. 30A, §
20(b).

29.04: Certification

(1) For local public bodies, the municipal clerk, and for all other public bodies, the appointing authority,
executive director, or other appropriate administrator or their designees, shall, upon a public body
member’s qualification for office, either deliver to the public body member, or require the public body
member to obtain from the Attorney General’s website, the following educational materials:

(a) The Attorney General’s Open Meeting Law Guide, which will include an explanation of the
requirements of the Open Meeting Law; the Open Meeting Law, M.G.L. c. 30A, §§ 18 through
25; and 940 CMR 29.00.

(b) A copy of each Open Meeting Law determination issued to that public body by the Attorney
General within the last five years in which the Attorney General found a violation of M.G.L. c.
30A, §§ 18 through 25. Open Meeting Law determinations are available at the Attorney
General’s website.

(2) Educational materials may be delivered to public body members by paper copy or in digital form.

(3) Within two weeks after receipt of the educational materials, the public body member shall certify, on
the form prescribed by the Attorney General, receipt of the educational materials. The municipal clerk,
appointing authority, executive director or other appropriate administrator, or their designees, shall
maintain the signed certification for each such person, indicating the date the person received the
materials.

(4) Anindividual serving on multiple public bodies must sign a certification for each public body on which
he or she serves. A public body member does not need to sign a separate certification when joining a
subcommittee of the public body.

(5) A public body member must sign a new certification upon reelection or reappointment to the public

body.
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29.05: Complaints

(1) All complaints shall be in writing, using the form approved by the Attorney General and available on
the Attorney General’s website. A public body need not, and the Attorney General will not, investigate or
address anonymous complaints. A public body need not address a complaint that is not signed by the
complainant. A public body need not address a complaint that is not filed using the Attorney General’s
complaint form.

(2) Public bodies, or the municipal clerk in the case of a local public body, should provide any person, on
request, with an Open Meeting Law Complaint Form. If a paper copy is unavailable, then the public body
should direct the requesting party to the Attorney General’s website, where an electronic copy of the
form will be available for downloading and printing.

(3) For local public bodies, the complainant shall file the complaint with the chair of the public body, who
shall disseminate copies of the complaint to the members of the public body. The complainant shall also
file a copy of the complaint with the municipal clerk, who shall keep such filings in an orderly fashion for
public review on request during regular business hours. For all other public bodies, the complainant shall
file the complaint with the chair of the relevant public body, or if there is no chair, then with the public
body.

(4) The complaint shall be filed within 30 days of the alleged violation of M.G.L. c. 30A, §§ 18 through 25
or, if the alleged violation of M.G.L. c. 30A, §§ 18 through 25 could not reasonably have been known at
the time it occurred, then within 30 days of the date it should reasonably have been discovered.

(5) Within 14 business days after receiving the complaint, unless an extension has been granted by the
Attorney General as provided in 940 CMR 29.05(5)(b), the public body shall meet to review the complaint’s
allegations; take remedial action, if appropriate; and send to the complainant a response and a description
of any remedial action taken. The public body shall simultaneously notify the Attorney General that it has
sent such materials to the complainant and shall provide the Attorney General with a copy of the
complaint, the response, and a description of any remedial action taken.

(a) Any remedial action taken by the public body in response to a complaint under 940 CMR
29.05(5) shall not be admissible as evidence that a violation occurred in any later
administrative or judicial proceeding against the public body relating to the alleged violation.

(b) If the public body requires additional time to resolve the complaint, it may obtain an extension
from the Attorney General by submitting a written request within 14 business days after
receiving the complaint. Arequest may be submitted by the chair, the public body’s attorney,
or any person designated by the public body or the chair. The Attorney General will grant an
extension if the request demonstrates good cause. Good cause will generally be found if, for
example, the public body cannot meet within the 14 business day period to consider proposed
remedial action. The Attorney General shall notify the complainant of any extension and the
reason for it.

(6) If the public body needs additional information to resolve the complaint, then the chair may request
it from the complainant within seven business days of receiving the complaint. The complainant shall
respond within ten business days after receiving the request. The public body will then have an additional
ten business days after receiving the complainant’s response to review the complaint and take any
remedial action pursuant to 940 CMR 29.05(5).
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(7) If at least 30 days have passed after the complaint was filed with the public body, and if the
complainant is unsatisfied with the public body’s resolution of the complaint, the complainant may file a
complaint with the Attorney General. When filing a complaint with the Attorney General, the complainant
shall include a copy of the original complaint along with any other materials the complainant believes are
relevant. The Attorney General shall decline to investigate complaints filed with the Attorney General
more than 90 days after the alleged violation of M.G.L. c. 304, §§ 18 through 25, or if the alleged violation
of M.G.L. c. 30A, §§ 18 through 25, could not reasonably have been known at the time it occurred, then
within 90 days of the date it should reasonably have been discovered. However, this time may be
extended if the Attorney General grants an extension to the public body to respond to a complaint or if
the complainant demonstrates good cause for the delay in filing with the Attorney General.

(8) The Attorney General shall acknowledge receipt of all complaints and will resolve them within a
reasonable period of time, generally 90 days.

(9) Mediation to Resolve a Complaint.

(a) If a complainant files five complaints alleging violations of M.G.L. c. 30A, §§ 18 through 25,
with the same public body or within the same municipality within 12 months, upon the fifth
or subsequent complaint to that public body or a public body within that municipality within
the 12-month period, the public body may request mediation with the complainant, at the
public body’s expense, to resolve the complaint. A mediator is defined by M.G.L. c. 233, §
23C, and will be selected by the Attorney General.

(b) A public body must request mediation prior to, or with, its response to the complaint. If the
mediation does not produce an agreement, the public body will have ten business days from
the last joint meeting with the mediator to respond to the complaint.

(c) A public body may participate in mediation in open session, in executive session through
M.G.L. c. 30A, § 21(a)(9), or by designating a representative to participate on behalf of the
public body.

(d) If the complainant declines to participate in mediation after a public body’s request in
accordance with 940 CMR 29.05(9)(a), the Attorney General may decline to review the
complaint if it is thereafter filed with the Attorney General.

(e) If the mediation does not resolve the complaint to the satisfaction of both parties, then the
complainant may file a copy of his or her complaint with the Attorney General and request
the Attorney General’s review. The complaint must be filed with the Attorney General within
30 days of the last joint meeting with the mediator.

(f) Any written agreement reached in mediation shall become a public record in its entirety and
must be publicly disclosed at the next meeting of the public body following execution of the
agreement.

(g) Nothingin 940 CMR 29.05(9) shall prevent a complainant from filing subsequent complaints,
however public bodies may continue to request mediation in an effort to resolve complaints
in accordance with 940 CMR 29.05(9)(a).

(h) Nothing in 940 CMR 29.05(9) shall prevent a public body or complainant from seeking
mediation to resolve any complaint. However, only mediation requests that follow the
requirements of 940 CMR 29.05(9)(a) will trigger the application of 940 CMR 29.05(9)(d).
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29.06: Investigation

Following a timely complaint filed pursuant to 940 CMR 29.05, where the Attorney General has reasonable
cause to believe that a violation of M.G.L. c. 30A, §§ 18 through 25 has occurred, then the Attorney
General may conduct an investigation.

(1) The Attorney General shall notify the public body or person that is the subject of a complaint of the
existence of the investigation within a reasonable period of time. The Attorney General shall also notify
the public body or person of the nature of the alleged violation.

(2) Upon notice of the investigation, the subject of the investigation shall provide the Attorney General
with all information relevant to the investigation. The subject may also submit a memorandum or other
writing to the Attorney General addressing the allegations being investigated.

If the subject of the investigation fails to voluntarily provide the necessary or relevant information
within 30 days of receiving notice of the investigation, the Attorney General may issue one or more civil
investigative demands to obtain the information in accordance with M.G.L. c. 30A, § 24(a), to:

(a) Take testimony under oath;

(b) Examine or cause to be examined any documentary material; or

(c) Require attendance during such examination of documentary material by any person having
knowledge of the documentary material and take testimony under oath or acknowledgment
in respect of any such documentary material.

Any documentary material or other information produced by any person pursuant to 940 CMR 29.06
shall not, unless otherwise ordered by a court of the Commonwealth for good cause shown, be disclosed
without that person’s consent by the Attorney General to any person other than the Attorney General’s
authorized agent or representative. However, the Attorney General may disclose the material in court
pleadings or other papers filed in court; or, to the extent necessary, in an administrative hearing or in a
written determination to resolve the investigation pursuant to 940 CMR 29.07.

29.07: Resolution

(1) No Violation. If the Attorney General determines after investigation that M.G.L. c. 30A, §§ 18 through
25 has not been violated, the Attorney General shall issue a written determination to the subject of the
complaint and copy any complainant.

(2) Violation Resolved Without Hearing. If the Attorney General determines after investigation that
M.G.L. c. 30A, §§ 18 through 25 has been violated, the Attorney General may resolve the investigation
without a hearing. The Attorney General shall determine whether the relevant public body, one or more
of its members, or both, were responsible. The Attorney General will notify in writing any complainant of
the investigation’s resolution. Upon finding a violation of M.G.L. c. 30A, §§ 18 through 25, the Attorney
General may take one of the following actions:
(a) Informal Action. The Attorney General may resolve the investigation with a letter or other
appropriate form of written communication that explains the violation and clarifies the
subject’s obligations under M.G.L. c. 30A, §§ 18 through 25, providing the subject with a
reasonable period of time to comply with any outstanding obligations.
(b) Formal Order. The Attorney General may resolve the investigation with a formal order. The
order may require:
1. immediate and future compliance with M.G.L. c. 30A, §§ 18 through 25;
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attendance at a training session authorized by the Attorney General;
nullification of any action taken at the relevant meeting, in whole or in part;
that minutes, records or other materials be made public;
that an employee be reinstated without loss of compensation, seniority, tenure or
other benefits; or
6. other appropriate action.
(c) Orders shall be available on the Attorney General’s website.

v wN

(3) Violation Resolved After Hearing. The Attorney General may conduct a hearing where the Attorney
General deems appropriate. The hearing shall be conducted pursuant to 801 CMR 1.00: Formal Rules, as
modified by any regulations issued by the Attorney General. At the conclusion of the hearing, the Attorney
General shall determine whether a violation of M.G.L. c. 30A, §§ 18 through 25 occurred, and whether
the public body, one or more of its members, or both, were responsible. The Attorney General will notify
in writing any complainant of the investigation’s resolution. Upon a finding that a violation occurred, the
Attorney General may order:

(a) immediate and future compliance with M.G.L. c. 30A, §§ 18 through 25;

(b) attendance at a training session authorized by the Attorney General;

(c) nullification of any action taken at the relevant meeting, in whole or in part;

(d) imposition of a fine upon the public body of not more than $1,000 for each intentional
violation; however, a fine will not be imposed where a public body or public body member
acted in good faith compliance with the advice of the public body’s legal counsel, in
accordance with M.G.L. 30A, § 23(g);

(e) that an employee be reinstated without loss of compensation, seniority, tenure or other
benefits;

(f) that minutes, records or other materials be made public; or

(g) other appropriate action.

Orders issued following a hearing shall be available on the Attorney General’s website.

(4) A public body, subject to an order of the Attorney General following a written determination issued
pursuant to 940 CMR 29.07, shall notify the Attorney General in writing of its compliance with the order
within 30 days of receipt of the order, unless otherwise indicated by the order itself. A public body need
not notify the Attorney General of its compliance with an order requiring immediate and future
compliance pursuant to 940 CMR 29.07(2)(b)1. or 940 CMR 29.07(3)(a).

(5) A public body or any member of a body aggrieved by any order issued by the Attorney General under
940 CMR 29.07 may obtain judicial review of the order through an action in Superior Court seeking relief
in the nature of certiorari. Any such action must be commenced in Superior Court within 21 days of receipt
of the order.

29.08: Advisory Opinions

The Attorney General will generally not issue advisory opinions. However, the Attorney General may issue
written guidance to address common requests for interpretation. Such written guidance will appear on
the Attorney General’s website.
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29.09: Other Enforcement Actions

Nothing in 940 CMR 29.06 or 29.07 shall limit the Attorney General’s authority to file a civil action to
enforce M.G.L. c. 30A, §§ 18 through 25 pursuant to M.G.L. c. 30A, § 23(f).

29.10: Remote Participation

(1) Preamble. Remote participation may be permitted subject to the following procedures and
restrictions. However, the Attorney General strongly encourages members of public bodies to physically
attend meetings whenever possible. By promulgating 940 CMR 29.10, the Attorney General hopes to
promote greater participation in government. Members of public bodies have a responsibility to ensure
that remote participation in meetings is not used in a way that would defeat the purposes of M.G.L. c.
30A, §§ 18 through 25, namely promoting transparency with regard to deliberations and decisions on
which public policy is based.

(2) Adoption of Remote Participation. Remote participation in meetings of public bodies is not permitted
unless the practice has been adopted as follows:

(a) Local Public Bodies. The Chief Executive Officer, as defined in M.G.L. c. 4, § 7, must authorize
or, by a simple majority, vote to allow remote participation in accordance with the
requirements of 940 CMR 29.10, with that authorization or vote applying to all subsequent
meetings of all local public bodies in that municipality.

(b) Regional or District Public Bodies. The regional or district public body must, by a simple
majority, vote to allow remote participation in accordance with the requirements of 940 CMR
29.10, with that vote applying to all subsequent meetings of that public body and its
committees.

(c) Regional School Districts. The regional school district committee must, by a simple majority,
vote to allow remote participation in accordance with the requirements of 940 CMR 29.10,
with that vote applying to all subsequent meetings of that public body and its committees.

(d) County Public Bodies. The county commissioners must, by a simple majority, vote to allow
remote participation in accordance with the requirements of 940 CMR 29.10, with that vote
applying to all subsequent meetings of all county public bodies in that county.

(e) State Public Bodies. The state public body must, by a simple majority, vote to allow remote
participation in accordance with the requirements of 940 CMR 29.10, with that vote applying
to all subsequent meetings of that public body and its committees.

(f) Retirement Boards. A retirement board created pursuant to M.G.L. c. 32, § 20 or M.G.L. c.
34B, § 19 must, by a simple majority, vote to allow remote participation in accordance with
the requirements of 940 CMR 29.10, with that vote applying to all subsequent meetings of
that public body and its committees.

(g) Local Commissions on Disability. In accordance with M.G.L. c. 30A, § 20(e), a local commission
on disability may, by majority vote of the commissioners at a regular meeting, authorize
remote participation applicable to a specific meeting or generally to all of the commission’s
meetings. If a local commission on disability is authorized to utilize remote participation, a
physical quorum of that commission’s members shall not be required to be present at the
meeting location; provided, however, that the chair or, in the chair’s absence, the person
authorized to chair the meeting, shall be physically present at the meeting location. The
commission shall comply with all other requirements of law.
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(3) Revocation of Remote Participation. Any person or entity with the authority to adopt remote

participation pursuant to 940 CMR 29.10(2) may revoke that adoption in the same manner.

(4) Minimum Requirements for Remote Participation.

(a)
(b)

(c)

Members of a public body who participate remotely and all persons present at the meeting
location shall be clearly audible to each other as required by M.G.L. c. 30A, § 20(d);

A quorum of the body, including the chair or, in the chair’s absence, the person authorized to
chair the meeting, shall be physically present at the meeting location as required by M.G.L. c.
30A, § 20(d);

Members of public bodies who participate remotely may vote and shall not be deemed absent
for the purposes of M.G.L. c. 39, § 23D.

(5) Permissible Reason for Remote Participation. If remote participation has been adopted in accordance

with 940 CMR 29.10(2), a member of a public body shall be permitted to participate remotely in a meeting
in accordance with the procedures described in 940 CMR 29.10(7) only if physical attendance would be
unreasonably difficult.

(6) Technology.

(a)

(b)
(c)
(d)

(e)

The following media are acceptable methods for remote participation. Remote participation
by any other means is not permitted. Accommodations shall be made for any public body
member who requires TTY service, video relay service, or other form of adaptive
telecommunications.

1. telephone, internet, or satellite enabled audio or video conferencing;

2. any other technology that enables the remote participant and all persons present at

the meeting location to be clearly audible to one another.

When video technology is in use, the remote participant shall be clearly visible to all persons
present in the meeting location.
The public body shall determine which of the acceptable methods may be used by its
members.
The chair or, in the chair’s absence, the person chairing the meeting, may decide how to
address technical difficulties that arise as a result of utilizing remote participation, but is
encouraged wherever possible to suspend discussion while reasonable efforts are made to
correct any problem that interferes with a remote participant’s ability to hear or be heard
clearly by all persons present at the meeting location. If technical difficulties result in a
remote participant being disconnected from the meeting, that fact and the time at which the
disconnection occurred shall be noted in the meeting minutes.
The amount and source of payment for any costs associated with remote participation shall
be determined by the applicable adopting entity identified in 940 CMR 29.10(2).

(7) Procedures for Remote Participation.

(a)

(b)

Any member of a public body who wishes to participate remotely shall, as soon as reasonably
possible prior to a meeting, notify the chair or, in the chair’s absence, the person chairing the
meeting, of his or her desire to do so and the reason for and facts supporting his or her
request.

At the start of the meeting, the chair shall announce the name of any member who will be
participating remotely. This information shall also be recorded in the meeting minutes.
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(c) All votes taken during any meeting in which a member participates remotely shall be by roll
call vote.

(d) A member participating remotely may participate in an executive session, but shall state at
the start of any such session that no other person is present and/or able to hear the discussion
at the remote location, unless presence of that person is approved by a simple majority vote
of the public body.

(e) When feasible, the chair or, in the chair’s absence, the person chairing the meeting, shall
distribute to remote participants in advance of the meeting, copies of any documents or
exhibits that he or she reasonably anticipates will be used during the meeting. If used during
the meeting, such documents shall be part of the official record of the meeting and shall be
listed in the meeting minutes and retained in accordance with M.G.L. c. 30A, § 22.

(8) Further Restriction by Adopting Authority. 940 CMR 29.10 does not prohibit any person or entity
with the authority to adopt remote participation pursuant to 940 CMR 29.10(2) from enacting policies,
laws, rules or regulations that prohibit or further restrict the use of remote participation by public bodies
within that person or entity’s jurisdiction, provided those policies, laws, rules or regulations do not violate
state or federal law.

(9) Remedy for Violation. If the Attorney General determines after investigation that 940 CMR 29.10 has
been violated, the Attorney General may resolve the investigation by ordering the public body to
temporarily or permanently discontinue its use of remote participation.

29.11: Meeting Minutes

(1) A public body shall create and maintain accurate minutes of all meetings including executive sessions,
setting forth the date, time and place, the members present or absent, a summary of the discussions on
each subject, a list of documents and other exhibits used at the meeting, the decisions made and the
actions taken at each meeting, including the record of all votes in accordance with M.G.L. c. 30A, § 22(a).

(2) Minutes of all open and executive sessions shall be created and approved in a timely manner. A
“timely manner” will generally be considered to be within the next three public body meetings or within
30 days, whichever is later, unless the public body can show good cause for further delay. The Attorney
General encourages public bodies to approve minutes at the next meeting whenever possible.

REGULATORY AUTHORITY
940 CMR 29.00: M.G.L. c. 30A, § 25(a) and (b).
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Certificate of Receipt of Open Meeting Law Materials

l, , who qualified as a member of the
(Name)

, 0N , certify pursuant
(Public Body) (Date)

to G.L. c. 30A, § 20(h) and 940 CMR 29.04, that | have received and reviewed copies of the following
Open Meeting Law materials:

1) the Open Meeting Law, G.L. c. 30A, §§ 18-25;

2) the Attorney General’s Regulations, 940 CMR 29.00-29.11;

3) the Attorney General’s Open Meeting Law Guide, explaining the Open Meeting Law and its
application; and

4) if applicable, a copy of each Open Meeting Law determination issued by the Attorney
General within the last five (5) years to the public body of which | am a member and in
which the Attorney General found a violation of the Open Meeting Law.

| have read and understand the requirements of the Open Meeting Law and the consequences of
violating it. | further understand that the materials | have received may be revised or updated from time

to time, and that | have a continuing obligation to implement any changes to the Open Meeting Law

during my term of office.

(Name)

(Name of Public Body)

(Date)

Pursuant to G.L. c. 30A, § 20(h), an executed copy of this certificate shall be retained, according to the relevant
records retention schedule, by the appointing authority, city or town clerk, or the executive director or other
appropriate administrator of a state or regional body, or their designee.
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The Commonwealth of Massachusetts
William Francis Galvin, Secretary of the Commonwealth
Public Records Division

Rebecca S. Murray
Supervisor of Records

March 9, 2021
SPR21/0464

Gregory Lucey
Records Access Officer
City of Malden

110 Pleasant Street
Malden, MA 02148

Dear Mr. Lucey:

I have received the petition of Ryan O’Malley appealing the response of the City of
Malden (City) to a request for public records. G. L. c. 66, § 10A; see also 950 C.M.R. 32.08(1).
On February 3, 2021, Mr. O’Malley requested certain communications between December 30,
2020 and February 3, 2021.

The City provided a February 23, 2021 response which included some records; however,
the City withheld certain communications, stating, “[t]he [City’s] Legal Department serves as
legal counsel on behalf of the City and therefore communications to and from the Legal
Department are privileged and confidential. Public records responsive to your request are
enclosed herewith.”

As a result of the City’s February 23™ response to withhold communications under the
attorney-client privilege, Mr. O’Malley petitioned the Supervisor of Records (Supervisor), and
this appeal was opened.

In his petition, Mr. O’Malley asserts, “[t]he City incorrectly assumes that, regardless of
content all ‘communications to and from the Legal Department are privileged and confidential.””
Further, Mr. O’Malley asserts, “[t]he City incorrectly assumes that private and/or personal
advice provided to a specific councilor or councilors on non-legal matter|s] that are not before
the City, is as privileged as legal advice provided to the full City Council related to an actual
legal matter before the City.” Additionally, Mr. O’Malley states that no privilege log was
provided.

One Ashburton Place, Room 1719, Boston, Massachusetts 02108 « (617) 727-2832¢ Fax: (617) 727-5914
sec.state.ma.us/pre * pre@sec.state.ma.us



Gregory Lucey SPR21/0464
Page 2
March 9, 2021

Common law attorney-client privilege
In its February 23, 2021 response, the City has claimed that the communications to and

from the Legal Department are privileged and confidential under the common law attorney-client
privilege as recognized by Suffolk Constr. Co., Inc. v. DCAM, 449 Mass. 444 (2008).

There is an implicit assumption that a governmental entity “may assert attorney-client
privilege to protect documents against disclosure where they contain communications
between lawyer and client for purpose of obtaining legal advice.” Brossard v. University of
Massachusetts, 9 Mass. L. Rep. 471 (1998), referencing Judge Rotenberg Educ. Center, Inc., v.
Comm’r of the Dept. of Mental Retardation (No. 1), 424 Mass. 430 (1997).

The issue of whether this privilege extends to governmental entities was discussed in the
affirmative by the Massachusetts Supreme Judicial Court (Court). Suffolk Constr. Co., Inc., 449
Mass. 444. The Court found that the privilege applies in the public realm. The Supervisor has the
authority to determine whether records may be withheld as privileged. See Hull Mun. Lighting
Plant v. Massachusetts Mun. Wholesale Elec. Co., 414 Mass. 609, 614-615 (1993).

The Court affirmed the “general rule” that when matters are “communicated by a client to
his attorney, in professional confidence, the attorney shall not be at any time afterwards called
upon or permitted to disclose in testimony.” Suffolk Constr. Co., Inc., 449 Mass. at 448, quoting
Foster v. Hall, 12 Pick. 89, 93 (1831). The Court, however, admonished that a governmental
entity has the burden of proving the existence of the attorney-client privilege. I1d. The Court
requires governmental custodians to satisfy a three-step test to claim not only that an attorney-
client relationship exists, but that, with respect to the privileged materials:

(1) the communications were received from a client during the course of the client's
search for legal advice from the attorney in his or her capacity as such;

(2) the communications were made in confidence; and
(3) the privilege as to these communications has not been waived.

Suffolk Constr. Co., 449 Mass. 450, fn 9, citing Matter of the Reorganization of Elec. Mut. Liab.
Ins. Co. Ltd. (Bermuda), 425 Mass. 419, 421 (1997); see also Hanover Ins. Co. v. Rapo & Jepsen
Ins. Servs., 449 Mass. 609, 619 (2007) (stating that the party seeking the attorney-client privilege
has the burden to show the privilege applies).

Pursuant to the Public Records Law, in assessing whether a records custodian has
properly withheld records based on the claim of attorney-client privilege the Supervisor, “shall
require, as part of the decision making process, that the agency or municipality provide a detailed
description of the record, including the names of the author and recipients, the date, the
substance of such record, and the grounds upon which the attorney-client privilege is being
claimed.” G. L. c. 66, § 10A(a).
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The City did not provide a privilege log in compliance with the law. See Suffolk, 449
Mass. 450, tn 9; see also G. L. c. 66, § 10A(a).

Records Management

It is also Mr. O’Malley’s assertion that the City’s Solicitor is using a private email
address to conduct official City business. Mr. O’Malley asserts, “[t]here is no way of knowing if
all public records are being retained properly.”

The City is advised that a custodian of records has an affirmative duty to maintain,
secure, and preserve governmental records throughout the records life cycle. As such, safeguards
must be instituted by the City to ensure that all records are retained in accordance with both
applicable law as well as the retention schedules promulgated by this office. See G. L. c. 66, § 8;
G.L.c.66,§ 13 and G. L. c. 66, § 15.

Conclusion

Accordingly, the City is ordered to provide Mr. O’Malley with a response to the request,
in a manner consistent with this order, the Public Records Law and its Regulations within 10
business days. A copy of any such response must be provided to this office. It is preferable to
send an electronic copy of this response to this office at pre@sec.state.ma.us.

Sincerely,

Rebecca S. Murray
Supervisor of Records

cc: Ryan O’Malley
Kathryn M. Fallon, Esq., City Solicitor
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GOOGLE PRIVACY POLICY

When you use our services, you're trusting us with your
information. We understand this is a big responsibility and
work hard to protect your information and put you in
control.

This Privacy Policy is meant to help you understand what information we collect, why we collect it, and

how you can update, manage, export, and delete your information.

Privacy Checkup
e Looking to change your privacy settings?

Take the Privacy Checkup

Effective February 4, 2021

Archived versions

We build a range of services that help millions of people daily to explore and interact with the world in new

ways. Our services include:

. Google apps, sites, and devices, like Search, YouTube, and Google Home
. Platforms like the Chrome browser and Android operating system

. Products that are integrated into third-party apps and sites, like ads and embedded Google Maps

You can use our services in a variety of ways to manage your privacy. For example, you can sign up for a
Google Account if you want to create and manage content like emails and photos, or see more relevant
search results. And you can use many Google services when you’re signed out or without creating an
account at all, like searching on Google or watching YouTube videos. You can also choose to browse the
web privately using Chrome in Incognito mode. And across our services, you can adjust your privacy

settings to control what we collect and how your information is used.

To help explain things as clearly as possible, we've added examples, explanatory videos, and definitions

for key terms. And if you have any questions about this Privacy Policy, you can contact us.


https://myaccount.google.com/privacycheckup?utm_source=pp&utm_medium=Promo-in-product&utm_campaign=pp_intro
https://policies.google.com/privacy/archive
https://policies.google.com/privacy/key-terms#key-terms
https://support.google.com/policies?p=privpol_privts

INFORMATION GOOGLE COLLECTS

We want you to understand the types of information we
collect as you use our services

We collect information to provide better services to all our users — from figuring out basic stuff like which
language you speak, to more complex things like which ads you'll find most useful, the people who matter
most to you online, or which YouTube videos you might like. The information Google collects, and how
that information is used, depends on how you use our services and how you manage your privacy
controls.

When you're not signed in to a Google Account, we store the information we collect with unique identifiers
tied to the browser, application, or device you're using. This helps us do things like maintain your language

preferences across browsing sessions.

When you're signed in, we also collect information that we store with your Google Account, which we treat

as personal information.

Things you create or provide to us

When you create a Google Account, you provide us with personal information that includes your name
and a password. You can also choose to add a phone number or payment information to your account.
Even if you aren't signed in to a Google Account, you might choose to provide us with information — like

an email address to receive updates about our services.

We also collect the content you create, upload, or receive from others when using our services. This
includes things like email you write and receive, photos and videos you save, docs and spreadsheets you
create, and comments you make on YouTube videos.

Information we collect as you use our services

Your apps, browsers & devices


https://policies.google.com/privacy#footnote-useful-ads
https://policies.google.com/privacy#footnote-people-online
https://policies.google.com/privacy#footnote-unique-id
https://policies.google.com/privacy#footnote-device
https://policies.google.com/privacy#footnote-personal-info
https://policies.google.com/privacy#footnote-personal-info
https://policies.google.com/privacy#footnote-phone-number
https://policies.google.com/privacy#footnote-payment-info

We collect information about the apps, browsers, and devices you use to access Google services, which
helps us provide features like automatic product updates and dimming your screen if your battery runs

low.

The information we collect includes unique identifiers, browser type and settings, device type and
settings, operating system, mobile network information including carrier name and phone number, and
application version number. We also collect information about the interaction of your apps, browsers, and
devices with our services, including IP address, crash reports, system activity, and the date, time, and
referrer URL of your request.

We collect this information when a Google service on your device contacts our servers — for example,
when you install an app from the Play Store or when a service checks for automatic updates. If you're
using an Android device with Google apps, your device periodically contacts Google servers to provide
information about your device and connection to our services. This information includes things like your

device type, carrier name, crash reports, and which apps you've installed.

Your activity

We collect information about your activity in our services, which we use to do things like recommend a

YouTube video you might like. The activity information we collect may include:

e« Termsyou search for

. Videos you watch

Views and interactions with content and ads

. Voice and audio information when you use audio features
. Purchase activity

. People with whom you communicate or share content

. Activity on third-party sites and apps that use our services

Chrome browsing history you've synced with your Google Account

If you use our services to make and receive calls or send and receive messages, we may collect call and
message log information like your phone number, calling-party number, receiving-party number,
forwarding numbers, sender and recipient email address, time and date of calls and messages, duration

of calls, routing information, and types and volumes of calls and messages.


https://policies.google.com/privacy#footnote-devices
https://policies.google.com/privacy#footnote-unique-id
https://policies.google.com/privacy#footnote-ip
https://policies.google.com/privacy#footnote-referrer-url
https://policies.google.com/privacy#footnote-android-device
https://policies.google.com/privacy#footnote-content-views
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You can visit your Google Account to find and manage activity information that’s saved in your account.

g Go to Google Account

Your location information

We collect information about your location when you use our services, which helps us offer features like

driving directions for your weekend getaway or showtimes for movies playing near you.
Your location can be determined with varying degrees of accuracy by:

. GPS
. IP address
. Sensor data from your device

. Information about things near your device, such as Wi-Fi access points, cell towers, and Bluetooth-

enabled devices

The types of location data we collect depend in part on your device and account settings. For example,
you can turn your Android device’s location on or off using the device's settings app. You can also turn on

Location History if you want to create a private map of where you go with your signed-in devices.

In some circumstances, Google also collects information about you from publicly accessible sources. For
example, if your name appears in your local newspaper, Google’'s Search engine may index that article and
display it to other people if they search for your name. We may also collect information about you from
trusted partners, including marketing partners who provide us with information about potential
customers of our business services, and security partners who provide us with information to protect
against abuse. We also receive information from advertisers to provide advertising and research services
on their behalf.

We use various technologies to collect and store information, including cookies, pixel tags, local storage,

such as browser web storage or application data caches, databases, and server logs.
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WHY GOOGLE COLLECTS DATA

We use data to build better services

We use the information we collect from all our services for the following purposes:

Provide our services

We use your information to deliver our services, like processing the terms you search for in order to return

results or helping you share content by suggesting recipients from your contacts.

Maintain & improve our services

We also use your information to ensure our services are working as intended, such as tracking outages or
troubleshooting issues that you report to us. And we use your information to make improvements to our
services — for example, understanding which search terms are most frequently misspelled helps us

improve spell-check features used across our services.

Develop new services

We use the information we collect in existing services to help us develop new ones. For example,
understanding how people organized their photos in Picasa, Google's first photos app, helped us design
and launch Google Photos.

Provide personalized services, including content and ads

We use the information we collect to customize our services for you, including providing
recommendations, personalized content, and customized search results. For example, Security Checkup
provides security tips adapted to how you use Google products. And Google Play uses information like

apps you've already installed and videos you've watched on YouTube to suggest new apps you might like.

Depending on your settings, we may also show you personalized ads based on your interests. For

example, if you search for “mountain bikes,” you may see an ad for sports equipment when you're


https://policies.google.com/privacy#footnote-deliver-services
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browsing a site that shows ads served by Google. You can control what information we use to show you

ads by visiting your ad settings.

. We don't show you personalized ads based on sensitive categories, such as race, religion, sexual

orientation, or health.

. We don't share information that personally identifies you with advertisers, such as your name or
email, unless you ask us to. For example, if you see an ad for a nearby flower shop and select the
“tap to call” button, we'll connect your call and may share your phone number with the flower shop.

(Y]
I GotoAdSettings

Measure performance

We use data for analytics and measurement to understand how our services are used. For example, we
analyze data about your visits to our sites to do things like optimize product design. And we also use data
about the ads you interact with to help advertisers understand the performance of their ad campaigns.
We use a variety of tools to do this, including Google Analytics. When you visit sites that use Google
Analytics, a Google Analytics customer may choose to enable Google to link information about your

activity from that site with activity from other sites that use our ad services.

Communicate with you

We use information we collect, like your email address, to interact with you directly. For example, we may
send you a notification if we detect suspicious activity, like an attempt to sign in to your Google Account
from an unusual location. Or we may let you know about upcoming changes or improvements to our
services. And if you contact Google, we'll keep a record of your request in order to help solve any issues
you might be facing.

Protect Google, our users, and the public

We use information to help improve the safety and reliability of our services. This includes detecting,
preventing, and responding to fraud, abuse, security risks, and technical issues that could harm Google,

our users, or the public.
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We use different technologies to process your information for these purposes. We use automated
systems that analyze your content to provide you with things like customized search results, personalized
ads, or other features tailored to how you use our services. And we analyze your content to help us detect
abuse such as spam, malware, and illegal content. We also use algorithms to recognize patterns in data.
For example, Google Translate helps people communicate across languages by detecting common
language patterns in phrases you ask it to translate.

We may combine the information we collect among our services and across your devices for the purposes
described above. For example, if you watch videos of guitar players on YouTube, you might see an ad for
guitar lessons on a site that uses our ad products. Depending on your account settings, your activity on
other sites and apps may be associated with your personal information in order to improve Google's
services and the ads delivered by Google.

If other users already have your email address or other information that identifies you, we may show
them your publicly visible Google Account information, such as your name and photo. This helps people

identify an email coming from you, for example.

We'll ask for your consent before using your information for a purpose that isn’t covered in this Privacy
Policy.

YOUR PRIVACY CONTROLS

You have choices regarding the information we collect and
how it's used

This section describes key controls for managing your privacy across our services. You can also visit the
Privacy Checkup, which provides an opportunity to review and adjust important privacy settings. In
addition to these tools, we also offer specific privacy settings in our products — you can learn more in our
Product Privacy Guide.

% Go to Privacy Checkup

Managing, reviewing, and updating your information
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When you're signed in, you can always review and update information by visiting the services you use. For
example, Photos and Drive are both designed to help you manage specific types of content you've saved
with Google.

We also built a place for you to review and control information saved in your Google Account. Your Google
Account includes:

Privacy controls

Activity Controls
[0 Y
D

Decide what types of activity you'd like saved in your account. For example, you can turn on
Location History if you want traffic predictions for your daily commute, or you can save your
YouTube Watch History to get better video suggestions.

Go to Activity Controls

Y Ad settings

Manage your preferences about the ads shown to you on Google and on sites and apps that
partner with Google to show ads. You can modify your interests, choose whether your
personal information is used to make ads more relevant to you, and turn on or off certain

advertising services.

Go to Ad Settings

About you
Control what others see about you across Google services.

Go to About You

!  Shared endorsements

Choose whether your name and photo appear next to your activity, like reviews and
recommendations, that appear in ads.

Go to Shared Endorsements
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Ways to review & update your information

My Activity

My Activity allows you to review and control data that's created when you use Google
services, like searches you've done or your visits to Google Play. You can browse by date and
by topic, and delete part or all of your activity.

Go to My Activity

i Google Dashboard

Google Dashboard allows you to manage information associated with specific products.

Go to Dashboard

il

Your personal information

Manage your contact information, such as your name, email, and phone number.

Go to Personal Info

When you're signed out, you can manage information associated with your browser or device, including:

. Signed-out search personalization: Choose whether your search activity is used to offer you more

relevant results and recommendations.
*  YouTube settings: Pause and delete your YouTube Search History and your YouTube Watch History.

. Ad Settings: Manage your preferences about the ads shown to you on Google and on sites and apps

that partner with Google to show ads.

Exporting, removing & deleting your information

You can export a copy of content in your Google Account if you want to back it up or use it with a service

outside of Google.
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g Export your data

You can also request to remove content from specific Google services based on applicable law.
To delete your information, you can:

. Delete your content from specific Google services
o  Search for and then delete specific items from your account using My Activity
. Delete specific Google products, including your information associated with those products

. Delete your entire Google Account

l Delete your information

And finally, Inactive Account Manager allows you to give someone else access to parts of your Google

Account in case you're unexpectedly unable to use your account.

There are other ways to control the information Google collects whether or not you're signed in to a
Google Account, including:

. Browser settings: For example, you can configure your browser to indicate when Google has set a
cookie in your browser. You can also configure your browser to block all cookies from a specific
domain or all domains. But remember that our services rely on cookies to function properly, for

things like remembering your language preferences.

. Device-level settings: Your device may have controls that determine what information we collect. For

example, you can modify location settings on your Android device.

SHARING YOUR INFORMATION

When you share your information
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Many of our services let you share information with other people, and you have control over how you
share. For example, you can share videos on YouTube publicly or you can decide to keep your videos
private. Remember, when you share information publicly, your content may become accessible through
search engines, including Google Search.

When you're signed in and interact with some Google services, like leaving comments on a YouTube video
or reviewing an app in Play, your name and photo appear next to your activity. We may also display this

information in ads depending on your Shared endorsements setting.

When Google shares your information

We do not share your personal information with companies, organizations, or individuals outside of

Google except in the following cases:

With your consent

WEe'll share personal information outside of Google when we have your consent. For example, if you use
Google Home to make a reservation through a booking service, we'll get your permission before sharing
your name or phone number with the restaurant. We'll ask for your explicit consent to share any sensitive

personal information.

With domain administrators

If you're a student or work for an organization that uses Google services, your domain administrator and

resellers who manage your account will have access to your Google Account. They may be able to:

. Access and retain information stored in your account, like your email

. View statistics regarding your account, like how many apps you install
. Change your account password

. Suspend or terminate your account access

. Receive your account information in order to satisfy applicable law, regulation, legal process, or

enforceable governmental request
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. Restrict your ability to delete or edit your information or your privacy settings

For external processing

We provide personal information to our affiliates and other trusted businesses or persons to process it for
us, based on our instructions and in compliance with our Privacy Policy and any other appropriate
confidentiality and security measures. For example, we use service providers to help us with customer

support.

For legal reasons

We will share personal information outside of Google if we have a good-faith belief that access, use,

preservation, or disclosure of the information is reasonably necessary to:

. Meet any applicable law, regulation, legal process, or enforceable governmental request. We share
information about the number and type of requests we receive from governments in our

Transparency Report.
. Enforce applicable Terms of Service, including investigation of potential violations.
. Detect, prevent, or otherwise address fraud, security, or technical issues.

. Protect against harm to the rights, property or safety of Google, our users, or the public as required

or permitted by law.

We may share non-personally identifiable information publicly and with our partners — like publishers,
advertisers, developers, or rights holders. For example, we share information publicly to show trends
about the general use of our services. We also allow specific partners to collect information from your
browser or device for advertising and measurement purposes using their own cookies or similar

technologies.

If Googleis involved in a merger, acquisition, or sale of assets, we'll continue to ensure the confidentiality
of your personal information and give affected users notice before personal information is transferred or

becomes subject to a different privacy policy.

KEEPING YOUR INFORMATION SECURE
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We build security into our services to protect your
information

All Google products are built with strong security features that continuously protect your information.
The insights we gain from maintaining our services help us detect and automatically block security
threats from ever reaching you. And if we do detect something risky that we think you should know about,

we'll notify you and help guide you through steps to stay better protected.

We work hard to protect you and Google from unauthorized access, alteration, disclosure, or destruction
of information we hold, including:

. We use encryption to keep your data private while in transit

»  We offer a range of security features, like Safe Browsing, Security Checkup, and 2 Step Verification to

help you protect your account

. We review our information collection, storage, and processing practices, including physical security
measures, to prevent unauthorized access to our systems

. We restrict access to personal information to Google employees, contractors, and agents who need
that information in order to process it. Anyone with this access is subject to strict contractual

confidentiality obligations and may be disciplined or terminated if they fail to meet these obligations.

EXPORTING & DELETING YOUR INFORMATION

You can export a copy of your information or delete it from
your Google Account at any time

You can export a copy of content in your Google Account if you want to back it up or use it with a service

outside of Google.

e Export your data

To delete your information, you can:
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. Delete your content from specific Google services
o  Search for and then delete specific items from your account using My Activity
. Delete specific Google products, including your information associated with those products

. Delete your entire Google Account

l Delete your information

RETAINING YOUR INFORMATION

We retain the data we collect for different periods of time depending on what it is, how we use it, and how
you configure your settings:

e  Somedata you can delete whenever you like, such as the content you create or upload. You can also
delete activity information saved in your account, or choose to have it deleted automatically after a

set period of time.

. Other data is deleted or anonymized automatically after a set period of time, such as advertising
data in server logs.

Wekeep some data until you delete your Google Account, such as information about how often you

use our services.

. And some data we retain for longer periods of time when necessary for legitimate business or legal

purposes, such as security, fraud and abuse prevention, or financial record-keeping.

When you delete data, we follow a deletion process to make sure that your data is safely and completely
removed from our servers or retained only in anonymized form. We try to ensure that our services protect
information from accidental or malicious deletion. Because of this, there may be delays between when

you delete something and when copies are deleted from our active and backup systems.

You can read more about Google's data retention periods, including how long it takes us to delete your

information.
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COMPLIANCE & COOPERATION WITH REGULATORS

We regularly review this Privacy Policy and make sure that we process your information in ways that

comply with it.

Data transfers

We maintain servers around the world and your information may be processed on servers located outside
of the country where you live. Data protection laws vary among countries, with some providing more
protection than others. Regardless of where your information is processed, we apply the same
protections described in this policy. We also comply with certain legal frameworks relating to the transfer
of data.

When we receive formal written complaints, we respond by contacting the person who made the
complaint. We work with the appropriate regulatory authorities, including local data protection
authorities, to resolve any complaints regarding the transfer of your data that we cannot resolve with you
directly.

California requirements

The California Consumer Privacy Act (CCPA) requires specific disclosures for California residents.
This Privacy Policy is designed to help you understand how Google handles your information:

. We explain the categories of information Google collects and the sources of that information in

Information Google collects.
. We explain how Google uses information in Why Google collects data.

. We explain when Google may share information in Sharing your information. Google does not sell

your personal information.

The CCPA also provides the right to request information about how Google collects, uses, and discloses
your personal information. And it gives you the right to access your information and request that Google
delete that information. Finally, the CCPA provides the right to not be discriminated against for exercising
your privacy rights.
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We describe the choices you have to manage your privacy and data across Google’s services in Your
privacy controls. You can exercise your rights by using these controls, which allow you to access, review,
update and delete your information, as well as export and download a copy of it. When you use them, we'll
validate your request by verifying that you’re signed in to your Google Account. If you have questions or

requests related to your rights under the CCPA, you (or your authorized agent) can also contact Google.

The CCPA requires a description of data practices using specific categories. This table uses these
categories to organize the information in this Privacy Policy.

Categories of personal information we collect

Identifiers such as your name, phone number, and address, as well as unique identifiers tied to the

browser, application, or device you're using.

Demographic information, such as your age, gender and language.

Commercial information such as your payment information and a history of purchases you make on

Google's services.

Biometric information if you choose to provide it, such as fingerprints in Google's product development
studies.

Internet, network, and other activity information such as your search terms; views and interactions with
content and ads; Chrome browsing history you’ve synced with your Google Account; information about
the interaction of your apps, browsers, and devices with our services (like IP address, crash reports, and
system activity); and activity on third-party sites and apps that use our services. You can review and

control activity data stored in your Google Account in My Activity.

Geolocation data, such as may be determined by GPS, IP address, and other data from sensors on or
around your device, depending in part on your device and account settings. Learn more about Google's

use of location information.

Audio, electronic, visual and similar information, such as voice and audio information when you use
audio features.

Professional, employment, and education information, such as information you provide or that is

maintained through an organization using Google services at which you study or work.
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Other information you create or provide, such as the content you create, upload, or receive (like photos
and videos or emails, docs and spreadsheets). Google Dashboard allows you to manage information

associated with specific products.

Inferences drawn from the above, like your ads interest categories.

Business purposes for which information may be used or disclosed

Protecting against security threats, abuse, and illegal activity: Google uses and may disclose
information to detect, prevent and respond to security incidents, and for protecting against other
malicious, deceptive, fraudulent, or illegal activity. For example, to protect our services, Google may

receive or disclose information about IP addresses that malicious actors have compromised.

Auditing and measurement: Google uses information for analytics and measurement to understand how
our services are used, as well as to fulfill obligations to our partners like publishers, advertisers,
developers, or rights holders. We may disclose non-personally identifiable information publicly and with

these partners, including for auditing purposes.

Maintaining our services: Google uses information to ensure our services are working as intended, such

as tracking outages or troubleshooting bugs and other issues that you report to us.

Research and development: Google uses information to improve our services and to develop new
products, features and technologies that benefit our users and the public. For example, we use publicly

available information to help train Google's language models and build features like Google Translate.

Use of service providers: Google shares information with service providers to perform services on our
behalf, in compliance with our Privacy Policy and other appropriate confidentiality and security measures.

For example, we may rely on service providers to help provide customer support.

Advertising: Google processes information, including online identifiers and information about your
interactions with advertisements, to provide advertising. This keeps Google’s services and many of the
websites and services you use free of charge. You can control what information we use to show you ads

by visiting your ad settings.

Legal reasons: Google also uses information to satisfy applicable laws or regulations, and discloses
information in response to legal process or enforceable government requests, including to law
enforcement. We provide information about the number and type of requests we receive from

governments in our Transparency Report.
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Parties with whom information may be shared

Other people with whom you choose to share your information, like docs or photos, and videos or
comments on YouTube.

Third parties to whom you consent to sharing your information, such as services that integrate with
Google's services. You can review and manage third party apps and sites with access to data in your
Google Account.

Service providers, trusted businesses or persons that process information on Google's behalf, based on
our instructions and in compliance with our Privacy Policy and any other appropriate confidentiality and

security measures.
Domain administrators, if you work or study at an organization that uses Google services.

Law enforcement or other third parties, for the legal reasons described in Sharing your information.

ABOUT THIS POLICY

When this policy applies

This Privacy Policy applies to all of the services offered by Google LLC and its affiliates, including
YouTube, Android, and services offered on third-party sites, such as advertising services. This Privacy
Policy doesn't apply to services that have separate privacy policies that do not incorporate this Privacy
Policy.

This Privacy Policy doesn’t apply to:

. The information practices of other companies and organizations that advertise our services

. Services offered by other companies or individuals, including products or sites that may include

Google services, be displayed to you in search results, or be linked from our services

Changes to this policy
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We change this Privacy Policy from time to time. We will not reduce your rights under this Privacy Policy
without your explicit consent. We always indicate the date the last changes were published and we offer
access to archived versions for your review. If changes are significant, we'll provide a more prominent

notice (including, for certain services, email notification of Privacy Policy changes).

RELATED PRIVACY PRACTICES

Specific Google services

The following privacy notices provide additional information about some Google services:

. Chrome & the Chrome Operating System
. Payments

. Fiber

. Google Fi

e G Suite for Education

. Read Along

e  YouTubeKids

. Google Accounts Managed with Family Link, for Children under 13 (or applicable age in your

country)

*  Voice and Audio Collection from Children’s Features on the Google Assistant

If you're a member of an organization that uses Google Workspace or Google Cloud Platform, learn how

these services collect and use your personal information in the Google Cloud Privacy Notice.

Other useful resources

The following links highlight useful resources for you to learn more about our practices and privacy

settings.
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. Your Google Account is home to many of the settings you can use to manage your account
. Privacy Checkup guides you through key privacy settings for your Google Account

. Google's safety center helps you learn more about our built-in security, privacy controls, and tools to

help set digital ground rules for your family online
. Privacy & Terms provides more context regarding this Privacy Policy and our Terms of Service
. Technologies includes more information about:
. How Google uses cookies
o Technologies used for Advertising
. How Google uses pattern recognition to recognize things like faces in photos

. How Google uses information from sites or apps that use our services

Key terms

Affiliates

An affiliate is an entity that belongs to the Google group of companies, including the following companies
that provide consumer services in the EU: Google Ireland Limited, Google Commerce Ltd, Google Payment

Corp, and Google Dialer Inc. Learn more about the companies providing business services in the EU.

Algorithm

A process or set of rules followed by a computer in performing problem-solving operations.

Application data cache

An application data cache is a data repository on a device. It can, for example, enable a web application
to run without an internet connection and improve the performance of the application by enabling faster

loading of content.
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Browser web storage

Browser web storage enables websites to store data in a browser on a device. When used in "local
storage” mode, it enables data to be stored across sessions. This makes data retrievable even after a
browser has been closed and reopened. One technology that facilitates web storage is HTML 5.

Cookies

A cookie is a small file containing a string of characters that is sent to your computer when you visit a
website. When you visit the site again, the cookie allows that site to recognize your browser. Cookies may
store user preferences and other information. You can configure your browser to refuse all cookies or to
indicate when a cookie is being sent. However, some website features or services may not function
properly without cookies. Learn more about how Google uses cookies and how Google uses data,

including cookies, when you use our partners' sites or apps.

Device

A device is a computer that can be used to access Google services. For example, desktop computers,
tablets, smart speakers, and smartphones are all considered devices.

Google Account

You may access some of our services by signing up for a Google Account and providing us with some
personal information (typically your name, email address, and a password). This account information is
used to authenticate you when you access Google services and protect your account from unauthorized

access by others. You can edit or delete your account at any time through your Google Account settings.

IP address

Every device connected to the Internet is assigned a number known as an Internet protocol (IP) address.
These numbers are usually assigned in geographic blocks. An IP address can often be used to identify the

location from which a device is connecting to the Internet.
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Non-personally identifiable information

This is information that is recorded about users so that it no longer reflects or references an individually-
identifiable user.

Personal information

This is information that you provide to us which personally identifies you, such as your name, email
address, or billing information, or other data that can be reasonably linked to such information by Google,

such as information we associate with your Google Account.

Pixel tag

A pixel tag is a type of technology placed on a website or within the body of an email for the purpose of
tracking certain activity, such as views of a website or when an email is opened. Pixel tags are often used
in combination with cookies.

Referrer URL

A Referrer URL (Uniform Resource Locator) is information transmitted to a destination webpage by a web
browser, typically when you click a link to that page. The Referrer URL contains the URL of the last
webpage the browser visited.

Sensitive personal information

This is a particular category of personal information relating to topics such as confidential medical facts,

racial or ethnic origins, political or religious beliefs, or sexuality.

Server logs

Like most websites, our servers automatically record the page requests made when you visit our sites.
These “server logs” typically include your web request, Internet Protocol address, browser type, browser
language, the date and time of your request, and one or more cookies that may uniquely identify your
browser.



A typical log entry for a search for “cars” looks like this:

123.45.67.89 - 25/Mar/2003 10:15:32 -
http://www.google.com/search?g=cars -
Firefox 1.0.7; Windows NT 5.1 -
740674ce2123e969

. 123.45.67.89isthe Internet Protocol address assigned to the user by the user’s ISP. Depending on
the user’s service, a different address may be assigned to the user by their service provider each time

they connect to the Internet.
. 25/Mar/2003 10:15:32 isthe date and time of the query.
. http://www.google.com/search?g=cars is the requested URL, including the search query.
. Firefox 1.0.7; Windows NT 5.1 isthebrowser and operating system being used.

. 740674ce2123a969 isthe unique cookie ID assigned to this particular computer the first time it
visited Google. (Cookies can be deleted by users. If the user has deleted the cookie from the
computer since the last time they’ve visited Google, then it will be the unique cookie ID assigned to

their device the next time they visit Google from that particular device).

Unique identifiers

A unique identifier is a string of characters that can be used to uniquely identify a browser, app, or device.
Different identifiers vary in how permanent they are, whether they can be reset by users, and how they

can be accessed.

Unique identifiers can be used for various purposes, including security and fraud detection, syncing
services such as your email inbox, remembering your preferences, and providing personalized advertising.
For example, unique identifiers stored in cookies help sites display content in your browser in your
preferred language. You can configure your browser to refuse all cookies or to indicate when a cookie is

being sent. Learn more about how Google uses cookies.

On other platforms besides browsers, unique identifiers are used to recognize a specific device or app on
that device. For example, a unique identifier such as the Advertising ID is used to provide relevant
advertising on Android devices, and can be managed in your device’s settings. Unique identifiers may also
be incorporated into a device by its manufacturer (sometimes called a universally unique ID or UUID), such
as the IMEI-number of a mobile phone. For example, a device's unique identifier can be used to customize

our service to your device or analyze device issues related to our services.
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Additional Context

ads you'll find most useful

For example, if you watch videos about baking on YouTube, you may see more ads that relate to baking
as you browse the web. We also may use your IP address to determine your approximate location, so that
we can serve you ads for a nearby pizza delivery service if you search for “pizza.” Learn more about

Google ads and why you may see particular ads.

advertising and research services on their behalf

For example, advertisers may upload data from their loyalty-card programs so that they can better
understand the performance of their ad campaigns. We only provide aggregated reports to advertisers
that don't reveal information about individual people.

Android device with Google apps

Android devices with Google apps include devices sold by Google or one of our partners and include
phones, cameras, vehicles, wearables, and televisions. These devices use Google Play Services and other
pre-installed apps that include services like Gmail, Maps, your phone’'s camera and phone dialer, text-to-

speech conversion, keyboard input, and security features.

combine the information we collect

Some examples of how we combine the information we collect include:

. When you're signed in to your Google Account and search on Google, you can see search results
from the public web, along with relevant information from the content you have in other Google
products, like Gmail or Google Calendar. This can include things like the status of your upcoming

flights, restaurant, and hotel reservations, or your photos. Learn more

. If you have communicated with someone via Gmail and want to add them to a Google Doc or an
event in Google Calendar, Google makes it easy to do so by autocompleting their email address when
you start to type in their name. This feature makes it easier to share things with people you know.

Learn more
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. The Google app can use data that you have stored in other Google products to show you
personalized content, depending on your settings. For example, if you have searches stored in your
Web & App Activity, the Google app can show you news articles and other information about your

interests, like sports scores, based your activity. Learn more

. If you link your Google Account to your Google Home, you can manage your information and get
things done through the Google Assistant. For example, you can add events to your Google Calendar
or get your schedule for the day, ask for status updates on your upcoming flight, or send information
like driving directions to your phone. Learn more

customized search results

For example, when you're signed in to your Google Account and have the Web & App Activity control
enabled, you can get more relevant search results that are based on your previous searches and activity
from other Google services. You can learn more here. You may also get customized search results even
when you're signed out. If you don't want this level of search customization, you can search and browse

privately or turn off signed-out search personalization.

deliver our services

Examples of how we use your information to deliver our services include:

e  WeusethelP address assigned to your device to send you the data you requested, such as loading a
YouTube video

. We use unique identifiers stored in cookies on your device to help us authenticate you as the person
who should have access to your Google Account

. Photos and videos you upload to Google Photos are used to help you create albums, animations,
and other creations that you can share. Learn more

. A flight confirmation email you receive may be used to create a “check-in” button that appears in
your Gmail

When you purchase services or physical goods from us, you may provide us information like your
shipping address or delivery instructions. We use this information for things like processing, fulfilling,
and delivering your order, and to provide support in connection with the product or service you
purchase.
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detect abuse

When we detect spam, malware, illegal content, and other forms of abuse on our systems in violation of
our policies, we may disable your account or take other appropriate action. In certain circumstances, we

may also report the violation to appropriate authorities.

devices

For example, we can use information from your devices to help you decide which device you'd like to use
toinstall an app or view a movie you buy from Google Play. We also use this information to help protect

your account.

ensure and improve

For example, we analyze how people interact with advertising to improve the performance of our ads.

ensure our services are working as intended

For example, we continuously monitor our systems to look for problems. And if we find something wrong
with a specific feature, reviewing activity information collected before the problem started allows us to fix

things more quickly.

Information about things near your device

If you use Google's Location services on Android, we can improve the performance of apps that rely on
your location, like Google Maps. If you use Google's Location services, your device sends information to
Google about its location, sensors (like accelerometer), and nearby cell towers and Wi-Fi access points
(like MAC address and signal strength). All these things help to determine your location. You can use your

device settings to enable Google Location services. Learn more

legal process, or enforceable governmental request

Like other technology and communications companies, Google regularly receives requests from

governments and courts around the world to disclose user data. Respect for the privacy and security of


https://support.google.com/accounts?p=privpol_androidloc&hl=en

data you store with Google underpins our approach to complying with these legal requests. Our legal
team reviews each and every request, regardless of type, and we frequently push back when a request

appears to be overly broad or doesn’t follow the correct process. Learn more in our Transparency Report.

make improvements

For example, we use cookies to analyze how people interact with our services. And that analysis can help
us build better products. For example, it may help us discover that it’s taking people too long to complete
a certain task or that they have trouble finishing steps at all. We can then redesign that feature and

improve the product for everyone.

may link information

Google Analytics relies on first-party cookies, which means the cookies are set by the Google Analytics
customer. Using our systems, data generated through Google Analytics can be linked by the Google
Analytics customer and by Google to third-party cookies that are related to visits to other websites. For
example, an advertiser may want to use its Google Analytics data to create more relevant ads, or to

further analyze its traffic. Learn more

partner with Google

There are over 2 million non-Google websites and apps that partner with Google to show ads. Learn more

payment information

For example, if you add a credit card or other payment method to your Google Account, you can use it to
buy things across our services, like apps in the Play Store. We may also ask for other information, like a
business tax ID, to help process your payment. In some cases, we may also need to verify your identity

and may ask you for information to do this.

We may also use payment information to verify that you meet age requirements, if, for example, you enter

an incorrect birthday indicating you're not old enough to have a Google Account. Learn more

personalized ads
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You may also see personalized ads based on information from the advertiser. If you shopped on an

advertiser's website, for example, they can use that visit information to show you ads. Learn more

phone number

If you add your phone number to your account, it can be used for different purposes across Google
services, depending on your settings. For example, your phone number can be used to help you access
your account if you forget your password, help people find and connect with you, and make the ads you

see more relevant to you. Learn more

protect against abuse

For example, information about security threats can help us notify you if we think your account has been

compromised (at which point we can help you take steps to protect your account).

publicly accessible sources

For example, we may collect information that’s publicly available online or from other public sources to

help train Google's language models and build features like Google Translate.

rely on cookies to function properly

For example, we use a cookie called ‘Ibcs’ that makes it possible for you to open many Google Docs in one

browser. Blocking this cookie would prevent Google Docs from working as expected. Learn more

safety and reliability

Some examples of how we use your information to help keep our services safe and reliable include:

. Collecting and analyzing IP addresses and cookie data to protect against automated abuse. This
abuse takes many forms, such as sending spam to Gmail users, stealing money from advertisers by
fraudulently clicking on ads, or censoring content by launching a Distributed Denial of Service (DDoS)
attack.
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«  The“last account activity” feature in Gmail can help you find out if and when someone accessed
your email without your knowledge. This feature shows you information about recent activity in
Gmail, such as the IP addresses that accessed your mail, the associated location, and the date and

time of access. Learn more

sensitive categories

When showing you personalized ads, we use topics that we think might be of interest to you based on
your activity. For example, you may see ads for things like "Cooking and Recipes” or "Air Travel.” We don’t
use topics or show personalized ads based on sensitive categories like race, religion, sexual orientation, or

health. And we require the same from advertisers that use our services.

Sensor data from your device

Your device may have sensors that can be used to better understand your location and movement. For
example, an accelerometer can be used to determine your speed and a gyroscope to figure out your
direction of travel.

servers around the world

For example, we operate data centers located around the world to help keep our products continuously
available for users.

services to make and receive calls or send and receive messages

Examples of these services include:

. Google Voice, for making and receiving calls, sending text messages, and managing voicemail
. Google Meet, for making and receiving video calls

. Gmail, for sending and receiving emails

. Google Chat, for sending and receiving messages

. Google Duo, for making and receiving video calls and sending and receiving messages
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. Google Fi, for a phone plan

show trends

When lots of people start searching for something, it can provide useful information about particular
trends at that time. Google Trends samples Google web searches to estimate the popularity of searches

over a certain period of time and shares those results publicly in aggregated terms. Learn more

specific Google services

For example, you can delete your blog from Blogger or a Google Site you own from Google Sites. You can
also delete reviews you've left on apps, games, and other content in the Play Store.

specific partners

For example, we allow YouTube creators and advertisers to work with measurement companies to learn
about the audience of their YouTube videos or ads, using cookies or similar technologies. Another
example is merchants on our shopping pages, who use cookies to understand how many different people

see their product listings. Learn more about these partners and how they use your information.

synced with your Google Account

Your Chrome browsing history is only saved to your account if you've enabled Chrome synchronization

with your Google Account. Learn more

the people who matter most to you online

For example, when you type an address in the To, Cc, or Bec field of an email you're composing, Gmail will

suggest addresses based on the people you contact most frequently.

third parties

For example, we process your information to report use statistics to rights holders about how their

content was used in our services. We may also process your information if people search for your name
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and we display search results for sites containing publicly available information about you.

Views and interactions with content and ads

For example, we collect information about views and interactions with ads so we can provide aggregated
reports to advertisers, like telling them whether we served their ad on a page and whether the ad was
likely seen by a viewer. We may also measure other interactions, such as how you move your mouse over

an ad or if you interact with the page on which the ad appears.

your activity on other sites and apps

This activity might come from your use of Google services, like from syncing your account with Chrome or
your visits to sites and apps that partner with Google. Many websites and apps partner with Google to
improve their content and services. For example, a website might use our advertising services (like
AdSense) or analytics tools (like Google Analytics), or it might embed other content (such as videos from
YouTube). These services may share information about your activity with Google and, depending on your
account settings and the products in use (for instance, when a partner uses Google Analytics in

conjunction with our advertising services), this data may be associated with your personal information.

Learn more about how Google uses data when you use our partners' sites or apps.
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GOOGLE TERMS OF SERVICE

Effective March 31, 2020

Archived versions

What’s covered in these terms

We know it's tempting to skip these Terms of Service, but it's
important to establish what you can expect from us as you use
Google services, and what we expect from you.

These Terms of Service reflect the way Google’s business works, the laws that apply to our company,
and certain things we've always believed to be true. As aresult, these Terms of Service help define
Google's relationship with you as you interact with our services. For example, these terms include the

following topic headings:

. What you can expect from us, which describes how we provide and develop our services
«  What we expect from you, which establishes certain rules for using our services

. Content in Google services, which describes the intellectual property rights to the content you

find in our services — whether that content belongs to you, Google, or others

. In case of problems or disagreements, which describes other legal rights you have, and what to

expect in case someone violates these terms

Understanding these terms is important because, by using our services, you're agreeing to these
terms.

Besides these terms, we also publish a Privacy Policy. Although it’s not part of these terms, we
encourage you toread it to better understand how you can update, manage, export, and delete your

information.

Service provider

Google services are provided by, and you're contracting with:
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Google LLC

organized under the laws of the State of Delaware, USA, and operating under the laws of the USA

1600 Amphitheatre Parkway
Mountain View, California 94043
USA

Age requirements

If you're under the age required to manage your own Google Account, you must have your parent or
legal guardian’s permission to use a Google Account. Please have your parent or legal guardian read

these terms with you.

If you're a parent or legal guardian, and you allow your child to use the services, then these terms

apply to you and you're responsible for your child’s activity on the services.

Some Google services have additional age requirements as described in their service-specific

additional terms and policies.

Your relationship with Google

These terms help define the relationship between you and Google. Broadly speaking, we give you

permission to use our services if you agree to follow these terms, which reflect how Google’s

"o ”ou

business works and how we earn money. When we speak of “Google,” “we,” “us,” and “our,” we mean

Google LLC and its affiliates.

What you can expect from us

Provide a broad range of useful services

We provide a broad range of services that are subject tothese terms, including:

. apps and sites (like Search and Maps)
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o platforms (like Google Play)
. integrated services (like Maps embedded in other companies’ apps or sites)

o devices (like Google Home)

Our services are designed to work together, making it easier for you to move from one activity to the
next. For example, Maps can remind you to leave for an appointment that appears in your Google
Calendar.

Improve Google services

We're constantly developing new technologies and features to improve our services. For example, we
invest in artificial intelligence that uses machine learning to detect and block spam and malware, and
to provide you with innovative features, like simultaneous translations. As part of this continual

improvement, we sometimes add or remove features and functionalities, increase or decrease limits

to our services, and start offering new services or stop offering old ones.

If we make material changes that negatively impact your use of our services or if we stop offering a
service, we'll provide you with reasonable advance notice and an opportunity to export your content
from your Google Account using Google Takeout, except in urgent situations such as preventing

abuse, responding to legal requirements, or addressing security and operability issues.

What we expect from you

Follow these terms and service-specific additional terms

The permission we give you to use our services continues as long as you meet your responsibilities

in:
. these terms

. service-specific additional terms, which could, for example, include things like additional age

requirements

We also make various policies, help centers, and other resources available to you to answer common
qguestions and to set expectations about using our services. These resources include our Privacy

Policy, Copyright Help Center, Safety Center, and other pages accessible from our policies site.
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Although we give you permission to use our services, we retain any intellectual property rights we

have in the services.

Respect others

Many of our services allow you to interact with others. We want to maintain a respectful environment

for everyone, which means you must follow these basic rules of conduct:
. comply with applicable laws, including export control, sanctions, and human trafficking laws
. respect the rights of others, including privacy and intellectual property rights

. don’t abuse or harm others or yourself (or threaten or encourage such abuse or harm) — for

example, by misleading, defrauding, defaming, bullying, harassing, or stalking others

. don’t abuse, harm, interfere with, or disrupt the services

Our service-specific additional terms and policies provide additional details about appropriate
conduct that everyone using those services must follow. If you find that others aren’t following these
rules, many of our services allow you to report abuse. If we act on a report of abuse, we also provide a

fair process as described in the Taking action in case of problems section.

Permission to use your content

Some of our services are designed to let you upload, submit, store, send, receive, or share your
content. You have no obligation to provide any content to our services and you're free to choose the
content that you want to provide. If you choose to upload or share content, please make sure you

have the necessary rights to do so and that the content is lawful.

License

Your content remains yours, which means that you retain any intellectual property rights that
you have in your content. For example, you have intellectual property rights in the creative
content you make, such as reviews you write. Or you may have the right to share someone

else’s creative content if they've given you their permission.
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We need your permission if your intellectual property rights restrict our use of your content.

You provide Google with that permission through this license.

What’s covered

This license covers your content if that content is protected by intellectual property rights.

What’s not covered

o« This license doesn't affect your privacy rights — it's only about your intellectual property

rights
. This license doesn’t cover these types of content:

. publicly-available factual information that you provide, such as corrections to the
address of a local business. That information doesn’t require a license because it’s

considered common knowledge that everyone’s free to use.

. feedback that you offer, such as suggestions to improve our services. Feedback is

covered in the Service-related communications section below.

Scope

This license is:

. worldwide, which means it’s valid anywhere in the world

. non-exclusive, which means you can license your content to others

. royalty-free, which means there are no fees for this license

Rights

This license allows Google to:

. host, reproduce, distribute, communicate, and use your content — for example, to save

your content on our systems and make it accessible from anywhere you go
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. publish, publicly perform, or publicly display your content, if you've made it visible to
others

. modify and create derivative works based on your content, such as reformatting or
translating it

. sublicense these rights to:

. other users to allow the services to work as designed, such as enabling you to share
photos with people you choose

. our contractors who've signed agreements with us that are consistent with these

terms, only for the limited purposes described in the Purpose section below

Purpose

This license is for the limited purpose of:

. operating and improving the services, which means allowing the services to work as
designed and creating new features and functionalities. T his includes using automated

systems and algorithms to analyze your content:
. for spam, malware, and illegal content

. torecognize patterns in data, such as determining when to suggest a new album
in Google Photos to keep related photos together

. to customize our services for you, such as providing recommendations and
personalized search results, content, and ads (which you can change or turn off
in Ads Settings)

This analysis occurs as the content is sent, received, and when it is stored.

. using content you've shared publicly to promote the services. For example, to promote
a Google app, we might quote a review you wrote. Or to promote Google Play, we might
show a screenshot of the app you offerin the Play Store.

. developing new technologies and services for Google consistent with these terms

Duration

This license lasts for as long as your content is protected by intellectual property rights.



https://policies.google.com/terms#toc-purpose
https://adssettings.google.com/

If you remove from our services any content that's covered by this license, then our systems
will stop making that content publicly available in a reasonable amount of time. There are two

exceptions:

. If you already shared your content with others before removing it. For example, if you
shared a photo with a friend who then made a copy of it, or shared it again, then that
photo may continue to appear in your friend’s Google Account even after you remove it
from your Google Account.

. If you make your content available through other companies’ services, it’s possible that
search engines, including Google Search, will continue to find and display your content as

part of their search results.

Using Google services

Your Google Account

If you meet these age requirements you can create a Google Account for your convenience. Some
services require that you have a Google Account in order to work — for example, to use Gmail, you
need a Google Account so that you have a place to send and receive your email.

You're responsible for what you do with your Google Account, including taking reasonable steps to

keep your Google Account secure, and we encourage you to regularly use the Security Checkup.

Using Google services on behalf of an organization

Many organizations, such as businesses, non-profits, and schools, take advantage of our services.

To use our services on behalf of an organization:
. an authorized representative of that organization must agree tothese terms

. your organization’s administrator may assign a Google Account to you. That administrator might
require you to follow additional rules and may be able to access or disable your Google Account.
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Service-related communications

To provide you with our services, we sometimes send you service announcements and other

information. To learn more about how we communicate with you, see Google’s Privacy Policy.

If you choose to give us feedback, such as suggestions to improve our services, we may act on your

feedback without obligation to you.

Content in Google services

Your content

Some of our services give you the opportunity to make your content publicly available — for example,
you might post a product or restaurant review that you wrote, or you might upload a blog post that

you created.

. See the Permission to use your content section for more about your rights in your content, and

how your content is used in our services

. See the Removing your content section to learn why and how we might remove user-generated

content from our services

If you think someone is infringing your intellectual property rights, you can send us notice of the
infringement and we'll take appropriate action. For example, we suspend or close the Google

Accounts of repeat copyright infringers as described in our Copyright Help Center.

Google content

Some of our services include content that belongs to Google — for example, many of the visual
illustrations you see in Google Maps. You may use Google's content as allowed by these terms and
any service-specific additional terms, but we retain any intellectual property rights that we have in
our content. Don't remove, obscure, or alter any of our branding, logos, or legal notices. If you want to

use our branding or logos, please see the Google Brand Permissions page.
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Other content

Finally, some of our services give you access to content that belongs to other people or
organizations — for example, a store owner’s description of their own business, or a newspaper
article displayed in Google News. You may not use this content without that person or organization’s
permission, or as otherwise allowed by law. The views expressed in other people or organizations’

content are theirs, and don't necessarily reflect Google's views.

Software in Google services

Some of our services include downloadable software. We give you permission to use that software

as part of the services.

The license we give you is:

. worldwide, which means it’s valid anywhere in the world

. non-exclusive, which means that we can license the software to others
. royalty-free, which means there are no fees for this license

. personal, which means it doesn’t extend to anyone else

. non-assignable, which means you’re not allowed to assign the license to anyone else

Some of our services include software that's offered under open source license terms that we make
available to you. Sometimes there are provisions in the open source license that explicitly override

parts of these terms, so please be sure toread those licenses.

You may not copy, modify, distribute, sell, or lease any part of our services or software. Also, you may
not reverse engineer or attempt to extract any of our source code unless you have our written

permission or applicable law lets you do so.

When a service requires or includes downloadable software, that software sometimes updates
automatically on your device once a new version or feature is available. Some services let you adjust

your automatic update settings.
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In case of problems or disagreements

By law, you have the right to (1) a certain quality of service, and (2) ways to fix problems if things go
wrong. These terms don't limit or take away any of those rights. For example, if you're a consumer,

then you continue to enjoy all legal rights granted to consumers under applicable law.

Warranty

We provide our services using reasonable skill and care. If we don't meet the quality level described in

this warranty, you agree to tellus and we'll work with you to try to resolve the issue.

Disclaimers

The only commitments we make about our services (including the content in the services, the
specific functions of our services, or their reliability, availability, or ability to meet your needs) are (1)
described in the Warranty section, (2) stated in the service-specific additional terms, or (3) provided

under applicable laws. We don't make any other commitments about our services.

And unless required by law, we don’t provide implied warranties, such as the implied warranties of

merchantability, fitness for a particular purpose, and non-infringement.

Liabilities
For all users

These terms only limit our responsibilities as allowed by applicable law. Specifically, these terms
don't limit Google’s liability for death or personalinjury, fraud, fraudulent misrepresentation, gross

negligence, or willful misconduct.

Other than the rights and responsibilities described in this section (In case of problems or
disagreements), Google won't be responsible for any other losses, unless they’re caused by our

breach of these terms or service-specific additional terms.
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For business users and organizations only

If you're a business user or organization, then to the extent allowed by applicable law:

. You'llindemnify Google and its directors, officers, employees, and contractors for any third-
party legal proceedings (including actions by government authorities) arising out of or relating to
your unlawful use of the services or violation of these terms or service-specific additional
terms. This indemnity covers any liability or expense arising from claims, losses, damages,
judgments, fines, litigation costs, and legal fees.

. Google won't be responsible for the following liabilities:
. loss of profits, revenues, business opportunities, goodwill, or anticipated savings
. indirect or consequential loss
. punitive damages

. Google’s total liability arising out of or relatingto these terms is limited to the greater of (1)
USS$S500 or (2) 125% of the fees that you paid to use the relevant services in the 12 months
before the breach

If you're legally exempt from certain responsibilities, including indemnification, then those
responsibilities don’t apply to you under these terms. For example, the United Nations enjoys certain

immunities from legal obligations and these terms don't override those immunities.

Taking action in case of problems

Before taking action as described below, we'll provide you with advance notice when reasonably
possible, describe the reason for our action, and give you an opportunity to fix the problem, unless we

reasonably believe that doing so would:

. cause harm or liability to a user, third party, or Google
. violate the law or a legal enforcement authority’s order
. compromise an investigation

. compromise the operation, integrity, or security of our services
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Removing your content

If we reasonably believe that any of your content (1) breaches these terms, service-specific
additional terms or policies, (2) violates applicable law, or (3) could harm our users, third parties, or
Google, then we reserve the right to take down some or all of that content in accordance with
applicable law. Examples include child pornography, content that facilitates human trafficking or
harassment, and content that infringes someone else’s intellectual property rights.

Suspending or terminating your access to Google services

Google reserves the right to suspend or terminate your access to the services or delete your Google

Account if any of these things happen:

e youmaterially or repeatedly breach these terms, service-specific additional terms or policies
. we're required to do so to comply with a legal requirement or a court order

e« wereasonably believe that your conduct causes harm or liability to a user, third party, or Google
— for example, by hacking, phishing, harassing, spamming, misleading others, or scraping

content that doesn't belong to you
If you believe your Google Account has been suspended or terminated in error, you can appeal.

Of course, you're always free to stop using our services at any time. If you do stop using a service,

we'd appreciate knowing why so that we can continue improving our services.

Settling disputes, governing law, and courts

For information about how to contact Google, please visit our contact page.

California law will govern all disputes arising out of or relatingto these terms, service-specific
additional terms, or any related services, regardless of conflict of laws rules. These disputes will be
resolved exclusively in the federal or state courts of Santa Clara County, California, USA, and you and

Google consent to personaljurisdiction in those courts.

To the extent that applicable local law prevents certain disputes from being resolved in a California

court, then you can file those disputes in your local courts. Likewise, if applicable local law prevents
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your local court from applying California law to resolve these disputes, then these disputes will be

governed by the applicable local laws of your country, state, or other place of residence.

About these terms

By law, you have certain rights that can't be limited by a contract like these terms of service. These
terms are in no way intended to restrict those rights.

These terms describe the relationship between you and Google. They don't create any legal rights for

other people or organizations, even if others benefit from that relationship under these terms.

We want to make these terms easy to understand, so we've used examples from our services. But

not all services mentioned may be available in your country.

If these terms conflict with the service-specific additional terms, the additional terms will govern for

that service.
If it turns out that a particular term is not valid or enforceable, this will not affect any other terms.

If you don't follow these terms or the service-specific additional terms, and we don’t take action right
away, that doesn't mean we're giving up any rights that we may have, such as taking action in the
future.

We may update these terms and service-specific additionalterms (1) to reflect changes in our
services or how we do business — for example, when we add new services, features, technologies,
pricing, or benefits (or remove old ones), (2) for legal, regulatory, or security reasons, or (3) to prevent

abuse or harm.

If we materially change these terms or service-specific additional terms, we'll provide you with
reasonable advance notice and the opportunity to review the changes, except (1) when we launch a
new service or feature, or (2) in urgent situations, such as preventing ongoing abuse or responding to
legal requirements. If you don't agree to the new terms, you should remove your content and stop
using the services. You can also end your relationship with us at any time by closing your Google
Account.

DEFINITIONS
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affiliate
An entity that belongs to the Google group of companies, which means Google LLC and its

subsidiaries, including the following companies that provide consumer services in the EU: Google
Ireland Limited, Google Commerce Ltd, and Google Dialer Inc.

business user

An individual or entity who is not a consumer (see consumer).

consumer

An individual who uses Google services for personal, non-commercial purposes outside of their trade,
business, craft, or profession. (See business user)

copyright

A legalright that allows the creator of an original work (such as a blog post, photo, or video) to decide

if and how that original work may be used by others.

disclaimer

A statement that limits someone’s legal responsibilities.

EU Platform-to-Business Regulation

The Regulation (EU) 2019/1150 on promoting fairness and transparency for business users of online
intermediation services.

indemnify or indemnity



An individual or organization’s contractual obligation to compensate the losses suffered by another

individual or organization from legal proceedings such as lawsuits.

intellectual property rights (IP rights)

Rights over the creations of a person’s mind, such as inventions (patent rights); literary and artistic
works (copyright); designs (design rights); and symbols, names, and images used in commerce

(trademarks). IP rights may belong to you, another individual, or an organization.

liability

Losses from any type of legal claim, whether the claim is based on a contract, tort (including
negligence), or other reason, and whether or not those losses could have been reasonably

anticipated or foreseen.

organization

Alegal entity (such as a corporation, non-profit, or school) and not an individual person.

services

Google services that are subject tothese terms are the products and services listed at

https://policies.google.com/terms/service-specific, including:

«  Google apps and sites (like Search and Maps)
« platforms (like Google Play)
. integrated services (like Maps embedded in other companies’ apps or sites)

« devices (like Google Home)

trademark

Symbols, names, and images used in commerce that are capable of distinguishing the goods or

services of one individual or organization from those of another.
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warranty

An assurance that a product or service will perform to a certain standard.

your content

Things that you write, upload, submit, store, send, receive, or share with Google using our services,
such as:

. Docs, Sheets, and Slides you create

. blog posts you upload through Blogger

. reviews you submit through Maps

. videos you store in Drive

. emails you send and receive through Gmail

. pictures you share with friends through Photos

« travelitineraries that you share with Google
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(https://mxtoolbox.com/problem/mx/dns-record-published? DNS DNS Record
page=prob_mx&action=mx:maldenps.org&showlogin=1&hidepitch=0&hidetoc=1) Record found
Published

Your email service provider is "Google Apps" Need Bulk Email Provider
Data? (https://mxtoolbox.com/bulklookup.aspx?referrer=supertool&type=

email)
dns lookup dns check whois lookup spf lookup dns propagation
Reported by dana.ns.cloudflare.com on 3/10/2021 at 2:52:32 PM (UTC -6), just for you
(https://mxtoolbox.com/whatismyip/?justforyou=1). Transcript

An error has occurred with your lookup. Please try again.

Invalid Input. 'mx' requires a Fully Qualified Domain Name. 'malden's.org'
is invalid.. Documentation available at https://mxtoolbox.com/restapi.aspx

ABOUT THE SUPERTOOL!

All of your MX record, DNS, blacklist and SMTP diagnostics in one integrated tool. Input a domain name or IP
Address or Host Name. Links in the results will guide you to other relevant tools and information. And you'll
have a chronological history of your results.

If you already know exactly what you want, you can force a particular test or lookup. Try some of these
examples:

https://mxtoolbox.com/SuperTool.aspx?action=mx%3aMalden%27s.org&run=toolpage
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(e.g. "blacklist: 127.0.0.2" will do a blacklist lookup)

Command Explanation

blacklist: Check IP or host for reputation

smtp: Test mail server SMTP (port 25)

mx: DNS MX records for domain

a: DNS A record IP address for host name

spf: Check SPF records on a domain

txt: Check TXT records on a domain

ptr: DNS PTR record for host name

cname: DNS canonical host name to IP address
whois: Get domain registration information

arin: Get IP address block information

soa: Get Start of Authority record for a domain
tcp: Verify an IP Address allows tcp connections
http: Verify a URL allows http connections

https: Verify a URL allows secure http connections
ping: Perform a standard ICMP ping

trace: Perform a standard ICMP trace route

dns: Check your DNS Servers for possible problems New!

Other tools (NetworkTools.aspx)

Feedback: If you run into any problems with the site or have an idea that you think would make it better, we
would appreciate your feedback. Please leave us some Feedback (mailto:feedback@mxtoolbox.com).

Feedback (mailto:feedback@mxtoolbox.com) Contact (https://mxtoolbox.com/AboutUs.aspx) Terms & Conditions (https://mxtoolbox.com/TermsAndConditions.aspx) Site Map (https:/mxtoolbox.com/sitemap.aspx)

API (https://mxtoolbox.com/c/products/mxtoolboxapi) Privacy (https://mxtoolbox.com/privacypolicy.aspx)

B (https://twitter.com/mxtoolbox) n (https://www.facebook.com/pages/MxToolBox/121238494564485) g (https://blog.mxtoolbox.com/)

Your IP is: 100.0.195.37 (https://mxtoolbox.com/WhatlsMyIP/)
Phone: (866)-MXTOOLBOX / (866)-698-6652 | feedback@mxtoolbox.com (mailto:feedback@mxtoolbox.com)

© Copyright 2004-2021, MXToolBox, Inc (https://mxtoolbox.com/AboutUs.aspx), All rights reserved
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