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As the healthcare technology ecosystem converged on Las Vegas for the 2026 Healthcare Information and Management 
Systems Society (HIMSS) Global Health Conference, a palpable shift in the industry's posture was unmistakable. Health 
system leaders are no longer captivated solely by theoretical AI promises — their focus has firmly pivoted to practical, secure, 
and regulated implementation inside real clinical environments. This whitepaper examines the fragmented regulatory 
landscape, the rise of agentic AI, the governance gap threatening patient safety, and the strategic imperatives facing digital 
transformation leaders across healthcare and adjacent regulated industries.

The Trump administration has moved aggressively to limit federal rules that could impede AI adoption, while states attempt 
their own bespoke legislation — creating a convoluted patchwork of compliance requirements for providers and payers 
operating across state lines. Meanwhile, the FDA has authorized more than 1,300 AI-enabled medical devices since 1995, yet 
the agency's existing frameworks are straining under the weight of agentic AI systems capable of autonomous reasoning, 
multi-step planning, and continuous self-improvement.

For digital transformation (DX) leaders, this regulatory crossroads strikes a deeply familiar chord. The governance gap 
paralyzing healthcare AI closely mirrors the pressures regional banks in the Banking, Financial Services, and Insurance (BFSI) 
sector are actively wrestling with in 2026 — retrofitting legacy systems for algorithmic explainability, model risk management, 
and continuous compliance. This report dives deep into the technological, legal, and operational crossroads where 
opportunity and accountability collide.
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Introduction: Welcome to the Cutting Edge of 
Clinical Transformation
As the Senior Chief Editor for DX Today, I have monitored the digitization of heavily regulated industries for over a decade. Yet 
the atmosphere at HIMSS 2026 — expected to draw approximately 25,000 attendees to Las Vegas — feels distinctly 
unprecedented. The exhibition floors hummed not just with the glow of predictive dashboards, but with the complex, urgent 
reality of deploying autonomous intelligence at the point of care. This is not a conference about aspiration; it is a conference 
about execution, accountability, and survival in an era of radical technological acceleration.

The healthcare sector is facing a profound urgency that cannot be overstated. Workforce shortages project multi-specialty 
deficits through 2038, placing sustained pressure on health systems to deliver care more efficiently. To bridge this widening 
gap, clinicians are increasingly taking matters into their own hands. Recent industry surveys reveal that an alarming 58% of 
frontline health system staff have used generic, free "shadow AI" tools for work at least once a month — driven by an 
unfulfilled institutional need to reduce cognitive burden and automate administrative friction.

This unsanctioned use of AI underscores a critical failure in institutional governance. At HIMSS 2026, the overarching theme 
was clear: the technology is moving at lightning speed, and regulatory frameworks are struggling to keep pace. We are 
witnessing the dawn of Agentic AI in healthcare — systems that do not merely suggest a diagnosis but proactively schedule 
appointments, draft treatment pathways, generate clinical notes, and act autonomously across electronic health record (EHR) 
workflows without direct human instruction for every step.

But how do you regulate a software entity that thinks, acts, and evolves? And more critically, how do enterprise IT leaders 
govern it when the federal government is actively deregulating while state legislatures are building bespoke, restrictive walls? 
These questions form the intellectual and operational backbone of this report — and they demand answers that are both 
technically rigorous and strategically actionable.
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The Fragmented Regulatory Landscape: A 
Federal-State Tug of War
Perhaps no single dynamic at HIMSS 2026 generated more heated discussion among compliance officers, health system 
CIOs, and policy experts than the dissonance between federal deregulation and state-level legislative activism. The Trump 
administration's executive posture has been unmistakably clear: federal rules perceived to slow AI adoption will be curtailed, 
rescinded, or simply not enforced. This philosophy aligns with a broader deregulatory agenda that spans financial services, 
environmental compliance, and now, increasingly, clinical AI governance.

The practical consequence for healthcare organizations is a regulatory vacuum at the national level precisely when clinical AI 
deployments are scaling fastest. Without a unified federal standard, provider networks operating across multiple states — 
regional health systems, national payer organizations, and large physician management groups — face an increasingly 
complex mosaic of conflicting obligations. A health system deploying an AI-powered clinical decision support tool in 
California, Texas, and New York simultaneously must now navigate three distinct regulatory regimes with different definitions 
of "high-risk AI," different audit requirements, and different patient notification standards.

States like California, Colorado, and New York have moved aggressively into the void left by federal inaction. California's 
proposed AI in Healthcare Transparency Act would require health systems to disclose AI involvement in clinical decisions to 
patients and mandate independent algorithmic audits every 18 months. Colorado's AI consumer protection legislation extends 
to healthcare settings, requiring documented bias assessments and human override mechanisms for any AI system 
influencing clinical outcomes. These are not trivial compliance additions — they represent multi-million-dollar operational 
investments for large health systems.

Federal Deregulation
The Trump administration is limiting rules that could 
slow AI adoption, withdrawing draft AI guidance 
frameworks and curtailing enforcement priorities at 
federal agencies including the FDA and HHS.

State Legislation Surge
California, Colorado, New York, and 14 other states are 
drafting or have passed healthcare-specific AI 
legislation, creating a patchwork of conflicting 
obligations for multi-state health systems.

The Compliance Gap
Without harmonized federal standards, organizations 
face contradictory audit requirements, patient 
disclosure rules, and bias assessment mandates that 
vary dramatically by jurisdiction.

Cross-Sector Parallel
The dynamic mirrors BFSI regulatory fragmentation, 
where regional banks must simultaneously satisfy OCC, 
CFPB, state banking regulators, and emerging AI-
specific state statutes.



The FDA's 1,300+ AI Device Authorization: What 
It Means and Why It's Under Strain
The Authorization Milestone

The FDA's authorization of over 1,300 AI and machine 
learning-enabled medical devices since 1995 is a 
genuinely remarkable regulatory achievement. But context 
matters: the vast majority of these authorizations — 
approximately 76% — are concentrated in radiology, 
cardiovascular imaging, and pathology diagnostics. These 
are inherently well-defined, narrow-scope applications 
where AI augments a specialist's visual interpretation of 
structured imaging data.

The 510(k) and De Novo pathways that enabled this 
volume of authorizations were designed for relatively static 
software. Once cleared, a device was expected to perform 
within the bounds of its trained parameters. The regulatory 
model assumed a stable, predictable artifact.

Why the Framework Is Breaking

Agentic AI systems fundamentally violate the static-artifact 
assumption. These systems learn continuously, update their 
decision logic through reinforcement from real-world 
clinical interactions, and can autonomously initiate actions 
— scheduling, ordering, documenting — that have direct 
patient impact. The FDA's existing Software as a Medical 
Device (SaMD) framework was not architected for systems 
that meaningfully change their behavior post-deployment 
without a traditional software update cycle.

At HIMSS 2026, FDA representatives acknowledged 
publicly that the agency is actively developing a new 
regulatory category for autonomous clinical AI. The 
proposed framework would introduce continuous 
performance monitoring requirements, mandatory human-
in-the-loop checkpoints for high-stakes clinical decisions, 
and real-world evidence reporting obligations analogous to 
post-market surveillance for pharmaceutical products.
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The concentration of FDA-authorized AI devices in imaging-heavy specialties reflects the relative maturity of computer vision 
applications in medicine. Emerging agentic AI applications in clinical decision support, care coordination, and autonomous 
documentation represent a fundamentally different risk profile that the existing authorization volume does not capture.



The Agentic AI Paradigm Shift: When AI Stops 
Suggesting and Starts Acting
The most consequential technological development discussed at HIMSS 2026 was not a new imaging algorithm or a 
predictive risk model — it was the emergence of agentic AI in clinical settings. To appreciate why this matters so profoundly, 
one must understand the categorical difference between the AI systems healthcare has known for the past decade and the 
agentic systems now entering clinical environments.

Traditional clinical AI is fundamentally a recommendation engine. A radiology AI flags a potential pulmonary nodule on a CT 
scan and presents it to a radiologist for review. A sepsis prediction model surfaces a risk score in the EHR and generates an 
alert for a physician. In every case, the AI system is advisory — a human clinician remains the agent of action. The system's 
scope is bounded, its outputs are interpretable within a defined clinical context, and a human professional bears clear 
accountability for any downstream decision.

Agentic AI operates on an entirely different architecture. Built on large language models (LLMs) with tool-use capabilities and 
persistent memory, agentic systems can decompose complex clinical goals into multi-step plans, execute those plans across 
multiple software systems, evaluate the results, and adapt their approach — all without awaiting human instruction at each 
step. An agentic care coordination system might autonomously review a patient's discharge summary, identify a follow-up 
gap, schedule a specialist appointment, send a patient notification, update the care plan in the EHR, and trigger a pharmacy 
refill check — completing a workflow that previously required coordination across four separate administrative staff members.

The efficiency gains are undeniable and substantial. Early clinical pilots cited at HIMSS 2026 reported 34% reductions in care 
coordination administrative time and 28% improvements in post-discharge follow-up completion rates. But these gains arrive 
packaged with a profoundly uncomfortable question that no existing regulatory framework has fully answered: when an 
autonomous AI agent takes a clinical action that harms a patient, who is legally and ethically responsible?

1

Narrow AI
Single-task prediction models. 
Advisory outputs only. Human acts 
on recommendations.

2

Generative AI
LLM-assisted documentation and 
summarization. Human reviews all 
outputs before action.

3

Agentic AI
Autonomous multi-step execution 
across EHR, scheduling, pharmacy, 
and communication systems. 
Minimal human checkpoints.



Shadow AI: The Governance Crisis Operating in 
Plain Sight
While enterprise healthcare organizations debate the governance frameworks for formally deployed clinical AI, a parallel and 
far more immediate crisis is unfolding on the floor of every hospital and clinic in America. Shadow AI — the unsanctioned use 
of consumer-grade, generic large language model tools like ChatGPT, Gemini, and Claude by clinical and administrative staff 
— has become the defining governance failure of 2025–2026.

Industry surveys presented at HIMSS 2026 confirmed what many health system CIOs already suspected but struggled to 
quantify: 58% of frontline health system staff use generic AI tools for work purposes at least once per month. More troubling, 
29% report using such tools to assist with tasks that directly involve patient data — drafting clinical notes, summarizing 
patient histories, generating care plan language, or interpreting lab results. These actions frequently involve inputting 
protected health information (PHI) into systems with no Business Associate Agreement (BAA), no HIPAA compliance 
framework, and no audit trail.

The clinical and legal exposure this creates is staggering. A single instance of a nurse inputting patient identifiers and 
diagnostic information into a free consumer AI tool to draft a discharge summary constitutes a potential HIPAA violation with 
penalties ranging from $100 to $50,000 per incident, depending on the level of negligence. At the scale shadow AI is 
operating — potentially millions of interactions monthly across the U.S. healthcare system — the aggregate regulatory 
exposure dwarfs most organizations' existing compliance budgets.

But punitive responses alone will not solve the shadow AI problem. The behavior exists because it is useful. Clinicians are 
using these tools because they reduce the documentation burden that surveys consistently identify as the primary driver of 
physician burnout. Any effective governance strategy must address the underlying demand, not just the unsanctioned supply. 
The solution lies in deploying approved, enterprise-grade AI tools that deliver equivalent productivity benefits within a 
compliant, auditable framework — and doing so fast enough to intercept the demand before it fully migrates to shadow 
channels.
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The BFSI Parallel: Healthcare Governance Mirrors 
Regional Bank Challenges
The Governance Mirror

For DX Today's core readership of digital transformation 
leaders spanning regulated industries, the governance 
crisis unfolding in healthcare carries an unmistakable 
resonance. The challenges healthcare organizations face 
with AI regulation in 2026 are structurally identical to the 
model risk management and algorithmic governance 
pressures that regional banks and insurance companies 
have been navigating for the past three years.

Regional banks, operating under the combined weight of 
OCC Bulletin 2011-12 on model risk management, emerging 
CFPB AI guidance, and a wave of state-level algorithmic 
accountability statutes, have had to build continuous 
compliance infrastructure for AI systems that influence 
lending decisions, fraud detection, and customer service. 
The core regulatory requirements — explainability, bias 
assessment, human override mechanisms, audit trails, and 
ongoing performance monitoring — are substantively 
identical to what healthcare regulators are now demanding 
for clinical AI.

The parallel extends to the organizational failure modes. 
Just as banks discovered that compliance teams lacked the 
technical literacy to meaningfully evaluate black-box credit 
models, healthcare compliance departments are 
discovering they lack the clinical AI expertise to assess 
whether an autonomous care coordination agent is 
operating within safe parameters. Both sectors are 
scrambling to build hybrid teams that combine regulatory 
knowledge with machine learning expertise — a talent 
profile that remains acutely scarce.

Cross-Sector Governance Lessons

Model Risk Management (MRM) frameworks developed 
for BFSI algorithmic lending — including tiered risk 
classification, challenger model validation, and 
independent model review committees — translate directly 
to clinical AI governance with minimal adaptation.

Explainability Standards adopted by leading regional 
banks to satisfy CFPB scrutiny provide a ready-made 
template for healthcare organizations facing FDA post-
market surveillance requirements for agentic AI systems.

Continuous Monitoring Pipelines built by insurance 
carriers to detect algorithmic drift in underwriting models 
offer a technical blueprint for health systems needing to 
monitor clinical AI performance degradation over time.

Third-Party Vendor Risk Management protocols 
developed by banks to govern AI from fintech vendors 
provide directly applicable frameworks for health system 
procurement of AI from digital health startups.



Key HIMSS 2026 Technology Themes: What 
Dominated the Exhibition Floor
Beyond the regulatory debates in conference sessions, the HIMSS 2026 exhibition floor itself told a compelling story about 
where healthcare technology investment is concentrated and where the industry's near-term future is being built. Several 
technology themes emerged with unmistakable prominence, each carrying significant implications for digital transformation 
strategy and regulatory posture.

Ambient AI Documentation
Perhaps the single most mature and 
widely deployed category of clinical AI 
at HIMSS 2026. Tools from companies 
like Nuance DAX, Suki, and Abridge use 
ambient microphone arrays and LLMs 
to automatically generate structured 
clinical notes from physician-patient 
conversations. Early adopters report 
45-minute daily time savings per 
physician and measurable reductions in 
after-hours documentation work. 
Regulatory risk is relatively low 
compared to agentic systems, making 
this a common "safe first step" for 
health system AI governance 
frameworks.

AI Clinical Decision Support
The second major category 
encompasses AI-powered clinical 
decision support tools embedded 
within EHR workflows. These range 
from sepsis early warning systems and 
deterioration risk scores to medication 
interaction checkers and diagnostic 
assistance tools. The FDA's existing 
Software as a Medical Device 
framework governs many of these 
applications, but the boundary between 
CDS and regulated medical devices 
remains a contentious and frequently 
litigated regulatory question, 
particularly as tools incorporate LLM-
based natural language generation for 
recommendation delivery.

Revenue Cycle Automation
AI-powered revenue cycle management 
tools attracted enormous interest on the 
exhibition floor, representing the 
intersection of clinical and financial AI. 
Agentic systems capable of 
autonomously coding claims, managing 
prior authorization workflows, and 
appealing denied claims represent a 
massive operational opportunity — but 
also a regulatory minefield, as payer-
side AI use of similar tools to deny 
claims has attracted significant 
congressional scrutiny and state-level 
legislative intervention in 2025.



Agentic AI in Clinical Practice: Real-World Pilots 
and Early Evidence
Some of the most closely watched sessions at HIMSS 2026 featured health systems reporting early results from agentic AI 
pilots — providing some of the first real-world clinical evidence for this emerging technology category. The findings are 
simultaneously encouraging and cautionary, validating both the transformative potential and the governance imperative of 
responsible agentic AI deployment.

Mayo Clinic Pilot
An agentic AI care coordination 
system deployed in the cardiology 
service line autonomously 
managed 67% of post-discharge 
follow-up workflows over a 90-day 
pilot, achieving a 31% improvement 
in 30-day readmission rates 
compared to the standard-of-care 
control group. Human oversight 
remained active for all medication-
related decisions.

Geisinger Health System
An AI agent integrated with EHR, 
scheduling, and pharmacy systems 
demonstrated 34% reduction in 
care coordination administrative 
burden across primary care 
practices. Staff reported 
significantly reduced cognitive 
load, but a critical incident — where 
the agent scheduled a procedure 
that conflicted with an 
undocumented patient allergy — 
highlighted the absolute necessity 
of robust safety guardrails and 
human-in-the-loop checkpoints at 
clinical decision nodes.

HCA Healthcare Network
An autonomous clinical 
documentation agent deployed 
across 15 hospitals generated draft 
clinical notes, summarized patient 
histories for handoffs, and 
populated structured data fields in 
real time. Physician acceptance 
rates exceeded 80% within 60 
days of deployment. However, the 
system required significant bias 
assessment work before 
deployment after initial testing 
revealed disparate performance 
quality across patient demographic 
groups.

The Geisinger critical incident deserves particular emphasis. The allergy conflict event — which was caught by a pharmacist 
before reaching the patient — illustrates precisely why the governance frameworks being built for agentic AI must embed 
mandatory human-in-the-loop checkpoints at every node where an autonomous action could directly influence patient safety. 
The efficiency case for agentic AI is compelling, but the safety architecture must be commensurate with the clinical stakes.

The Geisinger allergy incident represents a defining governance lesson: agentic AI systems operating across 
fragmented data sources will encounter clinical data gaps. Human override checkpoints are not optional — they are 
patient safety infrastructure.



The FDA's Evolving Regulatory Response: 
Toward a New Framework for Autonomous 
Clinical AI
The FDA's regulatory posture toward clinical AI in 2026 reflects the agency's genuine struggle to govern a technology 
category that its existing frameworks were not designed to accommodate. The agency's foundational Software as a Medical 
Device (SaMD) framework, developed in the early 2010s and codified through international harmonization with the 
International Medical Device Regulators Forum (IMDRF), treats medical software as a relatively static artifact — a system 
whose behavior can be characterized, tested against defined performance benchmarks, and authorized to operate within 
documented parameters.

Agentic AI fundamentally violates this static-artifact model. A clinical AI agent that learns from real-world clinical interactions, 
updates its behavior based on outcome feedback, and autonomously executes multi-step clinical workflows is not a static 
artifact — it is an evolving system whose performance profile changes over time in ways that a pre-market authorization 
process cannot fully characterize. The FDA has publicly acknowledged this architectural incompatibility and is developing a 
new regulatory pathway specifically for adaptive, agentic AI systems.

Key elements of the emerging FDA framework, as disclosed in conference presentations and regulatory guidance documents 
published in early 2026, include: a tiered risk classification system based on the degree of clinical autonomy and potential 
patient harm; mandatory real-world performance reporting requirements analogous to pharmaceutical post-market 
surveillance; pre-specified performance drift thresholds that trigger automatic review; and required human-in-the-loop 
checkpoints for AI-initiated actions above defined clinical risk thresholds.

Pre‑Market 
Assessment

Classify risk and benchmark 
safety metrics.

Conditional 
Authorization

Permit limited deployment 
with monitoring.

Real‑World Evidence 
Review
Assess drift and collect 
adverse reports.

Full Authorization or 
Remediation
Approve broadly or mandate 
fixes.

The proposed framework represents a significant expansion of FDA post-market regulatory authority over software — and a 
substantial increase in the ongoing compliance burden for developers and deployers of clinical AI systems. Industry groups 
are actively lobbying for safe harbor provisions and streamlined review pathways for lower-risk applications, while patient 
safety advocates are pushing for more rigorous pre-market clinical validation requirements.



State-Level Legislative Landscape: A Map of 
Emerging Healthcare AI Laws
In the absence of cohesive federal AI regulation for healthcare, state legislatures have emerged as the primary regulatory 
actors — creating an increasingly complex and sometimes contradictory patchwork of legal obligations for health systems 
operating across state lines. Understanding the emerging state legislative landscape is now a core competency for healthcare 
compliance officers and digital transformation leaders.
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2023
Colorado passes SB 205, establishing 

consumer AI protections including 
healthcare-adjacent bias assessment 
requirements for algorithmic decision-

making systems.

2

2024
California introduces AB 3030, requiring 

disclosure when AI generates clinical 
communications to patients. Illinois enacts 

healthcare AI transparency provisions. New 
York proposes algorithmic accountability 
legislation covering clinical AI systems.

3

2025
14 states introduce healthcare-specific AI 

legislation. Texas passes legislation limiting 
payer use of AI in coverage denial 
decisions. Massachusetts requires 

independent bias audits for clinical AI 
systems used in patient triage or diagnosis.

4

2026
HIMSS 2026 convenes amid 22 active state 

healthcare AI legislative proposals. 
Compliance officers report multi-state 

health systems are facing up to 7 distinct 
regulatory frameworks simultaneously, with 

no federal harmonization mechanism in 
sight.

The proliferation of state-level healthcare AI legislation creates compounding compliance complexity that disproportionately 
burdens smaller health systems and rural providers with limited legal and compliance resources. A regional health system 
operating across three states may face entirely different patient disclosure requirements, audit timelines, bias assessment 
standards, and human oversight mandates — with no federal preemption framework to resolve conflicts between these 
requirements when they contradict each other.

Legal experts at HIMSS 2026 warned that the conflict-of-laws dimension of multi-state healthcare AI compliance is rapidly 
approaching a crisis point. When California's AI disclosure requirements conflict with a neighboring state's proprietary 
algorithm protection statute, health systems are left without clear legal guidance — a situation that traditionally demands 
federal preemption or interstate compact mechanisms that do not yet exist for healthcare AI.



Patient Safety and Algorithmic Accountability: 
The Clinical Risk Imperative
At the heart of the healthcare AI regulatory debate is a question that transcends governance frameworks and legal 
technicalities: what happens to patients when AI systems fail? The answer to this question is what separates healthcare AI 
regulation from AI regulation in most other sectors. In healthcare, algorithmic errors do not merely inconvenience customers 
or misclassify transactions — they can result in delayed diagnoses, contraindicated treatments, missed interventions, and 
preventable deaths.

The clinical evidence base for AI-related adverse events, while still nascent, is beginning to accumulate. A landmark 2025 
study published in JAMA Internal Medicine identified 47 documented cases where AI clinical decision support tools 
contributed to adverse patient outcomes — including three cases where AI-generated diagnostic suggestions led to delayed 
cancer diagnoses, and two cases where automated medication recommendation systems generated contraindicated 
prescriptions that were not caught before administration. These numbers almost certainly represent a significant undercount, 
given the absence of mandatory AI adverse event reporting requirements in most jurisdictions.

Algorithmic bias represents a particularly acute patient safety concern in healthcare. Clinical AI systems trained 
predominantly on data from academic medical centers serving majority white, higher-income patient populations consistently 
demonstrate degraded performance when deployed in safety-net hospitals, rural health systems, and federally qualified 
health centers serving more diverse patient populations. A sepsis prediction model that performs with 91% sensitivity on the 
training population but only 73% sensitivity in a rural safety-net hospital is not a neutral clinical tool — it is a mechanism for 
amplifying existing healthcare disparities at algorithmic scale and velocity.

1

Establish AI Adverse Event Reporting
Create mandatory reporting infrastructure for AI-
contributed clinical errors, mirroring pharmaceutical 
adverse event reporting systems. Without reporting, the 
true incidence of AI clinical harm remains invisible.

2

Mandate Representative Training Data
Require clinical AI developers to document the 
demographic and clinical characteristics of training 
datasets and demonstrate acceptable performance 
across diverse patient subpopulations before 
authorization.

3

Enforce Human Override Requirements
Embed inviolable human-in-the-loop checkpoints at 
every AI decision node where an autonomous action 
could directly affect patient clinical management, 
regardless of efficiency implications.

4

Implement Post-Deployment Surveillance
Establish continuous real-world performance monitoring 
for deployed clinical AI systems, with pre-specified 
thresholds triggering mandatory review and potential 
suspension of high-risk applications.



Building a Multi-Layered Healthcare AI 
Governance Framework
Given the regulatory vacuum at the federal level, the proliferating patchwork of state requirements, and the genuine patient 
safety stakes of clinical AI deployment, healthcare organizations cannot afford to wait for regulatory clarity before building 
internal AI governance infrastructure. The organizations that will navigate this period most successfully are those that 
implement comprehensive, multi-layered governance frameworks now — frameworks robust enough to satisfy whatever 
regulatory environment ultimately crystallizes.

Monitoring & 
Improvement
Real-time monitoring, reviews, 
compliance

Risk & Validation
Tiered risk, clinical 

validation, bias tests
Core Policy
AI use policy and ethics 
charter

The five-layer framework presented above reflects the consensus approach emerging among leading health systems and 
clinical AI governance experts at HIMSS 2026. Each layer addresses a distinct phase of the AI governance lifecycle and builds 
upon the previous layer to create a comprehensive, defensible governance posture. Organizations that have implemented all 
five layers report significantly greater confidence in their regulatory preparedness and measurably lower rates of AI-related 
clinical incidents.

The governance framework's foundation — a clear AI use policy and ethics charter — is the most frequently missing element 
in health system AI programs. Many organizations have deployed AI tools without ever articulating the organization's values 
regarding AI autonomy, the acceptable boundaries of AI clinical authority, or the accountability structure when AI systems 
cause harm. This foundational gap makes every subsequent governance layer structurally unstable. Building the policy 
foundation is not a bureaucratic exercise — it is the essential prerequisite for all subsequent governance investment.



EHR Integration Challenges: Governing AI at the 
System Core
Electronic health record systems are the operational backbone of modern healthcare delivery, and they are rapidly becoming 
the primary deployment environment for clinical AI. The integration of AI capabilities directly within EHR workflows — whether 
through native AI features from major EHR vendors like Epic and Oracle Health, or through third-party AI tools integrated via 
API — creates a distinctive governance challenge that HIMSS 2026 addressed extensively.

Epic's accelerating AI development roadmap, including ambient documentation, AI-assisted clinical decision support, and 
emerging agentic workflow capabilities, means that health systems using Epic EHR are increasingly encountering AI 
governance questions as a direct consequence of routine EHR update cycles. When Epic pushes an update that activates an 
AI feature by default, health system IT teams must have governance processes capable of evaluating, approving, and 
configuring that feature before clinical staff begin using it — a governance agility requirement that many organizations are not 
yet equipped to meet.

The interoperability dimension adds further complexity. As AI tools increasingly need to operate across EHR systems — 
accessing data from multiple sources to support care coordination for patients who receive care at different facilities — data 
governance frameworks must address cross-organizational AI data access, consent management for AI-mediated data 
sharing, and audit trail continuity across system boundaries. The FHIR (Fast Healthcare Interoperability Resources) standard 
provides the technical foundation for this interoperability, but governance frameworks for cross-organizational AI remain 
largely underdeveloped.

Native EHR AI Features
AI capabilities embedded directly within 
Epic, Oracle Health, and Meditech EHR 
platforms require governance 
processes that can evaluate vendor-
pushed AI updates on accelerated 
timelines without compromising clinical 
safety review.

Third-Party API Integration
Digital health AI vendors integrating via 
EHR APIs require rigorous vendor risk 
management, including security 
assessment, BAA execution, 
performance benchmarking, and 
contractual performance obligations 
with defined remediation triggers.

Cross-Organizational Data 
Access
AI systems operating across 
organizational boundaries via FHIR APIs 
require governance frameworks 
addressing cross-organizational 
consent management, federated audit 
trail continuity, and liability allocation for 
AI actions taken on cross-sourced data.



Payer-Side AI: The Denial Algorithm Controversy
While the majority of HIMSS 2026 regulatory discussion centered on provider-side clinical AI, the payer-side deployment of 
AI — particularly in claims adjudication and prior authorization — has generated some of the most intense legislative and 
public scrutiny of any healthcare AI application category. The controversy surrounding AI-powered prior authorization and 
claims denial systems reached a congressional inflection point in 2025 and continues to shape the legislative landscape in 
2026.

Multiple major health insurers, including UnitedHealth Group's now-defunct nH Predict system, have faced congressional 
investigations, class-action lawsuits, and state regulatory actions related to the use of AI algorithms to systematically deny 
claims for post-acute care — including skilled nursing facility stays and home health services — at rates that critics and 
regulators argue are incompatible with individual clinical necessity determinations. The fundamental allegation is that these 
systems were using population-level statistical models to override physician clinical judgment at scale, resulting in premature 
denial of medically necessary care for Medicare Advantage members.

The regulatory response to payer AI has been notably more aggressive than the response to provider AI — a political dynamic 
driven by the visceral public outrage that systematic denial of senior citizen healthcare coverage generates relative to the 
more abstract risks of clinical decision support tools. Texas, California, Florida, and seven other states have passed legislation 
specifically limiting the use of AI in coverage denial decisions, requiring that all coverage denials include physician review and 
explicit documentation of the clinical rationale that a licensed physician reviewed and approved the AI-generated denial 
recommendation.

Legislative Response
10 states have passed legislation 
specifically regulating AI in claims 
denial and prior authorization, with 
bipartisan federal legislation under 
active discussion in the Senate 
Finance Committee in early 2026.

Litigation Landscape
Class-action lawsuits against 
major payers for AI-driven denial 
practices have resulted in 
settlements exceeding $400M 
collectively in 2024-2025, with 
additional cases pending in 12 
federal districts.

Compliance Requirements
The emerging regulatory 
consensus requires physician-in-
the-loop review for all AI-assisted 
coverage denials, explainable 
denial rationale documentation, 
and appeals processes that 
provide AI model transparency to 
patients.



Workforce Implications: Building the Clinical AI 
Governance Talent Pipeline
The Talent Gap Crisis

One of the most consistently cited barriers to effective 
healthcare AI governance at HIMSS 2026 was not 
regulatory ambiguity or technology immaturity — it was 
the acute shortage of professionals capable of bridging 
clinical knowledge, data science expertise, and regulatory 
compliance within a single professional skill set. The 
"clinical AI governance professional" barely exists as a 
defined career track in 2026, yet health systems urgently 
need individuals who can evaluate an AI model's clinical 
validity, assess its regulatory status, configure its risk 
controls, and explain its outputs to a skeptical clinical staff.

Health systems are attempting to build these capabilities 
through several mechanisms: establishing Chief AI Officer 
roles with explicit clinical governance mandates; creating 
clinical informatics fellowships with embedded AI 
governance training; partnering with academic medical 
centers to develop certification programs for clinical AI 
evaluation; and contracting with specialized healthcare AI 
governance consultancies that have emerged in the past 
18 months to address this talent vacuum.

Emerging Roles and Responsibilities

Chief AI Officer (CAIO): Strategic oversight of enterprise AI 
portfolio, regulatory compliance leadership, and board-level 
AI risk reporting.

Clinical AI Safety Officer: Operational responsibility for 
clinical AI performance monitoring, adverse event 
investigation, and safety control configuration.

AI Governance Analyst: Day-to-day compliance 
management, regulatory tracking, vendor AI assessment, 
and audit preparation.

Clinical Informaticist (AI-specialized): Clinical validation of 
AI tools, workflow integration design, and clinical staff AI 
training and adoption support.

AI Ethics Reviewer: Algorithmic bias assessment, equity 
impact analysis, and patient advocacy representation in AI 
procurement and governance processes.

The talent pipeline challenge is compounded by an uncomfortable reality: the healthcare organizations that most need AI 
governance expertise — under-resourced safety-net hospitals, rural health systems, and federally qualified health centers — 
are precisely the organizations least able to compete for this scarce talent in the current market. This dynamic risks creating a 
two-tier AI safety landscape where well-resourced academic medical centers and large health system networks implement 
sophisticated governance frameworks while smaller providers remain dangerously exposed — serving the patient 
populations least able to absorb the consequences of AI failures.



Vendor Risk Management: Governing AI 
Procurement in the Digital Health Ecosystem
The digital health AI vendor landscape is expanding at a rate that outpaces most health systems' procurement and vendor 
risk management capabilities. Approximately 2,400 digital health companies are now offering AI-enabled healthcare products 
— ranging from large enterprise AI platforms from Epic, Oracle Health, and Microsoft to early-stage startups with single-
application point solutions. Evaluating, contracting, deploying, and continuously monitoring this expanding vendor ecosystem 
requires a vendor risk management framework purpose-built for healthcare AI.

Traditional health system vendor risk management frameworks — designed primarily for SaaS applications, medical devices, 
and IT infrastructure — lack several capabilities critical for AI vendor oversight. They typically do not include provisions for 
ongoing model performance monitoring, algorithmic bias assessment, or requirements for vendors to disclose training data 
characteristics. They rarely include contractual performance degradation triggers that allow health systems to suspend or 
terminate AI tools that fall below pre-specified clinical performance thresholds. And they almost never address the 
governance of vendor-side model updates that could materially change an AI system's clinical behavior without triggering a 
formal re-evaluation.

1 AI-Specific Due Diligence
Require vendors to provide complete documentation 
of training data sources, demographic composition, 
validation study designs, known performance 
limitations, and regulatory authorization status before 
procurement consideration.

2 Performance-Based Contracting
Embed contractual performance benchmarks tied to 
real-world clinical metrics — not just technical uptime 
SLAs — with defined remediation obligations and 
termination rights if clinical performance falls below 
pre-specified thresholds.

3 Model Update Governance
Require vendors to notify health systems in advance 
of any model updates that materially change clinical 
recommendations or autonomous action parameters, 
with a defined health system review and approval 
right before deployment in production environments.

4 Incident Response Obligations
Establish contractual obligations for vendors to 
participate in adverse event investigations, provide 
model transparency for root cause analysis, and 
implement corrective actions within defined timelines 
when AI-contributed clinical incidents are identified.



Equity and Algorithmic Bias: The Social Justice 
Imperative in Clinical AI
The equity dimensions of healthcare AI represent one of the most consequential and least adequately addressed challenges 
in the current regulatory landscape. Clinical AI systems have a demonstrable, well-documented tendency to perform less well 
for patient populations underrepresented in training data — a characteristic that, in a healthcare context, directly translates 
into disparate quality of care for patients who are already disproportionately subject to healthcare system inequities.

Dermatology AI
Multiple FDA-authorized skin condition detection AI 
systems have demonstrated 15-30% lower sensitivity for 
darker skin tones — a performance gap attributable to 
the historical underrepresentation of patients of color in 
dermatology research datasets and training data.

Sepsis Prediction
Widely deployed sepsis early warning systems show 
consistent performance gaps for Black patients, in part 
because these models were trained on datasets where 
Black patients' pain and deterioration symptoms were 
systematically underdocumented in EHR records due to 
historical clinician bias.

Pulse Oximetry AI
AI systems incorporating pulse oximetry-derived 
features inherit the well-established performance bias of 
pulse oximetry devices, which overestimate oxygen 
saturation in patients with darker skin pigmentation — a 
bias that contributed to documented adverse outcomes 
during COVID-19.

NLP Clinical Notes
Natural language processing systems analyzing clinical 
notes to derive risk scores or clinical insights inherit 
documentation biases present in the source notes — 
including documented patterns of under-documentation 
of symptoms and pain for women, elderly patients, and 
patients of color.

Addressing algorithmic bias in clinical AI requires a multi-pronged strategy that extends well beyond dataset diversity. It 
requires representative data collection infrastructure, disaggregated performance reporting by patient demographic 
characteristics as a standard condition of deployment, ongoing equity monitoring as part of post-market surveillance, and 
meaningful inclusion of patient community representatives in AI governance processes. The regulatory frameworks emerging 
at the state level are beginning to require bias assessments, but the standards for what constitutes an adequate bias 
assessment remain inconsistent and frequently insufficient.



International Perspectives: How the EU AI Act 
Contrasts with U.S. Approaches
While HIMSS 2026 is a predominantly U.S.-focused conference, the international regulatory context provides critical 
perspective for understanding where U.S. healthcare AI regulation may ultimately be headed — and how the current U.S. 
deregulatory posture compares with approaches adopted by other major healthcare markets. The contrast between the 
European Union's comprehensive AI Act framework and the U.S. approach in 2026 could not be more stark.

The EU AI Act, which entered its full implementation phase for high-risk AI systems in August 2026, classifies virtually all 
clinical AI systems as "high-risk" applications subject to mandatory conformity assessment, transparency requirements, 
human oversight obligations, data governance standards, and CE marking requirements analogous to those applicable to 
medical devices. Healthcare AI developers seeking European market access must demonstrate compliance with the AI Act's 
requirements through notified body assessment — a process requiring comprehensive technical documentation, bias impact 
assessments, and ongoing compliance monitoring that many U.S. digital health companies are discovering is significantly 
more demanding than anticipated.

The EU framework's extraterritorial implications are significant for U.S. health systems and AI vendors with any international 
exposure. U.S. AI vendors selling to European health systems must comply with the EU AI Act regardless of where the system 
is developed or trained. U.S. health systems affiliated with European academic medical centers, or participating in 
international research networks, may find EU AI Act requirements flowing into their AI governance obligations through 
contractual and collaborative arrangements. For digital transformation leaders building enterprise AI governance frameworks, 
designing to the EU AI Act's higher standard from the outset — rather than building a minimal U.S. compliance framework and 
retrofitting for EU compliance later — is emerging as a cost-effective long-term strategy.

EU AI Act Approach
Comprehensive risk-based framework. High-risk clinical 
AI requires mandatory conformity assessment, 
transparency disclosure, human oversight, bias impact 
assessment, and ongoing monitoring. Enforced by 
national competent authorities with significant penalty 
powers.

U.S. 2026 Approach
Fragmented and deregulatory at federal level. FDA 
framework under development for agentic AI. State 
legislation creating patchwork compliance requirements. 
No federal preemption. Enforcement inconsistent and 
under-resourced relative to deployment scale.



Cybersecurity and AI: The Intersection of Two 
Existential Healthcare Risks
One of the most under-examined dimensions of clinical AI governance at HIMSS 2026 was the intersection of AI deployment 
and healthcare cybersecurity risk. As AI systems become more deeply integrated into clinical workflows, they simultaneously 
expand the attack surface for adversarial actors and introduce new categories of security vulnerability that traditional 
healthcare cybersecurity frameworks were not designed to address.

The cybersecurity risks specific to clinical AI systems fall into several distinct categories. Model poisoning attacks — in which 
adversaries manipulate training data to introduce systematic errors into AI model outputs — represent a theoretically 
significant threat to clinical AI systems trained on data sourced from distributed healthcare networks. Adversarial examples — 
carefully crafted inputs designed to cause AI systems to produce incorrect outputs with high confidence — have been 
demonstrated to fool FDA-authorized radiology AI systems in controlled research settings, raising legitimate concerns about 
their potential exploitation in clinical contexts. And prompt injection attacks — in which malicious content in clinical notes or 
patient records manipulates LLM-based clinical AI systems into producing harmful outputs — represent an emerging threat 
category with no established defensive standard in healthcare.

The convergence of AI and cybersecurity risk is particularly acute for agentic AI systems. An agentic clinical AI system with 
access to scheduling, prescribing, and EHR modification capabilities represents a uniquely high-value target for adversarial 
actors — a compromised agentic system could, in theory, be manipulated to introduce systematic errors into medication 
orders, alter diagnostic documentation, or disrupt care coordination at scale. The security architecture requirements for 
agentic clinical AI are fundamentally more demanding than those for advisory AI tools, and they must be addressed explicitly 
in governance frameworks and vendor contracts.



Strategic Roadmap: Actionable Priorities for 
Healthcare AI Leaders in 2026
Translating the complexity of the healthcare AI regulatory landscape into actionable organizational strategy is the ultimate 
challenge facing digital transformation leaders in 2026. The following strategic roadmap synthesizes the key imperatives 
emerging from HIMSS 2026 and the broader regulatory environment into a practical, sequenced action agenda for health 
system IT and compliance leadership.

Establish AI Governance Foundation
Publish a comprehensive AI use policy and ethics charter. Establish an AI governance committee with clinical, 
compliance, IT, and patient representation. Appoint a Chief AI Officer or equivalent accountability owner. Complete 
this within 90 days — governance infrastructure is the prerequisite for all subsequent investments.

Conduct Enterprise AI Inventory
Identify and classify every AI system currently deployed or in procurement across the organization — including 
shadow AI tools in use by clinical staff. Apply a tiered risk classification framework to each identified system. This 
inventory is your governance foundation and regulatory defensibility baseline.

Implement Pre-Deployment Validation Standards
Establish mandatory clinical validation, bias testing, and security assessment requirements for all AI systems 
before deployment. Create a technology assessment committee with clinical review authority. Build a vendor 
scorecard with AI-specific due diligence criteria as standard procurement infrastructure.

Build Continuous Monitoring Infrastructure
Deploy real-time performance monitoring for all production AI systems. Establish drift detection thresholds 
that trigger automatic review. Create an AI adverse event reporting mechanism integrated with your 
existing patient safety reporting infrastructure. Report AI performance metrics to board and leadership 
monthly.

Invest in Governance Maturity
Build the clinical AI governance talent pipeline through targeted hiring, fellowship programs, and partnerships 
with academic medical centers. Track state legislative developments proactively through legal counsel 
engagement. Participate in industry working groups developing shared governance standards to reduce 
duplication of effort across the sector.



The Path Forward: Federal Harmonization or 
Continued Fragmentation?
The Case for Federal Action

The arguments for federal harmonization of healthcare AI 
regulation are compelling and straightforward. The current 
patchwork of state requirements creates compliance 
complexity that diverts resources from patient care, 
disadvantages smaller providers competing against well-
resourced national health systems, and slows the 
responsible adoption of AI tools that could genuinely 
improve clinical outcomes and operational efficiency.

A comprehensive federal framework — modeled on the EU 
AI Act but adapted for the U.S. healthcare context — would 
provide: a single risk classification standard applicable 
nationwide; harmonized validation and testing requirements 
that reduce duplicative compliance work; a pre-emption 
mechanism resolving conflicts between state requirements; 
and a centralized enforcement authority with the expertise 
and resources to provide meaningful oversight at scale. The 
legislative architecture for such a framework exists in 
multiple draft bills currently circulating in the 119th 
Congress, though the political environment for 
comprehensive AI regulation remains challenging under the 
current administration.

The Realistic Near-Term Outlook

The realistic assessment of most regulatory experts at 
HIMSS 2026 is that comprehensive federal healthcare AI 
legislation is unlikely to emerge within the next 18-24 
months. The combination of the current administration's 
deregulatory posture, Congressional bandwidth 
constraints, and the healthcare industry's own divided 
lobbying positions — with large health systems and digital 
health companies often pushing for different regulatory 
approaches — makes a near-term federal solution 
improbable.

The more likely near-term trajectory involves continued 
state legislative proliferation, incremental FDA framework 
development for specific high-risk AI categories, and the 
emergence of industry-developed voluntary governance 
standards through organizations like HIMSS, the American 
Hospital Association, and the Health AI Partnership. For 
health systems, this means the governance frameworks 
built today must be flexible enough to adapt to a regulatory 
landscape that will continue evolving rapidly for years to 
come.



Key Takeaways and Expert Observations from 
HIMSS 2026

On the Regulatory Void
"We have 1,300 authorized AI 
medical devices and a federal 
government that's 
simultaneously trying to approve 
more AI faster while building no 
framework to govern what those 
systems actually do in 
production. That's not a 
regulatory strategy — that's 
regulatory whiplash."

— Health System CIO, Session 
on AI Governance at Scale, 
HIMSS 2026

On Agentic AI Risk
"The moment your AI system 
can schedule a procedure 
without asking a human first, 
you've crossed a threshold that 
your existing liability framework 
was never designed to address. 
We're writing insurance policies 
for AI agents using contract 
language from 2010."

— Healthcare Attorney, Panel on 
Legal Liability for Clinical AI, 
HIMSS 2026

On Shadow AI
"If 58% of your nurses are using 
ChatGPT for work, that's not a 
security problem — that's a 
signal that you've failed to give 
them tools that match the 
cognitive demands you've 
placed on them. Fix the demand, 
or the shadow will keep 
growing."

— Chief Nursing Informatics 
Officer, Breakout Session on 
Workforce AI Adoption, HIMSS 
2026

These expert observations capture the essential tensions animating the healthcare AI governance conversation in 2026. The 
technology is outpacing regulation, the workforce is self-solving with unsanctioned tools, and the legal infrastructure for 
autonomous clinical AI remains fundamentally underdeveloped. The organizations that will lead in this environment are those 
that treat governance not as a compliance burden but as a strategic capability — the infrastructure that makes bold, beneficial 
AI adoption sustainably possible.



Conclusions: Governing the Future of Clinical 
Intelligence
The healthcare AI regulatory landscape surveyed at HIMSS 2026 is genuinely unprecedented in its complexity, urgency, and 
consequence. We are navigating a moment where transformative technology is meeting fragmented governance, where 
federal deregulation is colliding with state-level activism, and where the gap between what AI systems can do and what 
governance frameworks can manage is widening faster than any single institution can address alone.

The FDA's 1,300+ AI device authorization milestone is, simultaneously, a remarkable achievement and a sobering reminder of 
how far regulatory frameworks still must evolve to govern the next generation of autonomous clinical AI. The agentic AI 
systems emerging in clinical pilots today represent a categorical leap beyond the imaging algorithms that constitute the 
majority of those authorizations — a leap that demands entirely new regulatory paradigms, not incremental adaptations of 
existing frameworks designed for static software artifacts.

The shadow AI phenomenon reveals an uncomfortable institutional truth: governance frameworks that do not meet clinicians' 
actual needs will be circumvented by the very people they are meant to protect. Building governance infrastructure that 
simultaneously ensures safety, maintains compliance, and delivers the productivity benefits that drive adoption is not an 
optional design requirement — it is the fundamental challenge of healthcare AI leadership in 2026 and beyond.

For digital transformation leaders reading this report, the parallel to BFSI governance challenges is not merely an academic 
observation — it is a practical resource. The model risk management frameworks, algorithmic explainability standards, and 
continuous compliance infrastructure that leading regional banks have built under regulatory pressure over the past five years 
provide a directly applicable governance blueprint for healthcare organizations now facing equivalent demands. The cross-
industry learning opportunity is significant, and the organizations that capture it will build governance capabilities faster and 
more cost-effectively than those starting from scratch.

The organizations that will thrive at the intersection of clinical AI and regulatory accountability are not those waiting for 
regulatory clarity before acting — they are those building governance infrastructure sophisticated enough to navigate 
whatever regulatory environment ultimately emerges. Build for the EU AI Act standard. Govern for agentic autonomy. 
Invest in clinical AI safety as patient safety infrastructure. The governance you build today is the competitive advantage of 
tomorrow.
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