The Liability of Hype: Individual
Accountability in the Age of Al Washing

The burgeoning artificial intelligence (Al) sector, fueled by unprecedented capital injection and societal
interest, has given rise to a perilous commercial environment where the line between optimistic marketing
and fraudulent misrepresentation is increasingly blurred. This phenomenon, colloquially termed "Al
washing," involves the exaggeration or fabrication of Al capabilities to secure investment, customers, and
market share. While the focus of regulatory enforcement has traditionally been on the corporate entity, a
profound shift in legal strategy by the Securities and Exchange Commission (SEC), the Federal Trade
Commission (FTC), and the Department of Justice (DOJ) is now placing individual sales and business
development professionals in the crosshairs of liability.
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Executive Summary: The Erosion of the "Just
a Salesperson'" Defense

This report provides an exhaustive analysis of the legal ramifications for individuals selling products with
overstated Al claims. It challenges the prevailing assumption that non-technical sales staff are immune
from liability for repeating company-approved marketing messages. Through a synthesis of tort law,
securities regulation, and recent enforcement precedents, this document demonstrates that the "just a
salesperson" defense is eroding under the weight of the "Red Flag" doctrine and the expanding definition of
"scheme liability."

We analyze the specific mechanisms by which liability attaches to individuals—from state-level deceptive
trade practice acts in Texas and Massachusetts that allow for treble damages against individual agents, to
federal securities laws that implicate those who disseminate false information to investors. Furthermore,
the report examines the financial precarity of sales professionals through the lens of commission
clawbacks, where legal precedents in California and New York increasingly favor employers recovering
compensation paid on fraudulent sales, though outcomes remain heavily dependent on contract terms and
state-specific wage law constraints.

Drawing on case studies ranging from the collapse of Theranos to the prosecution of cryptocurrency
promoters and recent FTC Al enforcement initiatives including Operation Al Comply, we illustrate the
tangible consequences of selling vaporware. The report concludes with a comprehensive framework for
due diligence, empowering sales leaders and individual contributors to identify "vaporware" risks and
insulate themselves from the legal and reputational fallout of the Al bubble. The era of "fake it until you
make it" has been superseded by a regulatory regime of "verify or face liability."
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The Convergence of Hype and Regulatory Hostility

The current ecosystem surrounding artificial intelligence is characterized by a dissonance between technical reality
and commercial claims. As startups and established vendors race to capitalize on the generative Al boom, the
pressure to claim "Al-powered" capabilities has become a market imperative. However, this commercial urgency is
colliding with a hardened regulatory posture that views "Al washing" not merely as aggressive marketing, but as a
fundamental threat to market integrity and consumer safety.

The Definition and Mechanics of AI Washing

"Al washing" is a term used by the SEC, FTC, and industry commentators to describe the practice of making unfounded
or exaggerated claims about the use of artificial intelligence models, machine learning algorithms, or automated
decision-making processes. This deception manifests in several forms, each carrying distinct legal risks for the
salesperson delivering the pitch.

Total Fabrication Technical Misclassification Capability Exaggeration

A company claims to use Basic rules-based software (if- Genuine Al models are deployed
proprietary Al models when, in then logic) or linear regression is but their performance metrics
reality, the "automation” is marketed as "neural networks" or (accuracy, speed, autonomy) are
performed by low-wage human "generative Al" to command a grossly overstated to close deals.
workers in offshore jurisdictions premium price.

—a "Wizard of 0z" scheme.

For the sales professional, the danger lies in the materiality of these distinctions. A customer purchasing a solution for
high-frequency trading or medical diagnosis relies on the specific technical characteristics of the tool. When a
salesperson represents a rules-based script as a "self-learning neural network," they are not engaging in puffery; they
are misrepresenting the fundamental nature of the good, creating a discrepancy that regulators view as fraud.




The Federal Enforcement Trifecta

The Securities and Exchange
Commission (SEC)

The SEC has aggressively positioned
itself against Al washing in the capital
markets. Chair Gary Gensler has
explicitly warned that "investment
advisers should not mislead the public
by saying they are using an Al model
when they are not." The enforcement
actions against Delphia (USA) Inc. and
Global Predictions Inc. serve as
bellwethers. These firms were fined a
combined $400,000 for stating in
marketing materials and regulatory
filings that they used "collective data"
and Al to predict market trends, when no
such capabilities existed.

Crucially for sales professionals, the
SEC's reach extends to anyone soliciting
investment or advising clients. If a
business development executive at a
fintech startup uses a pitch deck with
false Al claims to secure venture capital
or attract limited partners, they may be
liable for securities fraud. The SEC's
focus is on the "materiality” of the Al
claim—does the mention of Al influence
the investor's decision? Given the current
market frenzy, the answer is almost
invariably yes.
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The Federal Trade Commission
(FTC)

While the SEC protects investors, the
FTC protects consumers and businesses
from deceptive practices. FTC Chair Lina
Khan has declared that there is no "Al
exemption" to the laws on the books.
The FTC has undertaken a series of Al-
related enforcement initiatives, including
Operation Al Comply, which targets
companies that use Al hype to deceive
consumers.

The FTC's enforcement theory relies on
the prohibition of "unfair or deceptive
acts or practices" under Section 5 of the
FTC Act. This includes:

o Exaggerated Capabilities: Claiming
an Al tool can perform professional
services (e.g., legal drafting) at a
human level when it cannot.

o False Reviews: Using Al to generate
fake testimonials to boost sales.

e Impersonation: Using Al voice or
video clones to impersonate
individuals for fraud.

For sales staff, the FTC's "means and
instrumentalities" doctrine is particularly
dangerous. It holds that anyone who
provides the means for others to commit
deception is liable. A salesperson selling
a "Review Generator" tool knows, or
should know, that the tool's primary
purpose is to deceive consumers. By
facilitating the sale, the individual
contributes to the deceptive scheme.

Three primary federal bodies have synchronized their efforts to police Al claims, creating a dense minefield for sales organizations.
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The Department of Justice (DOJ)

The DOJ has escalated the stakes by
treating Al-related fraud as a serious
enforcement priority. Deputy Attorney
General Lisa Monaco has directed
federal prosecutors to consider stiffer
sentences for white-collar crimes that
leverage emerging technologies,
including Al. In speeches and policy
guidance, DOJ leadership has
characterized the use of Al buzzwords to
sell non-existent products as a form of
"false innovation" though this remains a
descriptive policy concern rather than a
formal legal category in statutes or
sentencing guidelines. The DOJ's
perspective is that using Al buzzwords
to sell a non-existent product is a form of
theft—inducing victims to part with
money based on a lie. This shifts the risk
profile for sales executives from civil
fines to potential incarceration,
particularly if the fraud involves wire
transfers (wire fraud) or mailings (mail
fraud) across state lines.




The Legal Anatomy of Liability for Sales
Professionals

A persistent myth in the corporate world is the "Just a Salesperson” defense—the belief that non-technical
staff are entitled to blindly repeat the claims made by their engineering or marketing departments without
personal liability. Legal analysis reveals this defense to be fragile, porous, and in many jurisdictions, non-
existent.

The "False Innovation' Policy Concern

The DOJ's focus on what it has described as "false innovation" is critical for understanding the severity
of the current crackdown, even though this concept is reflected in speeches and charging priorities
rather than codified as a distinct legal category.

Regulators argue that false claims about Al do double damage: they defraud the immediate victim and they
poison the market for legitimate innovators by making investors and customers skeptical of real
breakthroughs. This public policy argument drives regulators to pursue aggressive enforcement actions not
just to punish the specific wrongdoer, but to deter the broader industry. Consequently, sales professionals
cannot expect leniency; regulators are looking to make examples of those who peddle vaporware.




Tort Liability: The End of the Corporate Shield

The most direct threat to an individual salesperson comes from tort law, specifically the torts of Fraudulent
Misrepresentation and Negligent Misrepresentation.

Direct Participation Liability

Under the "Direct Participation" doctrine, corporate officers and employees are personally liable for the torts they
commit, even if they are acting within the scope of their employment and for the benefit of the corporation. The
corporate veil protects a shareholder from the debts of the corporation (like a bank loan), but it does not protect
an employee from liability for their own actions.

If a salesperson looks a client in the eye and lies about a product's capability, the salesperson has committed a
tort. The fact that the CEO told them to lie is not a defense; it simply means the CEO is also liable. In Clark Auto
Co. v. Reynolds, a seller's agent was held personally liable for misrepresenting the condition of a vehicle, despite
the jury finding he did not know the statement was false, illustrating how strict liability standards can sometimes
entrap sales agents.

The Elements of Fraudulent Misrepresentation

To hold a salesperson liable for fraud, a plaintiff must generally prove six elements:

1. Representation: The salesperson made a specific claim (e.g., "This software uses unsupervised learning to
detect breaches").

Falsity: The claim was untrue.
Scienter: The salesperson knew it was false or acted with reckless disregard for the truth.
Intent: The salesperson intended the buyer to rely on the claim.

Reliance: The buyer did rely on it.

S T

Damages: The buyer suffered financial loss.

The battleground for sales liability is usually Scienter. Plaintiffs must prove the salesperson knew the Al was
fake or was reckless in not checking. This is where the "Red Flag" Doctrine becomes pivotal. If a salesperson
sees "red flags"—such as the product failing every live demo, engineers refusing to answer technical questions,
or customer churn due to "performance"—and continues to sell the product as flawless, the law imputes
knowledge to them. They cannot "ostrich" their way out of liability.




Negligent Misrepresentation and Strict

Liability

In many cases, a plaintiff may not need to prove actual fraud. Negligent Misrepresentation requires only

that the salesperson failed to exercise reasonable care in obtaining or communicating information.

Duty of Care

Sales professionals selling complex, high-value
enterprise software (e.g., Al for healthcare or
finance) are often viewed as having a higher duty
of care than a clerk selling a toaster. They are
expected to understand the product they are
selling.

Strict Liability

In a significant minority of U.S. jurisdictions,
courts allow recovery for innocent
misrepresentation if it induces a contract. In these
states, a salesperson who honestly believes a
false claim can still be held liable for the damages
caused.
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Puffery vs. Material Fact in the AI Era

The distinction between non-actionable "puffery" and actionable fraud is narrowing as Al becomes more

technical.

Puffery: Vague, subjective statements of

corporate optimism
"We are revolutionizing the industry."
"Our team is world-class."
"The future of Al is here."
Courts generally dismiss claims based on these

statements because no reasonable buyer relies
on them as fact.

Material Fact: Specific, verifiable claims

about capability

"Our model is trained on 10 billion
parameters."

"We use 256-bit encryption with
autonomous key rotation."

"The Al output is reviewed by human
experts 100% of the time."

"Our system is SOC2 Type Il compliant.”

In the context of Al, terms that sound like puffery to a layperson may be treated as material facts by

regulators. For instance, claiming a system is "autonomous" implies a specific lack of human intervention.

If the system requires human prompts or review, the claim of autonomy is a material misrepresentation,

not puffery. The SEC's charges against Joonko Diversity, Inc. for claiming "automated recruiting"

capabilities when none existed demonstrate that "automation” is a factual claim, not a marketing

buzzword.
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Respondeat Superior and Joint Liability

While Respondeat Superior holds the employer liable for the employee's actions, it does not absolve the employee.
Typically, plaintiffs sue both the company (the "deep pocket") and the individual sales executive (the "bad actor").

Strategic Leverage Indemnification Risks

Plaintiffs name individuals to exert pressure. An
individual defendant cannot easily settle using

While corporate bylaws often indemnify employees,
these protections usually have exceptions for "willful

company funds without board approval, creating

internal conflict.

misconduct" or "criminal acts." If a salesperson is
found to have committed fraud (a willful act), the
company may legally refuse to pay their legal fees or
judgment, leaving the individual personally bankrupt.

Comparative Liability Standards for Sales Professionals

Legal Theory

Fraudulent
Misrepresentation

Negligent
Misrepresentation

Innocent
Misrepresentation

Securities Fraud
(Rule 10b-5)

Deceptive Trade
Practices (State)

Key Element

False statement of
fact

Failure to verify
truth

False statement
inducing contract

Material
misstatement re:
securities

Deceptive act
affecting
consumer

Mental State

Scienter
(Intent/Reckl
essness)

Negligence
(Carelessnes

s)

None (Strict
Liability)

Scienter

Varies (often
Knowing)

Typical Defendant Consequence

Sales Rep, VP
Sales

Punitive Damages,
Rescission

Technical Sales, Compensatory Damages

Solution Architects

Sales Rep (in Rescission of Contract

some states)

Founder, Civil Fines, Industry Bar

Fundraiser, IR

Any "Person”
involved

Treble (3x) Damages




Jurisdictional Deep Dive: The State-Level
Threat

While federal agencies grab headlines, state attorneys general and private plaintiffs often utilize state
consumer protection statutes that are broader and more punitive than federal law. These "Little FTC Acts"
are the most immediate threat to a salesperson's personal assets.

Texas: The Deceptive Trade Practices Act (DTPA)

The Texas DTPA (Tex. Bus. & Com. Code §§ 17.41-17.63) is a formidable weapon against deceptive sales.
It allows consumers to sue "any person" who commits a false, misleading, or deceptive act.

¢ Individual Liability: Texas courts have consistently held that corporate agents are personally liable for
their own violations of the DTPA. The corporate veil is irrelevant here.

e "Knowingly": If a jury finds the salesperson acted "knowingly" (defined as actual awareness of the
falsity, deception, or unfairness), the plaintiff can recover three times their economic damages (treble
damages) plus damages for mental anguish.

e Application to Al: If a Texas sales rep sells an "Al security system" knowing it has never been tested,
and a breach occurs, the rep could be personally on the hook for 3x the damages caused by the breach.
The definition of "false, misleading, or deceptive" explicitly includes representing that goods have
characteristics they do not have.




Massachusetts, California, and New York: State

Consumer Protection Laws
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Massachusetts: Chapter 93A

Massachusetts General Laws Chapter
93A is widely considered one of the
most powerful consumer protection
laws in the country.

e Broad Scope: It prohibits "unfair or
deceptive acts or practices in the
conduct of any trade or
commerce." Unlike many statutes,
Section 11 of Chapter 93A applies
to business-to-business (B2B)
disputes, meaning enterprise
software sales are covered.

e The Demand Letter: Before suing,
a plaintiff must send a "30 Day
Demand Letter" describing the
unfair practice. If the recipient
(salesperson) fails to make a
reasonable settlement offer within
30 days, and a court later finds a
violation, the court must award
attorney's fees and can award up
to treble damages.

¢ Implication: A salesperson in
Massachusetts who ignores a
customer complaint about fake Al
functionality risks escalating a
simple contract dispute into a
punitive damages case where they
are personally named.

California: The Consumers Legal
Remedies Act (CLRA)

California's CLRA (Cal. Civ. Code §

1750 et seq.) and Unfair Competition
Law (Cal. Bus. & Prof. Code § 17200
et seq.) form a dense web of liability.

e Deceptive Practices: The CLRA
prohibits 24 specific practices,
including "representing that
goods... have sponsorship,
approval, characteristics,
ingredients, uses, benefits, or
quantities which they do not
have."

e Junk Fees & Drip Pricing:
California has recently used the
CLRA to target "drip pricing"
(hiding fees). This logic extends to
Al: if a company advertises
"Automated Al" for $500/month
but hides the fact that the
"automation" requires expensive
human oversight or add-ons to
function, this is a deceptive
pricing practice under the CLRA.

e Class Actions: The CLRA is a
primary vehicle for class action
lawsuits. A sales director who
orchestrates a deceptive
campaign across California could
be named in a class action
representing thousands of
consumers.

New York: General Business Law
8349

New York's GBL § 349 prohibits
"deceptive acts or practices in the
conduct of any business."

¢ No Intent Required: Unlike
common law fraud, a plaintiff
suing under GBL § 349 does not
need to prove the defendant
intended to deceive. They only
need to show the act was
misleading in a material way and
that they were injured.

e Lower Bar: This lower burden of
proof makes New York a
dangerous jurisdiction for sales
reps who "accidentally" overstate
capabilities. "l didn't mean to lie" is
not a defense if the statement
was objectively misleading.
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Case Studies in Vaporware: Lessons from the
Archives

To understand the future of Al liability, one must examine the graveyards of past "revolutionary" technologies. The legal
precedents set by Theranos, the crypto bubble, and FTC Al enforcement initiatives provide a roadmap of how liability
can expand from the C-suite to the sales floor.

Theranos: The Archetype of "Fake Innovation"

Theranos serves as the foundational case study for modern tech fraud. The company raised over $700 million on the
promise of a device (the "Edison") that could run hundreds of blood tests on a single drop of blood. It didn't work.

e Sales as the Vector: The fraud was not contained in the lab; it was operationalized through the sales and business
development teams who secured contracts with Walgreens and Safeway. These deals were closed based on
demonstrations that were often rigged or misleading.

e Legal Consequences: While CEO Elizabeth Holmes and COO Sunny Balwani faced the primary criminal charges
(wire fraud), the legal fallout blanketed the organization. The SEC charged the company with "massive fraud."

e The "Moral Load": Reports highlight the psychological toll on employees who knew they were selling a lie.
Whistleblowers like Tyler Shultz and Erika Cheung faced legal intimidation and surveillance. The case established
that "trade secrets" is not a valid defense for hiding the fact that a product simply does not exist.

¢ Investor Lawsuits: Investors sued not just for the loss of capital but for the fraud inducing the investment. This
precedent applies directly to Al startups today: if a sales leader pitches a VC firm with "Al revenue" that is actually
"consulting revenue," they are committing securities fraud.
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BitConnect, FTX, and FTC AI Enforcement
Initiatives
BitConnect & FTX: The Expansion of "Seller" Liability

The cryptocurrency collapse expanded the definition of who counts as a "seller" under securities law.

BitConnect: The 11th Circuit Court of Appeals ruled in Wildes v. BitConnect Int'l PLC that online promoters who posted
videos hyping BitConnect could be liable as "sellers" under the Securities Act of 1933. The promoters argued they didn't
pass title to the securities and just made "mass communications."” The court rejected this, stating that solicitation via
YouTube is no different than a personal letter.

Relevance to Al: This decision significantly undermines the defense that "l just posted about the Al on LinkedIn" or "I
just did a webinar." While the ruling does not eliminate every possible defense for all online promotion contexts, it
establishes a strong precedent that if a sales influencer or business development exec solicits investment or sales via
social media using false claims, they may be treated as "sellers" soliciting the public and could face liability.

FTX: The class action lawsuits against FTX named celebrity endorsers (Tom Brady, Larry David) as defendants, arguing
they lent their credibility to a fraudulent scheme. While sales reps aren't celebrities, high-profile "Al Thought Leaders" or
"VPs of Sales" with significant industry followings face similar risks if they lend their personal brand to a fraud.

FTC Al Enforcement Initiatives: The New Frontier

The FTC's Al enforcement initiatives, including Operation Al Comply, target the specific mechanics of Al deception.
Several recent actions highlight the types of conduct drawing regulatory attention.

Rytr LLC: In an action highlighted in connection with the FTC's Al enforcement push, the FTC took action against Rytr
for an Al writing tool that generated fake consumer reviews. The allegation was that the tool provided the "means and
instrumentalities" for fraud.

Sales Implication: Selling a tool designed to deceive (e.g., a "Deepfake Generator" or "SEO Spam Bot") makes the
salesperson a participant in the scheme. The principle is straightforward: you cannot sell a tool whose primary purpose
is deception and claim ignorance of its intended use.

DoNotPay: The "Robot Lawyer" case, also associated with the FTC's broader Al enforcement efforts. The FTC alleged
the company claimed its Al could replace human lawyers for small claims and drafting, citing specific marketing

claims like "Fight corporations,” "Beat bureaucracy,” and "Sue Anyone." The company settled for $193,000 and agreed

to a notice requirement.

Sales Takeaway: For a sales rep, this underscores that claims of "replacing professional services" (legal, medical,
coding) are high-risk and require rigorous substantiation.
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The Economics of Fraud: Commissions,
Clawbacks, and Wage Theft

Beyond the courtroom, sales professionals face immediate financial peril within their own organizations. When a

"vaporware" scandal breaks, the first casualty is often the salesperson's bank account.

The Clawback Mechanism

Modern sales compensation plans very commonly include "clawback" provisions. These clauses allow the

employer to recover commissions paid if a sale is cancelled, refunded, or—crucially—if the sale was procured

through violation of company policy.

¢ Fraud as a Trigger: If a sales rep is found to have misrepresented the product to close the deal, the company

can argue the commission was never "earned" under the terms of the plan.

¢ Mechanism: Companies can deduct these amounts from future paychecks or sue the employee for

repayment. In DeLeon v. Verizon Wireless, courts upheld systems where commissions are treated as

"advances" subject to chargeback if conditions (like customer retention) are not met.

State Wage Laws: California vs. New York

The legality of clawbacks varies significantly by state, creating a complex landscape for national sales teams.

Importantly, outcomes in this area are heavily dependent on how the compensation plan defines when a

commission is "earned" and on state-specific wage law constraints.

California

California law is highly protective of wages. Once a
commission is "earned" (usually defined by the
contract, e.g., when the customer pays), it is
considered wages and cannot be forfeited. However,
employers often structure commissions as
"advances" until a "reconciliation period" passes. If
fraud is involved, the employer can argue the
condition precedent for "earning” (a valid contract)
never occurred. The outcome in any specific case will
depend heavily on the plan's specific language and
the factual circumstances.

New York

New York labor laws are also strict but allow for
deductions if they are "for the benefit of the
employee" or authorized in writing. Courts have
upheld clawbacks where the employee engaged in
misconduct or disloyalty, under the "faithless servant"
doctrine, which can require an employee to forfeit all
compensation earned during the period of disloyalty.
However, as with California, specific outcomes are
highly dependent on contract terms and the
particular facts of each case.
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The "Double Whammy" of Termination and the
Collapse of the Janus Defense

A salesperson caught selling Al vaporware faces a catastrophic financial scenario:

Commission Clawback

Termination for Cause . )
The company demands repayment of commissions paid

Fired for violating the Code of Conduct on the fraudulent deals (potentially hundreds of
(misrepresentation). This often voids unvested equity. thousands of dollars).
Unemployability

Legal Defense Costs The reputational stain makes finding a new role in the

The employee must pay for their own lawyer if the industry nearly impossible.
company refuses indemnification due to the "willful
misconduct" exception.

The "Just a Salesperson" Defense: Analysis of Scienter and Reliance

Can a sales professional avoid liability by claiming they were merely a conduit for the marketing department's lies? The legal
answer is increasingly "No," due to the evolution of the Scienter requirement and the Duty of Inquiry.

The Collapse of the Janus Defense

In Janus Capital Group, Inc. v. First Derivative Traders (2011), the Supreme Court held that only the "maker" of a statement (the
one with ultimate authority over it) is liable under SEC Rule 10b-5(b). This traditionally protected lower-level employees who
just read a script.

The Lorenzo Shift: In Lorenzo v. SEC (2019), the Supreme Court expanded liability under Rule 10b-5(a) and (c) for "scheme
liability." It held that a person who disseminates false statements with intent to deceive can be liable, even if they didn't
"make" (write) the statement.

Application: A sales director who forwards a deceptive pitch deck to investors, knowing it contains false Al claims, can be
liable for participating in the fraudulent scheme, even if Marketing wrote the deck.




The "Red Flag" Doctrine and Whistleblower Protections
The "Red Flag" Doctrine (Willful Blindness)

Courts do not allow defendants to manufacture ignorance. The "Red Flag" doctrine (or deliberate ignorance) holds that if a defendant suspects
the truth but deliberately avoids confirming it to maintain deniability, they have acted with scienter.

Sales Scenario: A sales engineer notices that the "Al" chat logs all have the same timestamps as the support team's working hours. They
suspect human intervention. If they choose notto ask the CTO "Is this human-powered?" so they can keep selling it as "Autonomous," they
are acting with willful blindness. In a fraud trial, this is treated as actual knowledge.

Good Faith Reliance vs. Recklessness

The primary defense for a salesperson is "Good Faith Reliance" on company information. To maintain this defense, the reliance must be
reasonable.

¢ Unreasonable Reliance: Relying on a 2-year-old marketing slick when the current product is crashing daily is unreasonable. Relying on a
CEO's verbal assurance ("It works, trust me") when the engineering team is sending panicked emails about failure is unreasonable.

e The "Sophisticated Party" Standard: High-level enterprise sales execs (making $300k+ OTE) are often treated as sophisticated parties.
Courts expect them to perform a basic level of due diligence on the products they sell, akin to a broker-dealer investigating a security.

The Whistleblower's Path: Risks and Rewards

For sales professionals who find themselves in a company selling vaporware, the SEC Whistleblower Program offers a potential lifeline—and a
way to monetize the risk.

The SEC Whistleblower Program

Established by Dodd-Frank, this program rewards individuals who provide original information leading to an enforcement action with sanctions
over $1 million. The award ranges from 10% to 30% of the money collected.

o Al Relevance: Al-related misrepresentations are among the types of conduct the SEC has highlighted as enforcement priorities. A sales VP
who provides emails showing the CEO knew the Al claims were false could theoretically receive a multi-million dollar payout if the
information leads to a successful enforcement action.

e Anonymity: Whistleblowers can report anonymously if represented by an attorney.

Anti-Gag Rules (Rule 21F-17)

Companies often try to silence departing employees with aggressive Non-Disclosure Agreements (NDAs) or separation agreements that forbid
reporting to regulators.

o lllegality: SEC Rule 21F-17 explicitly prohibits any action to impede an individual from communicating directly with the SEC about a
possible securities law violation.

e Enforcement: The SEC has fined companies heavily for including "no-reporting” clauses in severance agreements. A salesperson cannot be
legally contractually bound to hide fraud.
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Operational Risk Management: A Survival Guide
for Sales

In this hostile regulatory environment, sales professionals must adopt a defensive posture. "Trust but verify" must
become the operational mantra.

Due Diligence Checklist for Sales Candidates

Before joining an Al startup, ask these questions to assess "Vaporware Risk":

Data Provenance The "Wizard of Oz" Test
"Where does your training data come from? Do we "What percentage of the workflow is fully
have licenses for it?" (Tests for IP risk). automated vs. human-in-the-loop? Is this

disclosed to clients?"

Reference Checks The Demo

"Can | speak to a current customer using the Al "Can | see the backend logs of the Al processing a
feature in production?” (If they say no, it's a red request?"

flag).

Questions Sales Reps Should Ask Engineering

To build a "Good Faith Reliance" defense, sales reps should document their inquiries:

e '"Is this feature generally available (GA) or in Beta?"
e "What are the specific limitations of the model? Where does it hallucinate?"
e "Do we train on customer data? If so, do we have consent?"

e "Are there any 'human fail-safes' | need to disclose to the client?"

Contract Hygiene

e Scope of Work (SOW): Ensure the SOW describes the product as it exists today. If selling a roadmap item, explicitly
label it as "Future Functionality" with no guarantee of delivery date.

¢ Avoid Absolute Claims: Replace "100% accuracy" with "Target accuracy of X% based on internal testing." Replace
"Autonomous" with "Automated workflows."

¢ Integration: Ensure marketing claims are referenced as "goals" rather than "warranties" in the contract where
possible (though this is a legal drafting issue, sales reps often influence it).
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Conclusion: Verification is the New Qualification

The "Wild West" era of Al sales is over. The convergence of SEC enforcement on "Al washing," DOJ focus on fraudulent

technology claims, and FTC crackdowns on deceptive "means and instrumentalities" has created a dense web of liability that

entraps not just the architect of the fraud, but the messenger.

For the sales professional, the implications are profound. The "Just a Salesperson” defense is collapsing under the weight of

the "Red Flag" doctrine and state consumer protection statutes that impose strict or knowing liability. A sales rep who sells a

hallucination today risks their commissions, their career, and their personal liberty.

The path forward requires a fundamental shift in the sales ethos. In the Al era, verification is the new qualification. The
ability to discern between genuine technical breakthroughs and marketing vaporware is no longer an optional skill—it is a

prerequisite for legal survival.

Sales professionals must become the first line of defense against Al washing, not its unwitting accomplices.

Summary of Key Legal Risks for Sales Professionals

Risk Category Primary Trigger

Civil Liability (Federal) Selling unregistered
securities / Fraud
Civil Liability (State) Deceptive consumer
practices

Criminal Liability Intentional deception

across state lines

Employment Misrepresentation of

product

Reputational Association with fraud

Legal Mechanism

SEC Rule 10b-5/
Securities Act §12

DTPA (TX), Ch. 93A (MA),
CLRA (CA), GBL § 349
(NY)

Wire Fraud / Mail Fraud /
Conspiracy

Cause Termination /
Clawbacks

"Guilt by Association"

Potential Consequence

Fines, Disgorgement,
Industry Bar

Treble (3x) Damages,
Attorney Fees

Federal Prison, Restitution

Loss of income,
Repayment of
Commissions

Unemployability in
regulated sectors

[J LEGAL DISCLAIMER: This document is provided for informational and educational purposes only and does not
constitute legal advice. The information contained herein is general in nature and should not be relied upon as a
substitute for consultation with qualified legal counsel regarding any specific legal matter. No attorney-client

relationship is created by the distribution, receipt, or use of this document.




