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53%
Attacks Infiltrate Unnoticed

68%
Of Ransomware Attacks Unnoticed

91%
Of Attacks Did Not Generate an Alert
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What you should know TOO

»  How exposed is your company, data, staff,... on the Internet ?
»  What are your Vulnerabilities ?

»  Where are your IT Security holes ?

»  Whatis or has been Stolen from you ?

»  Have you already been hacked ?

»  Any inside Risks, leaking to the outside ?

ACKER Threat Intelligence SECURITY
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Hot Air and Promising Sales Speeches, but no results ?

No integration of Your Constrains - Budget, Staff, Knowledge, Strategy,... ?
Product orientated Recommendations ?

Fed-up of Standardized & None Personalised IT Security Reports ?
Superficial, Useless & none aggregated IT Security Reports ?

No Real Life Security Solutions ?

Threat Intelligence
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WHAT you have to face !

Exploitation Families Kill Chain (Hacker Step by Step)

1%
= Reconnaissance
12%
° = Weapnization
= Delivery
‘ Exploitation

= |nstallation

1%

= Ransomware
= Network Discovery

= Software Exploitation
Radio Comms (WiFi)
m Fuzzer

= Online Discovery

= Malware

= Control
= Knowledge Repo .

m Actions
m Hardware
= Infrared

Multiple Malware groups have been accumulating access & maintaining persistence on target networks for several months with either
dormant or activated malware.

As the global market is mainly focusing on COVID-19, less priorities is given to the Cybersecurity!
By so increased EXPLOITATIONS

97% of your IT is much more exposed.

DRS
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WHOM you fight against ?

TWO Hacker types you have to face:

The left one is unpredictable and goes for
the mass and the end-user trust abusing.

The right one is structured, highly skilled,
not in a hurry, deceptive,... What he goes
for is your Business GOLD. These are the
ones that bring down any organization.

BUT THE WORST IS:
YOU CONTRIBUTE BY 80% FROM THE INSIDE

“SHOTGUN" INDISCRIMINATE

APPROACH

A

ATTACKER
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POST-COMPROMISE
APPROACH

1st Stage
Credential theft
Internal reconn aissance
Lateral movement tools
Escalate privileges
Delete backups

2nd Stage

Threat Intelligence
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OUR VISION

We use the same tools and techniques as the hackers use
to attack you,
BUT without impacting you;

We empower your IT & Threat Intelligence !

Threat Intelligence
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What is actually DRS® - THE DIFFERENCE

Hacker
Strategic
Hacker. | View
y Remediation
Hfac er | View
Diagnostic
View
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How DRS® works

montor ~ BUILD CHAIN

Control
@ Installation
2 Design
c Delivery

Internal &
External Audit

....... RECONNAISSANCE - - -] - - - - - v s s oo e

Weaponization

Exploitation

Installation

HACKER

KILL CHAIN
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Hacker Diagnostic View © How

works - Step 1
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Hacker Diagnostic View ® HOw works - Step 1

You receive as deliverables :
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HDV © Report

BS5I Ranking:

Incident Response Hierarchy:
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21
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MX Records | 1

Malicious IP Address on sa Subnet

Can you collaborate with trusted partners to disrupt adversary campalgns ¥

“Dwr ng Imcid ent response, |operate at the zame tempo as the
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TRACK  |Duning an Intrusion, can you obsere adversary activity imreal time? R
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Report

L1 XXXX Domain Profile

...........

Identification, Mappin_ci & Linking of all Entities and Edges

Generating a fuII-erdj-._ed Report

CENNENDNNNENEER
NENNNEENNONEER

1.452 Entities 3.349 Edges

piresAt int
. .._.-" ‘wu I : Y
Ema te )¢ -
e o rd tered e )
5.317 Links 473 Nodes 1.764 Entities 3.180 Edges
4.718 Links 660 Nodes
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Hacker Diagnostic View ® HOw works - Step 1

NOW,

THIS IS WHAT THE HACKERS IDENTIFY, COLLECT & USE

Dl RS
A
Threat Intelligence



mailto:info@cpe-drs.com
http://www.cpe-drs.com/

Hacker Remediation View ©: HOW works - Step 2

Based up on the an Internal and External analysis of your complete IT will be undergone.

All information and findings will be integrated in a Risk vs Impact vs Resources report, it will also include a
3 track Remediation plan:

Strategic Track

(up to 36 Months Complex remediation)

Fast Track

(Max 2 Months — 6 Months of Work)

Easy Quick Win

(Max 2 Months of Work)
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Hacker Remediation View ©: HOW works - Step 2

1. Mapping of your available IT experts and their skills towards the

2. Inventory all your IT Infrastructure, Software and Hardware.

3. Establish a Delta analysis report that will include your time constraints, budget limitations, skills
availability, to establish the best strategy, to fill the « gap(s) » facing your IT Security Risks.

4. This Delta analysis report does also mitigate the likelihood of the identified IT Security Risks.

5. Allis done in concertation with the your top management, the IT management and your IT staff or

partner, aligned to your IT Strategy.
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Hacker Strategic View © HOwW works - Step 3

Once has been approved, the implementation phase will be launched.

Here we can assist you by providing your with:

»* Project Management
** Real Channel Experts
» Knowledge transfer

% High value for your investment

We are Solution orientated, builders, who fully integrate your needs and constraints !
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Pricing of the DRS® Pack

: By number of IPs & domains which are expected to be analysed.
: Based up on the findings of the HDV we establish a personalised offer.
: This is the implementation phase where we can assist you, up on demand.

Pack - DRS® : Recurrent; every year, every 6 months or quarters. (HDV + HRV + HSV + Recurrent)

We don’t waste your money for marketing, fancy fliers, sales staff, transport costs, posh web-sites,.... YOU GET
REAL VALUE FOR MONEY and a full transparency of what we do; up to the point that all your data is stored on
an encrypted secured & dedicated external hard drive, with all your data, that will be handed over to you at
the end of the mission.

WE DON’T KEEP ANY DATA OF YOU AFTER THE MISSION.

Threat Intelligence
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OUR Motivation
Fight the adversity with the DRS® skills

YOU BEING AN ACTIVE CYBERSECURTY PLAYER

YOU having the CONTROL on your threats

YOU becoming more AGILE

YOU enjoying a HIGH ROI

Threat Intelligence
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Who are we ?

Christoph Pellkofer

_Iwhﬁ

Catherine de Lavergne

Luc de Couville

Romane Devezeaux

Christoph or the "4-Neuron"

Founding Partner
christoph.pellkofer@cpe-drs.com

+32/491/46.47.69
LinkedIn

Catherine or the "Lecturer"

CoFounding Partner
catherine.delavergne@cpe-drs.com
+32/494/46.90.49

Luc or the "Diplomat"

CoFounding Partner
luc.decouville@cpe-drs.com

+32/473/81.39.20
LinkedIn
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Romane or the "Sniffer"
CoFounding Partner

romane.devezeaux@cpe-drs.com
+32/491/13.98.17

DRS

CKER Threat Intelligence SECURITY
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Thank you
For your time

&
Trust In us
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