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SECURITY
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SECURITY

1 a General Introduction

In June 2019, CPE-DRS got the green light to undergo an DRS scan about XXXXX. The
prerequisite is what could be found in four hours about XXXXX via a passive external scanning
of all publicly available information’s, which are of interest from a security point of view. Only
information, which highlight security risk or holes, have been taken up.

As a result of that scan, (see Annex 1), CPE-DRS has identified:

* On 3 public IPs 21 malware (now resolved with XXX team).

* A GoDaddy Certificate on https://mail. XXX.be/.

+ 23 major security patches on publicly accessible server had not been applied.

* 13 malware identified on https://mail.XX.be/ (now resolved with XXXXX team).

+ 2 outdated certificates (now resolved with XXXXX team).

+ 30 identified interconnections with XXXXX, but these partners are not monitored and
do not have to comply with any security standards of XXXXX. This is one of the easiest
ways to enter XXXXX.

* 12 possibilities to bring down XXXXX website and/or all its related services /
infrastructure.

On the above base XXXXX has mandated CPE-DRS to undergo a detailed internal scan (see
Annex 2) and CPE-DRS has identified 98 concerns.

It is important to highlight that the overall cybersecurity landscape has drastically changed over
the past years. Much faster than any IT Infrastructure and Software development departments
can potentially adapt to, not to mention the shortening of the time to market companies
demands in these fields of supporting activities.

The overall XXXXX global environment is highly complex (see Graph 01) and its dependencies
on third parties, may it be on the service side or the connection side has just added an extra
layer of risks, that are out of control of XXXXX.

On top the different new legislations (GDPR & NIS) consume budget, technical and human
resources, resulting in a lack of time for the high priorities in the day to day activities.

What CPE-DRS has identified is a high commitment of all IT department staff, an incredible
flexibility, given the limited overall resources.

As conclusion, yes, there is a great deal of concerns on the cybersecurity side and yes, there
are solutions, which will be elaborated in this document.
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SECURITY

1 b Background

Information security is the protection of information from a wide range of threats in order to
ensure business continuity and minimise a range of business risks. Essentially, it is the
preservation of confidentiality, integrity and availability of information. This is particularly
important with the increase in interconnected computing environments and ever-increasing
threats.

The present report provides insight into XXXXX’ information systems (IS) security. The main
objective and scope of this analysis is getting a more alive like picture of the XXXXX’s internal
and external attack-front. This report has been established in several steps:

» Step 1: Audit of Security holes & misconfigurations

la Preparation work by XXXXX
Installation of ABC appliance

1b Installation of 4 passive scanning tools by Christoph Pellkofer
Installation of 1 appliance — ABC
Installation of ABCD
Installation of ABCDE
Installation of Syslog & compliance Analyser
Establishing a findings inventory based up on only the ext. scan
Preparation of remediation plan based up on the ext.

1l.c Analysis of the logs by Christoph Pellkofer
Completing the findings inventory with the int. scan findings
Preparation of remediation plan based up on the int. scan
Establish a Quick fix strategy + needs
Establish a Mid-term (6months) fix strategy + needs
Establish a Long-term (36months) fix strategy + needs

1d Establish situational as is report + presentation
* Step 2: Quick wins

2.a Determine with I.T dept. of XXXXX the implementation roadmap taking into account
the identified urgencies in Step 1

2b Implementation of the quick win roadmap by Internal IT
Assistance of C.Pellkofer (Up on demand)

2.c Weekly check of implementation status & quality
This 2.b implementation will be done with assistance and support from CPE-DRS .
CPE-DRS will analyse the implementation on a weekly basis until 31/10/2019.
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As our benchmark (BSI-ISO) we used the black hat kill chain for information security. Although
this is not a standard, but it reflects the reality in cyber-criminality. It is a good starting point for
XXXXX to develop sound information security practices. The implementation of all remediation
and the three-track strategy will be based up on ISO 27002. Our findings will diminish
considerably the IT security attack fronts.

The security gap analysis provides further insight into how big the gap is between the
standards.

1 ¢ What was foreseen to be done

The security gap analysis was conducted across IT Infrastructure. We assessed information
security across most security categories defined within 1ISO 27002. There are essentially 12
areas the standards focus on with each area containing various categories.

The areas are:

IT internal security concerns
IT external security concerns
Information Security Risk Management
Information Security Incident Management
Compliance GDPR / NIS
Operations Management
Asset Management
Following topics are not in scope of the present assignment.
However, sometimes we discover interesting things that will be gladly commentated.
Business Continuity Management
Physical and Environmental Security
Security Policy
Human Resources

Organising Information Security
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SECURITY

We assessed whether controls for the categories in each area were effectively being met and
if not whether mitigating controls were in place. As part of the assessment against the
standards and black hat, we also assessed the following:

Has XXXXX identified their security requirements by assessing the risks to their
business and information systems?

Has XXXXX selected appropriate controls that mitigate their identified risks, in line
with the International Standard?

Is XXXXX aligned with the International Standard, have other strategies been used
to mitigate identified risks?

' What is the degree of alignment with the International Standard across all
information systems security categories?

Each area was assessed in terms of its effectiveness in meeting the standards and scored.
We rated scores above 85 per cent to be effective, scores between 60 to 85 per cent as partially
effective and below 60 per cent as ineffective. Those areas in the standard that were obviously
not applicable to XXXXX we audited were not considered.

1 d What was found

Table 1 below represents the results of our gap analysis across XXXXX. XXXXX did not fully
meet the requirements of the standards however; anything that has been brought up during
the assessment was swiftly resolved, as much as it was possible. It is likely that this result is
relevant to XXXXX’ management and it demonstrates a lack of good security practices across
the company. This puts XXXXX IT systems at high risk.

Area XXXXX

IT internal security concerns

IT external security concerns

Information Security Risk Management

Information Security Incident Management
Compliance GDPR / NIS

Operations Management

Asset Management

Business Continuity Management

Physical and Environmental Security

Security Policy
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Human Resources

Organising Information Security
Red = 0%-60% Orange = 61%-85% Green = 86%-100%
Red = ineffective, Orange = partially effective, Green = effective

The standards provide guidance on how an organisation should approach information security.
The starting point is establishing what the security requirements are and assessing risk.
Security requirements can be derived from three main sources which include (1) assessing
risks taking into account the overall business strategy and objectives. (2) The legal, statutory
and regulatory requirements including. (3) The Kill chain.

Our analysis indicated that XXXXX is not taking these first steps by adopting a strategic
approach to identifying and assessing risks. This is an important area of initial focus to identify,
assess and treat risks and allow XXXXX to take a strategic approach to managing information
security. In the absence of a strategic approach, XXXXX lack focus and the approach to
security becomes ad hoc. This can lead to XXXXX wasting resources on areas of minimal risk
while leaving critical areas exposed.

XXXXX should use their risk assessment to inform the development of business continuity and
specific incident management plans. A sound information security policy is important for
security governance and should also be informed by the initial risk assessment. A common
failing was lack of business continuity management for information security. These plans help
to ensure XXXXX can recover or continue to function should a serious incident occur.

XXXXX had not performed in risk assessment that typically demonstrated weaknesses across
all areas. Table 1 shows that XXXXX had inadequate controls for at least nine of the 11 areas
assessed. This demonstrates a lack of awareness and understanding of the controls required
to ensure the security of their environments.

XXXXX has no effective controls in place for Information Security Incident Management or IS
Acquisition, Development and Maintenance. XXXXX will not be able to detect and respond to
incidents that threaten the security and availability of their environments. Key applications
within XXXXX are also more vulnerable to unauthorised access and downtime.

Our analysis suggests XXXXX is focusing on some quick wins such as day to day security
incident management and response, as well a 360° ISMS analysis to determine the 36 months
global IT strategy.
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SECURITY

1 d Security Standards — addressing the gaps

XXXXX can use the standards to perform their own gap analysis and use the results to develop
a security improvement plan. This can provide a foundation for setting priorities, assigning
ownership, allocating investments of time, money and human resources and for measuring
and improving compliance with the standards.

Information security is achieved by implementing suitable controls including policies,
procedures, organisational structures and software and hardware functions. These controls
need to be implemented, monitored, reviewed and improved where necessary to ensure that
specific security and business needs of XXXXX are consistently met.

Depending on XXXXX business objectives and circumstance, all areas of the standard could
be equally important. XXXXX needs to take a methodical approach when performing a risk
assessment to identify and understand the level of control required for each area. Costs for
implementing controls must be balanced against the likely impacts resulting from identified
security failures. Risks assessments also need to be re-performed periodically to ensure new
risks are captured and managed in a timely manner.

While the International Security Standard is a good starting point, additional controls and
guidance may be required depending on XXXXX specific needs and functions. NIS

complements XXXXX Security Framework and is a good reference for understanding and
implementing good information security practices.

| Information Systems Security Audit Report
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2 General Computer Controls and
Capability Assessments

2 a Conclusion

We rune a high-level external scan and an internal scan, as well a general analysis on the overall IT GCC
and CA.

From that capability assessments conducted only one of the 12 checking areas did meet our expectations for
managing their environments effectively. Two thirds of the checks were not meeting our benchmark
expectations.

Management of Changes is in place but is not in a countercheck approach. Physical Security is very light.
The Management of IT Risks, IT Security, Operations capacity management need much greater focus.

2 b Background

The objective of our general computer controls (GCC) audit is to determine whether the computer controls
effectively support the confidentiality, integrity, and availability of information systems. General computer
controls include controls over the information technology (IT) environment, computer operations, access to
programs and data, program development and program changes. We focused on the following control
categories:

IT operations

Management of IT risks

Information security

Business continuity

Change control

We use the results of our GCC work to feed our maturity model. This way we are assessing how well
developed and capable the established IT controls are and how well developed or capable they should be.
The models provide a benchmark for XXXXX performance and a means for comparing results from year to
year.

The models we developed use accepted industry good practice as the basis for assessment. Our assessment
of the appropriate maturity level for XXXXX general computer controls is influenced by various factors. These
include: the business objectives of XXXXX; the level of dependence on IT; the technological sophistication
of their computer systems; and the value of information managed by XXXXX.
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2 ¢ What did we do?

We conducted GCC audit and did capability assessment.

We use a 0-5 scale rating! listed below to evaluate XXXXX capability and maturity level in each of the GCC
audit focus areas. The models provide a baseline for comparing results for XXXXX from year to year. Our
intention is to increase the number of agencies assessed each year.

0 (non-existent) | Management processes are not applied at all. Complete lack of
any recognisable processes.

1 (initial/ad hoc) |Processes are ad hoc and overall approach to management is
disorganised.

Processes follow a regular pattern where similar procedures are

2 (repeatable but followed by different people with no formal training or standard

intuitive) procedures. Responsibility is left to the individual and errors are
highly likely.
Processes are documented and communicated. Procedures
. are standardised, documented and communicated through
3 (defined)

training. Processes are mandated however, it is unlikely that
deviations will be detected. The procedures themselves are not
sophisticated but are the formalisation of existing practices.

Management monitors and measures compliance with
procedures and takes action where appropriate. Processes
are under constant improvement and provide good practice.
Automation and tools are used in a limited or fragmented way.

4 (managed and
measurable)

Good practices are followed and automated. processes have
been refined to a level of good practice, based on the results
5 (optimised) of continuous improvement and maturity modelling with other
enterprises. IT is used in an integrated way to automate the
workflow, providing tools to improve quality and effectiveness,
making the agency quick to adapt.

Table 2 (Rating criteria)

! The information within this maturity model assessment is based on the criteria defined within the Control Objectives for Information and related
Technology (COBIT 19) manual.
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2 d What did we find?

Our capability maturity model assessments show that XXXXX needs to establish better controls to
manage their IT operations, IT risks, information security and business continuity. Figure 2 below
summarises the results of the capability assessments across XXXXX we audited. We expect XXXXX
should be at least within the level three band across all the categories.

Figure 2: Capability Maturity Model Assessment Results

The model shows that the categories with the greatest weakness were Management of IT Risks,
Information Security and Business Continuity.

The percentage of XXXXX reaching level three or above for individual categories was as follows:

IT operations 58 per cent
Management of IT risks 44 per cent
IT ext. & int. security 44 per cent
Business continuity 25 per cent
Change control 69 per cent
Asset Management 61 per cent
Physical security 75 per cent

Operational Security
Level Level

Area

IT internal security concerns

IT external security concerns

Information Security Risk Management

Information Security Incident Management

Compliance GDPR / NIS

Operations Management

Asset Management

Business Continuity Management

Physical and Environmental Security
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Security Policy

Human Resources _

Organising Information Security

Red = 0%-60% Orange = 61%-85% Green = 86%-100%
Red = ineffective, Orange = partially effective, Green = effective

2 e IT operations

This is the first year we have assessed IT operations for XXXXX. There has been already an
improvement on the remediation of a great deal of the first findings.

Effective management of IT operations is a key element for maintaining data integrity and ensuring
that IT infrastructure can resist and recover from security concerns and failures.

We assessed whether XXXXX has adequately defined their requirements for its service levels and
allocated resources according to these requirements. We also tested whether service and support
levels within XXXXX are adequate and meet good practice.

Some of the tests include whether:
Policies and plans are implemented and effectively working.
Repeatable functions are formally defined, standardised, documented and communicated.
Effective preventative and monitoring controls and processes have been implemented to
ensure data integrity and segregation of duties.
Examples of findings:

XXXXX has incomplete Information Security Policies; nothing is foreseen on the elevated
wrights aspect, nor for the end-users or IT staff, which should have specific policies too.

The overall segregation of duties for users, developers, IT infrastructure administrators,...
was found to be ineffective. A sample found employees carrying out incompatible duties.

At XXXXX, there is no formal service level agreement in place that identifies the agreed
service levels provided by their data centre service.

The following section highlights trends over the last five years for the remaining five GCC categories.

2 f Management of IT risks

XXXXX did not meet our expectations for managing IT risks. This area only scored 44 per cent.

Examples of findings:
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XXXXX does not have an end to end risk management process in place for identifying,
assessing and treating IT and related risks. Also XXXXX does not have a risk register for
ongoing monitoring and mitigation of identified risks in place.

The method currently used by XXXXX to assess their IT risks was inadequate or ineffective
under 1SO standards.

XXXXX should have risk management policies and practices that identify, assess and treat risks that
affect key business objectives. IT is one of the key risk areas that should be addressed. We therefore
recommend XXXXX to have specific risk management policies and practices established such as risk
assessments, registers and treatment plans.

Without appropriate IT risk policies and practices, threats may not be identified and treated within
reasonable timeframes, thereby increasing the likelihood that XXXXX legal and compliance objectives
cannot not be met.

2 g Information security

Today XXXXX scored 44 per cent in the field of IT ext. & int. security, which below our benchmark for
effectively managing information security. It is clear from the basic security weaknesses we identified
that many areas have not been addressed and implemented. Fundamental security controls to secure
their systems and information are not in place, nor a continuous monitoring, resulting in remediation
and or endpoint product life cycle management.

Examples of findings:

XXXXX does not have an effective process in place to ensure that critical software patches
and security updates are identified and applied to the network environment and computer
systems in a timely manner. Our scans identified a large number of critical and high priority
patches which were not applied to databases, operating systems and servers. We also noted
that the patching regime was done on an ad hoc basis

At XXXXX, we found ineffective procedures regarding the monitoring and review of security
logs and audit trails within key servers such as the network’s Domain Controller and remote
access server. XXXXX is not pro-active mode in monitoring of logs to identify unauthorised
actions or suspicious activities across the network and servers.

We reviewed the user access lists for the network’s, Active directory and global system and
found the following issues:

2.158 Domain Administrators have been identified.

Today XXXXX is not capable to undergo any incident investigation, being proactive about
abnormal activities by regrouping endpoints and users, due to an implementation of
anonymising users and endpoints.
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Information security is critical to maintaining data integrity and reliability of key financial and operational
systems from accidental or deliberate threats and vulnerabilities. We examined what controls were
established and whether they were administered and configured to appropriately restrict access to
programs, data, and other information resources.

2 h Business continuity

To ensure business continuity, XXXXX has in place a business continuity plan (BCP), a disaster
recovery plan (DRP), but it does not include an incident response plan (IRP). The BCP defines and
prioritises business critical operations and therefore determines the resourcing and focus areas of the
DRP. The IRP needs to consider potential incidents and detail the immediate steps to ensure timely,
appropriate and effective response.

These plans should be tested on a quarterly basis. Such planning and testing is vital for XXXXX as it
provides for the rapid recovery of computer systems in the event of an unplanned disruption affecting
business operations and services.

We examined whether plans have been developed and tested. We found that there is no formal IRP
in place, that no quarterly testing are undergone, just annually, nor any procedure in place for any
evolution of the hardware and software landscape if it has been contaminated by any type of malware,
which makes the DRP useless in case of an infection.

2 i Change control

We examined whether changes are appropriately authorised, implemented, recorded and tested. We
reviewed any new applications acquired or developed and evaluated the consistency. We also tested
whether existing data converted to new systems was complete and accurate.

Examples of findings:

We found that XXXXX has a formal change management policies in place to ensure all
changes to IT systems and applications are handled in a standardised manner, but it is a
regular practice to conturn the procedure to accelerate the time to market.

At XXXXX the current change control procedure does not document important aspects of
change management such as:

The one to one identical implementation between developments — UAT — Production. Deltas
exist between all three environments.

IT security does not validate all codes integrity nor that these can run in production under the
IT security standards.

Need to document, categorise, and test all changes before implementation into the operating
environment.
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The processes for classifying and handling non-scheduled (emergency) changes

An overarching change control framework is essential to ensure a uniform standard change control
process is followed, achieve better performance, reduced time and staff impacts and increase the
reliability of changes. When examining change control, we recommend more detailed procedures are
used consistently for changes to it systems and that a delta analysis is undergone on a weekly base
to avoid workarounds. The objective of change control is to facilitate appropriate handling of all
changes.

There is a risk that without adequate change control procedures, systems will not process information
as intended and XXXXX operations and services will be disrupted. There is also a greater chance that
information will be lost and access given to unauthorised persons.

2 | Physical security

We examined whether computer systems were protected against environmental hazards and related
damage. We also determined whether physical access restrictions are implemented and administered
to ensure that only authorised individuals have the ability to access or use computer systems.

We found that XXXXX is not meeting our benchmark.

Examples of findings:
At XXXXX a number issues with the physical environment were noted.

XXXXX does not appropriately restrict access to their critical rooms with staff, contractors and
maintenance people having unauthorised access.

Inadequate protection of IT systems against various physical and environmental threats increases the
potential risk of unauthorised access to systems and information and system failure.
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2 k Recommendations

O

XXXXX should ensure that they have appropriate policies and procedures in place for key
areas such as IT risk management, information security, business continuity and change
control. IT Strategic plans and objectives support the business strategies and objectives. We
recommend the use of standards and frameworks as references to assist XXXXX with
implementing good practices.

XXXXX has limited internal resources and skills, by we recommend to put in place a monitoring
and remediation service (SOC).

o XXXXX needs to ensure that its risks are identified; assessed and treated within appropriate

timeframes and that these practices become a core part of business activities. You should
implement a risk register that centralises all IT aspects (Configuration, changes, incidents,
financial aspects such as the acquisition costs + staff costs)... to be able to set your risk scores
and by so your priorities. This will avoid any personal initiatives based up on personal affinities
and hasty actions.

XXXXX should ensure good security practices are implemented, up-to-date and regularly
tested and enforced for key computer systems. XXXXX must conduct ongoing reviews for user
access to systems to ensure they are appropriate at all times.

The continuous log, configuration and changes must be monitored and registered in a central
DB of at least 6 months historical data. This is essential for any time of incident, to be able to
debug, go for a reverse or forensic analysis. In case of a breach all legal supporting elements
will be at your disposal; e.g. GDPR, stolen hardware / code / data...

XXXXX should have a business continuity plan, a disaster recovery plan and an _incident
response plan that is un-existing. DRP backups should be tested in a replicated virtual
environment as the likelihood of a downtime is in 80% due to malware (Disposable IT virtual
infrastructure). If these are not identified in the DRP a restore has very little sense.

XXXXX should undergo atleast 4 annual disaster recovery drills per year.

Ideally XXXXX should implement a full end to end virtual IT infrastructure replication which is
a daily disposable environment. This is a must for the DRP but also for a continuous 360°
automated + manual pentesting & monitoring of your production + change IT environment.

o Change control processes should be well developed and consistently followed for changes to

computer systems. All changes should be subject to thorough planning and impact assessment
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to minimise the likelihood of problems. Change control documentation should be current, and
approved changes formally tracked — No more tolerated workarounds.

o XXXXX should develop and implement physical and environmental control mechanisms to

@)

@)

prevent unauthorised access or accidental damage to computing infrastructure and systems.

XXXXX should re-shift its budget allocation in a more balanced way. Software development is
overbudgeted; consequently, the global XXXXX information infrastructure is put at risk.
Annexe 1 & 2 have been reviewed with the management to set the priorities. These will be
categorised in three groups. To realise these remediation objectives it is obvious that the
different sections of XXXXX IT department will need a provisional staffing reinforcement. This
can only be evaluated once the categorising has been done:

1. Quick Win / Urgent — as soon as possible, but in less then a month
2. Important — in a month but less then 3 months
3. Strategical — 3 months up to 36 months

Establish a supportive cyber security monitoring partnership, as at XXXXX there are no
resources available, nor the skills. CPE-DRS attached to this document a proposal for the
service.
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3 a EXTERNAL DRS SCAN - Annex 1

Security Issues

CVE- The mod_proxy module in the Apache HTTP Server 2.4.x before 2.4.10, when a reverse proxy is

2014- enabled, allows remote attackers to cause a denial of service (child-process crash) via a crafted HTTP 0117
Connection header.

CVE- The deflate_in_filter function in mod_deflate.c in the mod_deflate module in the Apache HTTP Server

2014- before 2.4.10, when request body decompression is enabled, allows remote attackers to cause a denial 0118
of service (resource consumption) via crafted request data that decompresses to a much larger size.

In Apache HTTP Server versions 2.4.0 to 2.4.23, mod_session_crypto was encrypting its data/cookie
CVE-

using the configured ciphers with possibly either CBC or ECB modes of operation (AES256-CBC by
2016default), hence no selectable or builtin authenticated encryption. This made it vulnerable to padding
0736

oracle attacks, particularly with CBC.

The ap_some_auth_required function in server/request.c in the Apache HTTP Server 2.4.x before 2.4.14
CVE-

does not consider that a Require directive may be associated with an authorization setting rather than
2015an authentication setting, which allows remote attackers to bypass intended access restrictions in
3185

opportunistic circumstances by leveraging the presence of a module that relies on the 2.2 API behavior.

CVE- mod_authz_svn in Apache Subversion 1.7.x before 1.7.21 and 1.8.x before 1.8.14, when using Apache

2015- httpd 2.4.x, does not properly restrict anonymous access, which allows remote anonymous users to read 3184
hidden files via the path name.

In Apache httpd 2.2.0 to 2.4.29, when generating an HTTP Digest authentication challenge, the nonce
CVE-

sent to prevent reply attacks was not correctly generated using a pseudo-random seed. In a cluster of
2018servers using a common Digest authentication configuration, HTTP requests could be replayed across
1312

servers by an attacker without detection.

Possible CRLF injection allowing HTTP response splitting attacks for sites which use mod_userdir. This
CVE20164975

issue was mitigated by changes made in 2.4.25 and 2.2.32 which prohibit CR or LF injection into the

"Location” or other outbound header key or value. Fixed in Apache HTTP Server 2.4.25 (Affected 2.4.1-

2.4.23). Fixed in Apache HTTP Server 2.2.32 (Affected 2.2.0-2.2.31).

CVE- Apache HTTP Server mod_cluster before version httpd 2.4.23 is vulnerable to an Improper Input

2016- Validation in the protocol parsing logic in the load balancer resulting in a Segmentation Fault in the 8612 serving
httpd process.

Race condition in the mod_status module in the Apache HTTP Server before 2.4.10 allows remote
CVE- attackers to cause a denial of service (heap-based buffer overflow), or possibly obtain sensitive
2014-  credential information or execute arbitrary code, via a crafted request that triggers improper scoreboard

0226 handling within the status_handler function in modules/generators/mod_status.c and the
lua_ap_scoreboard_worker function in modules/lua/lua_request.c.

CVE- Memory leak in the winnt_accept function in server/mpm/winnt/child.c in the WinNT MPM in the Apache
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2014- HTTP Server 2.4.x before 2.4.10 on Windows, when the default AcceptFilter is enabled, allows remote 3523
attackers to cause a denial of service (memory consumption) via crafted requests.

In Apache httpd 2.0.23 to 2.0.65, 2.2.0 to 2.2.34, and 2.4.0 to 2.4.29, mod_authnz_Idap, if configured
CVE- with AuthLDAPCharsetConfig, uses the Accept-Language header value to lookup the right charset

2017- encoding when verifying the user's credentials. If the header value is not present in the charset

15710 conversion table, a fallback mechanism is used to truncate it to a two characters value to allow a quick retry
(for example, 'en-US' is truncated to 'en’). A header value of less than two characters forces an out

of bound write of one NUL byte to a memory location that is not part of the string. In the worst case, quite
unlikely, the process would crash which could be used as a Denial of Service attack. In the more likely
case, this memory is already reserved for future use and the issue has no effect at all.

In Apache httpd 2.4.0 to 2.4.29, the expression specified in <FilesMatch> could match '$' to a newline
CVE-

character in a malicious filename, rather than matching only the end of the filename. This could be
2017exploited in environments where uploads of some files are are externally blocked, but only by matching
15715 the trailing portion of the filename.

CVE- The dav_xml_get_cdata function in main/util.c in the mod_dav module in the Apache HTTP Server 2013-
before 2.4.8 does not properly remove whitespace characters from CDATA sections, which allows 6438 remote
attackers to cause a denial of service (daemon crash) via a crafted DAV WRITE request.

CVE-
In Apache httpd 2.2.x before 2.2.33 and 2.4.x before 2.4.26, mod_mime can read one byte past the end
2017- of a buffer when sending a malicious Content-Type response header. 7679

CVE- In Apache HTTP Server 2.4 release 2.4.37 and prior, mod_session checks the session expiry time before

2018- decoding the session. This causes session expiry time to be ignored for
mod_session_cookie sessions 17199 since the expiry time is loaded when the session is
decoded.

mod_lua.c in the mod_lua module in the Apache HTTP Server 2.3.x and 2.4.x through 2.4.10 does not support
an httpd configuration in which the same Lua authorization provider is used with different
CVE-
arguments within different contexts, which allows remote attackers to bypass intended access
2014restrictions in opportunistic circumstances by leveraging multiple Require directives, as demonstrated
8109 by a configuration that specifies authorization for one group to access a certain directory, and authorization
for a second group to access a second directory.

Apache httpd allows remote attackers to read secret data from process memory if the Limit directive can
be set in a user's .htaccess file, or if httpd.conf has certain misconfigurations, aka Optionsbleed. This CVE-
affects the Apache HTTP Server through 2.2.34 and 2.4.x through 2.4.27. The attacker sends an

2017- unauthenticated OPTIONS HTTP request when attempting to read secret data. This is a use-after-free

9798 issue and thus secret data is not always sent, and the specific data depends on many factors including

configuration. Exploitation with .htaccess can be blocked with a patch to the ap_limit_section function in
server/core.c.

CVE-
In Apache HTTP Server versions 2.4.0 to 2.4.23, malicious input to mod_auth_digest can cause the

2016server to crash, and each instance continues to crash even for subsequently valid requests.
2161

CVE- The mod_cgid module in the Apache HTTP Server before 2.4.10 does not have a timeout mechanism,
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2014- which allows remote attackers to cause a denial of service (process hang) via a request to a CGl script 0231
that does not read from its stdin file descriptor.

The cache_invalidate function in modules/cache/cache_storage.c in the mod_cache module in the CVE-

Apache HTTP Server 2.4.6, when a caching forward proxy is enabled, allows remote HTTP servers to
2013cause a denial of service (NULL pointer dereference and daemon crash) via vectors that trigger a missing
4352

hostname value.

CVE- The log_cookie function in mod_log_config.c in the mod_log_config module in the Apache HTTP Server

2014- before 2.4.8 allows remote attackers to cause a denial of service (segmentation fault and daemon crash) 0098
via a crafted cookie that is not properly handled during truncation.

In Apache httpd 2.4.0 to 2.4.29, when mod_session is configured to forward its session data to CGI
CVE- applications (SessionEnv on, not the default), a remote user may influence their content by using a
2018- "Session" header. This comes from the "HTTP_SESSION" variable name used by mod_session to

1283 forward its data to CGls, since the prefix "HTTP_" is also used by the Apache HTTP Server to pass HTTP
header fields, per CGI specifications.

Apache HTTP Server, in all releases prior to 2.2.32 and 2.4.25, was liberal in the whitespace accepted
CVE- from requests and sent in response lines and headers. Accepting these different behaviors represented
2016-  a security concern when httpd participates in any chain of proxies or interacts with back-end application

8743 servers, either through mod_proxy or using conventional CGl mechanisms, and may result in request
smuggling, response splitting and cache pollution.
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S leaking to the cloud so etworl C ce SIE 6 X Xt
M
92 Implementation on site of soc 5 X Ext.
ABCD X
93 Implementation on site of soc 10 X Ext.
ABCDE Plus X
94 Implementation on site of | SOC 10 X Ext.
Exchange Auditor X
95 Implementation on site of soc 10 X Ext.
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3 ¢ Maturity Model - Annex 3

The Core

The core idea of O-ISM3 is that information security is not just about the prevention of
attacks to information systems, it is about achieving the organisation’s mission despite
attacks, accidents and errors. There is no alignment between security objectives (the
traditional confidentiality, integrity, availability) and business goals; but in O-ISM3, they are
one and the same. If a company makes pastries, quality would be to deliver pastries that
customers find tasty for the price they are willing to pay, while security would be to continue
delivering pastries despite accidents (fire, earthquake), attacks (denial of service, viruses) and
errors (administrator or operator error).

This core idea leads to defining confidentiality, availability, integrity and related concepts in
great detail. O-1SM3 security objectives depend on technical, business and compliance needs
and limitations. For example, the requirements of an invoicing system can be specified as
follows using O-1ISM3:

+ Invoices should only be accessible to the accounting and collection departments.

- Paid invoices are to be kept for three years and destroyed after no more than four.

« The invoicing system has to register the user account at the date and time of creation,
and needs to be available 9 a.m.-5 p.m. Monday through Friday, with no more than
five interruptions per week, and a duration of no more than one hour in total, and
cause no more than 15 Invoices to be re-entered.

«  There must be less than five errors per hundred invoices. More than 99.8 percent of
products served must be invoiced.

+ Since the invoicing system is a third-party application, the license must be kept
current.

« As the invoicing system keeps personal information, according to the law, the
database must be registered at the Data Protection Agency. The invoicing system
must not be visible to systems from outside the company or have any remote access. It
must be kept in the Data Center under controlled environmental conditions and
company safeguards against fire, flood, etc.

Implement TOGAF and SABSA architectures.

Maturity Levels
The second main concept of O-ISM3 is designing the system using maturity levels. Having

maturity levels (ISM3 has five) helps organisations that can only afford to invest 20 percent,
achieving 80 percent of results, (this is the 80/20 rule). The highest return from security
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investment comes from the initial investment, as the Mayfield’s paradox and a study from
Carnegie Mellon. Different levels of maturity let organisations choose a baseline for their
initial Information Security Management (ISM) system, and use the rest of the levels as
milestones to higher (and more resource-consuming) O-1SM3 levels as the organisation
evolves. With maturity levels the organisation can prioritise investment and measure
progress. CMMI and 1SO 14001 are examples of standards that use maturity levels.

Process vs. Controls Orientation

Using a process-oriented approach toward ISM is another main idea. The principle followed
is, “What you can’t measure, you can’t manage, and what you can’t manage, you can’t
improve.” O-ISM3-based management systems are based on processes with well-defined
outputs that can be measured. This allows for a continuous improvement of the processes, as
there are criteria to measure the performance of the ISMS. ISO 9001, COBIT and ITIL use a
process-oriented approach.

The focus of O-ISM3 management is not limited to risk assessment and audit. O-ISM3
process orientation covers the following management activities:

+ Risk assessment—Consider assets, threats, vulnerabilities and impacts to get a picture
of security, and prioritise design and improvements.

« Audit—Compare the actual management system with the documented management
system.

«  Compliance audit—Compare the actual management system with a externally defined
management system (e.g. 1ISO 27001).

«  Monitor—Use metrics to watch processes outputs, detect abnormal conditions and
assess the effect of changes in the process.

« Test—Check if inputs to the process produce the expected outputs.

« Design and improvement—Find ways to produce outputs better fit to their purpose,
fewer false positives and false negatives (including faster outputs).

+  Optimization—Find ways to produce the same outputs with fewer resources.

This helps chief information security officers (CISOs) to manage their ISM systems when an
audit is not under way.

Processes and controls are different, but both can be tested by auditing them. Processes’
results are defined (outputs), so it is very clear what to do to implement the process and the
process can be improved using the process metrics. On the other hand, controls do not have a
defined result, which makes them less management friendly, as a malfunctioning control does
not produce information (results) necessary to learn what went wrong and take a management
decision to fix it.
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Controls are associated with an objective. For example, the question “What is the objective of
a firewall?” has an answer: “To protect the perimeter of a network.” The next logical question
in sequence is to check whether or not the objective is fulfilled by asking, “What is the result
of using a firewall?”” This can be answered only by measuring the result of a process which
uses the firewall. By implementing processes, information security becomes more wholesome
and holistic. The focus shifts from the control to the whole environment.

Metrics

Information security processes are manageable using metrics. This lets managers show the
results, how results benefit the organisation, and check what changes in the process make the
process improve and by how much. It also facilitates accountability.

It seems common sense that there is a direct link between what the organisation does
(outputs) and what the organisation wants to achieve (goals). This belief is supported by
reallife experiences, for example making a cheese sandwich. One buys the ingredients, goes
home, arranges them, and perhaps toasts them, voil&: a warm cheese sandwich ready to eat.
The output, cheese sandwich, and the goal, eating a homemade cheese sandwich, match
beautifully.

Unfortunately, common sense fails more often than expected. A good example is research.
The goal (i.e., discovery) and the activity (i.e., experiments, documentation) are not directly
linked. One can try hundreds of experiments and still not find the answer. The same thing
happens with security. The goals (i.e., trust, confidence, risk) and the activity (i.e., controls,
processes) are not directly linked. For this reason O-ISM3 emphasises measuring what one
can control, the outputs of one’s processes, specifically:

« Activity: The number of outputs produced, their mean age, the mean time between
outputs submissions, mean time to produce an output, following input, and worst case
time to produce an output, following input.

« Scope: The proportion of the environment or system that is protected by the process
and the percentage of the scope sampled.

« Unavailability: The time since a process has performed as expected upon demand
(uptime), the frequency and duration of interruptions.

- Effectiveness: Number of inputs, mean time between inputs, and percentage of inputs
that produce an output.

- Efficiency: Ratio between the number of outputs submitted and the available
resources for this process in actual use.

+ Load: Percentage of resources in actual use.

+ Quality: Accuracy, precision, or other measurements of fitness for purpose of the
output, when applicable.
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Results of processes within O-ISM3, called “outputs” are defined. For example, in the case of
the access control process, the expected outputs of the system could be defined as:

«  Grant of access to authorized users;

« Denial of access to unauthorised users;

« Logs of password changes;

« Logs of authorised access to information; 0 Unauthorised access attempt reports.

The process could be tested in two ways. The first method is similar to testing the control, but
this would reflect only the current state of the system. A more comprehensive way to test the
process is to measure the results of the process by using the metrics.

From the above metrics, the values obtained under scope and availability would be used to
improve security directly, and those obtained under activity and update would be used
indirectly to improve security by improving the process. For example, if 100 access rights are
normally granted every month, but in one month it is noticed that only 10 access rights were
granted, an investigation of the process would be appropriate.

This could indicate different scenarios. Either people are not asking for access rights any
longer and are sharing them, the person responsible for the access control system is not doing
his/her job properly, or the second condition could be the cause of the first condition.

A common problem with metrics is finding criteria that tell when the metrics deserve
attention. O-ISM3 recommendations are borrowed from quality management, using control
charts. Control charts help managers distinguish simply random, important changes from
noteworthy abnormalities that should be investigated.

O-1SM3 and Other Standards

O-1SM3 protects existing investment in ISM systems, as O-ISM3 describes processes in such
a way that current practices can be easily adapted to O-ISM3 requirements.

ISO 9001 users will find that O-ISM3’s document management requirements are the same;
the same document management system can be used to handle ISO9001 and O-ISM3
documents. The PDCA principle used in 1SO 9001 is used extensively in O-ISM3, and if
familiar with 1ISO9001 management principles, that knowledge can be used for ISM systems.
(The PDCA principle is used by O-ISM3 in a process-by-process fashion, not just for the
whole ISM systems.) O-ISM3 recommends the use of control charts for the interpretation of
O-ISM3 metrics.

COBIT users will find that the O-ISM3 concept of security fits naturally with security, quality
and fiduciary requirements. key goal indicators (KGIs) and key performance indicators
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(KPIs) can be measured by using O-ISM3’s metrics The level of detail that OISM3 brings
can make ISM system design easier.

Although ITIL process approach is congruent with O-ISM3, ITIL security management is not
very specific. O-ISM3 can reinforce ITIL’s ISMS practices, and setting metrics thresholds is
probably the best way to specify underpinning contracts and service level agreements.

There is a natural fit between O-ISM3’s business goals, security objectives (technical,
business and compliance objectives) and IT governance concepts. O-ISM3 uses a clear
division of responsibilities between leaders, managers and technical personnel by using the
concepts of strategic, tactical and operational management. Strategic managers are involved
with the long-term alignment of IT with business needs. Tactical managers are involved in
the allocation of resources and configuration and management of the ISM system.
Operational Managers are involved in setting up, operating and monitoring the operational
(technical) processes. In the implementation of O-ISM3, it is easy to determine security
responsibilities due to the division of the O-1ISM3 processes. This division represents a way
of thinking about what results are to be achieved and to whom the results will be reported.

0O-1SM3 is ISO 27001-compatible to the point that O-ISM3 can be used as a tool to aid the
implementation of 1ISO 27001 or to certify an organisation by both standards. O-ISM3 is a
specification for creating ISM systems, so O-ISM3 itself does not need to be 1ISO27001
compliant. Certification is performed on specific ISM systems, thus O-ISM3 can be used to
create 1SO 27001-compliant ISM systems that will have to use risk analysis/assessment and
implement all applicable ISO 27001 controls. The O-ISM3 Consortium provides certification
in collaboration with 1ISO 9001 and 1SO 27001 certification bodies.

O-1SM3 provides a risk analysis methodology, which is compatible with the use of all widely
recognized risk analysis standards, like OCTAVE, MEHARI, EBIOS or MAGERIT.

Certification of ISM systems is very important, as organisations use certification to show
their commitment to information security and build trust relationships. An ISM system based
in O-ISM3 is creditable under ISO 9001 or ISO 27001 schemes, which means that O-ISM3
can be used to implement an ISO 27001-based ISMS.

Conclusion

If an organisation already has an ISM system in place, O-ISM3 is compatible with this
approach, and can help enhance current ISM systems beyond compliance with current
standards to higher, and more difficult to achieve, maturity levels. If an organisation does not
yet have an ISMS and is familiar with process-based management approaches such as ISO
9001, COBIT or ITIL; if an organisation needs a top-down approach that roots on its business
mission; if the organisation has limited resources; or if the organisation plans to outsource
parts of its ISMS or is looking for an accredited ISM system, then O-ISM3 is right for the
organization.
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3 d Maturity Model Roadmap - Annex 4

C1 C2 C3
Active Directory Status
MRM %
- 60.39 91.28
C1 C2 Cc3
- Status
Servicing MRM
%

! 81.41 94.21
C1 C2 C3
SOC MRM Status
%

B ] o

The Core & Cisco & CIO are linked to either and RFP and / or to organisational changes and
by so the MRM cannot be valued unless a clear timeframe is being communicated for this
study.
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.4
3 e Tools Description - Annex 5
3 fSOC /Capex — Opex - Consultancy - Annex 6
3 g Project Consultancy - Annex 7
3 h Implementation 3 years mapping - Annex 8
Sep-19 Sep-20 Sep-21 Sep-22
Operational Security Operational Security Operational Security Operational Security
Area Level Level Level Level Level Level Level Level

IT internal security concerns

IT external security concerns

Information Security Risk Management

Information Security Incident Management

Compliance GDPR / NIS

Operations Management

Asset Management

Business Continuity Management

Physical and Environmental Security

Security Policy

Human Resources

Organising Information Security

The above rankings are evolving based up on the projects, roadmap and findings ranking established by XXXXX. As some issues highlighted by CPE-DRS
have been ranked as out of scope or to be analysed, as they cannot be associated to any XXXXX projects the ponderation has changed. It is also
essential to highlight that resolution of the CPE-DRS findings do not include any evolution of none covered issues by the audit but that are cross-linked
to the findings. The tables does only include the situational snapshot of September 2019 and its eventual evolution. Anything out of the 99 highlighted
concerns cannot be taken into concern in the above evolution table.

3 i XXXXX findings ranking - Annex 9
3 j Update Internal Scan - Annex 10
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