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OVERVIEW

Outline

* The Most Important CISO in the World
« Past SOC

* Future SOC

* Final Thoughts

Intent
« Share our experience and research into building a SOC
» Help you build a better SOC
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Let me tell you how us
big boy CISOs build a SOC

Low:
The Most

Important
CiSO
in the Weorld
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HACKER Threat Intelligence SECURITY
cpe-drs.com

Lou, we're afraid of
hackers and people
without ties, protect
L our business
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HACKER SECURITY

cpe-drs.

Watch logs, me?!?!

| am a CISSSQPADRSICA certified
Monitoring logs is for the intern

2 Ak
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HACKER

LYRD

SECURITY
1

~ developers and
users NO!
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HACKER Threat Intelligence SECURITY

You're good to go
buddy.

- Oh, make sure you
get that compliance
nonsense
all checked off
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Learn how to protect your business
Anatomy of a Hack
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Bad Things Number of Hacks Amount of Awesomeness

Bad Hacks
- Show the boys on the board " | Yes, yes, yes,

L T, _ we have the
how secure you made bestyber

everything with metrics and
4 all those big-boy appliances
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In 2019 Lou’s company had a huge breach
Lou’s SOC never saw it
All those big boy products never stopped it
None of those policies did a thing
They found out when a customer informed them
Lou had to meet with the Boys on the Board

Their decision was swift...
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HACKER SECURITY
cpe-drs.c
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Don't be Lou
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Lots of
these big
boys

had a BIG
iImpressive
S0C

Entries

19,546

6,846,740

562122

92807

42835

20,407

12842

8571

3151

179673

117902

75343

55,122

30,285

258,941

9,545

7699

5,784

4,888

2,143

The Breached Database Directory

Last updated: Sun Sep 15 2019 01:04:01 GMT+0200 (Central European Summer Time)

Widhd.nl

StockX.com

Farums XKCD.com

GetPaidTo.com

Ruby-Web-Links.com

Piratedxd.no

Soundohm.com

FLStudia.biz

SW-RPG_net

MCPSFP.ecom

Andraid.net

InsideTheGame.it

SocialEngineerd.net

LegendaryHacker.com

KNOPPIX.net

Velocia.ca

MacGurus.com

CoasterFriends.de

ProjectGorgon_com

AmstelveenCollege.nl

Search:

MD5
MD5(zalt)
MD5(phpBB3)
VB
plaintext
VB
MDS
VB
VB
vB
VB
VB
MyBE
VB
VB
VB
VB
vB

berypt

plaintext & MDS & no passwords

CPE-Development

Category

Fanpage - TV Series

Shapping

Comiecs

Paid ta click

Search Engine Optimization

Wehicles - Cars

Shopping - Music

Software & Music

Gaming

Gaming

Software - Andraid

Gaming

Social Engineering

Hacking

Technalogy

Sports - Cycling

Technalogy

Entertainment

Gaming

Education

SOC/SIC vision 2025

Dump Date

2019-08

201907

201907

201%-07

201%-07

201907

201907

201907

201907

201906

201906

201%-06

201%-06

201906

2019-0&

201906

2019-06

201906

201906

201%-06

Acknowledged?

Source: https://vigilante.pw/
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Or going somewhere good?
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The 4:00 AM Fallacy
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How do you know
what to look for?
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When you do
not know what
TS
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HACKER Threat Intelligence SECURITY

cpe-drs.com

SOC 2019
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* Creative * |nconsistent
* Intuitive  Unreliable
* |nnovative  Slow

« Might be drunk

» Consistent * Uncreative
* Reliable * Merciless
» Fast « Might kill us all
* Creates trust * Inflexible
%  Demonstrates * Be used against you
1 capability « Creates blindspots

« Comfortable

Procg§§
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SOC Components === |

FOCUS ON
AGILTY AND INGENUITY

FOCUS ON
FORMALITY AND STRUCTURE

=
] “ FOCUS ON
= 3 FLEXIBILITY AND DIVERSITY

Process

CPE-Development  SOC/SIC vision 2025




~J
~7
)

\

HACKER SECURITY
cpe-drs.com

FUTTURE SO)C

} . uwuo- 3 JHETX
-onvom o1 : g? ST
J ) vo

7N ‘ /@i?

CPE-Development  SOC/SIC vision 2025



SIC 2025 Paople

Intelligence

Automation
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1. HIRE FOR 2025

 Stop trying to hire for tech skill
« Hire for opportunity and behavior

Look for these people... Avoid these folks...

« Creative  Rigid, highly formulaic
« Agile « Obsession with hacker
« Resourceful culture

e Curious « Enforcement mentality
e Ethical « Tech tinkerer

« Social, great communicator * Antisocial

o Enjoys 2 Cha”enge  Blames others
« Hands on tech skill Audit/compliance focus

CPE-Development  SOC/SIC vision 2025



SOC analysts of the future
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2. GET THE TECH

You do need tech... You may also consider

« SIEM » Deceptions

* Perimeter NGFW  DLP

« Core NGFW « User behavior analytics

» Vulnerability Scanning

« Comprehensive asset
Inventory

* Endpoint security
* DNS security
 File integrity

« Behavior analytics
« Forensic tools

CPE-Development  SOC/SIC vision 2025



3. GET YOUR SIC SERVICE IN THE CLOUD

ThIS iS Where |T iS going 95% of Respondents Are Using Cloud

Only 17% of workloads
are in the cloud

Cloud is more secure
Cloud can scale to any size

You can pUt your team e Ps;n:::r:::cmzomsw f the Cloud Report
anywhere

Connect to on-premise
AWS is #1 by a long shot, and its more flexible

Public Cloud
Only

71 % 6% P"""g;gb“d
Hybrid
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4. AMASS INTERNAL INTELLIGENCE

Breaches and attacks happen because people are not paying
attention to the real problems

« How well patched are you?

« How do you manage change?

 How many open vulns do you have in your environment?
* Who is watching the SIEM logs?

« What are they looking for?

You need to understand your current situation
* Do an enterprise risk assessment

* Inventory everything
« Consistent, but flexible change management

CPE-Development  SOC/SIC vision 2025



5. AMASS THREAT INTELLIGENCE?
 Vendors: NGFW, SIEM, etc.

¢ Free..
o Virustotal.com o Open Source Security
o Malwr.com o Cymon.io
o Malware-Traffic- o Abuse.ch
Analysis.net o CVE-Mitre/NIST NVD
o Shodan.io

o Emergingthreats.net
o Iblocklist.com

o Nullsecure.org

o FireHOL

o Packetstorm
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6. USE INTELLIGENCE TO HUNT FOR BAD
BEHAVIOR

Query to bad DNS

« Use of suspicious protocols:

Movement of sensitive files O

Use of credentials

Bad actor list matches:

o Botnet C&C
o Ransomware
o Proxy/TOR

Workstation activity during ,

non-user hours

Q @ O O

O

IRC

FTP
Telnet/SSH
RDP/VNC
SNMP
SMB/NetBIOS

« Bruteforce attempts

Unusual outbound

bandwidth consumption

Server activity outside of

historical patterns
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7. AUTOMATE AND INTEGRATE

 Point security solutions are

useless

 Integrated “fabrics” that can e
react at multiple levels _——Y T )

* Fusion of detection, == 1) .
prevention, logging, | :‘f,fff;.,.;

and response technologies

* You will never react fast enough...
Get your people out of the
reaction mode, into the analysis mode

« Numerous automation platforms: Phantom, Hexadlite,
Swimlane, FireEye, Exabeam
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8. AUTOMATE BLOCKING AND HUNTING

Autoblock at the core, perimeter, endpoint, everywhere you
can

Automate hunts, send them to dashboards on the SIEM

Automate a response to strange user behavior <- this is
tough to do

Automate the wipe and build of all end user machines
Automate forensic data collection at endpoint

Be able to searching and eradication of any file based on
hash

Automate, so your analysts spend time reviewing the
output, not sifting through data
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9. GET SIMPLE REPORTS & DASHBOARDS

« Stop with the

pew pew Project Enterprise o IEIIz=N T =
charts and e e
pointless '
graphs.
 Focus on
threats that
need to be oo Commertay
remediated T = T T -
schedule TN
=3
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10. GET TO DISPOSABLE IT

1. Fully automate the build of your environment
a. System and storage instantiation
b. Configuration, hardening, patching
c. Code deployment
2. On a regular basis, recreate the whole environment
3. Migrate from old to new (automatically)
4. Destroy the original

» Disposable IT forces
= Structure into your systems
= Agility into your people
= Flexibility into processes
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HACKER Threat Intelligence SECURITY
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Final Thoughts
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GET USED TO THE NEW NORMAL

* People are indifferent to breaches

* Privacy Is gone, we expect our data to be stolen

« Data is rapidly declining in value

« Automation and ochristration allows for rapid detection,
response, and repair

« Technology Is necessary, but not what makes a difference
« Hacker tactics are not evolving
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" FINAL THOUGHTS

t is not strength that protects you, its agility
t is not compliance that assures, it is discipline
t iIs not what you know, its what you do not know

t 1s not skill that makes somebody qualified, it is behavior

Future SOC is not technology, per se;

It Is people, intelligence, and automation
for a rapid response to threat
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CONCLUSION

Evolve to PIA*
or
accept the Cyber security risk

Thank you

CPE-Development  SOC /SIC vision 2025 *People / Intelligence / Automation



