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What to do in case of a hack 

 
1. Don’t turn off or logout your computer 
2. Contact your IT department 
3. Never let anyone else log into your machine 
4. Disconnect your network cable and / or Wi-Fi 
5. Let an expert take a memory dump of your session 
6. Let an expert take a raw image of your session 

 
 
CAUTION 
 
If you turn off, log out or let anyone else log into your machine when you notice a breach, NO FORENSIC work can be 
undergone. You just have lost all valuable data. 
 
 
CONTACT an expert in Forensic or DRS to analyse your machine(s) and find out how fare the malware has propagated. 
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