Mobile Phones, Cameras and Electronic Devices with Imaging and Sharing Capabilities Policy
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Purpose and EYFS Links
At Auntie Laura's Childminding, we use photographs and videos to celebrate children's achievements, support learning and development, complete observations and assessments, and share children's experiences with their parents and carers.
This policy has been written in accordance with the Statutory Framework for the Early Years Foundation Stage (EYFS) 2025 (Sections 3.6 and 3.7), the Data Protection Act 2018, UK GDPR, and safeguarding guidance. Its purpose is to protect children from harm while ensuring all images and electronic devices are used safely, professionally and lawfully.

Consent for Photographs and Videos
Written parental consent is obtained before any photographs or videos of children are taken, stored or shared.
Parents complete a detailed consent form during registration which allows them to give or refuse permission for individual purposes, including:
· Learning Journeys and observations.
· Assessment records.
· Displays within the setting.
· Sharing directly with parents.
· Evidence for Ofsted or other professionals.
· Promotional materials.
· Printed publications.
· The setting's social media pages.
Parents may withdraw consent at any time in writing.
Where more than one child is identifiable in an image, consent must have been obtained from the parents of all children involved.
Where a child is looked after by the Local Authority or subject to restrictions regarding photographs, permission will be obtained from the child's social worker or the person with legal authority to provide consent.

Use of Setting Devices
Only setting-owned devices will be used to take photographs or videos of minded children.
These may include:
· The designated setting mobile phone.
· A designated camera.
Images will never be taken or stored on personal mobile phones, tablets or other personal devices.

Use of Personal Mobile Phones by Adults
Personal mobile phones, tablets, smart watches and other internet-enabled devices belonging to myself or my assistants must not be used whilst caring for children.
During working hours:
· Personal devices must be switched to silent.
· Devices will be stored securely and out of children's reach.
· They may only be used during breaks, away from children.
· On outings, personal phones may be carried solely for emergency purposes but must never be used to photograph children, access social media or for personal messaging whilst responsible for children.
Compliance with this policy is discussed during induction, monitored through regular supervision and staff meetings, and forms part of ongoing safeguarding practice.
Failure to follow this policy may result in disciplinary action and, where safeguarding concerns arise, referral to the Local Authority Designated Officer (LADO), Ofsted or the Police.

Parents', Visitors' and Household Members' Mobile Phones
Parents and visitors are asked not to use mobile phones, tablets, cameras or smart watches whilst inside the setting.
Photographs or videos must not be taken within the setting, including photographs of their own child, as other children may be captured unintentionally.
If parents need to make or receive an urgent telephone call, they will be asked to do so outside the premises.
Members of my household who are present during childminding hours are also expected to follow this policy.
They must not use personal electronic devices to photograph, film or record minded children and should avoid unnecessary use of mobile devices around children whenever possible.

Children's Electronic Devices
Children should not bring mobile phones, tablets, smart watches, cameras, gaming devices or other internet-enabled equipment into the setting unless previously agreed for a specific reason.
Any device brought into the setting will remain switched off and stored safely until collection.
Older children who carry a mobile phone for travelling independently will be asked to hand it to me for safe storage during the session unless an agreed risk assessment states otherwise.

Safe Use of Images
Children are always appropriately dressed whenever photographs are taken.
Photographs or videos will never be taken during:
· Toileting.
· Nappy changing.
· Personal care.
· Changing clothes.
· Any situation that could compromise a child's dignity or privacy.
Images will always promote children's wellbeing and never place them at risk.

CCTV
The setting uses:
· An external Blink video doorbell for security purposes.
· Internal CCTV providing live visual monitoring only.
The indoor CCTV system does not record images or sound. It is used solely so I can monitor children if I need to briefly leave the room, for example to use the toilet, prepare food or respond to another child's needs, while maintaining appropriate supervision.
The external Blink doorbell records video and audio when activated.
Only I, as the registered childminder, have access to the CCTV systems.
Parents are informed that CCTV is in use, and clear signage is displayed at the entrance to the setting.
If recording equipment is introduced in the future, parents will be informed and this policy will be updated accordingly.

Outings
When children attend outings:
· A group photograph may be taken at the beginning of the outing to assist emergency services if a child becomes separated from the group.
· The photograph is stored securely and deleted once it is no longer required.
· Emergency contact information accompanies all outings.
· Personal phones carried for emergencies will never be used to photograph children.

Storage, Security and Deletion of Images
All images are transferred promptly onto the setting's secure, password-protected device.
Once transferred:
· Images are deleted from the camera or memory card.
· Images are never stored on personal devices.
· Access is restricted to authorised persons only.
· Images are retained only for as long as necessary.
Parental consent forms are stored securely with each child's records and reviewed annually.

Lost or Stolen Devices
If any setting device containing children's information is lost, stolen or compromised:
· Appropriate action will be taken immediately.
· Parents will be informed where necessary.
· The Information Commissioner's Office (ICO) will be notified if required under UK GDPR.
· Measures will be taken to minimise any potential risk to children and families.

Social Media
Images will only be shared on the setting's social media platforms where specific parental consent has been given.
Images will:
· Protect children's dignity.
· Never reveal personal information.
· Never identify children's addresses or personal details.
· Never place vulnerable children at increased risk.
Children who are looked after or subject to safeguarding restrictions will not be photographed without appropriate authorisation.

Online Safety
The safe use of technology forms part of our safeguarding responsibilities.
Any concerns relating to inappropriate use of electronic devices, online abuse, cyberbullying, indecent images or breaches of this policy will be managed in accordance with the Safeguarding and Child Protection Policy.

Confidentiality and Data Protection
All photographs, videos and electronic information are managed in accordance with the Data Protection Act 2018 and UK GDPR.
As digital photographs of children are stored, the setting is registered with the Information Commissioner's Office (ICO).
All information is treated as confidential and only accessed where there is a legitimate need.

Monitoring and Review
This policy will be reviewed annually, following any safeguarding incident, changes to legislation or changes to the use of electronic devices within the setting.
Any breaches of this policy will be investigated promptly, and appropriate safeguarding procedures will be followed where necessary.
[image: ]This policy should be read alongside the Safeguarding and Child Protection Policy, Online Safety Policy, Data Protection Policy and Confidentiality Policy.
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