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1. Document

Control

The document control section describes the revision history and summary of changes made in

the document. It will serve as the version control for the contents of the document.

Document Locat

ion

The source of the document will be found on xxxx.

Revision History

Revision Revision Date Summary of Changes Made Changed By
Number
1. 07/14/16 Draft
2. 07/18/16 Draft
3. 07/25/16 Draft
4. 08/23/16 Draft
5. 09/09/16 Final Draft
6. 0/14/16 Page 24 — added daily to Sun-Sat
batch jobs
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2. Introduction/Executive Overview

The main objective of EDIFIRE Directory is to provide a central repository for contact information
for EDIFIRE employees and external clients. EDIFIRE Directory resides at 123 on an Oracle
7.3.4 database that provides internal and external contact information to web based applications
via Lightweight Directory Access Protocol (LDAP). EDIFIRE Directory utilizes the application
server, BEA WebLogic Server, as a layer between the user interface and EDIFIRE Directory
database. The EDIFIRE Directory database receives data from both the MProfile database and
HR PeopleSoft application. Web based applications such as EDIFIRE.com can access this vital
contact information by invoking the LDAP service. Changes can also be requested via the
EDIFIRE Directory application.

3. Scope

The purpose of this Runbook is to provide operational documentation for the EDIFIRE Directory
application. It will facilitate the management of the application in the most efficient manner
possible, and thereby maximize the value of the application to EDIFIRE, Incorporated. The
primary audience of the document is the operator at 123. Operators are members of the Data
Center who perform the routine system administration tasks. (i.e. sitt management, system
monitoring, routine system maintenance). It should be used to understand the practices and
procedures to be adhered to for the application.

The document contains a business and technical description of the application, online operations,
and troubleshooting techniques. The business and technical overview provide a high level
description of the functional capabilities of the application and how it is used. The system
architecture section describes the application topology. The online operations, troubleshooting
and batch processing sections details specific instructions for operation and maintenance. The
document also contains Appendices that address the Enterprise wide strategy/approach for
standard practices such as change management, problem management, monitoring and
escalation.

4. References
This table provides key contacts regarding EDIFIRE Directory issues that may arise.

Issue Reference Organization Contact Name
Networking EDIFIRE 1&0 Group

Database EDIFIRE DBAs

Application EDIFIRE

Please refer to Appendix 1 “Contact List” for additional information.
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5. Application Description

The Application Description Section gives a detailed description of the application. It is organized
into business and technical descriptions:

5.1.Business Overview

The main objective of EDIFIRE Directory is to provide a central repository for contact
information for EDIFIRE employees and external clients to applications such as web based
applications such as EDIFIRE.com.

5.2.Technical Overview

The main client of the EDIFIRE Directory database is EDIFIRE.com. The database resides
at 123 and runs on Oracle 7.3.4 and applications such as EDIFIRE.com can access this data
via LDAP. Users of EDIFIRE.com do not have direct access to EDIFIRE Directory.
EDIFIRE.com users can only access EDIFIRE Directory information via applications running
on their web browser. EDIFIRE.com accesses EDIFIRE Directory by using the BEA
WebLogic Application Server. BEA WebLogic serves as the layer between the user interface
and the system or database. The PeopleSoft HR application sends personnel data to
EDIFIRE Directory by using PowerMart, the data transformation engine. HR PeopleSoft is
the input source and based on business rules, the information is modified before loading into
the EDIFIRE Directory database.

Both the MProfile database and HR PeopleSoft application populate the EDIFIRE Directory
database. Applications such as EDIFIRE.com, InMind, Edward, MMC Directory, Surety, and
CANSYS may request data from EDIFIRE Directory via the use of LDAP.

EDIFIRE and ABC Confidential 7
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The following diagram displays the data flow between MProfile, EDIFIRE Directory and
LDAP.
Figure 1. Data Flow between MProfile, EDIFIRE Directory and LDAP
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6. Application System Architecture

EDIFIRE Directory is comprised of the following three major components: an Oracle 7.3.4
database, a BEA WebLogic application server and LDAP. The BEA WebLogic application server
contains the business logic for the EDIFIRE Directory application. It serves static and dynamic
web pages as well as managing database access, security, and transaction services for EDIFIRE
Directory. LDAP (Lightweight Directory Access Protocol) is the standard protocol for maintaining
and distributing directory information over the Internet. The main objective for the LDAP directory
service within EDIFIRE is to provide a standard mechanism for storing, distributing and accessing
directory information. The HR PeopleSoft application and MProfile database both send personnel
data such as names and addresses to EDIFIRE Directory.
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Figure 2. EDIFIRE Directory Production Environment

6.1.Hardware

EDIFIRE DIRECTORY

www.Edifire.c

Server Name Purpose Location
USNYCAS67 EDIFIREDirectory 123
Application Server (BEA
WebLogic)
USNYCUQ09 LDAP Server 123
Nantucket EDIFIREDirectory DB 123
(Oracle 7.3.4)

Refer to Appendix 2 “List (ED! ervers” for additional information.

L

Table 1 — Hardware

6.2. Software

Server All Software Residing On This Server
USNYCAS67 BEA WebLogic 6.1 sp2

Oracle Client

NT 4.00.1281
Nantucket Oracle 7.34

. Table 2 — Software
6.3. Database
Database Instance | DB Type Version Server Name/Location
Name
Oltp15 Oracle 7.34 NANTUCKET / Andover
. Table 3 - Database

Refer to Appendix 2 “List of Servers” for additional information.

6.4. Networking

Refer to Appendix 8.1 “123 Data Center Network Environment” for additional information.
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7. On-line Operations
EDIFIRE Directory is a 24 by 7 application that has no scheduled downtime.
7.1. Startup Sequence for WebLogic Server
7.1.1. Starting Server from Windows Service Console
Note: All references to “myserver” in the screens should be “EDIFIREdir”.

1. Power up the server first.

2. The EDIFIREDIr application on WebLogic is setup as a Windows NT
service. It will start automatically after a reboot. To ensure that the
service is up and running, launch Windows Control Panel =» Services, in
the row for service EDIFIREdir, and make sure the status says “Started”.

Service Status Startup Ellase |
IEM MUSenes Manual ;l

1S Admin Service Manual Start |
Messenger Started Automatic

MSDTC Marwal Stop |
mypzerer Started Automatic
NEY Alert Manual e
A Auto-Pratect Manual B |
Met Logon Started Autornatic —
Metzcape Administration Server 4.2 Automatic Gt |
) i artup...

Metzcape Directory Server 4.1 [tar_p10827) Started Automatic ;I

Hiw Profiles... |
Startup Parameters;
| Help |

<Screen: EDIFIREdir in Started Status>

3. From the above screen, if the status is blank, then click the Startup
button from the screen, the following screen will be displayed, check
Allow Service to interact with Desktop, and Click OK button.

Service

L3

Service: MYPSErvEr

Cancel

| Ok I
| Gl |

& Dizabled Help I

— Log On A&
= Suysterm Sccount

I+ aAllow Service to Interact with Deskiop

& Thiz Account: I _I
Basswond! |
IEcrafitr I
Eazzvsard:

<Screen: Setting EDIFIREdir service to be interactive>
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Then, EDIFIREdir screen will be displayed again. Highlight the service EDIFIREdir, click Start
button, and a console window with the following information will be displayed:

& d:\bea\jdk130\bin\java. exe

Time spent to acguire a session=H

zsessiont53287673: threadC2866884%: connection{59?1680>: SELECT CODE_ID, CODE_HNAM
E. CODE_DESC. EFFECTIUE_DT. EXPIRY_DT,. CREATE_USER_ID,. LAST_MODIFY_USER_ID. CREA
TE_TS5,. LAST_MODIFY_TS,. CODE_ORDER_SEQ,. CATEGORY_ID FROM MDIR.CODE_TABLE_CDT WHER
E ({EXPIRY_DT I{ NULL> OR <EXPIRY_DT > {t=z ‘2001-86-23 B8:49:51_.9236°>2>

“dJun 23, 28081 8 5H8:86 AM EDT>* <Info>* <HTTP> <I[HTTP myserverl]l Created log stream
D=~heaswlservert .Bzplsconf igumydomainslogssaccess. logX>

zessionC5328767): thread(2866884>: connection(5%991680>: SELECT CATEGORY_ID. CATE
GORY_MNAME,. CATEGORY_DESC,. EFFECTIUE_DT,. EXPIRY_DT,. CREATE_USER_ID,. LAST_MODIFY_U
SER_ID, CREATE_TS. LAST_MODIFY_TS FROM MDIR.CODE_CATEGORY_CDC

sessionCl681487>: thread<(2866884>: client released

Mdir API cache load finiszshed ...

§Jun 23, 2881 8:58:88 AM EDT> <Motice> <{WebLogicServer’ <{WehLogic Server started
“dun 23, 2881 B8:58:688 AWM EDT> <Info> <{Configuration Management?> <{Backed up hoote
d configuration d:“beawlservert .Bzpls.sconfigmydomain~config.xml at d:“~beawls
ervert . .Bzpls..sconfigsmydomain~config.xml.booted>

<Jun 23, 2881 B8:58:88 AM EDT> <{Motice> <{WebLogicfServer’> {ListenThread listening
on port 7HO61>

<Jun 23, 2881 B:58:88 AM EDT> <{Motice> <{WebLogicfSewrver?> {(SE5LLiztenThread listeni
ng on port A2

<Jun 23, 2881 B:58:88 AM EDT> <{Info> <{WT Performance Pack> {NATIUE: NISocketMuxe
» was built on Mov 17 2008 17:38:82

>

<Screen: EDIFIREDir WebLogic Server Startup Window>

Starting Server from Start Menu

We can create and use the Windows shell folder and shortcuts for EDIFIRE directory
WebLogic tasks such as installing the EDIFIREDiIr application as a windows service,
uninstalling the service, starting WebLogic for EDIFIREDir application and cache
refreshing.

To setup the Windows shell folder and shortcuts for EDIFIRE Directory, go to
C:\WINNT\Profiles\All Users\Start Menu\Programs. Then, copy the folder EDIFIREDir
Webl ogic based on the supplied EDIFIREDir WebLogic.zip file.

EDIFIRE and ABC Confidential 11
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The following screen shows the shell folder for the EDIFIRE Directory WebLogic:

<Screen: Windows Shell Folder for EDIFIREDir WebLogic>

Ex Exploring - Programs
J Fil=  Edit “iew Go Favontes Tools Help |
= . = [z % <) X =
Back Eanmarnd Up Cut Copy Faste Undo Delete  Properties Wiews
J Address I C:AwIMM T SProfileshall UsershStat MenuhPrograms j
Folders . X Hame | Size | Type | M odified | -
=- oarams o | L= Actuate e Reporting Suite ile Folder :
Phog (= R Suite 4 File Fold 11/16/00 1:54 P
-8 Actuate e Reporti .&dministlative Toolz [Common) File Folder B/22/99 B:32 AM
-l Administrative To .&dobe Acrobat 4.0 File Folder 12427400 4:42 PM
L@ Adobe Acrobat 4. IBM MOSeries File Falder 4/8/01 12:42 PM
L=} [BM MOSeries IBM MOS eries AMI File Folder 479701 8:39 AM
=) 1Bk MUSeries Ab IBM Visualdge for Java for Windows File Folder £/23/99 4:03 P
- 1BM Visualtge fol IBM Visuakhge for Java far Windaws W3.5 File Folder 12/19/00 3:18 P
Ul 1BM Visualdge fo IBM 'wWehSphere File Folder B/25/99 319 Ph
-l 'JBM "gi‘bsﬁhai (= Java 2 Runtime Erviranmesnt Fils Folder 1/29/01 3:34 PM
-4 =) Java 2 Runtime = . . :
) Java 2 SDK Stan_ .lJ:aval2HSDlK Standard Edition +1.3 E!!e Eo!c!er 1.-’39:‘"01ﬁ3ﬂ33‘F'M

(& Oracle for Windo
(3 pcANYWHERES, &
»

LIE -

<Screen: Shortcuts for EDIFIREDir WebLogic Tasks>
7.2.WebLogic Administration Console

The WebLogic Server Administration Console runs in a Web browser such as Internet
Explorer 5. It displays the components of the domain it administers, including clusters and
independent WebLogic Servers, in a graphical tree in the left pane. The right pane displays
details about the object selected in the left pane such as configuration pages and monitoring
pages, or accessing logs. The top-level nodes in the domain tree are containers. If leaf nodes
are present in those containers, you can click on the plus sign at the left to expand the tree to
access the leaf nodes. Below is a sample snapshot from an Administration Console session.

EDIFIRE and ABC Confidential 12
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3 ‘Weblogic Server Console - Microsoft Internet Explorer

J File  Edit  Wiew Fgr?rites Toolz  Help |
e R AN BE [ B NE £ |
Eack Eonward Stop  Refresh  Home Search Favortes  Higtory il Frint Edit
JAgdress I@ http: #flocalhost: 7001 fconsole/domaindindes. jzp j @Go |J Links **
=] @mydomain : oo®%y 2
5l somers Welcome to BEA WebLogic Server M= ? ;'h y
oy Ba
Clusters e e p— Aot y "
Machines Connected to localhost: 7001 Active Dormain: mydomain W ED
= r—r‘Deponments
EHapplications Getting Started HTTP
&Hen Convert weblogic properties Install applications Wirtual Hosts
Slvieh Applications Documentation
&l startup & Shutdawn
B Elgeri .
Bloae WebLogic JDBC
= Dornain Configurations Servers Clusters Connection Pools MultiPools Data Sources
= Machines
&wiLec
Eljoit J2EE JTA
Evirtual Hosts Applications EJB VWeb Applications Configuration
grﬂail
FileT3 :
5 @Secu'ri; Security JMS
& Users Configuration Realms Users Groups ACLS Servers Templates Stores Connection
Graups Factories
ACLs
Ejoaching Realms Console WLEC
B Realms Preferences Connection Pools
ﬂDomain Log Filters
Other Services XML
Jolt FileT3 Mail Startup & Shutdown Redistries
Copyright (c) BEA Svstemns, Inc. All rights reserved. ~|

<Screen: WebLogic Administration Console>

Launch WebLogic administration console:
After starting the WebLogic Server, we can start the Administration Console by directing
web browser to a URL for WebLogic console administration.

To launch the WebLogic administration console using a web browser, follows the steps

described below:

1. Launch a web browser such as Internet Explorer 5, and type the URL as:
http://host:7001/console/, where host is the DNS name or IP address of the server
which hosts the EDIFIREDir WebLogic.

2. Then a login page will be displayed:

EDIFIRE and ABC Confidential 13
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http://hostname:7001/console/

Enter Hetwork Password K EE

@ Fleaze type vour uger name and pazsword.

Site:

Realm

Us=er Mame Is_l,lstem

FBazzword

M Save thiz password in your password list

o]

Cancel

<Screen: Login page for WebLogic Administration Console >

3. Type in the user name and password, and click OK button. It is recommended to use
a powerful user Id such as system or a user Id in WebLogic Administrators group to

login to WebLogic administration console for administrative tasks.

7.3.Shutdown Sequence for WebLogic Server

The EDIFIREDiIr WebLogic server can be shutdown by stopping the NT service EDIFIREdir

from the control panel, or by using the WebLogic administration console.

7.4.Shutting Down from the Control Panel

1. Launch Windows Control Panel =» Services, highlight the row for service
EDIFIREdir, then click the Stop button.

Services

Service Statusz Startup
1Bk CICS Universal Clien [GERTE ;I
1Bk MOS eries t% b anual Start |
115 &dmin Service 4 aral
M ezzenger Started Automatic J Stop |
MSDTE bd aral
MYSEET Autormnatic FPanss
AN Slert tanual Clailtinie |
HAY Suto-Frotect b arual —
Met Logon Started Autormnatic Startup |
Metscape Sdministration Server 4.2 Avtarnatic LI Sh

Startup Parameters:

H Profiles... |

Help |

<Screen: Stop EDIFIREdir Service>

2. The following confirmation window will be displayed:

EDIFIRE and ABC Confidential
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Services

& Are }'DLﬁurE oL want bo stop the myserver semvice?

<Screen: Confirm Stopping EDIFIREdir Service>

3. Confirm the shutdown by clicking the Yes button.

7.5. Shutting Down from the WebLogic Administration Console

1. Launch and connect to the WebLogic Administration console as described in
WebLogic Administration Console section.

2. Onthe left pane, expand the node Servers, and select EDIFIREdir.

3. Onthe right pane, select the Monitoring tab as shown in the snapshot below.

<Screen: Monitoring Tab for EDIFIREdir>

74 Weblogic Server Console - Microsoft Internet Explorer [_[olx=]}
J B Edit “iew Favortes Tool:  Help |
b =
X A G BB 5 N
Back Fonward Stop Refresh  Home Search Favorites  Histony Mail Print Edit
| Address |@ hitp://localhast: 7001 fconsale/domain/indes. jsp | 6o |j Links
= @mydomam : »*"%
2 8 gervers mydomain> Servers> myserver - =t ? ;'Ile"a
r/
myserer - pupy n N N pupy pug—
Eloiusters Connected to localhost: 7001 Active Domain: mydomain 2001 122710 PM EDT
Machines
& Eoepioyments Configuration Monitoring
QApplicatiUns "
Hen General Performance Versions
QWeb Applications
Hlstartup & shutdown State: RUNNINg
B Elsenices
Hupsc Activation Time: Jun 23, 2001 911:23 AMEDT
Elms
gxmﬂ_
WILED . )
ot & Monitor Execute Queues on this server
g\”““a' Hosts & Monitor Active Sockets on this server
il
&lFileTa EMonitor Connections on this server
= 8 securty i
& Users & View JMDI tree
Groups “PSuspend this server...
ACLs
B caching Realms “W'Resurme this server..
B reams
#Domain Lag Filters i Shutdown this server..,
|&7 Applet started ’_I_ Local intranet -~
EDIFIRE and ABC Confidential 15
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4. Follow the link called Shutdown this Server and the following confirmation screen will
be displayed:

-'?kWehlngic Server Console - Microsolt Internet Explorer

Eile Edit Yiew Fgvoites Tools Help

= .= @ B | G s B S5 H

Back Fonard Stop  Aefresh  Home | Search Favoritss History Mail Print Et
Address |@ hittp: A ocalhost 7001 Aconsoleddomain/indes. jsp =] 6o H Links >
= @ rydarnain _ - P
8 5l seners mydomain> Servers> myserver> Shutdown ﬂ = ¥ 5-' hea
myserver - pup—— N T T Py —
B ciusters Connected to localhost:7001 Active Domain: mydomain Jun 20, 2001 10:03:20 AWM EDT
ﬁjMachmes

B Elpeployments Are you sure you want to shutdown myserver?
QApplmalmns
Hless wes | Mo
Elvven Applications
&l startup & Shutdown

B Elsenices
Eluoec
Elus

Elami
Ehec
Elont
Elvinual Hosts
mail
=FileTs
=] Sgl:urily
W Users
ﬁernups
ACLS
chaching Realms
fRealms
‘ijDDmam Log Filters

|&]1 Applet started || |E= Local intranet

<Screen: Confirming Shutting Down Server>

5. Click the Yes button to confirm.

When WebLogic is deployed as one server, that is, as administration server and managed server,
shutting down the server means shutting down both the administration server and managed
server as well. No administrative work with WebLogic can be performed after shutting down the
server. If we need to start the WebLogic server again, we will need to start the EDIFIREdir
service from Control Panel-> Services as described in the Starting Server from Windows Service
Console section. If the administration server and managed servers are deployed and started
separately, shutting down a managed server should not affect the administration server.

7.6. Setting Up New Users for the EDIFIREDiIr Application

In order to use EDIFIRE Directory EJBs, users, mostly client applications should be the

members of a pre-defined Weblogic group called EDIFIREdirusers. Setting up a user in
order to use the EDIFIREDir application involves creating a new WebLogic user Id, and

adding the user to the EDIFIREdirusers group. The details are described as follows:

1. Login into the WebLogic administration console with a browser, preferably Internet
Explorer 5 using the following url: http://<host>:7001/console/, where host is the
DNS name or IP address of the WebLogic host machine.

2. On the left pane of the WebLogic administration console, click on the tree node:
/Security/Users.
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3. The following screen will be displayed:

3 Weblogic Server Console - Microsoft Internet Explorer

J 5 .0 B A A @ BB 5 o
Back Foarmarnd Stop Refresh Harne Search Faworites  Histary 4 il Print Edit

| Address [@] hitp:/410.4.68.65:7001 /console/domain/indes. isp

=] @60 ||Links »|[

2 @ mydomain

-® T,
i i 9 - F
&= &lserers mydomain> Security> Users ﬂ = = £ IlBa
myserer - p -
Elciusters Connected to 10.4 e Domain: mydomain y
gjhnachines
=2 Elpeployments
i\p‘;“camns Create a Mew User Change a User's Password
EJB Name: | Name:
Elvian Applications
& startup & Shutdown Password: [

=2 Elsemvices

I
Old Password: |
I
I

== NTaT=Tw Confirm Password: | Create | New Password:
Elams
Elmr Confirm Passwerd:
%W'—EC Delete a User
Jolt
Fvirtual Hosts Name: | Delete |
mail
B FileTa
= gsgcum\' Users brown, guest, invalidUser, |2ee, Javajoe, jtajtajta, logintest, marshcom, marshcom?2,
W Users pool_creator, pool_nonuser, pool_user, secuser, secuser2, system, user_d1, user_d2,
Groups user_d3, user_ulm, user_ulx, user_uxm, user_usxx, user_xlm, user_xlx, user_xxm, validUser,
ACLs

Caching Realms
ElReaims
ﬂDnmaln Log Filters

wislserd, wslser1, wslser?, wslser3, wslserd

4] |

[ [ Intemnet

o=t
J EiIeI\I Edit Miew Favortez Tools Help |

alE

<Screen: Security-Users >

4. On the right side of the screen, under Create a New User, fill in the fields of _name,

password, confirm password, then click Create.
5. The following screen will be displayed:
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J File  Edit Miew Favortes Tool:  Help

3 ‘Weblogic Server Console - Microsoft Internet E xplorer

Back [Back to

JAddress [ hitp:/#10.4.68.65: 7001 /conzole/domain/UserT able.jsp?mbean=mydomain: Ty|
I | e ==

hail Pririt it

e~ . Q dla & 3D I

] @60 |[Liks >

QWeb Applications
& startup & Shutdawn
B8 Bsenices
s o tes
Elums
Elxmi
&lwLec
=
Evitual Hosts
S mail
EFileTa
= @Security
'g‘ Users
Groups
ACLs
ﬁ:]Caching Realms
Realms
ijnmain Log Filters

4

= @mydomain - A '."“
2 5lsemers mydomain> Security> Users ﬂ = ? :'he"a
)
myserer . - N " ; d
mCIUStE s Connected to 10.4 1 A e Domain: mydomain W EOT
Machines Added User testd
= mDeponments
Applications The changes you have made must be saved to the realm implementation.
&Hen

Create a New User Change a User's Password
Name: I Name: I
Password: [ Old Password: [
Confirm Password: | Create | New Password: |

Confirm Password: |
Delete a User

Name: [ Delete |

Users brown, guest, invalidUser, j2ee, javajoe, jtajtajta, logintest, marshcom, marshcom?2,
pool_creator, pool_nonuser, pool_user, secuser!, secuser?, system, testd, user_d1

user_d2, user_d3, user_ulm, user_ Uk, User_Lxm, User e, user _xdm, user_xb user_xxm,

validUser wslserD, wslser!, wislUser2, wslser3, wslserd

|@] Applet started

[ [ Intemet
<Screen: Saving a New User>

6. On the right side of the above screen, click the link saved to the realm
implementation to make the new user information consistent.
7. The following screen will appear:
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<3 Weblogic Server Console - Microsoft Internet Explorer =
J File Edit iew Favortes Toolz Help

=
L0 B A A B S N

Back Fonyard S Ficsh  Hewe | Sceeh Foveles el | R0 P Edf
| Addhess ] hitp: //10.4.68.65:7001 fconsole/domain/inde jsp x| @G |J Links 2
EQ%quem mydomain> Security> Realms> wl default realm> Refresh ﬂ = 2 ‘..n,?
= %Nri;zenrer ecurity Ralm | | | * 2 hea
Blrusters Connected to 10.4 we Domain: mydomain
ﬁjMachines

= mDeployments
QApplications
=N E' M
QWeb Applications
&l startup & Shutdown
B Esenices
Hlipac
s N
Elm
&wLEc
s T
Flvitual Hosts
Ewail
ElFileTs
= @Securiw
'n‘i Users
Groups
ACLs
Ejoaching Realms
EjReaImS
ﬂDomain Log Filters

Are you sure you want to refresh the security realm store?

|@ Applet started

I_I_|Q Internet A

<Screen: Confirming Saving a New User>

8. Click the Yes button to confirm the change.

7.7.Adding a WebLogic User to the EDIFIREdirusers Group

1. On the left pane of the WebLogic administration console, click on the tree node:

/Security/Groups, a list of groups will be displayed on the right side as shown in the
following screen print:
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J Pag  Edit Miew Favortes Tools

/3 Weblogic Server Console - Microzoft Internet Explorer

= DDeployments
QApplications
Hles
E]Web Applications
Ll startup & Shutdown
8 Blsenices
Hioec
Elms
Elam
EHwLec
o
Flvirtual Hosts
E mail
ElrileTa
= @Sgcurity
W Users
Groups
AlLs
EjCaching Realms
Realms
iﬂDomain Laog Filters

Mew Group Marme |

A Customize this view

Name
Administrator
Administrators
Employee

everyone

Manager
mdirusers

VP

Create |

Members

j2ee, system
marshcom?2, system
j2ee

brown, wslserd wslser3, system,
willser?, wslser, pool_creatar,
wsllser0, user_xdm, invalidUser, jtafajta,
LSer oam, user_ulx, user_Le, user_d3,
user_d2 user_d1, pool_user, validUser,
javajoe, guest, user_ulm, testd, user_uxm,
j2ee, pool_nonuser, logintest, marshcom,
secuser?, secusert, user xlx,
marshcom?2

marshcom?2, javajos
system, marshcom
javajoe

= & &

=2 &

) o | A M I B |
Back Fariard Stap Home Search Favortes  Histary b ail Edit
| Adehess |&] hitp:/10.4.68.65.7001 /console/ domain/index.sp x| @6 |J Links *
=] @mydomain ) ) e
B Bserers mydomain> Security> Groups o F,-I=: ? ;’he’a
r/
e Connected to 10.4.6 Dormain: iy dormain n 7 w07
Clusters Connected to 10.4.6 Jomain: mydomain . y ¥ )
Machines

|&] Applet started |_|_|O Intermet 4
<Screen: Security-Groups>
2. Follow the link for the group name EDIFIREdirusers.
3. The following screen will be displayed:
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-z} Weblogic Server Console - Microsoft Internet Explorer [_ O] <] l

J File Edit “iew Favoites Tools Help |

Jﬁ,»-@ﬁﬁ @@@‘%v-

Back Eanward Stop Refresh Home Search Fawvorites  Histary kdail Print Edit

| Addiess [&] htpe//10.4.68.65:7001 /console/domain/indes jsp =] @Go ||Links >
= @mydomaln _ _ _ i
2 5l cerers mydomain> Security> Groups> mdirusers M = ? ;'he'a
L

myserver - py " . . - iy = -
B clusters Connected to 10.4. 1 Active Domain: mydomain Jun 21, 2001 3:41:43 P EDT
Machines
B Elpeployments Members
Applications ™ system T marshcom
e
fElwien applications | Eemove Selected I

Sl startup & shutdown
= mSeNIces

Hlupec
Elums Users [test3 Groups | Add Members |

ElwmL
&Hvwiec
EXjait
Alvirtual Hosts

=il
ElrileTa s
= Security
W Users
Groups
& acLs
Bl caching Realms
ElRreaims
ﬂDnmaln Log Filters

|@ Done lilile Internet L

<Screen: Security - EDIFIREdirusers>

4. Fillin the field Users with the WebLogic user to be added to the group.

5. Click the Add Members button.

6. Then, the following screen will be displayed to verify whether the change
should be made.

EDIFIRE and ABC Confidential 21
EDIFIRE Directory Operational Runbook



4 Weblogic Server Console - Microsoft Intemnet E xplorer

[_[O]x]

J Fil=:  Edit View Favaortes Toolz Help

J@Q@-@ AL e I DR

Back I'n.’kto ] b4 ail Fririt Exdlit
J Address r http: 441 0.4.68.65: 7001 Acongole/domain/Group. jsp *mbean=rmydomain: Type=0 |
= = T

= @ao || Links >
2 @ royd %
E,%SD;E?S mydomain> Security> Groups> mdirusers - =t ? ,:'hea
”

rryS erver
Jf;f;jolusters
Machines
= IjDeployments
Applications
e Members

Elweb Applications M marshcom? M system T marshcom
& startup & Shutdown
B Bserices
Huipec
Elums
Bl

&wiec Users | Groups | Add Members
Elait

Fvinual Hosts
hail
B FileT3
= B2 ocurity
& Users
Groups
ACLs
Ejoaching Realms
EjRealms
‘ﬂDomain Log Filters

The changes you have made must be saved to the realm implementatiorn

Remowve Selected

|@ hittp: /M 0.4, 68.65: 7001 /console/panels/mbean/D omain. sp ?mbean=rmydormain: T ype=0 amain, M ame=rydarnain ’_ |c Interret

<Screen: Saving Membership>
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8. Trouble Shooting Procedures

The following table lists the possible error messages while running the test program (runtest.bat).

This test program is located at D:\EDIFIREdir.

Error Description Result Possible Causes
Failed initial connection !! Exits Test Wrong User for
Com.EDIFIREmc.EDIFIREdir.util.FatalException: Program WebLogic connection
failed to connect to the applications server.null Wrong password for
at WebLogic connection
com.EDIFIREmc.EDIFIREdir.client. EDIFIREdirOper Wrong host or
ations.connect(EDIFIREdirOperations.java:411) protocol, in general
at incorrect WebLogic
com.EDIFIREmc.EDIFIREdir.client. EDIFIREOperati URL
ons.<init>(EDIFIREOperations.java:140)
at
com.EDIFIREmc.EDIFIREdir.client. EDIFIREOperati
ons.main (EDIFIREOperations.java:554)
<Jun 21, 2001 11:19:57 AM EDT> <Info> WebLogic server is
<ConnectionManager> <Bootstrap unable to get a not running at the
direct: 'Protocol: 't3"connection to: specified URL
'0S:127.0.0.1:[7001,-1,-1,-1,-1,-1,-1]' on port: '7001' WebLogic server is
java.rmi.ConnectException: Destination not ready yet to
unreachable; nested exception is: accept calls from
java.net.ConnectException: Connection clients
refused: no further information
. Table 4 - Troubleshooting

9. Sanity Test

The best test to see whether the WebLogic server is running is trying to connect with a browser to
the administration console. In the browser put the address: http://host:port/console where host
and port are WebLogic host and port configured for this instance. If the console does not show
up, a good way to troubleshoot is to launch the server using the desktop interaction as described
in the Starting Server from Windows Service Console section. Remember the WebLogic log file
can be used even if the server didn’t start and we are not able to use the console.
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10.Batch Processing

The following table displays all the batch processes associated with EDIFIRE Directory.

Batch Name Description Filename and Scheduling | Day & Time Language
Location Tool Used Batch is Written
(Server Name, Run
Directory)
Mprofile to Synchronizes m2mprocess.prl | Crontab Daily; Sun- Perl
EDIFIREDIR MDIR with Nantucket, Sat
updated Ivar/opt/EDIFIRE 4:30 AM
information from | dir/bin
the Mprofile
system
PeopleSoft to Updates b _HRPeopleSoft | PowerMart Daily; Sun- PowerMart
EDIFIREDIR EDIFIREDIR _Load Scheduler Sat
staging tables usnycu79 3:00 AM
with the latest
PeopleSoft data.
Thisis a
PowerMart
process which
consists of
multiple
mappings and
transformation
components. All
are self
contained within
the PowerMart
servers.
GINA/MNA to Updates b_Edifiredir_gina | PowerMart Tue, Wed, PowerMart
EDIFIREDIR EDIFIREDIR _delta Scheduler Thu, Fri
staging tables usnycu79 7:00 AM
with the latest
Company &
Client data. This
alsois a
PowerMart
process.
EDIFIREDIR to Creates a current | b_Edifiredir_extr | PowerMart Daily; Sun- PowerMart
Flat File subset image of | act Scheduler Sat
EDIFIREDIR usnycu79 7:00 AM
data for use by
other EDIFIRE
Applications.
EDIFIREDIR to Refresh job run.csh Crontab Daily; Sun- | Java
LDAP Refresh synchronizes the | usnycu09,/opt/ne Sat
LDAP directory tscape/serverd/E 6:30 AM
with changes in DIFIREDIR/Apps
EDIFIREDIR. /LdapBatch
. Table 5 - Batch Processes
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11.Change Management

123 handles change management for EDIFIRE Directory. There are no special change
management procedures related to EDIFIRE Directory.

Refer to Appendix 3.3 “123 Change Management Control Procedure” for additional information.

12.Problem Management

123 handles problem management for EDIFIRE Directory. There are no special problem
management procedures related to EDIFIRE Directory.

Refer to Appendix 4.2 “123 Problem Management” for additional information.

13.Business System Monitoring

13.1.

Monitoring EDIFIREDir System via WebLogic Logging Component

EDIFIREDir WebLogic Log Messages
Log messages in WebLogic is a useful way to analyze systems and detect problems, and
to track down the source of a fault.

Log messages generated by native WebLogic and EDIFIREDIr are all stored in server log
files under folder: <WebL ogic installation directory>\config\mydomain\logs:
access.log: messages for server access;
wl-domain.log: filtered important messages from servers to domain;
WebLogic.log: messages for server subsystems.

These files are the source for the logging component of WebLogic administration
console, they can be examined for possible problems. Among the three type of log files,
server log file WebLogic.log is the one examined most.

Each log message in a server log file consists of the values of the attributes described
below:

Message Attributes
e Timestamp: The time and date when the message originated, in a format that is
specific to the locale.

e Severity: Indicates the degree of impact or seriousness of the event reported by the
message. See the details for Message Severity described below.

e Subsystem: This attribute denotes the particular subsystem of WebLogic Server that
was the source of the message. For example, EDIFIREDirAPI, EJB, RMI, JMS.

e Server Name: For this deployment, the server name is EDIFIREdir.
e Machine Name: The machine which hosts the EDIFIREDir WebLogic.

e Thread ID:
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e Transaction ID: These four attributes identify the origins of the message. Transaction
ID is present only for messages logged within the context of a transaction.

e User ID: The user from the security context when the message was generated.

e Message ID: A unique six-digit identifier. Message IDs through 499999 are reserved
for WebLogic Server system messages.

e Message Text: Short Description of the message.

Message Severity:

Each WebLogic Server log messages have an attribute called severity which reflects the
importance or potential impact on users of the event or condition reported in the
message.

Defined severities are described below. Severities are listed in order of severity with
Emergency being the highest severity.

e Informational: Used for reporting normal operations.

e Warning: A suspicious operation or configuration has occurred but it may not have
an impact on normal operation.

e Error: A user error has occurred. If the subsystem is “EDIFIREDIrAPI”, it
indicates EDIFIREDir application has a serious error, it usually needs human
involvement to resolve the problem. Otherwise, the error message is from
subsystems of WebLogic, The system or application is able to handle the error with
no interruption, and limited degradation, of service.

e Notice: A warning message: A suspicious operation or configuration has occurred
which may not affect the normal operation of the server.

e Critical: A system or service error has occurred. The system is able to recover but
there might be a momentary loss, or permanent degradation, of service.

e Alert: A particular service is in an unusable state while other parts of the system
continue to function. Automatic recovery is not possible; the immediate attention of
the administrator is needed to resolve the problem.

e Emergency: The server is in an unusable state. This severity indicates a severe
system failure or panic.

The following is an example of a log message:

###<Jun 21, 2001 1:59:56 PM EDT> <Info> <Management> <tor_p10827>
<EDIFIREdir> <ExecuteThread: '1' for queue:' weblogic_admin_html|_queue'>
<system> <> <141039> <MBean=(mydomain:Name=EDIFIREdir, Type=Server)
Attribute=(LogRemoteExceptionsEnabled) modified from (false) to (true).>

In this example, the message logs the attributes of: Timestamp, Severity, Subsystem,
Machine Name, Server Name, Thread ID, User ID, Transaction ID, Message ID, and
Message Text. The log message has a severity of “Info”.

Log Messages from EDIFIREDir Application

In addition to the messages from native WebLogic subsystems, EDIFIREDirAPI
application also logs the following messages to WebLogic server log file (located in
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D:\EDIFIREDINlog). The possible messages from EDIFIREDIrAPI are described as

follows:

. <Severity> <Subsystem> <Message Text>

. <Info> <EDIFIREDIrAPI> <EDIFIREDIrAPI successfully started ...>

. <Error> <EDIFIREDIrAPI> <EDIFIREDIR_001: Cannot get configuration for
EDIFIRE directory>

. <Error> <EDIFIREDIrAPI> < EDIFIREDIR_002: Missing LDAP server
connection >

. <Error> <EDIFIREDIrAPI> < EDIFIREDIR_003: Missing Database
connection. >
...<Error> <EDIFIREDIrAPI> < EDIFIREDIR_004: Cannot start topLink server
session >...<Error> <EDIFIREDIrAPI> < EDIFIREDIR_005: Missing Sybase
connection.>
...<Error> <EDIFIREDIrAPI> < EDIFIREDIR_006: SQL Exception while
calling Sybase stored procedure.>
...<Error> <EDIFIREDIrAPI> < EDIFIREDIR_007: Exception during WebLogic
startup.>

Among those EDIFIREDIrAPI messages, there is only one message having the severity
of “Info” and message text of “EDIFIREDIrAPI successfully started ..”, which indicates
that EDIFIREDIr WebLogic server has successfully started. This message should be
checked from the server log after EDIFIREdir service is started to make sure that the
EDIFIREDIr application has started successfully.

The rest of the messages have severity “Error”, which indicates a serious error from
EDIFIREDIr application. Each message text has the format: ErrorCode followed by error
description. For Example: EDIFIREDIR_002: Missing LDAP server connection. A
severity level “Error” log message from EDIFIREDIirAPI indicates a serious error from
EDIFIREDIr application, human involvement may be needed to solve the problem.

Configuring Logging from the WebLogic Administration Console

The WebLogic logging component can be configured via WebLogic administration
console. First launch and login to the administration console, then click on the tree node
of Servers | EDIFIREdir on the right side, and select the tab of Logqging, a screen will be
displayed as follows:

EDIFIRE and ABC Confidential 27
EDIFIRE Directory Operational Runbook



=l Weblogic Server Console - Microsoft Internet Explorer

J Fil=  Edit “iew Favortes Tools Help |

J¢,»-@f§@$®%v-

Back Farsand Stop Fefresh  Home Search Favortes  Histon b ail Print Edit
JAgdress I@ http:/ Aocalhost: 7001 fconsole/domain/indes. jsp LI ﬁGU |J Links >>
= @ rydomain B oy
2 &serers [} mydomain> Servers> myserver s ? ,-'he"a
-/
My serer . o — " e —
Bl clusters Connected to localhost: 7001 Active Domain: mydamain Jun 23 2001 §:13:09 PM EDT
Machines
= r—r‘Deponments nfigur- 1o ]
QApplicatiuns "
= & e General Debugging
QWeb Applications
& startup & Shutd . . - .
= E‘Sen-'i:asup L /& File Name: |conﬂg,-"mydDmalnflogs,‘\meblogm.log
=l
B ~ Logto Stdout
gxm Debug to Stdout
WLES

ot Stdout severity threshold: Ilnfo vI
Evirtual Hosts
Email
ElFileTa

: .
E@Sgcum & yiew server log
W Users

ACLs
Caching Realms
EjRealms
‘ijomain Log Filters

@ Applet started ’_’_ =5) Local intranet A
<Screen: EDIFIREdir | Logging | General Page>

From the general page of EDIFIREdir Logging configuration, we can change the log file
name and check log to stdout.

From the above screen, click tab Rotation, a rotation configuration screen will be
displayed:
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=l Weblogic Server Console - Microsoft Internet Explorer

J File Edit “iew Favortes Toolz Help

L G P A

Q &= @ B S5 o

Back Fonward Stop  Refresh  Home Search Favortes  History b il Frint Edit

J Address I@ http: #localhost 7001 /conzole/domaindindes. jsp

=] @60 ||inks >

= @mydomain

i~ — mydomain> Servers> myserver e ? ,::

"%

mysener

Machines
= DDeplovments
Qﬂpplications

QWeb Applications
& startup & Shutdown 3 A
B Eservices
Elipec
Elums
Elami
EHwLEc
Eaait
Elvittual Hosts
EMail
BlFileTz
S| @5curiw
W Users
Groups
B acLs
EjCaching Realms
BlRreaims

Blciusters Connected to localh Active Damain: mydamain

figuration

Hlep General

Rotation Type: IEIyTime v[
Size Threshold: IEDD k
Time Threshold: |24 hours

[~ Limit Mumber of Files

to: |I— files

Feset |

ﬂDDmain Log Filters

|51 Applet started

,_ ,_ Local intranet A

<Screen: EDIFIREdir | Logging | Rotation>

We can select rotation type of “By Time”, and select the Time Threshold “24 hours” as

show above. This means that WebLogic will create a different log file when the duration
exceeds the value specified in Time Threshold. The log file names will be: weblogic.log,
weblogic.log00001, weblogic.log00002, ...

Query WeblLog Server Log Messages via Administration Console

Instead of examining the complete list of log messages from WebLogic.log files directly,
we can use the WebLogic administration console to filter out the log messages that are of
interest to us. The steps are described in detail as follows:
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1. Launch and login in to the WebLogic administration console.
2. Click on the tree node Servers | EDIFIREdir.

J Weblogic Server Console - Microsoft Internet Explorer

J File  Edit ‘“iew Favortes Tools Help

o5 9 [

Back Fonward Stop  Refresh  Home

Q & 3

Search Favortes  History
J Address I@ http: A localhost: 7001 /console/domaindindesx jsp

B9 W

Mail Pririt Elif

] @60 || Liks »
8 @ mydomain ) o*?%
2 & senvers mydomain> Servers> myserver M= ? ,:'hea
P mysener d
mCIust:r . Connected to localhost: 7001 Active Domain: mydamain Jun 24 2001 3:44:58 PM EDT
ﬁj Machines %

= DDeponments
Qﬁpplications

Configuration honitaring Logging
= General Rotation

EJWeb Applications
Bl startup & Shutdown

& Esenices M File Name: Iconfig!mydomain,’lDgSMebIDgic.Iog
Elioec
Log to stdout
= ¥ Log to Stdout
Ela ™ Debug to Stdout
&wiLec
o Stdout severity threshold: IIm‘D v[
Evirtual Hosts
gmn
FileT3 .
o @Sgcumy B Wiew server log
W Users

oroups [ Feer [ 2s0
B acLs
ﬁjoaching Realms
EjReaIms
ﬂDomain Log Filters

<Screen: Servers | EDIFIREdir | Logging | General>
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3. On the right side of the screen, follow the link of View server log. This side
displays the log messages based on the default selection criteria.

/3 Weblogic Server Conzole - Microzoft Internet Explorer

J File Edit View Favortes Tools  Help |
=
s v QA G S B |
Back Famard Stop Refresh  Home Search Favorites  History (ET Fritt it
Jﬁgdress I@ http: #flocalhost: 7001 /console /domain/indes. jsp j @Go |J Links **
E@mydomain _ 2> P il
= 5 cervers mydomain> Servers> myserver> Log M= ? h ;
4 ea
myserver — - - y )
Bl riusters ected to local | / Darnain: mydomain N Pr EDT
@ machines .
B Elpeployments Q _Search and Customize
QApplications . R
E]E.JEI Timestamp Sevrerity Subsystem Mes=sage
= _—
& &aliweb applications Jun 22, 2001 1:53:55 PM EDT Info Logging FileLogoer Opened.
Startup & Shutday Jun 22, 2001 1:54:21 FM EDT Info Log Management End of startup logfile. S3erver u©
= IjServices logfile.
Hupec
DJMS Jun 2z, 2001 1:54:21 PM EDT Info Log Management FileLogger initialized. There ms
=R messages in D:\bealwlservers.Os
&HwLec ogic. log
ot _ .
) Jun 22, 2001 1:54:21 FM EDT Info Logoing No further log messages will be
Elvirtual Hosts 1e
EHmail
EFileTs Jun ZZ, 2001 1:54:21 PM EDT Info WebLogicServer IIOP subsystem ensbled.
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W Users 616) "myserver™
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8 caching Realms
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ﬂ e.a ms ) Jun 22, 2001 1:54:25 FPM EDT Info WehlogicServer License allows low strength (exp
Domain Log Filters Jun 22, 2001 1:54:25 PM EDT Info WebLogicServer Certificate contents: 2 certific
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e = Tue May 30 17:35:01 EDT z200C
35:01 EDT zZ004, holder = C=U3 SF
C=BEA Weblogic CW=weblogic.bea.c
| ==ner I= C=118_SD=ralifornis 1_=qivlll
4

3
|@ Applet started ’_’_ -_'E'g Local intranet i
<Screen: Log Messages based on Default Criteria Setting>
4. We can configure the selection criteria to select the server log messages that

we are interested in. Follow the link of Search and Customize and we can
modify the criteria.
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/3 Search and Customize - Microsoft Internet Explorer

Show these columns

| Availablly | Chosen
kMessagelD o Sevverity .
Serser [w Timestamp [
Thread T Message T
Transaction — —
|11 User |11
Subsystem
Search by subsystem
| Available | Chosen
(=4
[w
Search by severity
| Available [ Chosen
Critical o
Debug [w
Emergency T
Info —
MNotice |i‘]
YWarning

Search by message text

=
[

Search by users

=]
=
Show Messages from last

I? darys 'I

Maximum Messages to return

IEDDD 'I

¥ Show Stacktraces

[ Update continuously

Make default

<Screen: Customizing Selection Criteria for Log Messages>

The above diagram shows how to customize log message criteria:
In the Show these columns box, the Chosen box specifies the attributes to appear in

each log message;

In the Search by subsystem box, the Chosen box specifies the components as sources

for log messages;

In the Search by severity box, the Chosen box specifies the severity level of the log
messages. The messages with higher severity levels will also be displayed.

In the Show Messages from last box, specify the duration of the log messages.
After specifying all the criteria, click the View button to see the customized list of log

messages.
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14. Security

There are no specific security measures for EDIFIRE Directory other than those provided by the
basic Oracle DB configuration and that which is provided by the 123 data center general security
precautions. Security is present via J2EE security model section 7.7.

Refer to Appendix 9 “Security” for additional information.

15.Backup and Recovery

The 123 data center is responsible for backup and recovery of the EDIFIRE Directory server.
SQL Backtrack is used to back up the database on a daily basis. A full backup is done around
8pm every day and retained on disk for 1 day. Backup tapes are sent off-site to Iron Mountain
every day.

EDIFIRE can request data restores by opening a Service Center Ticket. The SLA on a restore is
48 hours. At that point 123 will request that day’s tape from Iron Mountain. This tape will be
delivered to 123 by the next business day. 123 will then restore the tape to an existing server
hosted at 123. The person performing the restore will inform the requester, allowing him/her
access to the data and close the open Service Center Ticket.

Refer to Appendix 6 “Backup and Recovery” for additional information.

16.Disaster Recovery

There is no formal disaster recovery procedure in place. However, data can be reloaded from
tapes, if necessary.

Refer to Appendix 7 “Disaster Recovery” for additional information.

17.Service Level Agreements

Refer to Service Level Agreement for additional information.
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