
3M Cogent, Document Readers and 
Secure Materials are now part of Gemalto
Delivering end-to-end, innovative security solutions for businesses and governments 
worldwide that help ensure the security of people and documents.

> Biometric technology
> Identity verification and authentication
> Secure ID documents and materials
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Smart insights for a digital world

Issue 2 2017

The unique features of our bodies will soon be  
our convenient and secure ticket to everything from  

social media to banking

KNOW YOUR CUSTOMER   •  AIRPORT TRAVEL GETS THE SELF-SERVICE TREATMENT   •   CONNECTED CARS

BIOMETRICS
I



Road to revolution
After a century of gradual upgrades, technology and the arrival of new players  
are changing the face of the automotive industry. Welcome to the brave new world  
of the connected car.

Read our in-depth analysis of how connected cars will revolutionize our approach  
to mobility, make us safer and more secure on the roads and help to create a 
sustainable environment for future generations.

gemalto.com/review/connectedcars/index.aspx

View on all 
devices

 
We’re setting out on an exciting period at Gemalto following our recent acquisition of 
3M’s Identity Management business. We welcome more than 400 new colleagues to the 
Gemalto team with unique expertise in biometrics and identity. 

Together, we are building on a strong biometric offering to government organizations 
and expanding our services to the private sector and commercial biometric market.

The appetite for biometrics is growing across these sectors around the globe. The United 
Nations and the World Bank, which estimate that 2.4 billion people worldwide are lacking 
official identification, are advocating the use of safe and secure national identity systems 
where biometric technologies can be leveraged, particularly in developing countries. 

Airports have also helped to familiarize the public with biometrics. We have all used 
fingerprint and facial recognition technology to pass through border and immigration 
controls. Gemalto’s Fly to Gate solution, recently launched in collaboration with IER, is 
helping to create an entire biometric pathway for passengers, from checking-in to boarding 
the plane. This is real progress towards a smoother travel experience in the near future.

In the commercial sector, smartphone manufacturers are integrating biometric 
technology as a standard way of unlocking devices and accessing services. Consumers are 
becoming more comfortable with the idea of using biometric attributes – be it fingerprint, 
face or iris – as a form of password. They clearly appreciate the seamless and convenient 
experience that it allows.

The benefits to organizations from using biometric technology are clear: strong 
identification and authentication in a fast, secure and convenient way, while also meeting 
the increasing demand of identity verification and Know Your Customers (KYC) solutions. 
Simply speaking, biometrics offers a better experience to the customer and can help build 
trusted relationships and increased loyalty. 

Biometrics is fast becoming a standard feature of multi-factor authentication in every 
part of our lives – a trend that many of the articles in this issue of The Review explore.  
We hope you enjoy the read – and we look forward to   
helping you take advantage of biometric technology   
in a way that helps your organization to prosper.

Frédéric Trojani
Executive Vice President
Government Business Unit, Gemalto

 gemalto.com   @gemalto   linkedin.com/company/gemalto
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DIGITAL DIGEST

 Fraudsters can go to the dark web and buy emails and 
addresses. They can even order a fake driver’s license pretty 
easily. But it’s very hard to fake a convincing digital footprint”
DAVID POPE, MARKETING DIRECTOR, HOOYU

Read more on page 8
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Satellites critical to IoT success
Improved satellite technology is set to have a big part to play in 
delivering a ubiquitous Internet of Things (IoT).

Research firm Gartner estimates that there will be 20 billion 
connected devices in use by 2020. Coping with that, and making the 
IoT available to everyone, wherever they are, will be down to a mixture 
of cable, wireless and satellite networks.

This has prompted Northern Sky Research to predict that there will 
be 5.8 million machine-to-machine (M2M) and IoT connections via 
satellites worldwide by 2023.

Besides efforts to ensure that satellite-based solutions can easily 
integrate with cable and wireless, the advent of high-throughput 
Ku-band and Ka-band satellite connections has created a broadband 
superhighway in space capable of handling the potential of the IoT.

Future satellite services will probably be dishless, with engineers 
working on a range of smaller electronic antenna and terminal 
products to make installing and using satellite connectivity simpler 
for people and devices.

In addition, operators are combining the advantages of satellites in 
geostationary orbit with those offered by constellations of satellites 
in low-earth orbit. The result will be the ability to layer bandwidth for 
regions or applications with high-density traffic.

There are two other factors in favor of satellites. First, they can 
broadcast globally to multiple points – the most efficient signal 
delivery available on Earth at present. Second, satellites offer a 
consolidated distribution opportunity that reduces the risk of cyber 
attack when compared to cellular, in terms of entry and exit points.

One predicted product of the IoT is the connected, autonomous car – and 
satellite communications will be vital to making that a reality. Besides 
navigational functions, satellite could be used to broadcast software 
updates to cars on a global basis. 

Source: theregister.co.uk

Source: techcrunch.com

MOBILE PHONE SUBSCRIPTIONS 
OVERTAKE POPULATION FIGURES

The world now has more mobile phone subscriptions than 
people, according to the International Telecommunications 

Union’s (ITU) ICT Facts and Figures for 2017 report.

Penetration rates for mobile subscriptions  
in developing nations:

2016  96.3%  2017  98.7%

The ITU suggests that next year, all but the world’s least  
developed nations will reach more than one subscription per 

person. Even in those countries, penetration is 70.4% and rising.

These new mobile subscriptions do not automatically  
mean that people use the internet.

The number of landlines continues to fall:
Global fall in number of landlines in 2017 – 32 million  

(of which 24 million are in developing nations)
*All 2017 figures are predictions based on ITU data

Fixed broadband is up too:
Expected growth in 2017 – 62 million connections  

(to a total of 979 million)

Global population:Total global mobile phone subscriptions:

SNAPSHOT

Total global internet users:
2016  3.385 billion   
2017  3.578 billion

Mobile broadband growth 
remains strong:

Expected growth in 2017 –  
355 million connections

2016  7.51 billion     2017  7.74 billion 7.5 billion



Keep up to date with 
digital security news at 
blog.gemalto.com
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IoT users become more 
security aware
An overwhelming majority of consumers understand the importance 
of security when it comes to the IoT, a global survey shows. Nine  
out of 10 believe security should be included in connected devices, 
while 78% understand that such devices are tempting targets for 
cyber criminals.

These insights were revealed by multinational Dutch technology 
company Irdeto’s survey of consumers in Brazil, China, Germany, 
India, the UK and the US.

The poll also found that older consumers are particularly threat-
aware. While 72% of millennials are switched on to the fact that Wi-Fi-
connected devices can be a target for hackers, 82% of those over 55 
are alive to the risks.

More than half (56%) of the 7,882 survey respondents agree that 
both consumers and manufacturers are responsible for security. Just 
15% think they’re responsible, while 20% think the manufacturer 
should carry this burden.

“While consumers across the globe believe that IoT devices need 
to have security manufactured into the product in order to prevent 
against cyberattacks, it’s encouraging that they also recognize the 
important role they play in IoT security,” said Mark Hearn, director of 
IoT security at Irdeto.

Source: nfcworld.com

Chinese abandoning cash 
for mobile payments
Mobile digital services are encouraging Chinese 
people to abandon their traditional preference for 
paying with cash. Platforms like Alipay and WeChat 
Pay have “completely transformed” the way in 
which payments are being made in the country, 
according to new analysis.

A report from Asian financial services and 
research firm Kapronasia reveals that the key 
to this transactional revolution has been the 
rapid adoption of QR code technology by ordinary 
Chinese consumers.

Zennon Kapron, founder of Kapronasia, says: 
“In 2010, cash represented about 60% of all retail 
consumption in China. In 2020, if not sooner, 
use of cash will shrink to less than 30%. Digital 
payments, and more specifically mobile payments, 
have completely transformed the way that China’s 
consumers live.”

The report says that, as a result, Chinese 
banks are missing out on billions of dollars in 
fees to mobile payment platform providers. It also 
suggests that there are lessons to be learned 
for other markets: the importance of developing 
a digital infrastructure, taking a “wait and see” 
regulatory approach and maintaining hardware 
neutrality to ensure broad compatibility and 
interchangeability of products and technologies.

Kapron concludes: “How this all plays out 
remains to be seen, but the initial impact of digital 
finance on China is difficult to over-exaggerate.”
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DIGITAL DIGEST

 There are many security risks inherent to 
drones, though most of the focus right now is 
related to physical security”
JON TULLETT, RESEARCH MANAGER FOR IT SERVICES, IDC 

Read more on page 38
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Intelligent app gives 
pedestrians extra crossing time
A new mobile phone app is giving pedestrians with restricted mobility 
extra time to cross the road. It works because of a sensor in traffic 
lights that scans the pavement on either side of the road and adjusts the 
green-light time if it “sees” a person waiting.

The new app, which is called Crosswalk, is being trialed in the  
Dutch city of Tilburg. It comes pre-installed with one of four time 
settings, depending on the user’s level of mobility, to minimize delays  
to other traffic.

Dynniq, a Dutch company that develops intelligent traffic systems, 
and which is helping the city council with the trial, explains that the 
app works in combination with GPS and the software that operates the 
traffic lights, so there is no need to install extra devices.

The company is also developing a spin-off for cyclists, the 
CrossCycle, which will sense when bikes are approaching a junction 
and change the lights sooner. Another version detects visually 
impaired pedestrians and activates the ticking sounds that tell them 
whether the light is red or green.

“The essential difference is that the lights can respond to individual 
users,” explains Dynniq’s product manager, Martin de Vries. “In the 
past, someone could press a button, but we didn’t know if there was 
one person standing there or 10. Say there’s a class of schoolchildren 
needing to cross the road: we can create a category for them in the 
app so that the light stays green until the teacher confirms that all the 
children are safely across.”

The pilot project is part of a 25-year plan to make Tilburg’s road 
network more pedestrian and cycle-friendly. Since 2013, the Dutch 
government has invested €600 million in 350 local projects to encourage 
more diverse road use, and interactive traffic lights are a key part of this.
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Source: theguardian.com

Source: appleinsider.com

Introducing LPWANs
With tomorrow’s world predicted to be a place with 
billions of devices wirelessly connected, the challenge 
of how best to make that happen is continuing to drive 
the development of new IoT-specific wireless networks.

The devices behind IoT applications like power/water 
smart meters and intelligent street lighting require 
low-power and long-range connectivity – hence the 
emergence of low-power wide-area-networks (LPWANs).

A number of providers are battling to make their 
LPWAN technology the global leader in the market. 
Cellular (licensed) LPWAN technologies including 
NB-IoT (NarrowBand IoT) and LTE-M (CAT-M1) are 
being offered by telecommunication firms. But to keep 
down costs, various providers, including LoRa, Sigfox, 
Weightless (SIG) and Ingenu, have developed networks in 
the unlicensed spectrum.

For the time being, the best connectivity solution 
will depend on numerous factors around the scope of 
the IoT application: how much data is being sent, how 
far and when; compatibility with other connectivity 
methods; and battery life.

One of the main challenges for the IoT market is in 
making trade-offs to accommodate low-power and 
low-cost devices – and security is one of the things that 
might be sacrificed. Simple sensors processing public 
domain data could pose minimal security risks but, 
says IT expert Craig Heath, in most cases there will be 
security issues, driven by concerns of privacy, safety and 
commercial interests.

For example, a cyber criminal might try to disable 
connected smoke detectors to blackmail the service 
provider, while a hacker might interfere with a water 
meter to reduce the readings.

Each LPWA network should be assessed separately 
using a risk-based approach like that of the IoT Security 
Guidelines from GSMA, the body that represents mobile 
operators worldwide.

A report by Heath’s company, Franklin Heath, advises 
that security issues to consider include authentication, 
identity protection, data encryption, network monitoring/
filtering and ability updating security.



Explore The Review’s  
online partner, /review,  
at gemalto.com/review

Event calendar
Gemalto regularly participates in trade shows, seminars  
and events around the world. Here’s a list of those taking  
place in the next few months.

Date Event Sector Location

Oct 26-27 Financial Information 
Technology 2017

Banking Tokyo, Japan

Oct 31-Nov 2 Mobile 360 Series Latin 
America

Mobile 
Services  
& IoT 

Bogota, Colombia

Nov 1-2 Biometrics Institute 
Congress

Government London, UK

Nov 6-7 Swiss Payment Forum Banking Zurich, Switzerland

Nov 6-7 Tu-Automotive Europe Automotive Munich, Germany 

Nov 7-9 AfricaCom Mobile 
Services  
& IoT 

Cape Town, South 
Africa

Nov 13-14 Everlink Connections 
2017

Banking Ottawa, Canada

Nov 14-15 e-SIM Connect Mobile 
Services  
& IoT 

London, UK

Nov 14-16 IATA AVSEC World Government Abu Dhabi, UAE

Nov 21-24 Milipol Government Paris, France

Nov 22-24 Il Salone dei Pagamenti Banking Milan, Italy

Nov 29-30 Australian Utility Week Mobile 
Services  
& IoT 

Melbourne, Australia

Jan 9-12 
2018

CES Mobile 
Services  
& IoT 

Las Vegas, NV, USA

Jan 18 
2018

Bank World Banking Uncasville, CT, USA

Jan 22 
2018

IoT Evolution Expo East Mobile 
Services  
& IoT 

Fort Lauderdale, FL, 
USA

Jan 23-24 
2018

Forum International de 
la Cybersécurité (FIC) 
2018

Cybersecurity Lille, France

Jan 30-31 
2018

Fintech Banking Paris, France

Feb 19-21 
2018

High Security Printing Government Warsaw, Poland

Feb 26 
- Mar 1 
2018

Mobile World Congress Mobile 
Services  
& IoT 

Barcelona, Spain
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AI with “imagination” to 
plan for unpredictable
Artificial intelligence that is able to “see” the consequences 
of its actions before it takes them is being developed by 
Google’s AI subsidiary, DeepMind. The UK-based team has 
announced that it is making progress with AI that is capable 
of “imagination-based planning”. The researchers hope this 
will eventually mean software and hardware that can solve 
complex tasks more efficiently.

Their challenge has been to design algorithms that 
simulate the human brain’s ability to retain information that 
could be employed as strategies for unpredictable scenarios.

They have developed “imagination-augmented agents” 
that they call I2As – a neural network that learns to extract 
information that might be useful for future decisions, while 
ignoring anything irrelevant. These I2As can then make plans 
from a spectrum of strategies they have learned.

The DeepMind team says: “What differentiates these 
agents is that they learn a model of the world from noisy 
sensory data, rather than rely on privileged information such 
as a pre-specified, accurate simulator. Imagination-based 
approaches are particularly helpful in situations where the 
agent is in a new situation and has little direct experience to 
rely on, or when its actions have irreversible consequences 
and thinking carefully is desirable over spontaneous action.”

DeepMind has tested the I2As by getting them to play 
Sokoban, a puzzle game which requires forward planning and 
reasoning, without knowing the game’s rules.

Source: wired.co.uk
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ONLINE ID VERIFICATION AUTHOR TIM GREEN
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On the internet, you can be anyone. That’s liberating for people 
who want to explore their creative side, but it also helps 
criminals to steal identities. Now facial scans, biometrics and 
other new technologies are helping firms to speed up ID checks

DO YOU 
KNOW 
WHO  
I AM?

When Axton Betz-Hamilton was 
19, she tried to rent her first 
apartment. It proved very 
difficult because her credit 
rating was extremely low. This 
was strange; as a teenager, she 
had barely any credit history. 

Then it emerged that someone had stolen her 
identity and used it to rack up US$500,000 in credit 
card debt.

But here’s the weird part: when Betz-Hamilton’s 
identity was stolen, she was 11 years old. And the thief? 
Her mother, who had carried out the fraud by using 
her daughter’s birth certificate to assume her identity.

The case dates back to 1993. Back then, identity 
theft was relatively rare – especially when involving 
children. Today, the crime is easier. You don’t have 
to be a blood relative with access to unique paper 
documents to steal someone’s identity. Documents 
have gone digital. They are all over the internet, 

along with the other clues that help us prove we are 
who we say: street addresses, employment history, 
mother’s maiden name. They are all out there 
somewhere, and criminals know this.

That is why identity theft is on the rise. According 
to Javelin Strategy & Research, 15.4 million 
consumers were victims of identity theft or fraud 
in the US in 2016. That’s up 16% from 2015, and the 
highest figure recorded since the firm began tracking 
fraud instances in 2004.

Identity theft is a crime that is harmful in a 
gradual and subtle way – arguably more so than 
credit card fraud, for example. If a criminal steals 
your card details, you may well spot it early. You can 
cancel the card and, with luck, the financial damage 
will be limited. It’s horrible and inconvenient, but 
ultimately, it’s something most people recover from.

The consquences of identity theft are more 
wide-reaching. When a criminal steals your identity, 
he or she can use it to sign up for a huge number of 
services: credit cards, passports, medical procedures, 
care hire, loans – the list goes on. Some use cases 
may be associated with the black economy or crime.

But reclaiming your identity is challenging. 
How can an organization that has believed another 
person to be you now be confident of your identity? 
Resolving such cases is extraordinarily difficult.

A BLESSING AND A CURSE 
Regrettably, criminals will keep trying to steal 
identities, not least because payment fraud is 
becoming harder. Today’s processing systems (such 
as point-of-sale machines, mobile phones and 
eCommerce software) increasingly store and send 
card “tokens”, rather than the full credentials. If a 
fraudster steals or intercepts the token, it’s worthless.

Experts believe that technologies like 
tokenization are pushing criminals towards identity 
theft. “My guess is that fraud will move away from 
payments,” says Dave Birch, Director of Innovation 
at payments specialist Consult Hyperion. “It will 
inevitably move toward identity. We’ll see more 
instances of things like stealing medical procedures. 
After all, why steal US$2,000 when you can steal an 
operation that might cost US$30,000?”

So what can be done? Many believe that the  
same elements that make online ID challenging 
(remote sign-in, multiple documents) can also  
make it more secure.G
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INNOVATION
ONLINE ID VERIFICATION

In the offline world, when an organization  
wants to do a “know your customer” (KYC) check, 
it will typically invite the individual to a meeting. 
It will ask them to bring a physical document – a 
passport, birth certificate, ID card, etc. Then an 
agent will check the document is not forged and 
match it to a database that already exists, such as  
the electoral roll.

In the online world, things are different. More 
tools exist to let people sign in without a physical 
visit. They can scan documents using a phone or 
webcam, for example.

Meanwhile, there are many more proofs of 
identity available: mobile phone number, social 
media history and so on. This is both a blessing  
and a curse. More assets mean more information  
for criminals to steal. But they also make it harder  
for fraudsters to build a completely fake identity. 
This is why many companies believe they can  

secure online identity by creating ID “platforms” 
that aggregate these markers.

UK start-up HooYu is one. Its system asks 
customers to take a selfie and scan an ID document. 
It then performs a biometric facial check and 
authenticates the ID document. If more proof is 
needed, it asks users to share their social media 
details. It then studies the digital footprint to 
prove that there is a real person behind the online 
application. Finally, HooYu cross-references all the 
attributes and gives an identity confidence score. An 
organization using the system gets a confirmation 
report, which they can use to inform whether or not 
they proceed with the customer application. 

David Pope, Marketing Director at HooYu, 
says the wider range of markers makes it harder to 
perpetrate identity fraud within a single identity 
document. “Fraudsters can go to the dark web and 
buy emails and addresses. They can order a fake 
driver’s license pretty easily. But it’s very hard to 
fake a convincing digital footprint. We put more 
hurdles in the way of fraudsters so they give up and 
go elsewhere. It means organizations can confidently 
welcome and on-board new customers.”

HooYu has already won customers such as 
Fonmoney and BCRemit in the money transfer 
space. It works especially well when end-users are 
migrants. Oliver Calma, MD of BCRemit, says: “The 
system helps us onboard people who are new to the 
country and do not have sufficient credit footprint. It 
also catches fraudsters who have already committed 
identity theft and know the name and address of the 
person they are impersonating.”

HooYu is tackling online ID along with some 
more familiar participants, including Gemalto. Its 
ID verification system lets the end-user (or company 

15.4 million consumers were 
victims of identity theft or fraud 
in the US in 2016. That’s up 16% 
from 2015
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KNOW YOUR 
CUSTOMER –  
IT’S THE LAW

Online ID verification is not  
just good business practice – 
it’s the law. As cyber crime has 
grown, many new regulations 
have emerged to counter 
fraud and – increasingly – the 
funding of terrorism.

One of the most recent 
is the EU’s Fourth Anti-
Money Laundering Directive 
(AML4). This was conceived 
to counter money laundering 
and generally inspire greater 
confidence in the financial 
services sector.

A key stipulation centers 
on Customer Due Diligence 
(CDD). Previously, companies 
used “simplified due diligence” 
to identify customers remotely 
at an early stage of contact. 
In some cases, they could 
compare submitted details 
to information in the public 
domain (such as that held by a 
credit reference agency).

These checks are 
inadequate in a digital 
economy, because details 
such as name, date of birth 
and address can be sourced in 
any number of legal and illegal 
ways. With enhanced due 

diligence, companies have  
to verify identities against  
data that is dynamic or non-
public, or against certified 
physical documents.

AML4 extends the 
regulation beyond banks 
to other sectors such as 
online gaming firms and 
digital currency exchanges. 
It also standardizes the law, 
regardless of a business’s 
location, if that business 
targets EU residents.

John Karantzis, CEO of 
identity specialist iSignthis 
Ltd, says: “With AML4, 
organizations will need to 
apply enhanced due diligence 
across nearly every remote 
transaction. At the moment, 
these enhanced checks are 
typically done face to face. The 
challenge has been to find a 
means of doing this remotely 
that regulators will accept.”

iSignthis’s own solution 
draws on the banks’ stockpile 
of customer ID data and non-
public information. iSignthis 
embeds a secret token to 
determine a person’s ID 
into financial transactions. 
So when he or she makes 
a payment, the financial 
transaction itself is the basis 
upon which their identity can 
be securely verified.

agent) take a picture of a document and verify it 
against a database of more than 4,000 document 
types from almost 200 countries.

“Based on this picture, the system performs  
50-plus forensic checks,” says Naomi Lurie, a 
Marketing Director at Gemalto. “It only takes a few 
seconds, but the technology is actually doing a lot. 
It examines microprint and security threads, special 
paper and ink, seals and holograms, patterns and 
geometric settings, and data consistency.”

This has the dual pay-off of both weeding out 
fraudsters and speeding up sign-ups. These two 
benefits persuaded the California Department of 
Motor Vehicles (DMV) to test the system.

Historically, DMV agents would ask people 
to supply physical documents such as passports, 
identity cards and existing driver’s licenses. Its 
agents were trained to spot frauds, but they did so 
manually, a process that was time-consuming and 
prone to human error.

In 2015, California DMV switched 200 of its 
offices to the Gemalto platform. The agents could 
then speed up the process and make it more reliable 
by checking documents against Gemalto’s database.

“Prior to using the Gemalto system, our field 
office employees did not have a consistent, 
automated method of verifying the authenticity of 
documents,” says a California DMV spokesperson. 
“The new system provides that consistency for some 
types of documents. It provides a check mark if the 
document is good, or an X if the document cannot 
be verified, making it easy for the DMV employee.”

SELF-SERVICE ID 
Online ID also works in a self-service  
scenario. Here, customers don’t need to show  
up in person. Instead, they scan in documents  
from a phone, PC or kiosk.

According to Nathalie Murat, KYC Business 
Development Director at Gemalto, the platform is 
especially useful for companies such as banks, which 
have strong physical and digital channels. “Banks 
have an omni-channel challenge,” she says. “They 
want to acquire customers in-branch and online, 
so they need a central intelligence that takes into 
consideration this diversity of platforms. And it has 
to deliver the same result whatever the channel.”

Of course, some banks have been pursuing 
self-service online ID since their creation. They’re 

 Banks want to acquire customers in-branch 
and online, so they need a central intelligence 
that considers this diversity of platforms”
NATHALIE MURAT, KYC BUSINESS DEVELOPMENT  

DIRECTOR, GEMALTO
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THE DIFFERENCE 
BETWEEN IDENTITY AND 
AUTHENTICATION

Identity comprises a set of things that add up to “you”: 
your name and address, your passport number or 
tax number, more nebulous things like your browsing 
activity and social media history. In any example, your 
identity must be unique and effectively say to a third 
party: “This is me.”

Authentication describes what we do when a third 
party already knows your identity, but says: “Prove it.” 
In the example of an ATM card, the authentication is 
the PIN. On a website, it’s usually a password.

So your identity is not necessarily private, but it is 
unique. An authenticator is the opposite: not always 
unique, but definitely secret. Clearly, it is vital that the 
ID and the authentication key are kept apart.

Historically, criminals have tried to steal secrets 
such as passwords. But as this gets harder (thanks to 
biometrics and multi-factor authentication), they may 
switch their focus. Instead of trying to get into your 
existing account, they will try to use your identity to 
create a brand new one.

INNOVATION
ONLINE ID VERIFICATION

the new breed of digital-only banks that don’t have 
branches, such as Monzo, Atom and Starling.

Now lawmakers are addressing digital identity 
too. They are introducing legislation such as the 
European Union’s AML4 (Anti Money Laundering 
Directive 4 – see panel, page 11), which mandates 
digital checks that spot criminals and also reduce the 
risks inside organizations.

Lurie says: “Automated ID verification is 
extracted directly from the ID document, so it masks 
information that employees don’t need to see. It also 
eliminates the paper forms, which could easily be 
exploited for fraud. For compliance and audit, that’s 
a blessing. All the measures you take to follow KYC 
are captured digitally.”

AML4 is already having an effect. For example, 
Monzo recently phased out its standard ID checks, 
replacing them with “enhanced identity verification”, 
which compels customers to scan documents and 
take a five-second selfie video.

In fact, selfies are fast establishing themselves 
as crucial to online ID and authentication. In 2016, 
Mastercard launched ‘Identity Check Mobile’, 
which uses selfies (and fingerprint and voice) to 
verify a cardholder’s ID. Like any authentication 
method, the system is not completely foolproof, but 
Mastercard is confident it will deter fraudsters. “By 
stealing the user’s device and spending considerable 
efforts to spoof the user’s biometrics, individual 
hackers could find a way to get in,” says Michaël 
Sass, VP of Security Solutions at Mastercard. “But 
it’s the business case that counts. Criminals want to 
access multiple accounts, not just one at a time.”

Mastercard’s system is for authenticating existing 
accounts, not creating new ones – and there’s a big 

Some banks have been pursuing 
self-service online ID since their 
creation. They’re the new breed of 
digital-only banks
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difference (see panel, page 12). And though it could, 
in theory, create a Mastercard identity platform, Sass 
says that is not the focus.

NEW OPPORTUNITIES 
But for others, it could be. Indeed, many believe the 
effort made to verify customers might even lead to a 
new business opportunity for some companies – as 
curators of identity.

In his book Identity Is The New Money, Consult 
Hyperion’s Dave Birch argues that society needs 
identity specialists to protect citizens and service 
providers. In his view, websites shouldn’t need to 
ask for and store a person’s full details. Instead, 
they should get a pseudonymous token (aka a 
Privacy Enhancing Token, or PET) from the identity 
provider. This token will prove something about the 
person: that she is over 18, or a German resident, or 
holds a valid driver’s license, and so on. But it won’t 
disclose anything else.

Birch thinks banks have an opportunity here. 
“It seems to me that a rather obvious way forward 
would be for banks to issue identity tokens to 
customers,” he says. “That would mean that I could 
go to an online service and sign in with the PET 
name I have registered with the bank. If that service 
gets hacked, the hackers might find my token, but 
they wouldn’t be able to use it to find out who I am.”

Some organizations are already exploring this 
opportunity. The Norwegian Post Office, Posten 
Norge, is currently using Gemalto’s ID Verification 
system to check that only legitimate recipients 
collect their parcels. However, it says that in the 
longer term it aims to position itself as Norway’s 
leading provider of document verification.

John Eckhoff, Chief Press Officer at Posten Norge, 
says the system “represents an easy-to-deploy, easy-
to-operate solution that can help realize Posten 
Norge’s future vision.”

Mobile network operators (MNOs) could  
also have an opportunity here. They already possess 
plenty of identity markers on their customers: age, 
address, card details and so on. They also perform 
online ID checks to enrol new customers (primarily 
to combat SIM swap fraud, wherein fraudsters try to 
take control of another person’s SIM and drain their 
bank account).

These details add up to a solid base of identity. 
But MNOs have more. They know the physical 

movement of their subscribers too. They are just 
starting to exploit the value of this resource with 
four UK banks. “This data used to be seen as waste 
product,” say Glyn Povah, Head of New Business 
Development at Telefónica Digital. “But now we  
can use it to drive business benefits for multiple 
sectors. Banks are already using it to combat fraud. 
They can match a person’s location to where their 
phone is in real time. This is really powerful, 
because you can get a very accurate match without 
sharing any actual data.” 

Visit gemalto.com/enterprise-security/identity-
access-management for more related information

 [Physical movement of subscribers] used to be seen 
as waste product. Now we can use it to drive business 
benefits for multiple sectors”
GLYN POVAH, HEAD OF NEW BUSINESS DEVELOPMENT, TELEFÓNICA DIGITAL
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Monzo recently phased out  
its standard ID checks,  
replacing them with  
“enhanced identity verification”
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SOCIETY
DATA INTEGRITY

Once, hackers were satisfied with simply 
stealing your data. Now they have started 
to distort and exploit it, which adds a whole 
new dimension of danger

ARE YOU AT RISK 
FROM A FAKE 
DATA ATTACK?

AUTHOR NICHOLAS BOOTH

In 2013, a dramatic stock market slump nearly 
plunged the world back into recession. It was 
triggered by the news of an explosion in the White 
House in which President Obama had been injured. 
The report was false, but it was from a respectable 
source: the Twitter account of Associated News. 
Unfortunately, it had been hacked by a group of 
Syrian fraudsters and the fake data they created was 
enough to influence buying decisions in the money 
markets and trigger a 147-point drop in the Dow Jones 
industrial average.

By now, everyone will have heard of ‘fake news’, 
which is something of a nebulous concept whose 
definition is not generally agreed upon. Its close 
cousin, ‘fake data’, is tangible and definite – only its 
perpetrators remain shadowy. Awareness of fake data 
may suffer by its juxtaposition with fake news, but the 
falsification of information is demonstrably damaging. 
Criminals who want to use false information for 
nefarious purposes, including fraud, blackmail, 
vandalism and even terrorism, create fake data.

Companies are reluctant to publicize attacks – it 
highlights weaknesses in their IT security – so the few 
high-profile cases we know of are likely to be the tip 

of the iceberg. In 2008, Brazilian logging companies 
rigged their own industry-wide system by accessing 
government databases to inflate their logging quotas. 
Two years later, national governments were allegedly 
using these tactics themselves. Stuxnet, a malicious 
computer worm that targets industrial computers, 
was found to have infiltrated and damaged the 
software used to operate the centrifuges – fast-
spinning machines that enrich uranium – in Iran’s 
nuclear program. A number of media outlets, 
including The New York Times and The Washington 
Post, reported comments from anonymous US 
security officials that the American and Israeli 
governments were behind the cyberattack, although 
neither country has ever admitted to creating Stuxnet.

If proof of the existence of fake data were needed, 
it is that a whole new genre of product has emerged 
in response. Companies like GuardiCore have created 
Deception Technology, which uses decoy tactics to 
lure hackers away from the genuine data and into 
fictional or less critical areas. Research company 
Market Analysis values this market at US$12 billion 
already and predicts 19% annual growth.

CHANNELS OF ENTRY 
To discover how fake data gets into circulation, 
we have to examine the three main channels of 
data input, since these are the primary sources of 
infection. The input of any database comes from 
people, computing (such as the processing of existing 
information) and devices. The third category is 
becoming increasingly critical as the Internet of 
Things (IoT) gains in popularity and information on 
everything is being fed into corporate databases.

Criminals who want to use 
false information for nefarious 
purposes, including fraud and 
even terrorism, create fake data
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If fraudsters can influence any of these channels to 
produce false information, they can also rig any aspect 
of life that is controlled by a computer, which covers 
everything from the local to the global. Fraudsters 
might socially engineer an employee to create false 
records. Computers can be fooled into processing 
the wrong results, by being fed false information 
or hacked in order to carry out rogue distortions. 
Increasingly, hackers will access the firmware of IoT 
devices, which are often installed with their easily-
guessed default passwords, and use these devices to 
feed false information into a system. Anywhere that 
information is highly valued will be liable to fake data 
attacks, says Jason Hart, Gemalto’s Chief Technology 
Officer for Enterprise and Cybersecurity.

Since every company process – from planning, 
through manufacture, to delivery – is enabled by IT, 
it follows that data attacks will disable them. Stock 
markets are collapsed by faulty data. All IoT regulated 
utilities, like the power grid, traffic systems and the 
water supply, can be paralyzed by corrupted data.

For more from Gemalto’s Jason Hart, visit  
blog.gemalto.com/author/jason-hart/

In theory, terror groups could hijack masses 
of medical equipment and deliver lethal doses to 
thousands of connected patients. In the financial 
services sector, the global Futures and Options 
markets rely on a regular feed of farming information 
in order to trade on the values of next year’s crops. 
A hacker could influence reports on the state of soil 
fertility so that the value of bonds related to farming 
produce would be marked down. Fraudsters could 
then buy stock at falsely low prices and sell before 
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SOCIETY
DATA INTEGRITY

Given our total reliance on 
computers to run everything,  
fake data is far more likely than 
Y2K to wreak havoc

the market is adjusted; if it is adjusted. “One of the 
dangers of fake data is that it can remain undetected 
for months or even years,” says Hart.

The anonymity of cybercrime makes it difficult to 
profile a typical perpetrator. The two main motives are 
financial gain and political manipulation. There are 
widespread allegations against many governments, 
but they remain unproven.

“The threat of fake data is real for many 
businesses,” says Eric Ogren, Senior Analyst at 451 
Research. “Fraudsters create fake users all the time to 
collect merchandise, rebates and even tax returns.”

THE SCALE OF THE THREAT 
To put the scale of the threat into context, the 
Millennium Bug caused mass panic in the year 2000 
when the 20th-century practice of only using the last 
two digits of a year in computer software programs 
led to fears that, on the stroke of midnight on 31 
December 1999, computers would think we were back 
in 1900. That involved only a single field of erroneous 
information: the date. Fake data crimes can distort 
every field that matters in any database.

Today’s connected world constantly generates 
multitudes more data than was ever created during 
the Millennium Bug – or Y2K – crisis, when it was 
predicted that planes would fall out of the sky, stock 
markets would crash and nuclear missiles would be 
unleashed. We create 2.5 quintillion bytes of data 

SECTORS AT 
MOST RISK 
FROM FAKE DATA 
ATTACKS 

Financial 
services: 
Information 
held by banks, 

insurance companies and 
stock traders is a valuable 
target because fake data 
can be used to rig markets 
and allow rogue traders to 
exploit commodities when 
they are falsely 
undervalued, says Michael 
Fimin, CEO of security 
software vendor Netwrix.

Healthcare: 
Health records 
could be 
altered, 

resulting in delays to 
medical care or wrong 
treatment – adding up to a 
real threat to people’s lives.

Government: 
Data might be 
deliberately 
modified for 

political or financial 
purposes. For example, The 
National Oceanic and 
Atmospheric Administration 
in the US has been accused 
of manipulating climate 
change records since 2000 
to fit a political agenda.
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For more on how to keep your  
company safe from cyber attacks, visit  
gemalto.com/enterprise-security

every day, according to IBM – that’s approximately 
7,800 times the rate of growth in 1999. Market 
analyst Gartner predicts that there will be 20 billion 
connected devices on the market by 2020, all of which 
create more options for the criminals. Given our total 
reliance on computers to run everything, fake data is 
far more likely than Y2K to wreak havoc.

Hart says that 2017 will be the first year of 
fake data. “We’ll see more intricate, complex and 
undetected data integrity attacks,” he predicts.

HOW COMPANIES SHOULD RESPOND 
From May 2018, under the European Union’s (EU) 
General Data Protection Regulation (GDPR), 
companies could be hit by multi-million-euro fines 
if they fail to take sufficient steps to maintain the 
integrity of information they control or process. The 
new rules will apply to all companies operating within 
the EU and companies outside the EU that offer goods 
and services to individuals within the EU.

The hardest part of the necessary culture change 
is persuading people of the dangers. “People don’t 
understand the risk,” says Hart. “Perhaps GDPR will 
make them more aware.”

A full risk assessment of a company should 
quantify various aspects of data such as the value 
of its confidentiality, accountability, integrity and 
availability. This raises awareness across the board 
and makes people more likely to support the 
technology strategy, says Hart.

Having prepared the company culture, there 
should be three technology pillars on which a 
foundation of data integrity is built: encryption, key 
management and the authentication of users.

It is important to identify the value of data, not 
just to the company but to the criminal. Confidential 
medical information about an individual may have 
no value to a patient, but it would be a potential 
jackpot for a blackmailer. There are all kinds of ways 
to monetize data, which the general public is only 
starting to realize. However, criminals are ahead of 
the game. The hardest task is to create awareness of 
the value of data integrity at boardroom level. 

 5 QUESTIONS TO 
ASK THAT WILL 
IDENTIFY YOUR 
VULNERABILITY 

1. Do you understand the value of your data? 
To catch problems, organizations must track 
who is accessing what data and report on 
all inactive accounts with critical details 
like path, status and last log-on time, so 
they can clean up unneeded accounts and 
prevent their misuse in the future. Eliminate 
excessive rights and adopt the principle of 
least-privilege, whereby users are given the 
minimum amount of access to data needed  
to perform their jobs.

2. What are the users doing  
in my IT environment? 
You must know this in order to keep your 
sensitive data under control and quickly 
detect any suspicious modifications in 
confidential files. You need an overview 
across all critical systems to help easily 
detect an intrusion attempt and tackle 
the threat.

3. Who has access to your data? 
A suspiciously high number of reads or 
modifications to archived material should 
trigger a security check. Patterns of activity 
like this are often an early a warning sign 
of malicious insider activity or an outsider 
attack in progress, says Michael Fimin,  
CEO of security software vendor Netwrix.

4. Are alerts raised on suspicion  
of unusual activity? 
An excessive number of files and folders 
accessed, read or modified by one person 
within a short period of time is a cue for 
further investigation. You need to make sure 
any activity above the usual baseline  
is categorized as suspicious.

5. Can I detect users working beyond  
their business hours? 
Users are often active outside of working 
hours, but it’s still suspicious. Those 
responsible for IT security need to ask 
whether the actions taken are justified. Were 
they on a business trip or working overtime? 
If not, they may pose a threat to data integrity 
and need to be investigated.

 The threat of fake data is real for many 
businesses. Fraudsters create fake users  
all the time to collect merchandise, rebates  
and even tax returns”
ERIC OGREN, SENIOR ANALYST, 451 RESEARCH

Criminals are 
ahead of the 
game. The hardest 
task is to create 
awareness of 
the value of 
data integrity at 
boardroom level
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DIGITAL PLANET $49bn

120,000

Boston-based MedMinder has launched an 
innovative smart pill dispenser that takes 
the guesswork out of taking medication. 

The first connected solution of its kind, 
MedMinder tracks and reports medication 
intake, sends alerts to patients when pills need 
to be taken or to caregivers when scheduled doses 
are missed, and automatically orders repeat prescriptions. 

With secure connectivity and encryption, enabled by machine-
to-machine wireless technology, data is sent from the smart pill 
dispenser over wireless networks to a cloud-based server. Doctors, 
nurses and other authorized caregivers can log on to MedMinder’s 
user-friendly interface to track, in real time, whether a patient is 
sticking to their medication schedule and intervene when necessary. 

MedMinder is just one of a growing number of solutions that are part 
of the mobile health technology (mHealth) market, which is expected 
to be worth $49 billion by 2020, according to Grand View Research.
Source: tinyurl.com/MedMinder

3D
A Haiti-based disaster relief service called 
Field Ready aims to address gaps in supply 
chains by bringing 3D printing to the field, 
in order to achieve smaller and faster 
manufacturing approaches. So far, it has 
been printing and testing small, disposable 
medical items, such as oxygen tube 
connectors. These items are vital for patients 
suffering from conditions like tuberculosis.

Field Ready has been awarded a 
Humanitarian Innovation Fund grant to  
bring the project to life. Through project 
testing, it is hoping to demonstrate 
the potential impact of 3D printing in 
humanitarian settings – and encourage its 
application within other areas of the sector.
Source: tinyurl.com/field-ready

From robots to electronic 
prescriptions, innovative eHealth 
technologies are transforming 
healthcare in a wide variety of ways

AUTHOR SALLY ABBOTTS

E-HEALTH AROUND  
THE WORLD

Field  
Ready

uses 3D printing to 
produce medical 
items in disaster 

relief areas

By 2025, it is estimated that in the 
US alone there will be a shortage 
of more than 120,000 doctors. 
Technology that helps healthcare 
professionals to monitor and 
manage patients’ health remotely 
will help to ease the pressure on 
overstretched healthcare systems.

Virginia-based US healthtech 
company Vignet’s Home Health 
Hub combines information from 
pedometers, sleep sensors, 
weighing scales, blood glucose 
tests and other sensors to offer a 
consolidated summary of the overall 
health of the user. 

The compact module is enabled 
by machine-to-machine technology, 
which allows for secure wireless 
connectivity and transmission of 
data across global celluar network. 

Healthcare professionals can 
remotely review the data generated 
and advise patients on how to 
manage illnesses, easing queues in 
health practice waiting rooms.
Source: tinyurl.com/Home-Health-Hub
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15
Developed in Singapore and 
funded by the government’s 
Smart Nation initiative, 
RoboCoach is a robot that uses 
motion-sensing technology 
to ensure the elderly do their 
exercise routines correctly.

With metal arms and an inbuilt 
screen, the robot helps to provide 
physical and cognitive therapy to 
older people who have suffered 
strokes or have disorders such 
as Alzheimer’s or Parkinson’s. 
The robot can recognize the 
human voice instructing it to 
start the exercise routine, and 
has been coaching the elderly 
in performing 15 types of arm 
exercises each week.

There is further research 
taking place into the 
development of a screen reader, 
which would enhance the 
learning and communication 
experiences of patients who are 
visually impaired.
Source: tinyurl.com/RoboCoach

1.3m
The Estonian eHealth Foundation 
is using blockchain technology 
to secure the public health 
records of Estonia’s 1.3 million 
citizens. The ground-breaking 
system facilitates improved 
access to vital information for 
health professionals, while 
simultaneously guaranteeing 
patient confidentiality and the 
integrity of their files.

The eHealth records service is 

split into two parts. The first is a 
traditional database that contains 
the actual records and can be 
accessed by licensed healthcare 
professionals, as well as citizens 
themselves. Access is controlled 
by the national eID card.

Each time a record is accessed 
or altered, the activity is logged 
in the blockchain and a “keyless 
signature” is stored next to 
the record. These signatures 

serve as electronic timestamps 
that prove when changes were 
made, while the blockchain 
independently verifies who 
made them. Patients can log 
in and see exactly who has 
been viewing their records, 
and any criminal 
or improper use of 
files is immediately 
apparent.
Source: tinyurl.com/Gemalto-Estonia

12m 
Algeria’s national health insurance authority for salaried 
workers, CNAS, was struggling to meet demand for claims, so 
Gemalto came up with an electronic alternative which reduces 
administrative costs, speeds up reimbursement payments and 
enables CNAS to manage the overall system more efficiently.

Gemalto has provided 12 million health insurance cards as 
part of the service, which securely identifies each individual. As 
well as that, it has created a computer application that manages 
prescriptions. In May 2016, 700 million ePrescriptions had been 
dispensed via the new system.
Source: tinyurl.com/Algeria-health-insurance
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INNOVATION
BIOMETRICS AUTHOR DAVID HOWELL

The unique features of each human body are increasingly 
being used for authentication and identification. Biometrics 
will deliver a convenient and secure environment to access 
everything from social media to banking

 BIOMETRICS 
101

Historically, identification meant the possession 
of specific, paper-based documentation. But with 
the arrival of the internet and the vast digital 
environments that exist today, online banking, 
eCommerce, access to public services and 
personalized healthcare all rely on an accurate  
and secure means of identifying individuals.

Until recently, the password has reigned 
supreme as the core method of identification and 
authentication for a wide range of services. However, 
with rising cybercrime, including identity theft 
(Javelin Strategy & Research reports that 15 million 
US citizens suffered an identity theft in 2016), more 
robust and secure methods of identification are 
needed. Since the human body has many attributes 
that are unique to individuals, biometrics has been 
steadily developing for the past decade.

It has seen significant take-up in the public 
sector in particular. Passports containing biometric 
information started to appear in the early years of 
the 21st century, and 96 countries were using them 
as of April 2017. This, in turn, has led to the spread 
of ePassport gates at airports and other border 
crossings around the world, facilitating the quick 
and secure processing of travelers. Increasing 
numbers of governments are also incorporating 
biometric identifiers in national ID cards, to help 
authenticate users of governmental or healthcare 

services, while biometric voter registration is a 
powerful weapon in the fight against electoral fraud.

A BRIEF HISTORY OF BIOMETRICS 
The word biometrics is derived from the Greek word 
“bio” (life) and “metric” (to measure). The human 
face has been used for identification since civilization 
began, but as populations expanded, this became 
impractical. The best-known form of biometric 
identification is of course the fingerprint, which can 
trace its earliest use to prehistoric man, who used finger 
and palm prints to ‘sign’ cave paintings. In business, 
the fingerprint was used as early as 500BC.

In 1858, Sir William Herschel, working for the 
Civil Service of India, used palm prints on the back 
of contracts as a form of biometric identification, 
and 1903 saw the New York police use fingerprints to 
identify criminals. The concept of using the patterns 
in the iris as a form of identification was first described 
by ophthalmologist Frank Burch, and Woody Bledsoe, 
Helen Chan Wolf and Charles Bisson pioneered semi-
automatic face recognition in 1964.

Today voice, gait (how a person walks), ear  
shape and even body odor can all be used as 
biometric identifiers. But it was only once Apple 
released the iPhone 5S in 2013 with a built-in 
fingerprint scanner that biometric identification 
became a mass-market technology.
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Visit gemalto.com/govt/biometrics for  
more on our biometrics solutions
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INNOVATION
BIOMETRICS

BIOMETRIC ACCEPTANCE 
A person’s identity consists of biographical data (name, 
age, address and gender), and biometric information 
(fingerprints, iris scans and palm prints), which can 
also include behavioral traits such as voice, gait and 
typing style. Together, they can be used to prove a 
person’s identity and authenticate that person to 
confirm that they are who they say they are.

The issue is convincing a skeptical public that 
the collection of various aspects of their biometric 
uniqueness offers advantages that this technology 
unlocks for them. This is already happening. The 
“Apple Effect”, as it is often called, comes into play here. 
The introduction of the iPhone 5S with its fingerprint 
scanner delivered a paradigm shift in the general 

public’s view of biometrics, from an invasion of their 
privacy to a fast and convenient way to make payments.

“People are willing to embrace a more convenient, 
frictionless payments future,” says Max Eliscu, CEO 
of Viewpost, which found that half of the US citizens 
asked about perceptions of future payment methods 
believed biometric technologies would become 
commonplace in payments.

In its report, Strong Identity, Strong Borders, 
the Secure Identity Alliance states: “Traditionally, 
fingerprinting has been associated with policing and 
crime, resulting in caution and sensitivity by the public 
in allowing their fingerprints to be recorded. However, 
the increased use of biometrics as a standard part of 
the visa process in many countries and for passport 
issuance in Schengen countries, coupled with the 
widespread use on smartphones to authorize secure 
payments, is helping to ‘reposition’ biometrics as a 
more widely accepted part of identity assurance rather 
than specifically something for criminal investigation 
(in reality, it has relevance in both).”

Moving to biometric identification and 
authentication when accessing services is a leading 
area of development right across the public sector. 
Governments and law enforcement agencies can see 
the huge potential that gathering and analyzing vast 
quantities of biometric data could offer them. India 
has been developing its Aadhaar database since 2009, 
assigning each citizen a unique 12-digit number based 
on biometric and geographical data. The database now 
includes more than one billion records, making it the 
world’s largest database with biometric components.

EXPANDING USE 
But what began as a public-sector technology is now 
seeing huge development efforts in many private 
sectors where identity and authentication are at the 
core of services accessed by consumers.

There have been many high-profile rollouts of this 
technology in the financial services sector, including 
the UK’s TSB Bank using iris scanning to authenticate 
transactions; MasterCard and its “selfie” payment 
technology; and HSBC’s voice-based biometric system. 
Fintech and insurance companies will also be big users 
of this technology; for the latter, particularly when it 
comes to authenticating claims.

In the autonomous vehicle industry, biometrics is 
seen as a major component of the services that brands, 
including Volvo and Toyota, will be delivering in the 

The introduction 
of the iPhone 
5s delivered a 
paradigm shift 
in the general 
public’s view  
of biometrics

 Over the next five years, there is expected  
to be a shift away from border control/security, 
mobile payments and device access as 
development areas”
ISABELLE MOELLER, CEO, BIOMETRICS INSTITUTE
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next few years. The ability of a car to recognize its 
owner as they approach, and to unlock itself and set 
their personal preferences, is well within the reach of 
biometric technologies today. Continental showed 
off this technology at the 2017 Consumer Electronics 
Show in Las Vegas. And expect autonomous taxis to 
recognize the person who has called them as they 
stand on the street, using facial recognition technology.

On the release of the Biometric Institute’s industry 
tracker CEO Isabelle Moeller said: “Over the next five 
years, there is expected to be a shift away from border 
control/security, mobile payments and, (especially) 
device access as development areas, toward online 
identity verification, government mobile applications, 
online payments/eCommerce and healthcare.”

She added: “Other findings suggested that face 
dominates as the biometric that is thought most likely 
to be on the increase over the next few years, followed 
by multimodal and iris – all usurping fingerprint. 
Behavioral biometrics are also on the increase.”

The Institute’s findings are already evident in places 
like China, where Alibaba recently launched a ‘smile to 
pay’ facial recognition system at KFC restaurants across 
the country and WeChat, the Chinese messaging app, 
launched functionality allowing users to log in via voice 
recognition technology. The consumer space is seeing 
rapid development and deployment of biometric 
identity verification on and offline. 

PROTECTING PRIVACY 
How privacy will be protected with more widespread 
use of biometric technologies continues to be a 
pressure point. Governments are already legislating to 
use data such as images on social media as the basis 
for new national databases for their security services. 
Australia has passed amendments to the Migration 
Amendment (Strengthening Biometrics Integrity) 

For more on our 3M acquisition, visit  
tinyurl.com/Gemalto-3M-Cogent

The trinity of identity, security  
and privacy will need to be 
supported as physiology becomes 
everyone’s passport to a myriad  
of essential services

Gemalto has recently 
finalized the acquisition  
of 3M’s Identity Management 
Business. The acquisition 
includes Biometric solutions, 
Document Readers and 
Secure Materials. These 
will be incorporated 
into Gemalto’s existing 
Government business  
and will also serve the 
expanding commercial 
biometric market.

The new services 
include proven biometric 
technologies that can be 
applied to border control 
and law enforcement. A good 
example is Gemalto’s project 
with Paris-Charles de Gaulle 
and Paris-Orly airports, 
where the company, along 
with its partner Automatic 
Systems, will install and 
maintain its Automated 
Border Control gates as 
part of the French PARAFE 
program (Automated  
Fast Track Crossing at 
External Borders).

“With the acquisition of 
3M’s Identity Management 
Business, Gemalto makes a 
strategic move by insourcing 
biometric technology,” says 
Philippe Vallée, Gemalto’s 
CEO. “Combining our 
market access, technologies 
and expertise will enable 
Gemalto to further 
accelerate the deployment 
of trusted national identities 
and to offer strong end-to-
end biometric authentication 
solutions throughout the 
digital economy.”

NEXT 
GENERATION 
BIOMETRICSBill 2015 to allow biometric data to be collected at 

its border. In the UK, the National Facial Biometric 
Matching Capability could include facial images pulled 
from social media such as Facebook.

And for businesses, the impending activation of 
the General Data Protection Regulation (GDPR) across 
the European Union will be watched closely as citizen 
privacy, data collection, management, storage and 
analysis come under scrutiny. Ultimately, businesses 
and organizations will have to ensure full consent is 
given before any data is collected and used.

The way in which many biometrics are used also 
needs to evolve. Currently, the focus is on single-
factor authentication methods, such as scanning a 
fingerprint to authorize a payment. However, Gary 
Munro, Principal Consultant at Consult Hyperion, 
says we need to go further: “Pinning identity and 
authentication back to a biometric provides a link 
back to an individual, but also means that there is no 
fallback. If I lose a PIN, I can replace it: if someone can 
fake my fingerprint, then how do I ever recover this? It 
is the ultimate version of identity theft.

“So biometric use must go beyond single factors like 
individual fingerprints and rely on combinations of 
biometrics, or biometrics plus other factors.”

Biometrics are about to move beyond banking 
and payments to immigration control, eGovernment, 
healthcare and even workforce management over 
the next few years. What is clear is that the trinity of 
identity, security and privacy will need to be supported 
as physiology becomes everyone’s passport to a myriad 
of essential services. 
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The airports of tomorrow will provide 
biometric pathways from check-in to 
boarding, creating a more satisfying 
and secure customer experience

TRANSFORMING THE 
TRAVEL EXPERIENCE 

AUTHOR SUSAN ANTHONY

In today’s uncertain world, one thing is certain – 
security is becoming increasingly important for all of 
us. Nowhere is this more apparent than when we travel 
between countries; we want to remain safe, while also 
securing our borders against the threat of terrorism. 
One way of improving security (by knowing exactly who 
is passing through our airports) is to employ biometrics 
– a technology that is already being increasingly used 
in commercial applications, thereby boosting consumer 
acceptance and adoption, and facilitating the expansion 
of applications in areas such as air travel. 

A HISTORY OF BIOMETRICS 
We may think of biometrics – the science of analyzing 
physical or behavioral characteristics specific to an 
individual in order to authenticate his/her identity – as 
modern technology but, in fact, it has a long history. 

Fingerprints have been used for identification since 
the second century BC, while biometrics started to be 
used by police forces in the UK in 1901, and in both 
France and the US in 1902. 

The introduction of ePassports more than a decade 
ago brought with it the use of biometrics in border 
control applications, reusing the framework that had 
already been established for access control systems, 
based on facial, iris or fingerprint recognition.  

The first generation of Automated Border Control 
(ABC) gates and kiosks were designed for pre-
registered travelers only. For example, the NEXUS 
clearance kiosks on the US/Canadian border, allowed 
pre-registered travelers to benefit from expedited 
processing using self-service kiosks when entering the 
United States and Canada. 

Second-generation ABC solutions are now being 
deployed worldwide and are based on ePassport/eID 
card technology. With facial biometric information 
always included inside the document’s chip and 
accessible using contactless technology, the traveler no 
longer needs to pre-enrol and can use the ABC gates or 
kiosks right away to benefit from an automated border 
clearance process.
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Paris Aéroport, which operates Paris-Charles de 
Gaulle and Paris-Orly airports, recently appointed 
Gemalto to replace its first-generation ABC gates in 
these hubs with 87 second-generation ‘smart gates’ in 
a bid to increase the flow of passengers and improve 
the traveler experience. Initially, passengers will be 
able to pass through the gates using their passports 
and fingerprints, but the gates have been designed 
to eventually accommodate facial recognition 
technology. This will increase the number of travelers 
able to use the gates from 3–4% to more than 40%.

Third-generation ABC gates address the concept 
of the eBorder solution of the future. This will extend 
border control from simply a checkpoint solution to 
an air travel continuum solution, tracking passengers 
from ticket purchase or visa application to the 
departure airport, including the arrivals/immigration/
luggage reclaim processes.

CUSTOMER RESPONSE 
Most travelers, once they have familiarized themselves 
with ABC gates, welcome the shorter queues and 
time saved. The gates help speed up progress through 
airports by at least 10 to 12 seconds per passenger. 
Industry stakeholders – airport operators, airlines and 
governments – are now working together on solutions 
to expand biometrics to other areas within airports in 
order to make the overall travel experience faster, more 
convenient and more enjoyable for passengers. 

Indeed, according to the Airport IT Trends 
Survey – a 2016 report from SITA, an air transport 
and IT communications specialist – one of the top 
investment priorities for 59% of airports is speeding 
up passenger processing. Passenger self-service is a 
dominant target, with two thirds of airports planning 
major IT projects in this area. More self-service and 
automation can decrease the time needed to process 
passengers by up to 80%. In the 2017 edition of their 
Passenger IT Trends Survey, it was found that 57% of 
passengers would definitely use biometrics instead 
of a passport or boarding pass across their journeys, 
suggesting the interests of both providers and users of 
airport systems are aligned.

ABC gates result in a faster and smoother passage 
for travelers, improved security and increased cost-
effectiveness, and the expansion of biometrics to 
other aspects of the passenger pathway will enable 
further benefits. Such solutions could ultimately allow 
passengers to proceed seamlessly from check-in to 

For more on Gemalto’s airport self-service  
solutions, visit tinyurl.com/Gemalto-Airports

document authentication to biometric verification 
through bag-drop, security, immigration and boarding. 

COMMERCIAL BENEFITS 
System suppliers offer different visions of how best 
to achieve faster passenger processing. Fly to Gate 
is an example of such a solution, aimed at offering 
an enhanced passenger journey through the airport 
using strong document and traveler authentication via 
biometrics. This concept can be expanded from one 
checkpoint to the full passenger journey, and helps 
provide an expedited passage through the airport’s 
checkpoints without compromising on security. This 
has been achieved through collaboration between IER, 
a specialist in the development of self-service solutions 
for airports, and Gemalto, a world leader in digital 
security and biometric identification solutions.

The Fly to Gate biometric pathway involves the 
creation of a temporary ID token that would be used 
to verify the passenger’s identity from check-in to 
boarding, with the ID data deleted after boarding 
(see page 22). This solution was demonstrated at this 
year’s Passenger Terminal Expo, alongside many other 
demonstrations of systems providing an on-the-
move, contactless and streamlined passenger journey, 
eliminating stops at airport control points. 

Both airports and airlines are eager to secure 
customer loyalty in the face of fierce competition, 
offering a better travel experience and demonstrating 
that they are technology leaders.

For airports, there is the lure of enabling more 
flights – the International Air Transport Association 
predicts a doubling in global passengers to 7.2 billion 
in 2035 from 3.8 billion in 2016 – and freeing up more 

Both airports 
and airlines are 
eager to secure 
customer loyalty, 
offering a better 
travel experience 
and demonstrating 
that they are 
technology leaders
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space for retail outlets and more time for passengers 
to enjoy the shops, bars and restaurants; both 
prerequisites for boosting revenues. 

For airlines, there is the potential to ensure more 
flights board and take off on time, thereby reducing 
costly delays and pleasing customers. For example, in 
April this year, British Airways introduced its first three 
self-service boarding gates for UK domestic flights 
departing from Heathrow Terminal 5, providing a 
smoother journey for customers as they can scan their 
own boarding pass when they arrive at the gate and 
just walk to the aircraft. A digital facial scan is recorded 
when the passenger travels through security and his/
her face is matched to this representation when his/
her boarding pass is presented. Troy Warfield, BA’s 
Director of Customer Experience, says: “Our customers 
have told us that they want the ability to simplify 
and speed up their journeys through the airport. The 
addition of self-boarding gates, along with self-serve 
bag drop points, are just two of the ways in which we 
are investing in areas our customers value most.” 

COMPATIBILITY AND COOPERATION 
While governments’ main interests are in providing 
and enforcing tight border controls, they will also 
need to be part of the overall solution to ensure system 
compatibility across the pathway. Indeed, last year 
US Customs and Border Patrol Protection undertook 
a pilot project at the Hartsfield-Jackson Atlanta 
International Airport to see how facial recognition 
might work with existing agency IT systems for 
travelers leaving the US for Japan. John Wagner, 
Deputy Executive Assistant Commissioner, Office 
of Field Operations, explains: “Our goal remains to 
implement a biometric exit system that conforms with 
existing standard operating procedures so that the 
incorporation of biometrics has minimal impact to 
airlines, airports and the traveling public.”

Such solutions are not without challenges, not 
least gaining the cooperation of airports, airlines and 
governments, ensuring compatibility with legacy 
systems and assuaging any concerns about privacy – 
although the latter can perhaps be countered by the 
improved travel experience that an extended biometric 
pathway would provide. 

Given the emerging interest of all the stakeholders, 
however, and passengers’ desire for the easiest, 
quickest and safest journey through airports, there can 
surely be no doubt that biometrics will be a part of the 
airport journey of tomorrow. 

HOW BIOMETRIC AUTHENTICATION CAN 
IMPROVE THE CUSTOMER JOURNEY 

Source: Gemalto Fly to Gate solution, in collaboration with IER

Self check-in  
online or at a kiosk

Creation of  
temporary ID token 

(document authentication, 
biometric verification)

Self-boarding using  
secure ID token

ID data deleted  
after boarding

Self bag-drop using  
secure ID token

Passing security  
using secure ID token

Passing immigration ABC 
gates (if international flight)

Freeing up time for  
relaxing/shopping

 Our customers have told us that they  
want the ability to simplify and speed up their 
journeys through the airport”
TROY WARFIELD, DIRECTOR OF CUSTOMER EXPERIENCE, BA
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Anne Mette Høyer is SAP Leonardo IoT Director at 
the German multinational, a title that doesn’t quite 
capture her rapid rise to prominence as an influential 
leader in the technology industry. Inc.com labeled 
her one of the 30 most inspirational women to watch 
in technology in 2017 and Influential-women.com  
has named her one of the top 30 female tech 
authorities. After only two years in the technology 
industry she is a senior female executive at SAP, 
a regular speaker on the conference circuit and a 
leading proponent of diversity in technology. What 
makes this list even more remarkable is that Høyer 
achieved all of this with qualifications that had little 
to do with technology.

All it took was serendipity – and no small  
amount of bravery.

Høyer was working at media company Discovery 
Networks in marketing when her husband suggested 
they move from Copenhagen to Spain. She had been 
in her role for 10 months and had already expanded it 
well beyond its original limits. 

“I was looking into how to optimize commercials 
and monetize airtime more effectively for our 
advertisers and I found this to be really compelling,” 
says Høyer. “While I was doing this, I also started my 
own radio show. I presented three times a week in a 

You don’t have to be a  
technologist to nurture innovation 
in technology – just ask SAP’s  
Anne Mette Høyer 
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as Head of Business Relations for IoT Predictive 
Maintenance and Service.

“Alan Southall [Senior Vice President of 
Engineering and Head of IoT Predictive Maintenance 
at SAP] gave me the biggest step in my career when 
he offered me this job,” says Høyer. “He recognized 
the importance of having someone like me in their 
unit, someone who could be the bridge between the 
customers and the engineers, who could connect 
these two very different worlds.”

It has been two years since Høyer slipped 
seamlessly into the world of technology and she 
has not missed a step. In her latest role as SAP 
Leonardo IoT Director, she has global responsibility 
for some of SAP’s most important IoT applications 
and developments, and provides both customers and 
engineers with the support they need to innovate 
and engage. Her extensive travels take her from 
country to country, finding solutions to complex 
IoT challenges and working with customers and 
engineers to find solutions that can transform 
business process and sustainability.

“The people I speak to and the companies I deal 
with are so big that when they change something, 
they change the world,” says Høyer. “These are the 
companies and people I engage with every day, and 
I have never been more inspired. My job is to make 
sure that IoT works, to adapt to what customers 
want and enable them using SAP. I have learned to 
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small broadcast session where I focused on movies 
and fashion, two subjects that really interest me. I 
then took my fashion passion a step further and used 
it to kickstart Discovery’s podcast presence –  
I set up and hosted a regular podcast, which helped 
me grow my understanding around how to address 
people and customers.”

She was steady, she was comfortable, she had 
responsibilities and she knew where she was going. 
What possible reason could she have for throwing it 
all in for the unknown in a foreign country?  

“One day there was a notice – everybody had to 
change office – and I got annoyed because I had the 
perfect office,” remembers Høyer. “Then it hit me; if 
I can’t even change office, then how can I progress 
in my career? I knew then that I had to take more 
chances, so we moved to Spain.”

JOINING THE TECH SECTOR 
This bold move did more than change Høyer’s 
perceptions; it kicked her out of one line of work 
and into another. She was planning to start her own 
company using her background in media, marketing 
and fashion, when a friend who worked at SAP put 
her forward for a role. During the interview, Høyer 
could offer little to no insight on ERP systems, the 
Internet of Things (IoT) or IT, but she could talk 
about transformation and innovation and the way 
the world was changing. It was a conversation that 
got her a job. 

“On my first day, I knew that this was the place for 
me,” says Høyer. “I may not have known a lot about 
the technology, but I did know about people. I used 
their expertize to solve problems and build networks. 
If I had a client with a problem, I would get the right 
person to solve it. I was happy and I loved the work I 
was doing. Then I went to an IoT conference with a 
customer and met the people building the systems 
and programs I was selling and, in that moment, I 
realized that I wanted to work with them.”

From the first, Høyer found the engineers 
and experts who craft the systems and write the 
languages of technology to be extraordinary, 
and their work incredibly exciting. They were so 
different from anyone she had dealt with before – 
this is where she wanted to be and she set about 
making the idea into a reality. Within weeks of 
the conference, only six months after starting at 
SAP as an account executive, Høyer had a new role 

Høyer provides both 
customers and 
engineers with the 
support they need 
to find solutions 
that can transform 
business process 

 On my first 
day, I knew that 
this was the 
place for me”



be constantly alert and ready to go on stage and talk 
about IoT, technology and transformation.”

She also has much to say about digital security 
– possibly the biggest concern that is holding 
companies back from fully embracing the IoT. 
“Customers will almost always highlight security 
as the most important consideration and there is 
still significant reluctance to open up assets and 
data,” she says. “We advise them to extract their data 
from their physical assets – from oil rigs to ships to 
machines – and to locate it in spaces where the data 
is secure and doesn’t get into the wrong hands. It 
is vital that organizations recognize that the more 
reliant they are on data, the more important it is to 
focus on security.” Organizations need to be in line 
with European regulations, compliant with data 
center requirements and invest in solutions that 
make this an effortless reality, she adds.

WOMEN IN TECHNOLOGY 
In addition to her role at SAP, Høyer is a regular 
speaker on the conference circuit, examining the 
role of women in technology and using her position 
to effect positive change. She has long recognized 
the importance of attracting more women into the 
technology sector.

“I want to support other women who are 
interested in this arena,” she says. “It is important 
that we figure out how to address the diversity issues 
that are impacting on this market. Many women who 
want to be in this industry feel as if they are being 
patronized. It is really hard when you do the best you 
can and work really hard, but in the end you are just 
a pretty face. And, if you put your foot down, you are 
seen as difficult to work with.”

For Høyer, change needs to come from within 
the sector and other women. Women need to elevate 
one another, to recognize the value they bring to the 
sector and to have the confidence to engage with 
others on a level playing field. Unfortunately, it is 
confidence that many women lack.

“When I go into meetings, 99% of the time I am 
the only woman in the room,” says Høyer. “At first, 
I battled with a niggling sense of self doubt. Then 
I thought, I don’t want to be the one they think is 
fetching the coffee. So, I changed my attitude. It 
isn’t about gender, it is about participation. If you 
participate in the meeting, the dynamic eventually 

For more from Gemalto on women in tech,  
visit tinyurl.com/GemaltoWomen
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changes, but it takes confidence and many women 
don’t have it at that level, and they should.”

SAP seems to be taking the diversity 
conversation seriously. Many of its significant 
departments are under the leadership of dynamic 
women, and Høyer believes that this sets a positive 
standard. However, it isn’t just female leadership 
that Høyer believes to be of value; the technology 
sector needs strong male leaders too. Diversity is 
key to innovation and change.

“The body needs different organs to function. A 
body full of brains or hearts won’t work; every part 
plays a role to ensure life,” she explains. “Different 
mindsets are important. In my role, I am very 
different from the engineers, and vice versa, and this 
brings about different energies and synergies. With 
diversity, you can innovate more effectively and if we 
can focus on this, then the gender question will stop 
being the one that everybody asks.” 

SAP seems to be taking 
the diversity conversation 
seriously. Many of its significant 
departments are under the 
leadership of dynamic women

 Customers will almost always highlight security as 
the most important consideration and there is still 
significant reluctance to open up assets and data” 
ANNE METTE HØYER, HEAD OF BUSINESS RELATIONS, IOT PREDICTIVE 
MAINTENANCE AND ASSET INTELLIGENCE NETWORK, SAP

RESUME: ANNE METTE HØYER
2017  Promoted to SAP Leonardo IoT Director

2017  Promoted to Head of Business Relations, IoT Predictive 
Maintenance and Asset Intelligence Network, SAP

2016  Appointed Head of Business Relations, IoT Predictive 
Maintenance and Services, SAP

2015  Joins SAP as an account executive

2014  Appointed Client Manager at MEC

2011  Joins Discovery Networks as a market researcher

2011  Graduates from Copenhagen Business School with an 
MSc in Marketing Communications Management

2009  Graduates from Aarhus Universitet, Denmark, with a BSc 
in International Business and with a degree in Marketing 
from Glasgow Caledonian University, UK



INNOVATION
CONNECTED CARS AUTHOR GENEVIEVE COX

Thanks to IoT technology, cars are now computers on 
wheels, making intelligent decisions based on real-time 
data communicated through cloud connectivity. The 
connected car takes convenience to a whole new level

A NEW MOBILITY
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 DRIVERLESS  
 CARS 
Able to drive, refuel 
and service itself, the 
driverless car will 
even deliver itself 
to your door when 
you summon it via 
an app. McKinsey & 
Company reckons that, 
by 2040, anywhere 
between 30% to 100% 
of cars sold will be 
autonomous. The 
wide margin of error is 
down to the safety and 
security concerns of 
potential passengers.

 FUEL-LEVEL  
 MONITORING 
An application 
in development 
by Honda and 
Visa will warn the 
driver when fuel 
levels are low and 
provide instant 
directions to the 
nearest, cheapest 
fuel station. They 
will be able to pay 
for fuel, and any 
additional items 
from the garage 
shop, from the 
dashboard.

 VIRTUAL  
 CAR KEYS 
The virtual car key allows 
multiple drivers to have 
secure access to a single 
vehicle without the 
inconvenience of passing 
a physical key between 
them. Digital keys can be 
sent from smartphone to 
smartphone via secure 
wireless networks. 
Drivers of Daimler AG’s 
Mercedes Benz E-Class 
range can unlock or 
lock their cars by simply 
placing the smartphone 
against the door handle.

 ROUTE  
 PLANNING 
Route planner 
technology generates 
routes that take 
into consideration 
real-time conditions. 
For example, traffic 
congestion could 
lead your car to 
prompt you to  
take the train, bus  
or a multimodal 
option (a mix of 
different types of 
public transport) 
instead, for a  
quicker journey.

 TALKING TO  
 OTHER CARS 
Vehicle-to-vehicle 
(V2V) communication 
will enable cars to 
broadcast their position, 
speed and other 
information to other 
cars to avoid collisions. 
5G’s faster data speeds, 
lower latency and 
ability to cope with a 
massively increased 
number of devices 
simultaneously mean 
V2V communication 
will become increasingly 
seamless.   
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Read our in-depth report on connected cars  
at gemalto.com/review/connectedcars/index.aspx

 WINDSHIELD 
Carmakers are investigating 
the use of Augmented Reality 
(AR) to display important 
information, such as speed 
and directions, directly on 
the windshield, preventing 
drivers from having to divert 
their attention from the road.

 SMART CITIES 
Data generated by connected cars can 
help transport authorities to manage 
traffic light schedules, lane allocations 
and variable speed limits more effectively. 
Real-time awareness of parking options 
helps drivers to park more quickly, 
cutting down on fuel consumption  
and pollution caused by idling.

 PARKING 
Integrated payment 
parking systems allow 
you to find, reserve 
and pay for a space in 
a few taps. If the time 
limit on your space is 
coming to an end, the 
app will remind you.

 EMOBILITY AND  
 THE SMART GRID 
Smart systems can alert 
electric vehicle drivers 
to the nearest charging 
station, automatically 
provide navigation and 
send mobile updates to 
the driver when charging 
is complete. Electric 
vehicles can also plug into 
the smart power grid and 
be programed to charge 
when demands on the 
smart grid are low. They 
can also supply energy 
back into the grid at times 
of high demand.

 MAINTENANCE  
 PREDICTIONS 
Using sensors that 
monitor a car’s 
performance, connected 
cars will enable 
carmakers to remotely 
monitor a vehicle’s 
health and alert drivers 
to repair work needed. 
IBM reckons that by 
2025, our cars will be 
sophisticated enough 
to self-diagnose repairs 
that are required, cutting 
down on traffic incidents 
caused by poorly 
maintained vehicles. 

 SMARTPHONE-  
 DASHBOARD  
 INTEGRATION 
The Car Connectivity 
Consortium 
developed 
MirrorLink as a 
uniform standard 
for the integration 
of smartphones into 
the dashboard. But 
in parallel, Apple 
and Google have 
launched Apple 
CarPlay and Android 
Auto as car-centric 
versions of their own 
operating systems. 
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INSPIRATION
B2B AUTHOR TAMSIN OXFORD

New trends in the business-to-
business sector are redefining 
how organizations approach 
customers and service

The business-to-business (B2B) sector is 
under pressure to transform customer 
service and engagement as digital 
transformation, servitization and 
consumerization impact on long-term 
stability and sustainability. The ways in 
which software and technology are used 
and consumed by customers are on a 
relentlessly evolving cycle, adapting 
to the pace of technology innovation 
and impacting on vendor relevance and 
adoption. B2B companies must wrestle 
complex customer journeys into new 
channels while maintaining a balance 
between the traditional and the digital.

MEGATREND 1: DIGITAL 
TRANSFORMATION 
The market is set to become increasingly 
digital, making it essential for B2B 
companies to invest in innovation and 
solutions that thrive within the virtual 
environment. There is a shift from selling 
a physical solution to a virtual one. This 
has created a challenge for the B2B sector 

HOW THE DIGITAL 
CUSTOMER IS 
CHANGING B2B
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For more on servitization, visit  
tinyurl.com/Gemalto-servitization 

company Juniper Networks says its software and 
services income is set to grow from 30% in 2015 to 
a projected 45% by 2019, thanks to its investment 
in the adoption of a more software-led model. That 
model is also enabling change and innovation while 
increasing agility and ease of adoption, it adds.

MEGATREND 3: CONSUMERIZATION 
“Consumerization is saying - look at what you  
used to care about when it came to the consumer,  
now it is applying to the business world as well,” says 
Ariella Shoham, Senior Director of Marketing,  
Software Monetization, Gemalto. “Our customers  
are selling software or software-enabled hardware  
to businesses and they have to consider empowering 
the users. These users don’t want to have to call  
support 100 times to figure out how to use the  
software. They want to start now and they want it to  
be accessible everywhere.”

This principle applies to the distribution world 
as much as any other. In the channel there were 
routers and hardware and kit, and support was 
complex and often limited in scope and relevance. 
Consumerization is pushing the market to create 
interfaces that empower users through portals, 
services and tools that are designed to enhance the 
offering and deliver exceptional service.

Sharp, one of the world leaders in electronic 
device and software manufacturing, experienced 
problems with consumerization when it battled to 
provide users with consistent software licensing, 
activation and upgrade experiences. The company 
needed an easier route to customer access and 
service success, so it invested in Sentinel EMS and 
integrated it with its own license generators and 
enterprise resource planning system. The result 
was improved customer experiences and enhanced 
channel partner relationships. 

Consumerization is going to lead to increased 
business user empowerment as solutions are  
built around the user experience and the services 
that can enhance it. Products are going to become 
more efficient and users less dependent on the 
vendor. B2B’s complex environment is going to get 
even more so, and investing in solutions that map  
to the trends today will ensure a competitive 
advantage tomorrow. 

as it looks for ways to operationalize the business to 
adapt to the digital working of today.

Software has become the key to unlocking the 
digital transformation trend. Take product licensing 
as an example. Moving to digital licensing solutions 
allows companies to automate fulfillment processes, 
speeding up fulfillment times from days or hours 
to just minutes. Back office processes become more 
scalable and revenue can be recognized at a much 
faster pace. Most importantly, customers have a 
better experience. Digital solutions offer customers 
more self-service options while companies can track 
receipt of licenses and monitor whether and how 
customers are using them. The rich data gathered  
by companies allows them to continually improve 
their services.

Software is enabling the digital transformation 
revolution. It is also leading the way when it comes  
to servitization and how organizations are looking 
away from the physical solution to a more process-
driven perspective.

 
MEGATREND 2: SERVITIZATION 
Servitization is the move from the product itself to 
the services around the product. Its evolution has 
been equally influenced by digital transformation 
and consumerization. There will always be a need for 
the physical product and solution, but it is becoming 
increasingly obvious that what defines the business 
isn’t always what it makes, but rather what it makes 
of the services that surround it.  

This movement has seen organizations such as 
Rolls-Royce move from the product model to the 
service-centric one over the past few years. Rolls-
Royce stopped selling engines and started selling its 
functionalities by the hour. Printing companies aren’t 
selling you a boxed product anymore, they’re adding 
in the services as a solution on top. And all this 
originates from the way that customers consume.

Vendors want to build long-term relationships and 
this can only be achieved by looking to more service-
oriented engagements. Creating ongoing service 
opportunities that map back to customer demand 
and intent will not only entrench relationships, it will 
also see the revenue tail grow longer.

Software is not so much enabling the trend, 
it is the trend. US-based network solutions 

 Our customers are selling software or 
software-enabled hardware to businesses and 
they have to consider empowering the users”
ARIELLA SHOHAM, SENIOR DIRECTOR OF MARKETING, 
SOFTWARE MONETIZATION, GEMALTO
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Banks are an increasingly integral part of our world. 
Their accounts, services and data make most of 
modern life possible. From processing paychecks to 
downloading digital goods, few things can happen 
without banking data. Keeping that data secure is 
what any bank’s reputation stands or falls by.  
So what happens when a third-party needs access  
to that information for a service it wants to provide  
to consumers? 

“Right now authentication happens on the  
banks’ servers,” says Mitchan Adams, co-founder and 
Chief Technology Innovation Officer at i-Pay. “But 
after that we’re scraping the data we need to complete 
a transaction.”

i-Pay is a payment gateway that makes transactions 
cost less for online merchants, and allows customers 
without credit cards to buy things online. When a 
payment is made, i-Pay initiates an Electronic Funds 
Transfer (EFT) from a shopper’s bank account, and 
authenticates that the credit has passed to the retailer. 
It’s an innovative way of getting around hefty card  
fees, and allows i-Pay to undercut its established 
opposition in the credit card companies, while offering 
the same speed and simplicity of service for making 
online purchases.

i-Pay has some big-name investors and global 
ambitions, so it’s very careful to only collect data it 
needs to make a transaction and values customer 
privacy. Adams doesn’t want scandals to trip up his 
multi-award-winning company further down the road. 
But the way i-Pay works does highlight a common 
problem for fintech firms that want to innovate.

Adams’ customers may not realize it, but they’re 
putting a huge amount of trust in his services. To 
initiate a payment, they effectively have to let i-Pay 
log into their online banking service with full access 
to everything that entails – as far as the bank is 

concerned, the end user and i-Pay are the same thing. 
A less honest outfit could harvest those credentials 
that i-Pay avoids recording, and commit banking 
fraud en masse.

Fortunately, a new piece of legislation from the 
European Commission (EC), the revised Payment 
Services Directive (PSD2), is on its way to try and help 
more innovative startups like i-Pay get off the ground, 
while at the same time protecting consumers and 
banks from risk.

THE BENEFITS OF PSD2 
It’s important to point out that i-Pay isn’t unusual. 
Hundreds of fintech startups are offering services that 
rely on interacting directly with your bank account. 
These include rival payment gateways, financial health 
aggregators and small business accounting software 
that automatically pull statements for reconciliation – to 
name just a few. And they’re happening in novel formats, 
following the consumer around from app to web 
browser to social media.

In the language of PSD2, these fintech services 
are broadly categorised as Payment Initiation Service 
Providers (PISP) and Account Information Service 
Providers (AISP). Together, PISPs and AISPs want to 
access your financial details to either offer innovative 

The European Union’s new 
banking law is ambitious, 
disruptive and aims to stimulate 
innovation in the finance sector

A new piece of legislation from 
the EC is on its way to help 
more innovative startups get 
off the ground, while protecting 
consumers and banks from risk
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payment services or to analyze your spending habits 
and provide advice or deals based on your behavior.

The EC wants to facilitate the growth of PISPs and 
AISPs and create a more competitive environment for 
financial services, but to do so in a way that doesn’t 
open up consumers to risk.

“Technology has fundamentally changed the 
way that financial records are kept, opening up 
opportunities for data sharing between small 
businesses, their banking and finance partners,” says 
Edward Berks, Director of Financial Web & Ecosystem 
at online accounting platform Xero. 

For the most part, these services are currently 
“screen scraping” data from online banking portals. 
They’re loading up a bank’s webpage in the background 
of their app, and copying and pasting what they need.

The assumption within the EC is that end users, 
generally speaking, don’t understand what they’re 
actually giving permissions for, and are unaware of the 
risks of handing banking credentials over. We tend 
to trust that everything will be OK if we’re getting the 
service we want. 

Until it’s not OK, that is.

THE SOLUTIONS IN PSD2 
There are three key elements through which PSD2 
attempts to balance the competing demands of 
consumers, regulators, startups and banks.

First, under PSD2, European banks will have to 
offer a more robust method for Third Party Providers 
(TPPs) to use. This will take the form of an open 

Application Programming Interface 
(API). An API facilitates data transfer 
between two services. PSD2 will make 

it easier for TPPs to access a customers’ 
banking data, but will also give banks 

and consumers more control over what data 
is released. If a TPP only needs access to real-time 
payment authentication, that’s what they’ll get. If 
the customer agrees to let the TPP see their complete 
historical activity – for the purposes of recommending 
future purchases, for example – then that’s what the 
TPP will get instead. It’s worth noting that PSD2 
allows banks to monetize access to these APIs too.

The second key part of PSD2 deals with security 
around transactions. The latest drafts of the 
Regulatory Technical Standards (RTS), published in 
June 2017, call for Strong Customer Authentication 
(SCA) involving multifactor security to be required 
for TPP services. Exact requirements for SCA have 
been left out of the regulations, in order that they are 
technologically neutral and future proof.

“Banks need to think beyond the authentication 
methods that exist today,” says Hakan Eroglu, an 
executive at Accenture who has been studying PSD2 
since its inception. “They need to look at biometrics 
and risk analysis based on behavior patterns too.”

The assumption within the EC is 
that end users don’t understand 
what they’re giving permission 
for, and are unaware of the risk of 
handing banking credentials over

2007 2013 2015 2016 2017

A TIMELINE OF PSD2

December 2007: The first  
Payment Services Directive  

(PSD) enters into force

July 2013: Impact study 
into effect of PSD and 
future challenges

October 2015: 
PSD2 proposed

November 2015: PSD2 
passed by European 

parliament

January 2016:  
PSD2 enacted
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Eroglu warns that some common authentication 
methods, such as SMS-delivered one-time-passwords 
(OTP), phone-based fingerprint scanners and in-app 
notifications, may not be compliant with PSD2,  
which states that banks must be responsible for  
the authentication process. Significant investments 
will need to be made to re-engineer security, he  
says, but banks should see this as an opportunity  
to introduce authentication methods that improve 
the user experience.

PSD2 has provisions for this. To speed up some 
processes, there are exceptions to SCA made for 
“low-risk transactions”, such as tap and go payments 
below €50, or online transactions below €30. Other 
exceptions extend to AISPs who want to update data 
from users’ bank accounts regularly. These will be able 
to conduct a certain number of requests to the bank 
data before the need to reauthenticate. Currently, 
the suggestion is four times a day and security tokens 
expire after 90 days.

One suggestion in the draft RTS is that TPPs with 
a good record of preventing fraud could be allowed 
a higher transaction limit before re-authentication 
– up to €500. Banks will have some discretion here: 
while PSD2 allows for increasing the limit, it doesn’t 
mandate it. Paid access to a “white list” of providers 
who are vetted for fraud prevention techniques 
could be a potential monetization source of PSD2 
for banks.

The final protection in PSD2 is that TPPs who 
want access to banking APIs will have to be licensed 
by their local authority.

The aim of this licensing regime will be to “light 
touch” regulation, says the EC, in order to promote 
competition and innovation between new fintech 
firms and banks. The critical part is that should 
TPPs infringe any of the fraud protection measures 
in PSD2 or sister legislation like the forthcoming 

 API access has to be free of charge and 
non-discriminatory, but there are services 
around that which banks can monetize”
HAKAN EROGLU, EXECUTIVE, ACCENTURE

General Data Protection Regulation (GDPR), the 
license and access will be revoked.

BANKING RESISTANCE 
When PSD2 was first mooted, banks were initially 
reticent about the security and financial risk of 
opening up their data to TPPs. But while it will still 
place a large burden on banks, says Accenture’s Eroglu, 
on the whole the mindset has changed and they are 
determined to make the best of it.

“API access has to be free of charge and non-
discriminatory,” explains Eroglu, “But there are 
services around that which banks can monetize. They 
could offer built-in credit checking, for example.”

Some banks are already ahead of the game. Spain’s 
BBVA acquired digital bank Simple in 2014. Simple 
already allowed for API access to TPPs. BBVA has used 
this experience to develop its own pilot API market. 

BBVA’s Open Platform is a glimpse into the future, 
where premium services are available for innovators. 
One product is PayStats, which gives access to millions 
of transactions performed via BBVA in an anonymized 
and aggregated form. Updated weekly, PayStats 
offers historical data going back to 2014 and opens up 
business opportunities for innovators who want access. 

“This is the perfect moment to do this, because 
there is a whole revolution happening in the financial 
and the technology space. What the Open Platform 
does is support that innovation. And, by supporting 
it, we make that ecosystem move much faster,” says 
Shamir Karkal, head of Open APIs at BBVA.

For PSD2, there are still some issues around the 
final wording of the RTS papers, but once they’re 
settled EU banks will have 18 months to become 
compliant. The question beyond that will be to assess 
whether or not the new regulation has the effect 
hoped for, and will what is planned for Europe soon be 
common throughout the world? 

201920182017

February 2017: Final draft 
Regulatory Technical 
Standards (RTS) published

June 2017: Amendments 
to Strong Customer 
Authentication RTS made

Late 2017: Final RTS accepted – there is an 
18-month grace period between finalization 

of the RTS and compliance requirement

January 2018: Deadline 
for national lawmakers 
to integrate PSD2

Mid-2019:  
Deadline for 
compliance

Under the terms of the 
current Regulatory Technical 
Standards (RTS), the choice of 
open Application Progamming 
Interface (API) used by banks 
is a decision for banks and 
national regulators. Even a 
vague requirement to meet 
ISO20022 design standards 
has been dropped from the 
latest draft. 

Accenture’s Hakan Eroglu 
says that many were expecting 
a standardized API to be part 
of PSD2, because this would 
reduce implementation  
costs for banks and Third 
Party Providers. 

In the meantime, the UK 
has begun its own project to 
develop a single Open Banking 
Standard, and the Competition 
and Markets Authority (CMA) 
has already published a first 
version of its API for the 
industry. In Germany, both 
The Berlin Group and the 
organizations behind the FinTS 
protocol for online banking 
are working towards unified 
standards for open APIs.

While progress is impressive, 
it’s not expected to be widely 
emulated throughout the EU 
for the time being. What that 
means, says Gemalto’s Xavier 
Larduinat, is PSD2 opens 
up further opportunities for 
intermediary services.

“There will be a job to do 
to provide an API hub or 
marketplace that combines 
strong authentication and 
PSD2 compliance with 
accessible data clearing  
for multiple banks,” 
Larduinat says. 

ONE API TO  
RULE THEM ALL?

For more on PSD2, visit  
gemalto.com/psd2
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For the latest technology 
news, check out the 
Gemalto blog at 
blog.gemalto.com

The drone (or unmanned aerial 
vehicle – UAV – to give it its proper 
name) has already made light-year 
leaps in technology and capability 
since it first appeared as a military 
tool. Today, the cloud-connected 
drone has the potential to provide 
remarkable services to  
a variety of industry sectors. 

According to research 
undertaken by Goldman Sachs, 
the market for drones will be 
worth US$100 billion by 2020. The 
same research indicates that the 
fastest areas of growth are set to 
be business and civil government, 
with an anticipated spend of US$13 
billion between 2016 and 2020, 
and adoption particularly high 
in the construction, agriculture, 
insurance and police/fire service 
markets, especially in the US. With 

EARLY ADOPTERS
DRONES

AUTHOR TAMSIN OXFORD

IMAGE GETTY

prohibiting flight in sensitive 
areas like airports and high-value 
targets, and evaluating privacy 
implications. Some countries are 
even considering introducing 
mandatory drone registration.”

The European Aviation Safety 
Agency recently published an 
open proposal to develop a 
framework for the safe operation 
of drones, aimed at providing 
security and structure without 
losing the agility and capability of 
the devices. Over-regulation runs 
the risk of stagnation, but many 
of the regulations currently in 
place revolve around health and 
safety and won’t have too much 
impact on industrial applications. 
This will play an important role  
in allowing drone usage within 
these areas to flourish, while 

possible applications in healthcare, 
logistics and security services too, 
the drone has the potential to help 
improve people’s lives.

AD HOC REGULATION 
Of course, as the internet of 
drones takes to the sky, questions 
of regulation and security need to 
be addressed.

 “There are many security 
risks inherent to drones, though 
most of the focus right now is 
related to physical security, and 
the military and law enforcement 
are struggling to form effective 
responses,” explains Jon Tullett, a 
research manager for IT services 
at market intelligence firm IDC. 
“As a result, we’re seeing a lot of ad 
hoc regulations appear, controlling 
maximum flight ceilings, 

ensuring that the consumer  
sector remains protected.

As regulation shifts into gear, 
changes in connectivity are set to 
boost drone capability even further. 
The advent of 5G connectivity 
could potentially transform 
drone functionality; navigation 
and control would see dramatic 
improvements and drones could 
provide connectivity to areas that 
have limited infrastructure. For 
rural industries and those that 
require connectivity in poorly 
connected areas, this feature 
has multiple implications and 
applications. 

For those industries and  
sectors that pay attention, and 
apply optimum levels of security, 
the evolution of the drone offers 
huge potential. 

Drones – the sky’s the limit

Until now, drones have been an interesting 
curiosity for consumer and enterprise 
alike, but their evolution could potentially 
revolutionize a range of sectors
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We’re setting out on an exciting period at Gemalto following our recent acquisition of 
3M’s Identity Management business. We welcome more than 400 new colleagues to the 
Gemalto team with unique expertise in biometrics and identity. 

Together, we are building on a strong biometric offering to government organizations 
and expanding our services to the private sector and commercial biometric market.

The appetite for biometrics is growing across these sectors around the globe. The United 
Nations and the World Bank, which estimate that 2.4 billion people worldwide are lacking 
official identification, are advocating the use of safe and secure national identity systems 
where biometric technologies can be leveraged, particularly in developing countries. 

Airports have also helped to familiarize the public with biometrics. We have all used 
fingerprint and facial recognition technology to pass through border and immigration 
controls. Gemalto’s Fly to Gate solution, recently launched in collaboration with IER, is 
helping to create an entire biometric pathway for passengers, from checking-in to boarding 
the plane. This is real progress towards a smoother travel experience in the near future.

In the commercial sector, smartphone manufacturers are integrating biometric 
technology as a standard way of unlocking devices and accessing services. Consumers are 
becoming more comfortable with the idea of using biometric attributes – be it fingerprint, 
face or iris – as a form of password. They clearly appreciate the seamless and convenient 
experience that it allows.

The benefits to organizations from using biometric technology are clear: strong 
identification and authentication in a fast, secure and convenient way, while also meeting 
the increasing demand of identity verification and Know Your Customers (KYC) solutions. 
Simply speaking, biometrics offers a better experience to the customer and can help build 
trusted relationships and increased loyalty. 

Biometrics is fast becoming a standard feature of multi-factor authentication in every 
part of our lives – a trend that many of the articles in this issue of The Review explore.  
We hope you enjoy the read – and we look forward to   
helping you take advantage of biometric technology   
in a way that helps your organization to prosper.

Frédéric Trojani
Executive Vice President
Government Business Unit, Gemalto

 gemalto.com   @gemalto   linkedin.com/company/gemalto
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