A Guide to File and Data Management
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1 Introduction

In our everyday lives we generate masses of data: documents, spreadsheets, e-mails, invoices, orders,
databases and so on. Invariably we store this data without any consideration as to why and for how
long we should keep it. Some data we are required by law to keep for defined periods, but most data is
just allowed to grow in size without any thought for the consequences. Unfortunately, data storage in
the University is finite and adding to it is expensive and becoming increasingly technically demanding. It
is therefore very important that we make the most of the storage space available by managing our data.
This should be done at a personal level where you are responsible for the data you create and at a
Faculty/Service level where Administrators look after the Faculty or Service data. This guide will show
you how this can be achieved, and if done on a regular basis, will ensure that the data in the University’s
data store is really what is required.

The guide is divided into four sections. The first section is about general principles and is applicable to
all computer systems. The following three sections each give information about data management on
specific computer platforms, Windows 7, Windows XP and Apple Mac.

The guide is not exhaustive and may contain errors or omissions. Please contact the IT/Media Help Desk
on 3455 or e-mail it.support@solent.ac.uk with any suggestions or corrections.

2 General

What types of file/data should be in the University’s data stores?

Only data that is required for the day-to-day business of the University should be stored on the network.
Any other data should be removed. Examples of “illegal” data include:

e Personal photographs and videos e.g., holiday snaps etc.

e Other personal data such as CVs, household accounts etc.

e Music libraries — unless required for your teaching or studying.

e Software installers and programs
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e Computer games — unless required for your teaching or studying.

Also, to be avoided are duplicate copies of the same file stored in different places. This is a recipe for
confusion as over a period of time they may be edited by different people giving rise to confusion as to
which is the “master” document. If documents are to be shared between people, they should be done
in a managed way using the University’s collaboration software, Quickr. Contact the IT/Media Help Desk
for advice on using Quickr.

In addition, there are many files in the University’s data store that have not been used for a very long
time. We have to ask the question “Is this data really needed?” If it is not, then it should be removed
either by deleting it or by archiving it: see sections 3.4 and 3.5 for Windows 7: sections 4.4 and 4.7 for
Windows XP and sections 5.3 and 5.4 for Apple Mac.

From time-to-time IT Administrators will trawl through the University’s data stores and remove any
inappropriate material. You have been warned!

3  How do I recognize what data is allowed in the University’s data stores?

The type of data in a file is indicated by what is known as the “file extension”. This is a three- or four-
letter group after a dot in the filename e.g. minutes.docx; the file extension in this case is .docx. The
following table gives the most common file extensions that are “legal” in the University’s data stores.

Extension File type Extension File type

.doc Microsoft Word document .docx Microsoft Word Open XML
document

.rtf Rich text format file Axt Plain text file

.wpd Word Perfect document .Wps Microsoft Works word processor
document

Xlr Works spreadsheet Xls Microsoft Excel spreadsheet

Xxlsx Microsoft Excel Open XML .Csv Comma separated values file

Spreadsheet

.dat Data file .efx eFax document

.epub Open eBook file .ibooks Multi-touch iBook

.pps PowerPoint slide presentation .ppt PowerPoint presentation

.pptx PowerPoint open XML presentation | .xml XML file

Table 1 - common "legal” file extensions



You can find a very comprehensive list of file extensions at:
http://www.fileinfo.com/filetypes/common

3. Naming files and folders
A good system of file naming is important to prevent data loss by being overwritten by another file or
not being found because something in the filename cannot be read by the search process. There are
some simple rules which if followed, will avoid these problems.
1. Don’t use any of these special characters, /\: *?“<> | ()% @ # [] &S, . These all have specific
tasks.

2. Make the filename intelligent so it tells you something about its contents e.g. visit to Durham
University but don’t make them too long. Short filenames are easier to find.

3. Avoid spaces in filenames. Use either an underscore or hyphen to link words in a filename e.g.,
visit_to_Durham_university or visit-to-Durham-university. When files are uploaded to websites,
spaces are frequently interpreted as %20.

4. Include the date as part of the filename. ISO 8061 suggests either of the following formats: YYYY-
MM-DD or YYYYMMDD. This can either be put at the beginning or the end of the filename e.g.,
2012-02-20-visit-to-Durham-university or visit-to-Durham-university- 2012-02-20.

5. Where files are being shared and edited in a group, it is a good idea to include version numbers to
avoid data being lost e.g., 2012-02-20-visit-to-Durham-university-v2.

6. Be consistent. Always name files in the same way.

When creating folders, it is good practice not to exceed four levels. This makes searching easier. Also, if
data has to be restored from a backup there is less chance of the maximum character length of the
search string being exceeded.

4. Where is the data stored?

The University’s data store is divided up into sections according to the use made of the data within each
section. The following sections are used:
5. The R drive (Private) — this contains Faculty or Service private folders. Everyone in a particular

Faculty or Service has read and write access to this storage area.

6. The S drive (Shares) — this contains each Faculty or Services’ public folders. Members of the
Faculty or Service have read and write access: people who are not members of that Faculty or
Service have read only access to the storage. This area also contains the Cross Faculty folders
where members of different Faculties and Services can share data. Read and write access to
cross faculty folders is assigned on a per folder basis.

7. The T drive (Tutors) — Tutors need to request permission from IT to access folders and files on
this drive. Generally Tutors are given access to folders for the units on which they teach: the
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access is both read and write. Students have only read access to folders for units they are
studying.

8. The U drive (your personal home drive) — this is your private storage area to which you have
both read and write access.

Data on these four drives is backed up regularly for security. “Illegal” data on these drives will be
backed up taking up valuable space.

Note: files left open on a computer are not backed up. They must be saved to network storage to be
backed up.

You can also store data on the hard disc of your computer as well. For office-based workers using a desk
top machine, this is not recommended. Today’s hard drives are remarkably robust, but failures do
happen. Your hard drive is not backed up so any data on it is at risk. Recovering data from a failed hard
drive is an expensive process and would need a very strong business case to justify taking this route.

Laptop users have little choice but to save data to the hard disc, so it is recommended that regular back-
ups to an external hard drive, DVD ROM or memory sticks are made and then stored safely.

5. Using removable devices as data stores

The USB memory stick has become a ubiquitous feature of our lives and most of us will have at least
one, some will have many. They are small, very convenient to use, easy to share and their price is
falling, all features which make them very popular. However, there are some issues which need to be
considered.

Being small means, they are easily lost. A recent survey of dry-cleaning companies found that USB
memory sticks were the most common items found in the pockets of clothing handed in for dry
cleaning. If you visit any of the University’s Learning Resource Centres, you will be shown a box
containing dozens of memory sticks left behind by students. If you use a USB memory stick, you need to
be disciplined about keeping track of it, so you don’t leave it plugged into a computer and make sure
you get it back when it has been passed to someone else.

Whenever the memory stick is not plugged into a computer, make sure the protective cap is in place.
This protects the memory stick from static electricity which may cause data corruption. It also gives
physical protection to the connector ensuring it does not become damaged or foreign matter get into it.

If the stick is lost, the data stored on it is at risk of being accessed by unauthorized people. Sensitive
information such as personal details, business plans, student information etc. could be compromised.
The best way of making sure data is secure is to use an encrypted memory stick. A password is required
to access the stick and the data is encrypted as it is stored.

Removable hard disc drives should be treated with the same respect as USB memory sticks. These are
very attractive to thieves because of their relatively high value so once again, data stored on them
should be encrypted.



6. Protecting data on removable devices from unauthorized viewing

Laptops and USB memory sticks are portable devices which may contain valuable data which at the very
least will be inconvenient if lost. A worst-case scenario could see the University involved in legal
proceedings. It is therefore important to protect data by either encrypting the data or requiring a
password to access it or at the minimum password protecting individual files.

Details of how to prepare encrypted removable storage are given in each computer’s operating system
section below. Encrypted drives can also be purchased through the University’s IT purchasing
department. Contact it.procurement@solent.ac.uk or phone 3414 for details and prices.

7. Looking for game, audio, video and other space hungry files.
Unless you are teaching in or are a student on the computer and video games course you should not
have any computer gaming data stored anywhere on the University’s data storage systems.

Common computer gaming data files can be identified by their file extensions.

Extension File type Extension File type
.gam Saved game file .nes Nintendo ROM file
.nds Nintendo game file .sav Saved game file

Table 2 - common game file extensions

Any files with these extensions should be removed immediately. More information on computer game
file types can be found at:

http://www.fileinfo.com/filetypes/game

Audio files can take up a lot of space depending on their format and music files are probably the most
common culprits. Unless you are teaching on or are a student on one of the University’s music courses,
you should not have any music files stored anywhere on the University’s data storage systems.

Common audio data files can be identified by their file extensions.

Extension File type Extension File type

.aa3 ATRAC audio file .acd ACID project file

.aif Audio interchange format iif Audio interchange format
.m4a MPEG-4 audio file .m4r Phone ringtone file

.mid MIDI file .mp3 MP3 audio file
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.mpa MPEG-2 audio file .ra Real audio file

Table 3 - common audio file extensions

More information on audio file types can be found at:

http://www.fileinfo.com/filetypes/audio

Video is becoming increasingly common in our business lives but the need for individuals to store video
data is not great. Those people directly involved in teaching or studying video may have some video
data in their personal storage areas, but the majority should be in dedicated video stores administered
by Faculties or Services. Where video files are required as part of day-to-day business, they should be
stored on DVDs or external hard drives rather than the general university data stores.

Common video files can be identified by their file extensions:

Extension File type Extension File type

.3g2 3GPP2 media file .3gp 3GPP2 media file

.asf Advanced systems file .asx Microsoft ASF redirector file
flv Flash video file .mov Apple QuickTime movie
.mp4 MPEG-4 video file .mpg MPEG video file

swf Shockwave flash movie .vob DVD video object file

.wmv Windows media file

Table 4 - common video file extensions

More information on video file types can be found at:

http://www.fileinfo.com/filetypes/video

Other space hungry files that may be “left overs” from program installations or downloaded from the
internet include .iso and .exe. On Apple Macs you may find .dmg files. However, before removing these
files, contact the IT/Media Help Desk for advice on 3455 or e-mail IT.support@solent.ac.uk.

Files as indicated in the tables above should be deleted or archived to CD/DVD and then deleted. Details
of how to do this are given in each operating system section below.

8. Keeping your hard drive clean
Over a period of time the hard drive on your computer will accumulate temporary files that take up
space. From time to time, it is good practice to remove these and any other unnecessary files.

Details of how to manage your computer’s hard drive are given in each operating system section below.
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9. Managing your e-mail storage
Over a period of time, you can accumulate a considerable quantity of data in your e-mail system. A few
simple steps can eliminate wasted storage and organize your e-mail to make things easy to find.

4. Removing unwanted e-mail

Any mail that you have read and don’t wish to keep should be deleted. To delete an e-mail, first select it
and then right click it. From the pick list presented click on Delete.
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Alternatively, you can highlight the e-mail and use the delete key on the computer keyboard.

This will move the e-mail to the trash from where it can be restored if needed. By moving the e-mail to
the trash can, no space has been regained. The trash needs to be emptied to gain any storage space.
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'ﬁ Trash
To empty the trash, click on the dustbinicon | at the top left of the screen. This
will open trash and display all the e-mails that have been deleted to it. Hold down the Contol (Ctrl) key
and press A at the same time: this selects all the mail in trash. Then click on the Empty Trash button at
the top of the e-mail list. This will delete all the e-mail in trash.
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You will be prompted to confirm the action: click on Yes to delete thee-mail.
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12012 14-01 LSE Market Report
IEM Lotus Motes EX

3 1 Do you want to permanently remove the doecurnent(s) from the
' application Stephen Harding?

Ves ]) No

If you only want to delete one e-mail from trash, select it so it is highlighted and then click on the Empty
Trash button. You will be prompted to confirm the action.

It is suggested you clear out your trash once a week; last thing on a Friday afternoon is a good time.

5. Saving e-mail attachments

E-mails with attachments are very space hungry. Open the e-mail so you can see the attachment and
then right click on it.
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The best option to choose from the list presented is Save and Delete. When you click on this an
explorer window opens. Navigate to the folder where you want to save the file and click Save in the
bottom right corner of the window.
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The file will be saved in your chosen location and deleted from the e-mail. When you close the e-mail,
you will be asked if you want to save the changes. Click on Yes.

WWNHMMHH
fl IBM Lotus Motes | 4
3 T

Do you want to save your changes?

Yes Mo Cancel

The e-mail should now be deleted as described in section 2.9.1 above.

If you are using Quickr, the University’s collaboration tool, you can save the attachment to a Quickr
place by selecting Save to a Place from the options presented when you right click on the attachment.
This will open up the connectors window where you can navigate to the place and folder where you
want to save the attachments.
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Click on OK to save the attachments in the chosen folder.

Note: this action does not delete the attachments from the e-mail. You will have to do this as a
separate action.

6. Organizing your e-mail into folders

Trying to find a particular e-mail from many in your in-box can be time consuming: it is far better to
organize your e-mails into folders where all the e-mails relate to a single subject.

To create a folder, click on Create at the top left of the screen and select Folder.
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This will open the Create Folder window. Give the folder a name and select OK at the bottom right of
the window.
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The new folder will be created and listed alphabetically under the heading Folders in the sidebar on the
left of the screen.

To move an e-mail to a folder, left click and hold, then drag the e-mail to the folder icon and release.
The e-mail will be moved into the folder.

7. How do I find out how much data is being stored in the University’s data

stores?

On a Windows 7 computer you can get an impression of how full the data storage is by clicking on the
Page: 5 ol

Windows icon at the bottom left of the screen and then selecting

from the list that appears. This will give you a visual image of the

storage.
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§ 8 “-_uf' MWCLUSTERL-D21\SHARESE1LIS)... I_?;—_l"’# — E__‘__:_!;P' (W CLUSTERL-D200VSHARES) (T:) i;:_l;l" (WCLUST
;%R s 000 0 | &g 137 GBfrecof3V1GB - 7 e m

In the example shown above, both the S and T drives are nearing full capacity as shown by the red infill.
The other two drives both have good capacity available.

8. Protecting data using Windows BitLocker

Note: this feature is only available on Windows 7 Ultimate and Windows 7 Enterprise. For all other
versions of Windows 7 see the Windows XP section below.

This process will turn any removable USB device or removable hard disc drive into an encrypted storage
space access to which is controlled by a password.

Connect the device you want to encrypt to a USB port on the computer: this may be a memory stick or a
removable hard disc drive. If it has a locking switch on it make sure this is in the unlocked position.
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Click on the Windows icon, at the bottom left of the screen. From the list presented

Control Panel

select . This will bring up a screenful of icons.

Find and select:
T e st VNP Lo

§ % BitLocker Drive Encryption

This will start the encryption process. You will first be presented with a screen showing all the drives

available to be encrypted.
T A e =

Wﬂfﬁwﬂ“\rﬁmﬁﬂw\_ﬁ
Help protect your files and folders by encrypting your drives

BitLocker Drive Encryption helps prevent unauthorized access to any files stored on the drives shown below.
You are able to use the computer normally, but unauthorized users cannot read or use your files,

What should I know about BitLocker Drive Encryption before Iturn it on?

BitLocker Drive Encryption - Hard Disk Drives

_ O5Disk (C:) 'E':;f' Turn On BitLocker
= Off

BitLocker Drive Encryption - BitLocker To Go
STEPHEM 2 (F:) Turn On BitLocker

e

P L R AR S e e R T by

Find the removable device and select Turn On BitLocker.
You will then be asked how you wish to unlock the drive. Check the Use a password to unlock the drive

box and enter a password. This should be at least 8 characters long and contain a mix of upper and
lower case letters and numbers. Click Next when you have completed the password entry.
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?
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You now have to decide how you want to store the recovery key. This is 55-character long key that is
used to open the storage device if you forget the password.
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@ % BitLocker Drive Encryption (F:)

How do you want to store your recovery key?

If you forget your password or lose your smartcard, you can use your recovery key to access your drive,

We recommended that you save your recovery key to a file and print it.

= Save the recovery key to a file

< Print the recovery key

What is a recoveny key?

Cancel

L P W e e o P L P g P R PP T R LT T o

B dri

It is recommended you use the Save the recovery key to a file option. When you have selected this, the
Next button at the bottom right of the window becomes active and can be clicked. This will take you to
the save window. By default, this will be “pointing at” the System 32 folder in Windows.
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If you click on Save, you will be redirected to the My Documents folder because you do not have write
access to the System 32 folder.
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< Hide Folders [ Save ] [ Cancel

Click on Save and a document containing the key will be saved in the My Documents folder.
You are then given the option to print the key if you wish. It is strongly recommended that you do this
and keep the printout in a secure place for future reference should it be needed.

Note: if you forget your password and lose the recovery key, there is no way the data can be accessed
on the removable storage. It is lost for ever!
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(=]
@ % BitLocker Drive Encryption (F:)

How do you want to store your recovery key?

If you forget your password or lose your smartcard, you can use your recovery key to access your drive.

We recornmended that you save your recovery key to a file and print it.

< Save the recovery key to a file

=» Print the recovery key

lﬁl Your recovery key has been saved.

What is a recovery kev?

[ Mext J[ Cancel

Once the key has been printed this will be confirmed as shown in the screenshot below.
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ard [isk Drives

@ %g.l BitLocker Drive Encryption (F:)

How do you want to store your recovery key?
itLo

If you forget your password or lose your srmartcard, you can use your recovery key to access your drive,

We recommended that you save your recovery key to a file and print it.

< Save the recovery key to a file

= Print the recovery key

'ﬁ' Your recovery key was printed,

i T TP T L B T L e D ]

What iz a recovery key?

et Cancel

Click Next to continue. You are then asked if you are ready to encrypt the drive.
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@ %@ BitLocker Drive Encryption (F:)

Are you ready to encrypt this drive?

[s]

You will be able to unlock this drive using a password.

Encrypticn might take a while depending on the size of the drive,

Until encryption is complete your files will not be protected.

[ Start Encrypting ]

[ Cancel

maﬁﬂﬂwﬂnmmmm'“MNMWﬁWmﬁ

Click Next and the encryption process will begin. Its progress is shown in a window.
Wf—ﬁﬁ

BitLocker Drive Encryption

% Encrypting...

Drive F: B.8% Completed

Pause

/1. Pause encryption before remowing the drive or files on
the drive could be damaged.

D L T

The encryption process will take several minutes for the average USB memory stick. For a removable

hard drive this will take considerably longer.

Note: on no account remove the device during the encryption process without clicking on Pause.
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When the encryption process is complete it will be confirmed. Click on Close to start using the drive.
wm‘mwhﬂ

BitLocker Drive Encryption =3

% Encryption of F: is complete.

Pw'\-wﬂum

You can confirm that the drive is encrypted by using Windows Explorer to find the drive. It will have a
padlock symbol alongside it. The red shading in this example indicates that the memory stick is nearly

full.
“WH‘_WMH‘
STEPHEN 2 (F:)

= 11.4 ME free of 124 MB

To find out more about BitLocker follow this link:

http://windows.microsoft.com/en-GB/windows-vista/Help-protect-your-files-using-BitLocker-Drive-
Encryption

9. Using a BitLocker encrypted drive

Insert the drive into a USB port. You will be told the drive is encrypted and asked to enter your
password.
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http://windows.microsoft.com/en-GB/windows-vista/Help-protect-your-files-using-BitLocker-Drive-Encryption
http://windows.microsoft.com/en-GB/windows-vista/Help-protect-your-files-using-BitLocker-Drive-Encryption

This drive is protected by BitLocker Drive Encryption

Type your password to unlock this drive

E)
i
£
g‘ =) 5{5@1 BitLocker Drive Encryption (F:)

Show password characters as | type them

[ Automatically unlock on this computer fram now on
| forgot my password

Why do | have to unlock the drive?

[ Cancel

If you will always use the drive with this computer, you can check the Automatically unlock on this
computer from now on box, but this is not recommended.

Click on Unlock and you will be taken to the Explorer window from which you can navigate to the files
you require.
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~¥ AutoPlay (o= |[=]

S. STEPHEN 2 (F)

[ Always de this for pictures:

Pictures options

[" «=4 Import pictures and videos
Ol

i using Windows

E m Download Images

g using Adobe Bridge C53
Add Files
using Roxio Creator Data
Copy Disc
using Roxio Creator Copy

General ontinne

Open folder to view files
‘ using Windows Explorer

view more AutoHlay options in Lontrol Fanel

You can now work with the file(s). When you save them back to the drive the file will be automatically
encrypted as part of the save process. When you have finished, remove the drive and cap it.

10. I've forgotten my password — how do | access the encrypted device?

When you insert the encrypted drive, the password prompt window will open. Click on I forgot my
password.
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) %@J BitLocker Drive Encryption (F:)

Ay A Y

This drive is protected by BitLocker Drive Encryption

o

AN

Type your password to unlock: this drive

[ Show password characters as | type them

[ Ay tomatically unlock gn this computer from now an

| forgaot my passwond

Wh do | have to unlock the dive?

Unlock ][ Cancel

|
|
|
i
{

You will now be asked to unlock the drive using the recover key.
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@ %@J BitLocker Drive Encryption (F:)

Unlock this drive using your recovery key

(=]

If you don't remember your password or you dont have your smart card, you can use your recoveny
key to unlock the drive.

Your recovery key was created when Bit Locker was first set up. The recovery key might have been
sawved or printed, or you might need to get it from your system administrator (depending on your
company’s security policy).

Your recovery key can be identified by: B64FBEZE

< Type the recovery key

Cancel

|
%
|
i
|
%
:
%;

The Type the recovery key option will be highlighted because this is a removable device. Click on this
and a window where you can enter the key is presented. If you saved the key to My Documents,
navigate to the folder and find the document with the key in it.

H | My Docurments

. Version Cue
. Visual Studio 2005

. 2011 project schemMcs
. Adobe Scnipts

= . WebEx
» 1. Adobe3tockPhotos @MLearning Systems Suppe
Camtasia Studio & abby

Cardiris 4 Pro
> 1 CyberLink

» o, Downloads

@ Adobe Photoshop £53 Extended
| Adobe Photoshop C33 Bxtended
| BitLocker Recovery Key 864F3EZE-

» . MowviePlus w7 calendar

e e T N e W
s

e




Open the document and highlight the long key at the bottom of the document by clicking the left button
of the mouse and dragging it across the key. Then right click the highlighted key and select Copy.

s““‘ s e e ‘WMW‘\%
< KA Iy +

| BitLocker Recovery Key 864F8E2B-A365-4 AES-89DE-CF48DESTEET6 - Notepad

File Edit Format View Help
BitLocker Driwve EncCE i

ecovery key is

Highlight the key by holding
down the left mouse button
and dragging. Then right click.

To verify that thi compare the idd

;
% rRecovery key dident
2
{

Full recovery key 4AAEE-BODE-CF4 58

Place the cursor in the BitLocker recovery box, and right click the mouse. From the options list find
Paste Options and select the clipboard with the paintbrush.

)
|

b 0

§

é Paste Options:
E (5 (A
* A " Font.

i =1 Paragraph...

Bullets

Numbering

This will paste the BitLocker key into the window. Click Next.
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WWMH‘

L2
@ %@J BitLocker Drive Encryption (F:)
i
Enter your recovery key
_Tvpe vour Bitlocker recovers key:
471504-485251-1780596-362157-351875-177745-252655-6 76368
‘E‘" More infarmation
L
;
%
% Cancel

The drive will be unlocked but on a temporary basis only. You need to change the password to get full
control of the drive again. Click on Manage BitLocker which will be highlighted.
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) Q)@J BitLocker Drive Encryption (F:)

You now have temporary access to this drive

The drive is unlocked but it will be locked again if you remove it or tum off your computer.

You should change your password or your unlocking method by clicking Manage BitLocker.

= Manage BitLocker

|
g
:
!
i
{
|
;

You are presented with five options.

30




;——MM#—'—MWWNM

%rd |

&, %g.l BitLocker Drive Encryption (F:)

Select options to manage

= Change password to unlock the drive

< Remove password from this drive

= Add a smart card to unlock the drive
= Save or print recovery key again

< Automatically unlock this drive on this computer

Change password to unlock the drive starts a process for changing the password. This is

explained below.

Remove password from this drive removes the security from the drive so it is open for anyone
to view. Not recommended.

Add a smart card to unlock the drive cannot be used at present because we do not have card
readers attached to the computers.

Save or print recovery key again will save the key or print it as described above in section 3.2.

Automatically unlock this drive on this computer. The computer and the drive are “paired”,
and it is assumed that only you will be using this drive on this computer. On any other computer
a password will be needed to access the drive.

Of the five, changing the password is the most logical. When you select this a window opens prompting
you to enter a new password.
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£2 |

% BitLocker Drive Encryption (F:)

@

Create a password to unlock this drive

You should create a strong password that uses upper and lower case letters, numbers, symbols, and
spaces.

Twpe vour password;

i )

LA L L L L L .L L)
|
Retype your password: ]
I
I

Tips for creating a strong password.

[ M ext ] Cancel ]

e T SR T S . ™ | S

A A Ny S P SR U e P AR AT A iy g PP

It is worth reading the Tips for creating a strong password before you choose your new password. Click
Next when you have entered the new password. The change will then be confirmed.

mmmﬁ*&p’per and lower case |
I
% BitLocker Drive Encryption =R

Click OK to complete the process.

32



11. How do I find “illegal” files using Windows 7?
In this context “illegal” files are taken to be those that should not be kept in University data storage.

There are several ways to find files: the method you use will depend on your confidence with the
computer and what you intend to do with them. You will need to set up the search criteria and the two
most useful are file size and date last accessed. Using file size, you can identify large files that can be
compressed so they take up lest storage space. Using date last accessed allows you to identify files that
have not been accessed for a long time and are therefore probably redundant. You can then either
delete the file or save it to an archive on a DVD or other media such as a USB memory stick.

Page: 5 of

To access the storage areas, click on the Windows icon, , at the bottom left of the screen.

Computer

From the list presented select . This will open Windows Explorer and give you a
view of all the storage areas attached to your computer. Select the storage area you want to open by
double clicking on it. This will open a new window showing the top level of its contents.

12. Looking for empty folders or files with 0 bytes in them

Open an explorer window so you can see the folders in one of the storage areas.
e T i T ]

older
- Mame : Clate
1 | boot 127084
r , Camera dump 030/
E_ / harding_s2 24,06/
g ; HCD21 and HCD29 pictures 04,10/
: . HP Universal Print Driver 21104
] | Intel 24/06/
; LT2 pictures
| MAIMIMNT

Now right click on the space just to the right of the column heading Size. This will bring up a pick
window with several options in it. Check Empty (0 KB).
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Y

I Empty (0 KB)
" Tiny (0 - 10 KE)
Small (10 - 100 KE)

Mediurm (100 KB -1 ME)
Unspecified

OO0 OE

A list of all the folders and files containing O bytes will now be displayed and these can be deleted by
highlighting them and pressing the Delete key.

13. Searching for files by data last accessed

Mame Date modified Type Size
. boot 12/08/2010 09:50 File folder
. Camera dump 03/10/2011 14:15 File folder
. harding_s2 24/06/2011 11:43 File folder

-

If you right click on the Size heading at the top, a window opens allowing you to choose more options
for the number and type of columns of information displayed.
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ied - =
Size Column to Fit
230 Size All Columns to Fit
14:15
v | MName
?11.43 -
16:27 v Date modified
1128 | ¥ Type
j111;(]-_:,1 ¥ Size
16:27 Date created
16:45 Authors
10:15 Tags
16:44 Title
15:20
{ More...

ol

Click on More at the bottom of the window to bring up the pick list of options.
T TR, e T T e

Choose Details | £3 |

Select the detzils you want to display for the items in this folder.

Details:

[7] Data rate Py Mave Up
|| Date
Date accessed
[T Date acquired e

[7] pate archived K| i
[7] Date completed o
[7] Date created

[7] Date last saved

[7] pate received

[7] Date released

|:| Date sent

[] Date taken

[] Date visited

|:| Department

|:| Description -

Mﬂwwﬁvﬁrﬁmuw%ww'\mwmﬂ\

Width of selected column {in pixels): 272

’ oK. ] ’ Cancel

Scroll down the list until you come to Date accessed and check the box and then click OK. A new
column will now be added to the search page. If you open a folder, the files will be listed in
chronological order with the newest at the top.
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Mame Date modified Type Size Date created [

5. Default 14/12/2011 13:00 Remote Desktop ... 2KB 1442f Files are listed
E] HC021 & 029 problems 22/09/2011 10:02 Adobe Acrobat D... 185 KB 22/09 with the
@_] HC021 8029 problems 22/08/2011 10:02 Microsoft Word D... 2292 KB 22/09 rewest at the

B Whalley Wakeford Lecture Theatre user g...  05/09/2011 13:31 Microsoft Word D... 118945 KE 02,09, top

@J student logon problems 30/06,2011 12:51 Microsoft Word T... 19 KE 30/06/201T1LTA
ey i izio Or... / LT 11,

<

L e T L R D o Y

If you left click on the column heading Date accessed the order in which the files are displayed is
reversed so the oldest are at the top of the list.

You can now identify easily those files that have not been accessed for a long time and decide what you
want to do with them.

14. Searching for files using file size

By default, files are listed in columns with the headings Name, Date Modified, Type and Size. To list the
files in order of decreasing size, left click on the column heading Size.
__._r..'...-l'_'u-'b..f..",.._‘

A small downwards pointing arrowhead will be displayed and the files listed by size with the largest at

j‘i Marme Date modified Type Size
IE . K 5 — . . ) .
1 L LSSW’eekly-Meetng May 06 100572006 10:38 Files are listed by 151 k
W] 2nd May Minutes 03/05/2006 13:46 size with the 152 K
lﬂ,d] Meeting Minutes Ternplate 04,04/2006 13:12 |argegt at the top 113 E
7 B Agenda Sth March 2007 02/02/2007 15:55 > 110K

genda 3r arc : Vilcrosoft Word 9.

% ] A da 3rd March 2008 28/02/2008 12:53 M ft Word 9 109 K
(e Agenda 4th June 2007 01,/06/2007 15:58 Microsoft Word 9... 109 K

You can further refine the search by left clicking just to the right of the column heading Size. This opens
a window which allows you to select files by size.
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Size  Date created

Tiny (0 - 10 KB)
Srmall (10 - 100 KE)
Medium (100 KE - 1 ME)
Large (1 - 16 ME)
Huge (16 - 128 ME)

118,945 K

OEEOOO

! Unspecified

If you check Huge (16 — 128 MB) only files whose size is in that range will be displayed with the largest at
the top. You can then decide what you want to do with them.

15. Removing files by deleting files in Windows 7

Select the file you want to remove and right click it. This will open a window as shown below.

{NW = Y
; W Agenda 9th Jan 2007
¥ Agenda 15th May 2006
§ e
New Nov 2006
g Open May
{ g uly 2006
&=  Places » ept 2006
N NetWare Copy... sugust 200
Sept 2006
Open with g October 20
]; Scan with Sophos Anti-Virus Sept 2006
g o Restore previous versions July 2006
ipp Send to b |September
i pp cut ﬁrjrilmﬂﬁ
1 3y
_[j, Copy June 2006
Dz Create shortcut Dec 2007
E'D* June
TEF Rename eptember 2
\SY _ Feb 2007
Properties
Feb 2009

L
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Select Delete and you will be asked to confirm the action.

T PV P oy e g PR Lo E i ] =1

Delete File | =3 |

Are you sure you want to permanently delete this file?

~ Agenda 6th Nov 2006
t - N Type: Microsoft Word 97 - 2003 Document
ing — Size: 106 EB
? [ Date modified: 27,/10/2006 09:58

=y Yes ] [ Mo

Ficrosoft Waord

Select Yes and the file will be deleted.

Note - you cannot undo this action.

16. Deleting files from the computer hard disc

If you want to delete a file from the hard disc on your computer, right click it and select Delete: you will
be asked if you want to move the file to the recycle bin.

—————,

[relete File

-

4""—_ | Are you sure you want to mowve this file to the Recycle Bin?
o

DSCHD11E

Itern type: JPEG image
T Drate taken: 12,/04,/2006 22:56

Rating: Unrated

Dimensions: 3488 x 2616

Size: 2,19 MB

When you click on Yes the file will be removed to the recycle bin: it can be recovered from here
providing you have not emptied the recycle bin by doing a disc clean up as described in 3.7 below or
you have right clicked on the Recycle Bin icon on the desk top and selected Empty Recycle Bin.
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17. Emptying the recycle bin

Files deleted from your computer’s hard disc are sent to the recycle bin, so no space saving is achieved.
To free up space, you must empty the recycle bin.

Double click on the recycle bin icon, , and this will open an explorer window showing
you what files are in the recycle bin. If there are files you do not want to completely delete, right click
on them and select Restore from the pick list presented.

W\w

b

SMX20 user guide
Microsoft Word Document

250 ME
Cut Snagit 10
E Shortcut

Delete 1.09 KB

e e

The file will be restored to the location it was deleted from. If it is a large file, a progress bar gives an
indication of how long it will take.

To delete an individual file from the recycle bin, right click it and select Delete.

i WMEDIA Master
H !\ Shortcut

Froperties a

Microsoft Word Docu

]

f Restore 1.18 KB
Cut DSCRO289
JPEG image
g Delete 216 MB
! (o
i RMS Fault

You will be asked to confirm your choice: click on Yes to complete the deletion.
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[WT Gy e e e TR T e
Delete File =

Are you sure you want to permanently delete this file?

. CAMEDIA Master
Location: CAMEDIA Master (C:\Program
Files\ OLYMPUS\CAMEDLA Master 4.2)

/
:
{
=
]
5
{
;
{

To delete multiple files, left click on the first file, hold down the shift key and left click the last file. This
will highlight all the selected files. Now right click any file and from the pick list presented, select
Delete.

Restore

You will be asked to confirm your selection: click on Yes to complete the action.
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Delete Multiple Iterms |ﬁ

Are you sure you want to perrnanently delete these 12 iterns?

i 1Y
% ‘ Yes ]} | Mo |

If you are confident all the files in the recycle bin are no longer required, you can right click on the
recycle bin icon on the desktop. From the pick list presented, select Empty Recycle Bin.

-r-—-"‘-""'_".
.
ol

Open

12

Empty Recycle Bin

Scan with Sophos Anti-Virus

Create shortcut

Rename

L T

Properties

Delete Multiple Itermns

Are you sure you want to permanently delete these 3 items?

Gl |

Note: whichever of the three methods outlined above you use, the files are permanently deleted.
They cannot be recovered!
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18. Saving space by compressing files in Windows 7

Large files can be compressed so they take up a smaller amount of storage space. Select the file you
want to compress so that it is highlighted. Then right click on it and choose Send to. From the second
list that opens, select Compressed (zipped) folder as shown below.

e e T T e e I T
nize * @ Open - Print Burn Mew folder

{ avarites MName Date modified Type
Desktop | B Whalley 011 13:31 Microsoft Word D
T Open = NSNS

| Recent Places Search agal Edit

1 ) Subfol Mew

ibraries Rt
Documents &= Places »
! Music M MNetWare Copy...
Pictures
Videos Open with »
Scan with Sophos Anti-Virus

ECDmputer Restore previous versions

? O |1, Compressed (zipped) folder - Send to >
Allmm Desktop (create shortcut) o

f’ Al 3 Documents T
FT =5 Faxrecipient
AP ) Mail recipient Create shortcut l},
PRl 2 DVD RW Drive (D) o
°H 8 Al (WCLUSTERL-D2VAPPS2) (G:) Rename
-||-—|L,:| o A2 O(NCLUSTERL-D2VAPPSZ) (H:) Properties

? oL o FT OAWCLUSTERL-DAAPPSZ) (L)

o APPSL (WCLUSTERL-D1) ()]
j‘Ne‘m @ PRIVATE (\WCLUSTERL-D21N\SHARESBINLIS) (R:)
@ SHARES MWCLUSTERL-D20) (5:)
Placd = TUTORS (\WCLUSTERL-D20WSHARES) (T:)
Tel & HARDING_S2 (WCLUSTERL-DA\HOMEEBZ\H) (L)
=

i PUBLIC (\\JACQUARD\SYS) (X:)

A new window with a progress bar will open.
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= Compressing...

Cancel

1
£l
3
™
&
z Whalley Wakeford Lecture Theatre user guide.docx
!

If you want to stop the process, you can click Cancel. When the compression is completed the progress
window disappears and a new zipped folder entry in the folder is created.

1) Whalley Wakeford Lecture Theatre user g...  17/02/2012 10:36

The original file can now be deleted, or better still, copied to an archive.

Compressed (zipp...

19. Saving space by archiving files to a CD or DVD in Windows 7

Select the file or files you want to archive to CD or DVD. If you want to copy a block of files, select the
first file and hold down the Shift key and then select the last file. All the files in the selection will be
highlighted.

g{ B e W i
MName Date modified Type
@ Whalley Wakeford Lecture Theatre user g...  05/09/2011 15:31 Microsoft Word D...
|E|_] Itchen Lecture Theatre User Guide 19/12/2011 11:43 Microsoft Word D...
g |E|_] SMK20 user guide 01/11/2011 15:10 Microsoft Word D...
?1 |E|__] IPad instructions 2770172012 14:35 Microsoft Word D...
L |E_'1 RMS5 Incident and Inventory Managemen... 15/12/2011 09:43 Microsoft Word D...
{ |E|_] Solent Lecture Theatre User Guide 2471172011 10:01 Microsoft Word 9...
2 ¥ Quickr User Guide V8.5.14 - initial release 09/02/2012 16:18 Microsoft Word D...

W—

If you only want to archive a selection of files, select the first file and then hold down the Control (Ctrl)
key and then select one by one the other files you want to archive. In the example below the first, third,

fourth and sixth files have been selected.
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P, R
i Mame Date modified
] Whalley Wakeford Lecture Theatre user g...  05/09/2011 13:31
{ ®1] Ttchen Lecture Theatre User Guide 19/12/2011 11:43
% ] SMX20 user guide 01,/11/2011 15:10
|_E|_] IPad instructions 2770172012 14:35
[.E__] RMS Incident and Inventory Managemen...  15/12/2011 05:45
Eﬂ Solent Lecture Theatre User Guide 2471172011 10:01
@__] Quickr User Guide ¥8.5.14 - initial release 09/02/2012 16:18

Once you have selected the files, click on Burn on the explorer toolbar.

Mew folder

-~
Mame

@ Whalley Wakeford Lecture Theatre user g...
@_] lkchen Lecture Theatre User Guide

(1] SMX20 user guide

1] iPad instructicns

(1] RMS Incident and Inventery Managemen...
] Solent Lecture Theatre User Guide

|E|_] Quickr User Guide V8.5.14 - initial release

Date modified

05/09/2011 13:31
19/12/2011 11:43
01/11/2011 15:10
27/01/2012 14:35
15/12/2011 09:48
24/11/2011 10:01
09/02/2012 16:18

Type

Microsoft Word D...
Microsoft Word D...
Microsoft Word D...
Microsoft Word D...
Microsoft Word D...
Microsoft Word 9...

Microsoft Word D...

Type

Microsoft Ward D...
Microsoft Word D...

Microsoft Waord D...

Microsoft Word D...

Microsoft Word D...

Microsoft Word 9...

Microsoft Word D...

ﬁwm#ﬂmﬂw‘mmwm'

M T T e e e TN ST N e PN e

You will be prompted to insert a blank CD or DVD into the drive on you
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I N
% Burn to Disc |EE|
é > & Insert a disc

p Please insert a writable disc into drive D,

5

1 Help me choose a disc

When you close the disc drawer you will be asked what type of disc you want to create. There are two
options:

e Like a USB flash drive. With this option the disc behaves exactly as though it is a USB flash
drive. Files can be added to it and deleted making it very flexible. The disadvantage of this
type is that it can only be used on computers running Windows XP, Vista or Windows 7.
Other operating systems will not recognize the disc.

e With a CD/DVD player. With this option files are “burnt” to the disc so it cannot be edited
later. It will work with earlier versions of Windows and can be played in a CD/DVD or Blu-ray
player.
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I e e O T o I O I Y s | | L AT Wl 1 497 L0

- initl Burn a Disc | 22 |

How do you want to use this disc?

Disc title: Panuals Archive

kea USB flash drive
save, edit, and delete files on the disc anytime. The disc will

work on computers running Windows XP or later. (Live File
Systern)

1 With a CD/DVD player

rernoved after burning. The disc will alse work on most
computers, (Mastered)

Which one should I choose?

pd
5

[ Cancel

%. Burn files in groups and individual files can't be edited or
?
i

It is recommended that you use Like a USB flash drive because of its flexibility but if you want to know
more about the options, select Which one should | choose? and you will be taken to a support page
which gives greater detail on the topic.

You should also add a name, preferably something that gives a clue as to the contents and then click
Next.

The disc will then be formatted.
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"_::;» Formatting (0 bytes)

Formatting (O bytes)

Preparing to format

? on DVD RW Drive (D:)
3
i,
]
i
2
C
3

Once the drive has been formatted, the files will be copied to it. The progress bar will give an indication
of how long this will take.

-

= 15 Minutes remaining

Copying 7 items (203 MB)

from Manuals (U:\Classroec..\Manuals) to DVD RW Drive (D:) M...
About 15 Minutes remaining

When all the files have been copied to the disc, the window will disappear.

More files (providing there is enough capacity) can be added to the disc later by opening two explorer
windows; one for the source and one for the disc. Select the file to be copied and hold the left mouse
button down and then drag the file across to the other window and release the mouse button to drop it
into the window. The file will be copied to the disc.
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@Q*ﬂ ) = Classrooms and Lecture Theatres » Manuals
CACLUSTERL-DHOMEB2VH) (U » iPad »
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{, Crganize = Burn Mew folder
ew folder
z - Narme - i Favorites = Mame
B Deskiop ] Whalley Waks
E 'E!:] iPad instructicns & Downloads IE_] Ttchen Lecturs
] iPad notes | Recent Places IE_] SMH20 user g
= . iPad pictures '--\! ] iPad instructi
\LIS) (R: sl Libraries ) RMS Incident
i j Docu IEI_] Solent Lectur
%T Select file and J) Music @) Quickr User G
1) hold left mouse

8 Al (\CLUSTER1-D2\APPS2) (G:)

L. el 3 NI ﬂ iHELUSTERl-DE‘-.APPSE) EHl . e e

You could also select the file and then click it with the right mouse button. From the menu that appears
select either Cut or Copy.

£

SB2H) 7 button down. ks Pictures T

{ Drag across to B Videos

i’ dise window. ) Release |

{ 1 ;'!&Cnmpyter mouse bui

i = OSDisk (C:) and "drop’
00 DVD RW Drive (D) Manuals Archive = file her

)

e Select Cut if you want to remove the file from its original location. There will only be one
copy of the file when you have completed this operation.

e Select Copy if you want to leave a copy of the file in its original location. This means there
will be two copies of the file when you have completed the operation.
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Copy
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n
;

Create shortcut
ns Delete

Rename

éen Properties

In the destination window (the disc window) right click and select Paste from the options presented and
the file will be copied to the disc.
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JSTEH Refresh
STEF Customize this folder...
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b Paste shortcut
Undo Move Ctrl+ £
Mew k
Properties

Note: CDs and DVDs should be kept in a case to prevent them becoming scratched. Cased discs should
also be stored in a cool dark place.

20. Cleaning up a Windows 7 hard drive

Page: 5 ol

Select the Windows icon at the bottom left of the screen, , and from the list that appears

select . This will bring up a full screen of icons from which you need
ﬁ._,-,",_ﬁ_ﬁ.-.ll'_"'_\_-—"_""-"—‘—'n_._‘.ﬁ-. “"n_'_._'_"'.'.l

- Performance Information
' and Tools

to select . This will open a window as
shown below.
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@Uv|- b Control Panel » All Control Panel Iterns » Performance Information and Tools
Control Panel Home . i
Rate and improve your computer's performance
'&' Adjust visual effects
Adjust indexing options

Adjust power settings

Component What is rated
Open disk cleanup

Processor: Calculations per second
Advanced tools

Memory (RAM): Mernory operations per second

Graphics: Desktop performance for Windows
Aero

Gaming graphics: 3D business and gaming graphics

performance
Primary hard disk: Disk data transfer rate
g == 3 ) _ =y
I__\ /__I What do these numbers mean? ;ﬁé
F- : s

Tips for improving your computer's
W performance,

— | Learn more about scores and software
}‘.‘rf‘:l online

Your scores are current
S Last update: 15/02/2012 14:10:15

Action Center

Select Open disk cleanup and this will open another window as shown below. The following items
should be ticked in the Files to delete box in the centre of the window:

e Downloaded program files.

e Temporary internet files

e Recycle bin.

e Temporary files

e  Thumbnails
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34

5.7

View and print c
systern informat



L=] P i B | 1 e Y

I"

=, Disk Cleanup for OSDisk (C:) [£2]

Disk Cleanup
You can use Disk Cleanup to free up to 2.66 GE of disk
space on O50isk (C:).
Files to delete:
.. Downloaded Program Files 106 MB =«
=) Temporary Intemet Files 42 2 MB |ﬂ
[ [#3 Offline Webpages 134 KB
[]| | Debug Dump Files 329 ME
& Recycle Bin 124GE .
Total amount of disk space you gain: 1.84 GE
Description

Downloaded Program Files are ActiveX cortrols and Java applets
downloaded automatically from the Intemet when you view certain
pages. They are temporarly stored in the Downloaded Program
Files folder on your hard disk.

| @[]EEIFI up system files | | View Files |

How does Disk Cleanup work?

| oKk || Canesl

| '@'E‘Jean up system files |
Then click on at the bottom left of the screen: this makes sure there

are no incorrect files in the operating system. The window will disappear for a short while and then
reappear as shown below.
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T,
Files folder on your hard disk.

[ View Files ]

How does Disk Cleanup wor ?

Click on OK: you will be prompted to make sure you really do want to delete the files.
WWM

i~ ™

Disk Cleanup [ 2 |

Are you sure you want to permanently delete ]
these files?

| _
3{1 i

Delete Files ][ Cancel ]

Click on OK to complete the process by deleting all the files in the types you have selected. A progress
bar will indicate how the process is going.

21. Windows XP Operating System

Note 1: you cannot create a BitLocker encrypted drive with a Windows XP computer. You need to
create the drive using a computer running Windows 7 Ultimate or Enterprise.

Note 2: you can only read or copy files from a BitLocker enabled device. You cannot save to itin
Windows XP.

Insert the drive into a USB slot on the computer. A window will open as shown below.
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r p—, ca. S S e
\_’);- \_/l l? g"‘:j Search i Folders - |.:;'E§ Folder Sync
Address |$@I E:

\
/

E BitLockerTaGa / " Read Me
= BitLocker To Go Reader Internet Sharkouk
N Microsoft Corporation 1 KE

_} Make a new Folder

@ Publish this Folder to the
Weh

!
i
;
l File and Folder Tasks 3
f
1

The Read Me file contains general information about BitLocker and how to use it.

Double click on the BitLocker ToGo icon. This will open a window asking you for the password.

e

Type vour password to unlock this drive

C

[ |show password characters

I Fargak my password

What is khe BitLocker To Go Reader?

nlock, Cancel

Enter your password in the space provided and click on Unlock. If you tick the box beside Show
password characters, the password will show up in the clear i.e., not as a row of dots.

Once the correct password has been entered the files will show up as normal.
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Mww\qgm‘}ﬁ%wﬁmmﬁ
Drag and drop files to this computer to wview tRem.

= Mame Date modified Type
: @F“E suffix For macs,docx 22M0z)2012 15:59:56 Microsoft QFfice W
f @HDW To Lock And Password .., Z1/02/2012 13:56:02 Microsoft CFfice W
II_!'ljilz‘au:l inskructions, docx 27M01)2012 14:41:15 Microsoft QFfice W

To work on the file, you must first save it onto the desktop. If you double click on a file in the encrypted
drive, you will get the following message.

-

Do wou wank ko copy the selected files to the Desktop?

To use files wou must copy them ta this computer, You can also drag and drop them directly From the BitLacker To ¢

| Yes | Mo

Howe To
Aand Pass

Click on Yes and the file will be copied to the desktop . You can also drag the file by
selecting it and holding down the left mouse button and then dragging it to the desktop. You can then
work on the file and edit it. When you save it, the file is saved back to the desktop location. You
cannot save it back to the encrypted drive: this is only possible if you transfer the file to a computer
running Windows 7.

If you try to save the file to the encrypted drive, you will get the following error message.

[ ~

@ You can only read and copy Files From the BitLocker To Go Reader,

To save or change files on wour drive, inserk it inko a computer running YWindows 7,

———T—
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Click OK to terminate the process.

My Computer

You can also access the removable drive by clicking on the My Computer icon
desktop. The encrypted drive will be shown as in the screenshot below.

POk DEs ™ T e T e TR RO e ™

@ Localbisk, (C:)

Devices with Remowvable Storage

@ DYD-RAM Drive (D)

% w Kingston (F:)

% Metwork Drives

Removable Disk (E:)

q

{ I‘“\‘Qﬂ A1 on 'Clusterl-d2iapps2' (G0 w A7 on 'Cluster1-d2lappsz’ (Hi
z ________________

w Ft on 'Clusterl-d2\apps2' (1:) w Apps1 on 'Cluster1-d1' (13

_________ : . o
4
t e Private on <
{ %{f 'Cluster1-d21\SharesbLis' (R 5 Shares on ‘Cluster 1-d20’ (5:)
é = Tukors on '"Cluster 1-d20%Shares' %ﬂ Harding_s2 on

(T 'lusterl-d4iHomebZ\H' (U

Double clicking on the icon will initiate the decryption process which works as described above.
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22. Password protecting folders in Windows XP

You can make your data more secure in Windows XP by creating password protected folders. You can
do this inside any folder you have or from the desktop. Right click inside the folder or on the desktop
and select New and then from the pick list presented, select Compressed (Zipped) Folder.

arrange Icons By
Refresh

Undo Move Chrl+2
i Groove Folder Synchronization

Graphics Properties, ..

Garaphics Options

Propetties @ Shorteut

E4] Microsoft Office Access 2007 Database
iﬂ Eriefrase

@ Bitmap Image

i8] Microsoft Office Word Document

E OpenDaocurnent Drawing

a OpenDocurment Presentation

a OpenDocument Spreadsheest

E OpenDocurment Text

k<] Microsoft Office PowerPoint Presentation
&) Microsoft Office Publisher Document

Ej Text Dacurment

|| Wawe Sound

This will create a compressed folder either on the desktop or in the folder where you were. Type a
name for the folder and press Retern.

Secure Folder
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Mw Computer

Next double click the compressed folder to open it. Now using My Computer,
navigate to where the files are that you want to protect. Select the file to be moved into the
compressed folder by right clicking and holding and then drag the file to the compressed folder and
release the right mouse button. From the pick list presented, select Move Here.

e e

‘_ Move Here }

iZancel

Don’t use Copy Here because this will leave a copy of the file in its original location: it will not be
protected. Do this for all the files/data you want to protect.

When all the files are in place, click on the folder name in the address bar so it is highlighted.

— Ny T Mw:ql_‘ﬁb
p ! Search |{- Folders - M Foldy

-

= '~ Tasks

Now click on File and select Add a Password.
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=8 Edit VWiew Fawvorite

Extrack all, ..
ﬂ Add a Password.., )

You will be asked to enter a password and then confirm it. When done, click OK to complete the
process.

3
:

|
i

=,

Enrter a pazzword to protect the Comprezzed [zipped "
Folder.

PP P PP P PP PP S P | Eancel |
Pazzwiord: Tl
Confirm Password, |eesssssss

Other people will be able to see and open the folder, but they will not be able to open individual files
without the password. If they try, they will see:
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' File I T equipment purchazing FTE.." iz
pazaword protected. Pleaze enter the

pazzword in the bow below.

} Password: | Cancel
%

Without the password they will not be able to open any files in the protected folder.

Note: only files put into the folder at the time of its creation and password allocation will be
protected. Any files added at a later time will be “in the clear” and accessible by anyone.

23. How do I find “illegal” files using Windows XP?

You need to be able to see all the metadata of files before you can start analyzing them by size etc. To
do this, select View and from the pick list presented, make sure Details is selected. A dot beside it
indicates it is selected.

] —
‘d-—-\..-l""\“I P, A

Favorites Tools  Help

Toolbars 4
Status Bar
;3 Explorer Bar L
{I Thurnbnails s 3
Ej Tiles AR
ﬁ( II.:DHS T
Lisk Win
'3 Spr
Arrange Icons by skl
Cu
Choose Details, .. Tmp
Zustomize This Folder, .. kil
. GoTo r |Re
3 Refresh e
LiEETmmerits = 5]

Files will be shown in an Explorer window as shown below.
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% Mame Size  Type Date Modified

£ @ARM as Southampton Solent ... 14 KB Microsoft Office Wa,,,  11/07/2011 16:45
S IE_IJIT programrme April 2011 85 KB Microsaoft Office Wa,,,  08/03/2011 15:09
E ; Windows 7 Enterprise deskka, ., 83 KE Adobe Acrobat Doc,,.  22/02)/2011 13:51

24. Finding files by size

Click on View at the top of the explorer window and then select Arrange Icons by followed by Size the
files will be listed with the largest at the bottom of the screen.

RIS T A e

vorites  Tools  Help

Toolbars b S
Status Bar Folders o
E::.:;ph:.rer Ear
: ThUITIhI'IEI“S ;me ..............................
Td Tiles o011
ak, ili:;ns December 2010
September 2010
bl & Details |
;El: Texk For all staff e-mail

{ p|  Choose Details... e Req

iZustomize This Folder...

A Modified
¢ GoTo b _ ool P
Show in Groups
4 Refresh P
Dacareres s -

i_ormpukter
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If you click on the down arrow next to Size, you can reverse the order so the largest are shown at the

top of the screen.
Fﬂmwﬁw—ﬁﬂwmq

Marne Size Type Drake Modifies
2011 File Folder 160212011 1
__)December 2010 File Folder 28062010 0

% \_)5eptember 2010 File Folder 28/06/z2010 O

£ B Text for all staff e-mai 12 KE  Microsoft Office Wa,,,  15/01/2008 0

You can now easily identify large files for deleting or archiving, see section xxx below.

25. Finding files by date last modified

Click on View at the top of the explorer window and then select Arrange Icons by followed by Modified:
the files will be listed in date order of when last modified.
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Lisk
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| = Details

IT Skills School Booking
| Size P

Zhoose Details,

3 Cuskornize This Fu:ulu:ler

i
4 foTo

) Refresh
T o 3 =

® Modified

Show in Groups

_omputer

Files are displayed with the oldest last modified at the top allowing you to easily identify any that can be
deleted or archived. See section 4.4 and 4.7 below.

26. Finding files by type
Click on View at the top of the explorer window and then select Arrange Icons by followed by Type: the
files will be listed by type in alphabetical order.
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Fa%.-‘u:untes Tools  Help

u:ull:uars »

Status Bar

EII:III:IFEEF EEIF | T

Filmskrip

;J arne
? Thurmbnails
I

Atul Kochhar - Pickure
Charles morgan image
izeaff Holt picture

Tiles
Icons

@ Details

id- List Jo Brand MEW credit Trish
|

John latham photo

MName
Thoote Detal — —
oose Details. ..
E . ® Type )
iZustarnize This Falder. .. e
d Moditied
20 To 3 Picture Taken On
k Refresh Dirmensions
blisrremsromertohe E
=h Show in Groups
LP'-EIEES

If you look at the column headed Type, you will be able to see what type of file each is. Any “illegal”
files such as video files can be easily identified and removed.
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Mame Sizel Twvpe

&l atul Kochhar - Picture 201 KB
gcharles morgan image 6,110 KB JPEG Image 15
JGEDFF Holk pickure 2,786 KB JPEG Image 5]

'_le|3 Brand MEW credit Trish Grant 794 KB JPEG Image 19/
j_'h:uhn latharm phoko 93 KE JPEG Image 2z
:|Ju|ian phaoto 1,331 KB JPEG Image 30
jﬁindersley phoko 60 KE JPEG Image 0z
JF‘aphitis phoko 603 KE JPEG Image 0z
JRDd-Eransgrnve—Main 37 KB JPEG Image &
araduaktion 2010 2,655 KB Microsoft Cffice Po... 01
graduationz010 60,876 KB Mavie Clip __>
' 1,762 kE  TIF Image

In the screenshot above a movie clip has been highlighted as an example of an “illegal” file.

27. Saving space by deleting files in Windows XP
There are two main locations where you may want to delete files from your network storage or from
your computer’s hard drive.

28. Deleting files from network storage

Use Windows Explorer to identify files for deletion as described in section 4.3 above. Right click on the
file you wish to delete. From the pick list that appears, select Delete. A preview of the file is displayed
in the Details pane on the left of the Explorer window.
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ﬁleease Create Shorkouk

=

ﬁ}]ThE—_ Delete
__)ll:ran5| TR
BeHvou s¢

b aans  Properties

@netwnrk and cabling reply

You will be prompted to confirm that you do really want to delete the file.
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Click on Yes to delete the file.

Note: this action cannot be undone.

29. Deleting files from the computer’s hard disc

Use Explorer to look at the file structure on your computer’s hard disc. You can search through the files
by type, size and date last modified: see section 4.3 above. When you have identified a file to be
deleted right click on it and select Delete from the pick list.

Cpen Wikh 3
Scan wikh Sophos Anki-Yirus

Send To k

% M MetWWare Copy...
]
3
P
1

Properties

You will be prompted to confirm your selection.
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Microsaft Office Excel Worksh, . ] uﬁicrnsnft Cffice Excel Worksho

LIgEs
15 KE _ _'l| 12 KB

Click Yes to send the file to the recycle bin.

If you have several files to delete, you can speed the process up by holding the Control (Ctrl) key down
and clicking on each file in turn. This enables a multiple selection. Then right click one of the selected
files and select Delete from the pick list.

mwrﬁnﬁr "“'_"“—’_‘MHMMH_JT

e ‘ kicker

M Metware Copy..,

P e i L, A S T i T T i e P

Cpen With k
Scan with Sophos Anki-Yirus
Send To 3
Cukb
Copy

e Shorkcut

Properties

You will be prompted to confirm your selection.

68



o o A T T A e o TN e T T TS T i e ey

staff machines ["_T'I 2009 cleaning requirements
Microsoft OfFfice Excel Worksh, ..

Micrasoft Office Excel Worksh, ..
12 kE

Select Yes to send the files to the recycle bin.

The files are still on your computer’s hard drive. To completely delete them follow the procedure
described in the following section 4.5.

30. Saving space on the computer by emptying the recycle bin on a Windows

XP computer.

cle Bin

Open the recycle bin by double clicking on the recycle bin icon on the desktop . This will

open an explorer window showing you all the files and folders that have been deleted on the computer.
“M%AHMWWHM—'M e L

File  Edit Wiew Faworites  Tools  Help

Address | 2l Recycle Bin

Recycle Bin Tasks E

E Hiw To Lock &nd Passwaord % WKSTM45E33, SynoComnpleted
| Protect Folder In Windows 7 SYMCCOMPLETED File

aaa
443

236 KB 4 KB

% > .? /-:JSearch |~ Folders v _!i:} Folder Sync

2 Empty the Recycls BIH_)
Restare all items E' B quote comparator @ ] Stephen Harding CY and

=l Microsaft Office Excel Worksh, ., ‘Weights final
ol | 24 kB Microsaft OFfice Word 97 - 20...
Other Pl A
o = [r‘T_‘ S appraisal - hdxroom_ug
@ e = Microsoft OFfice Word Document Adobe Acrobat Document
2 £4 KB s 708 KE

£} My Documents
g My Computsr
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Check carefully to see if there are any files that you wish to keep: these should be restored. To restore a
file, select it so it is highlighted and then right click it. This will bring up a pick list of options: select
Restore and the file will be restored to its original location.

= Word Docurent
——

Restore

Delete

Properties

To empty the recycle bin, click on Empty the Recycle Bin. You will be prompted to confirm the action.
Click Yes to empty the bin.

Alternatively, you can right click the recycle bin icon on the desktop and select Empty Recycle Bin from
the pick list presented. You will be prompted to confirm that you do want to empty the recycle bin.

Open
Explore
Empty Recycle Bin

SCAn WICh S0phos SAC-virds

Create Shorkcut

Properties

The disadvantage of using this method is that you do not get the chance to review the files you are
discarding.

Note: deleting files from the recycle bin cannot be undone!
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31. Saving space by compressing files in Windows XP

Large files can be compressed so they take up a smaller amount of storage space. Select the file you
want to compress so that it is highlighted. Then right click on it and choose Send to. From the second
list that opens, select Compressed (zipped) folder as shown below.

Open
Edit
Mew
Print

M Metware Copy..,

Cpen With
Scan with ophos Anki-Virus

Send Ta

iCut @' Desktop {create sharkouk)
Copy | Mail Recipient

Create Shorkcuk s DVD-RAM Drive (D)
Delete %@I Removable Disk (E:)

Rename
e Kingsbon (F:)

Properties

A compressed or zipped folder will be created with the file inside.

[I%l_

How Tao Lock,
and Passw, .,

To access the compressed file, double click on the compressed folder icon and this will open an explorer
window as shown below.
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[

i How T Lock
Aand Password
Prokect Folder
In Windows 7

Double clicking on the file icon will open the file to your screen where you can edit it as normal.

32. Saving space by archiving files to a CD or DVD using Windows XP
Place a blank CD or DVD into the optical drive on the computer. After a short while a window will open
giving you several options. Double click Open writable CD folder using Windows Explorer and click OK.

[ =]
Windows can perform the zame action each time vou inzert

a dizk or connect a device with this kind of file:

“J Blank CD

Ywhat do pou want WWindows to do’?

“=% Burn CD
uzing RealPlayer

—
(W pen wiitable CD folder
[:j uzing Windows Explore

g S
|
|
[

Burn an audio CD
uzing Windows kedia Plaper

0 Take no action

[ ] Always do the selected acti

Ok, Cancel

This will open an explorer window for the CD/DVD.
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<) </ Lﬁ‘ /-:\JSearch i Folders v _'-'ifi_ Falder Sync

Address I\:_) Dl

File and Folder Tasks 2

J Make a new Folder

@ Publish this Falder ko the
\Weh

»

Other Places

.i My Compuker
[} My Documents
‘:ﬁ My Mebwark Places

4%

Details

My Computet

Click on My Computer on the desktop, and navigate to where the files are that you
want to archive. If you have several files to copy, single click on the first file and then hold down the
Control (Ctrl) key. Keep the control key held down and single click the remaining files you want to copy.
As you click on them, they will become highlighted. When all the files are selected, right click and select

Copy.
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Create Shorkcuk
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Properties

Now go to the explorer window for the CD and Right Click on the window. From the options presented
select Paste.
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and Folder Tasks

Publish this Folder to the
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My Metwork Places ok
Undo Copy Chrl+2

Write these files to CD
i Groove Falder Synchronization k

=
n
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Properties

Wiew b
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A window will open showing the progress of file copying. Depending on how many files have been
selected and how big they are, this may take several minutes.

9 -

|5 5 ) iZancel |
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When all the files have been copied, the explorer window for the CD will look like that shown below.

—_ TR, Ty

Address (£2 D
__Files Ready to Be Written to the CD
. €
(5] Wirite these Files to CD
@ . £ g £ g =l 3]
: i Delete temporary files Cuskamer Cual screen FMASPC's-  FTECH old Hours Induction2005 I
SErvice selection below 1Ghz machines
Scenatios for
File and Folder Tasks & LI=
e #] L] 2]

el( @ Publish this Folder to the Laptop Learning Masters in  mobile working
{ Web Procedure  Swskems S... Educati...

On the left of the window, select Write these files to CD. This will start a wizard.

‘Hcamera" i \ﬁmw_—rw“\m_mm

Welcome to the CD Writing
Wizard

This wizard helps wou write, or record, your files toa C0
recording drive,

Tvpe the name wou want to give ko this CD, ar just click Mext
ko use the narne below,

D name:

Archive no 1] >

Mew Files being writken ko the CO owill replace anvy Files
already on the CDif they have the same name.

[ ]close the wizard after the files have been written

DECAITS
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Give the CD a name (the wizard will insert the date by default) and click Next. A progress window will
open and show how far the process has gone. It will also give some idea of how long the process will
take.

{ . - Best reqards Camedia Camera Zarmpus Card & Brief a
i
%

:
3

Please wait...

Weriking the data files ko the CD. .,

Estirnated time left: 25 seconds

When all the files have been burnt onto the CD the following window will open. Click on Finish: the
window will close, and the finished CD is ejected from the drive.
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G

}HL Fl:u

Completing the CD Writing 7
Wizard -

You have successFully writken wour files ko the CD,

Do you wank to creake another CD using the same files? —

[ ]wes, write these files to another C0

D software developed under license From Boxio, Inc,

To clase this wizard, click Finish,

HM!’NF"”M;M

:

Label the CD, place it in a case and store in a cool dry place.

33. Cleaning up a Windows XP hard drive

Click on M at the bottom left of the screen. From the list that comes up, select

Programs, then select Accessories, then System Tools and finally, Disc Cleanup.
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w P=F

e Ein  Publish

(CYE] &

Mew Microsoft OFfice Document

Cpen Microsaoft Office Document

[

-

Dimensions 2009

-

File Management & Ukilities

)

-

Installers

-

Internet & efMail

-

Main Applications

-

EEA CEEEEEL EEEEERE

Support Applications

Jn H1l alﬂ

Internet Explorer 7

Bl %

Programs
£y Documents L
E',f Settings 3

/-_:' Search

Help and Guppart

E? Run...

Windows XP Professional
&

OF shut

fall

Startup

Internet Explorer
Mozilla Firefox
Openiffice.org 3.0
QuickTime

Real

Windows Live

Yahoo! Messenger

ZEMwarks Desktop Management

Adobe Reader 9
Apple Software Update
Maovell iPrint

Adobe

Microsoft OFfice
Sophos

BEC iPlaver Deskkop
Windows Defender
TechSmith
Microsoft Silverlight

Accessibilicy »

-

Communications 4
Calculakor
Command Prompt

Mokepad

v v v

ETe] & N T

Svnchronize
wiordPad

b!q Backup
Entertainmnent :

4
4

Windows PowerShell

Disk-Defragrmerter
8 Files and Settings TransFar Wi
-u_"] Scheduled Tasks

il Syskern Information
5
e

Swskem Restore

Internet Explorer (Mo Add-ons

When you click on Disc Cleanup a window opens and the disc cleanup tool examines the hard drive and
calculates how much space can be saved. If there are a lot of temporary files this can take quite a long

time.
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|
;

\% Digk. Cleanup iz calculating bow much gpace you will be

able to free on Locallizk [C:]. Thiz may take a few
minutes to complete.

Calzulating...
(Em ] Cancel

Scanning. Compress old files
=,

et e O B T - 0 PR LT ol P

Once the potential free space has been calculated you will be shown a window where you can select the
areas of the disc you want cleaned up by ticking the check boxes on the left.
The space saved is shown on the middle of the window on the right.
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o9

2

o tou can uze Dizk Cleanup to free up to 3,725,461 KB of dizk
g space on LocalDizk [C:].

é to delete:
Downloaded Program Files

E . Temparary [nternet Files 1502k |
! Offline ‘Webpages KB |
E [] Recucle Bin 0FkEe

% \ Setup Log Files 1,362 KB [v]
i Total arount of dizk space you gain: I‘| 131,403 K, :l'
E B e

Downloaded Program Files are Actives controls and Java applets
downloaded automatically from the Intermet when pou view certain
pages. They are termporarily stared in the Downloaded Program

Filez folder an your hard dizk.
Q Wiew Files D

| | Cancel

If you click on View Files a list of files to be removed is displayed in a new window.
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S\Downloaded Program Files V ’E
I@ Proaram File Skakus Tokal Size Creation Date Last Accessed
2 @ {BFFBEESD-2C9C, .. Unknown 4 KB Mare Mare

pEmaae ] {E7BB3ESF-472F,.. Damaged Mone 19/11/2008 15:17  06/03/2012
E Java Runtime En... Installed Mone 25/11)2008 16:50  0&/03/2012

@ Java Runtime En... Installed Mone 10/11)2003 03:39  06/03/2012

r Places % E Shockwave Activ.,.  Instaled 4 kB 24)11)2008 15:49  06/03/2012

£ @ Shockwawve Flash,., Installed 1,845 KB 2802010 09:26  0&/03/2012
g, WINDOWS ] Windows Genuin...  Instaled 1,452 KB 20/03/2008 15:06  06/03/2012

T
If you are happy with the selection, close the window by clicking on the red cross. at the top right
of the window. Then click OK at the bottom of the Disc Cleanup window.

You will be prompted to confirm the action. Click on Yes.

x\_‘_#

.i‘j. fre you sure wou wank ko perform these actions?

Iri_'l.u-"h"'-u_,_,_,_rn-,..f"k.n.ul'lu

A progress bar is displayed showing you how far through the process the tool is.

The Dizk Cleanup utility iz cleaning up unneceszary files
arn your machine.

Cleaning up drive Locallisk [C:].
[ = Canicel

Cleaning:  Offline “'ebpages

When the process has finished, the window closes, and you will be returned to the desktop.
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34. Apple Mac Operating System

It is important to monitor the free space on your Apple Mac’s hard drive. To do this right click on the
hard disc icon on the desktop.

Macintosh HD

From the menu that appears, select Get Info:
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intosh HD

3 osh HD" to Disc...
Duplicate
Make Alias

Quick Look "Macintosh HD"

Copy "Macintosh HD" ntitled
folder
Clean Up Selection

Show View Options

Label:

New Email With Attachment
Folder Actions Setup...

This will bring up a window showing you the space used and free on the hard disc.
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=\ Macintosh HD Info

emmzza

|t

= | Macintosh HD

- Modified: 22 February 2012 13:21

¥ Spotlight Comments:

¥ GCeneral:

Kind:
Created:
Modified:
Version:

Volume
21 February 2012 09:31

22 February 2012 13:21
10.7.3

* WAC LS e
» 159.18 GB
Available:

Used:

148.8 GB
10,377,252,864 bytes (10.38 GB

on disk)

| | Shared folder

B More Info:

P Mame & Extension:

¥ Preview:

# Sharing &

Permissions:



35. Freeing up space by emptying the trash cans

Over a period of time, the trash cans can accumulate many files which cumulatively take up a lot of
space on the hard drive. To find out what is in trash, right click the icon on the dock.

Open

Empty Trash

This gives you two choices, to open trash or to empty it. It is recommended that you choose Open and

view the contents of trash just to make sure there is nothing that you cannot afford to lose.

FAVORITES
=l All My Files
‘a‘? AirDrop
EL?\; Applications
Izl Desktop
E] Documents
@ Downloads

— Movies

J7 Music

(5] Pictures

SHARED

E 3m-2uaf2...
E 3m-2uaf2...

=] 3m-fv3yzql
= 42003-lis

[=] 48907-sport

[
[
(] Recovered files r
[ Recovered files #1 r
[ Recovered files #2 r
[ ] Recovered files #3 r
¥ Snagit (57392)

| Dropbox 1.2.52.dmg

W Trash

= Pl | | X v | | E v

lion-connection-fix.zip
network-locations.zip

Snagit.dmg
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Mame

Kind

Size
Created
Modified
Last opened

Dropbox 1.2.52.dmg

Disk Image

19.3 MB

Wednesday, 15 February 2012
Wednesday, 15 February 2012 (
Wednesday, 15 February 2012



The trash contents are shown in the middle pane of the window.

To find out how big the file is select it and the right-hand pane on the window will show the size:

® 00 @ Trash
i) EEEeE)(E

=L All My Files = Dropbox 1.2.52.dmg

@ AirDrop E| lion-connection-fix.zip
i " network-locations.zip

¥ Applications [ ] Recovered files

Iz| Desktop (] Recovered files #1

M Documents [ ] Recovered files #2
] Recovered files #3

3 Downloads © Snagit (57392)

H Maovies | Snagit.dmg

Jo Music

Pictures

¥ ¥ ¥rT

Mame Snagit (57392)

SHARED
E 3m-2uag2... Size 26.5 MB !
Create uesday, January 2012 15:51

(= 3m-2ua92...
Modified Thursday, 23 February 2012 10
E] Bm_f”?"fqu Last opened Thursday, 23 February 2012 10

= 42003-lis Version 1.0.4
48907 -sport |

If you select a folder, the middle pane will show its contents.

87



“"®@006 (] Recovered files #2

[l

- Ol I

FAVORITES
=. All My Files . Dropbox 1.2.52.dmg . GftmpEAQ.. kemmmmmmm
@ AirDrop ("] lion-connection-fix.zip Untitled Disc b

i " network-locations.zip
# Applications (] Recovered files

Izl Desktop (] Recovered files #1

Bj Documents 7 Recovered files #2
[ ] Recovered files #3

£ Downloads ¥ Snagit (57392)
H Movies | Snagit.dmg

J7 Music

Pictures

I~
[
»
[

SHARED
E 3m-2ua92...

[E 3m-2ua92...

=) 3m-fv3yzql

=] 42003-lis

1 48907 -sport 1 0

If a single file is selected, the data is displayed like this.
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® 00

< ]

FAVORITES
=l All My Files
@ AirDrop
# Applications
IZI Desktop
E’j Documents
0 Downloads

H Movies
J7 Music

Pictures

SHARED

IE] 3m-fv3yzql
=] 42003-lis

B 3m-2ua92...
E 3m-2ua92...

48907-sport

T = LITERCI e CO

.| Dropbox 1.2.52.dmg

E| lion-connection-fix.zip

B network-locations.zip
[] Recovered files
(] Recovered files #1
[ ] Recovered files #2
[ ] Recovered files #3
¥ Snagit (57392)

| Snagit.dmag

-
==
-
-
._-I
-
L=
-
-
-
i.
=
-

bhbhdbb iR

L

ZIP

MName

Kind

S5ize
Created
Modified
Last opened

network-locations.zip

ZIP archive

372 KB

Tuesday, 21 February 2012 12
Tuesday, 21 February 2012 12
Tuesday, 21 February 2012 12

Any files or folders you might want to keep should be archived to CD/DVD, USB memory stick or
removable hard drive, see section 5.5 below.

To empty the trash, click on

Empty

prompted to confirm the action.
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at the top right of the trash window. You will be



Are you sure you want to permanently
erase the items in the Trash?

You can’t undo this action.

| Cancel |[ Empty Trash

Click on Empty Trash and all the data will be removed and the trash can icon will show it is empty.

You should follow this procedure to empty the trash cans in the individual applications of iPhoto, iMovie
and iTunes.

36. Creating an encrypted drive

The process on an Apple Mac is a little more complex in that you have to create an encrypted partition
on the Mac hard drive into which files are saved. The encrypted partition is then copied to a memory
stick or external hard drive.

B

First click on Mission Control,
Double click on the icon to open the utility.

I and find the disc utility
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é h A

7! 160.04 GB WDC WD160... |
| Macintosh HD

. Office Mac 2011.is0
.| My Secure Files.dmg
. Snagit-1.dmg . .
) Select a disk, volume, or image
. Snagit.dmg

~ Fredrick.dmg

a Freda

At the top centre of the window, select New Image and an image properties window will open.
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Where: | &Y Desktop A

: size:[[ 40 MB |

Format: |: Mac O5 Extended {lournaled)

Encryption: | 128-bit AES encryption (recommended)

Partitions: | No partition map

Image Format: | read /write disk image

| Cancel | m

You need to fill in the Save As pane with a name: in this example encrypted files has been chosen. In the
Size pane, select a size from the drop-down menu. Be aware that whatever size you choose will be the
size taken up on the memory stick or removable hard drive (any spare space is filled with stuffing data).
Leave the format as the default shown when the window opened. In the Encryption pane select 128-bit
AES encryption and leave the Partitions and Image Format at the defaults. When all is complete, click
on Create.

A new window will open asking you to create a password.
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Enter a new password to secure encrypted
- - files.dmg. If you forget this password you will
_ g not be able to access the files stored on this
i : image. Forgotten passwords cannot be
retrieved.

Passwordl sesssssss ?

\feriﬁr IIIIIIIIII

_., | I

Password Strength: Fair

@Emember password in my keychain

&) | Cancel | | OK j

As you enter the password, the password strength indicator will tell you how strong the password is.

Uncheck the Remember password in my keychain and click OK to continue. You will see an icon on the
desktop for the encrypted storage you have just created.

Nathaniel
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37. Using an encrypted drive on an Apple Mac
Create your document as normal, but when you save it, you can save it straight to the encrypted drive.
In the File menu, select Save As to open the properties window.

Save As: This is a test document | | ¥ |

Where v | Nathaniel |

= B
| | B s | S—————
Forma = otephen’s iMac s
1 Description :
The XML-based format i 2 ———— ot store VBA ma
|
Learn more about file form
\s5] Applications
|5 Desktop |
: (3] Documents
| Options... | | Compi | recommended
: : Downloads
Movies | Cancel |
(] Music T
H - (&l Pirtnrac -

The filename will be entered automatically from the first line of the document so you may wish to edit
it. Click on Where and from the drop-down pick list select the encrypted drive. Then click Save to save
the file in the encrypted drive.

Once the file(s) have been saved, the disc image needs to be dismounted. Drag the icon across the
desktop to the trash bin.
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Nathaniel

displayed on the desktop.
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' STEPHEN 3

Double click on the icon to open the drive and show its contents.
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‘@00

' STEPHEN 3

= - |

o EIJEY

FAVORITES
=. All My Files
@ AirDrop
r,ﬂg Applications
.| Desktop
@ Documents
G Downloads

E Movies
J7 Music

Pictures

SHARED

d CLUSTE... A

[E 3m-2ua92...
& 3m-2ua92...

=] 3m-fv3dyzql
=] 42003-lis

-Now drag the encrypted files.dmg icon either onto the disc icon or the open window.
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GEIEE) encrypted
files.dmg

A green + sign will appear as the icon is dragged followed by a progress window showing how much of
the file transfer has been completed.

000 Copy

Copying "encrypted files.dmg” to “STEPHEN 37

Zero bytes of 41.1 MB - Estimating time remaining...

When the transfer is complete, the encrypted image will be shown in the memory stick or removable
hard drive’s file window.
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800

(22 | = ol imi | [ 2% ] |

¥

FAVORITES = encrypted files.dmg

| = |
I 1

— All My Files
%} AirDrop

Finally drag the USB memory stick or removable hard drive icon to the trash bin to eject it.

You must do this before you remove the memory stick or removable hard drive.

38. Saving space by deleting files using an Apple Mac

To find files that are no longer required, have 0 bytes in them or are very large click on the Finder icon
on the dock.

This will open a window showing you all the storage areas you have access to.

If you start by selecting Desktop you will be able to clean up the desktop.
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FAVORITES i
= All My Files
@ AirDrop
gﬂlg Applications

@ Documents
€2 Downloads
H Movies
J7 Music

Pictures

SHARED

[E 3m-2ua9291...
[E 3m-2ua9291...

Im-fv3yzql
42003-lis
48265-xpvm
51937-lis
9999-lis

L2 All..

DEVICES
Q Kingston
Q Snagit
Q Snagit

r Ir

13

encrypted files.dmg files.dmg Fredrick.dmg

Lion Connection Fix My Secure Files.dmg MWetwork Locations

Office Mac 2011.is0 untitled folder

Look for any data with the file extension of .iso or .dmg. In the screenshot above there are examples of
both: these should be sent to trash. Double right click on an icon and select Move to trash from the

options presented.
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"
L Open
imem Open With >
Office Mac .
Cet Info

. Compress “Office Mac 2011.iso0" |
Burn “Office Mac 2011.is0" to Disc...
7 the trash can. ! Duplicate

ilestoacDor Make Alias
Quick Look "Office Mac 2011.isa"

Copy "Office Mac 2011.iso0”

Clean Up Selection
Show View Options

to navigat
Label:
[ 20007 H_-______
[ Acade
[ Admin

New Email With Attachment

The icon will disappear, “paper” will appear in the trash bin, and if sound is turned on, you will hear the
sound of rustling paper. Do this with any other .iso or .dmg data.

39. Finding files by size

To look at other areas where you have data stored, select them one at a time in the right pane of
Finder’s window. To be able to see the file size, you need to change the display by clicking on the
button.
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Desktop

P Fl= | T Q
F,a.,\.-'omT{g B T e — _TII

; All My Files = encrypted files.dmg 23 Feb 2012 11:53 41.1 MB
o | files.dmg 23 Feb 2012 10:19 41.1 MB
‘& AirDrop 4| Fredrick.dmg 23 Feb 2012 12:07 41.1 MB
EL-\"-; Applications &} Lion Connection Fix 22 Feb 2012 14:57 426 KB
== Desktop o My Secure Files.dmg 22 Feb 2012 15:13 513.1 MB
ey B i3 Network Locations 22 Feb 2012 13:46 --
@ Documents _

2 Snagit.dmg 16 Feb 2012 17:22 26 MBE
() Downloads » [ untitled folder 22 Feb 2012 16:00 -~

H Movies
[ .

File size is shown in the column to the right of the window together with information as to what the file
is. Files with O bytes or very large files can easily be identified. 0-byte files should be sent to trash.
Double right click the file and select Move to Trash from the options presented.

' B untitled folder A Open

Large files can be dealt with in the same way or archived to CD, DVD or a removable hard disc. See
section 5.5 below for details.

40. Finding files by date last opened

==
el

Click on the "= button at the top of the Finder window. From the drop-down list select
Date Last Opened and make sure it is ticked. If it is not, click on it to tick it.
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v Date Last Opened

Date Modified
Date Created
Size

Label

Ped  Pod Pod  Pud

None

Files will now be grouped according to when they were last accessed. They are grouped into the
following categories:

41. Files opened Today (not shown in the screenshot below)

42. Files opened Yesterday.

43. Files opened in the Previous 7 days.

44. Files opened in the previous 30 days.

45. Files opened Earlier than the previous 30 days.
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B = ITHRLIRE-ANE-Rd

Rl [l e oo B [ s 9 (o W [ W [ B [z W [l [l 18

Yesterday I
fea making procudures-2.dotx

Mew tea making procudures-1.dotx
Mew tea making procudures.dotx
Version Testing Document-3-1-1.docx
Version Testing Document-3-1.docx
Version Testing Document-3.docx
Version Testing Document-2.docx
Version Testing Document-1.docx
Version Testing Document.docx
Classroom document template-3.dotx
Classroom document template-2.dotx
Classroom document template-1.dotx
Classroom document template.dotx

Previous 7 Days

I_.!-\.

E R

£

A guide to File and...olent University.docx

Document template-1.dotx

Document template-2.dotx

Document template. dotx

2010 revue bids - vi...ting suite for MRS-2
2010 revue bids - vi...uite for MRS-1.xIsx

2010 revue bids - vi...uite for MR5-3.xIsx

2010 revue bids - vi...q suite for MRS.xI5x
LIS 5tudent Forum inc PP&PS 21-1.12.09.doc
LI5 5tudent Forum inc PP&PS 21.12.09.doc
About Downloads

r

Previous 30 Days

r

Dropbox 1-1.2.52.dmg

r

Earlier

Snagit-1.dmg

Date Modified
Yesierday 14:14

Yesterday 14:12
Yesterday 13:54
Yesterday 13:46
Yesterday 13:45
Yesterday 13:37
Yesterday 13:37
Yesterday 13:33
Yesterday 12:03
Yesterday 11:55
Yesterday 11:51
Yesterday 11:50
Yesterday 11:50

Today 12:08

28 February 2012 12:02
28 February 2012 12:02
28 February 2012 11:58
27 February 2012 15:49
27 February 2012 15:45
27 February 2012 15:45
27 February 2012 15:43
27 February 2012 15:41
27 February 2012 15:41
21 February 2012 10:26

15 February 2012 00:21

12 January 2012 14:58

By scrolling through the list rarely used files can be quickly identified. A decision can then be made as to
whether the files are kept as they are, are archived to CD, DVD or removable hard drive or sent to trash.

For archiving files, see section 5.5 below.

41. Deleting unwanted files

Any files not required should be deleted. First select the file, then double right click on it, and from the

drop-down menu presented, select Move to Trash.
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28 February 2012 11:58 6.3 ME Micros.. e

Open

© 2010 revue bids - vi...uite for MRS-1.xI

| 27 Fe ,

j 2010 revue bids - vi...uite for MRE—B.)(IN: Open With

| 2010 revue bids - vi...g suite for MRS.xIsx : -ane Y5 TrER

" US Student Forum inc PP&PS 21-1.12.09.doc 27 F:._

"1 US Student Forum inc PP&PS 21.12.09.doc 27 F¢  Cet Info

% About Downloads 21 F¢  Compress 2010 revue bids -...g suite for MRS
revious 30 Days Burn 2010 revue bids -...g suite for MRS-2" tc
Duplicate
= Dropbox 1-1.2.52.dmg 15 Ff Make Alias
mribar Quick Look "2010 revue bids -...g suite for MR
o) Snagit-1.dmg 12 Ja

Copy "2010 revue bids -...g suite for MR5-2"

Network Show View Options

Locations

to navigate to the file(s] you want La_bEI:
55, ™
NFD.8-F e Adrwin e e
E2 Augiting L 2000 Tenders = &dva
@54 Comtinuing Plan L Dwsiop Adms Cdl Academic Skils = Adva
S SHrCE L D& L Admin = b1 noEs #0 i . .
& enc B ALT-CHO0T Fewdack ﬂ e New Email With Attachment

Once all the redundant files are in the trash it should be emptied. To empty the trash, click on

Are you sure you want to permanently
erase the items in the Trash?

You can’t undo this action.

| Cancel ||| Empt',rTrash:

Click on Empty Trash and all the data will be removed and the trash can icon will show it is empty.
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42. Saving space by archiving files to a CD or DVC using an Apple Mac

Use Network Locations

compress.

= ~DF5INFO.EB-P
[ Asgs

[ ] Business Continuity Plan

[ ] Campus_Service
] CEO

[ Cross-faculty
|| DESKTOP.AFP
] FINANCE

] FMAS

[ ] HumanResources

&= lis
[ MCs
3 mig

Next right click on the filename to bring up a pick list as shown below.

Network
Locations

|| Admin

» [ Auditing
r [ ] Desktop Admin

r (] DR
F [ EDC

» [ Executive

» [ LaptopLoans

[ NATT
[ Private
P = Private.Ink
e &3 Public

»  [] RMS Reports
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to navigate to the file(s) you want to

(] 2010 Tenders ! C

[ Academic Skills

(] Admin - h...r notes etc
[ ] ALT-C2007_Feedback

(] BACS Program

(] blended_learning

1 Bliss

(] Budget

| C&WebPage
] Campus Cards
[ ] cherrypullinger
[ clare_pics

I

[

& (% |2

i

| | | |

~359
Adva
Adval

L2 _Email

Excel
xCe
Excel
Excel
Intert
Interr
Interr
IT Ski
IT Ski



[4] Email Culr...2011.docx
| Excel Inter.. .y 2011.doc '
™ Excel Inter...y 2011.doc  OPenN
1| Excel Inter...11.doc.zip Open With >
Excel Introduction.doc
W« Intermedia...5 Excel.pdf
« Intermedia.. erPoint.pdf Cet lnfo
« Intermedia...5 Word.pdf | Compress “Excel Intermediat...21st July 2011.doc” I
% IT Skills U...ly 2008.pdf urn "Excel Intermediat...2 15t July ‘doc" to Disc...
“ IT Skills U,..er 2008.pdf Duplicate
Lotus Note...2011.doc Make Alias

Office 200., Course.pdf i 1 i
PowerPoint 2010.docx Quick Look "Excel Intermediat...21st July 2011.doc

L_J September 2011 Copy "Excel Intermediat...2 1st July 2011.doc"
| Word 2010...2011.docx
| Word and...essment.xls Show View Options

Label:

A - e

Jove to Trash

! [=0i®

New Email With Attachment

From the list select Compress “filename” and a zipped file will be created appearing beneath the
uncompressed file.

- I Excel Inter y 2011.doc
=== ['| Excel Inter...11.doc.zip

The original (uncompressed) file should now be deleted otherwise no space saving has been achieved.

43. Document Revision Status

Date Changes Made Author

12/03/2012 | Initial release Stephen Harding
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