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1. INTRODUCTION 

Digital marketing has become an indispensable component of modern business strategy. 

The proliferation of the internet, smartphones, social networking platforms, search engines, and 

e-commerce websites has revolutionized the way organizations communicate with consumers. 

Unlike traditional advertising, digital platforms allow businesses to engage with consumers 

through personalized advertisements based on their online behavior, preferences, and purchasing 

history and online interactions.
1
 While these technological advancements have improved 

efficiency and customer engagement, they have also generated significant ethical concerns. 

Businesses increasingly rely on sophisticated data analytics, behavioral profiling, predictive 

algorithms, and AI-powered systems that influence consumer decision-making in subtle yet 

powerful ways. Such practices often raise questions regarding privacy, transparency, fairness, 

informed consent, and consumer autonomy. 

Ethics has therefore emerged as a fundamental pillar of responsible digital marketing. 

Ethical marketing requires organisations not only to comply with legal requirements but also to 

uphold the principles of honesty, transparency, fairness, accountability, respect for consumer 

autonomy, and social responsibility. Businesses that adhere to ethical practices foster consumer 

trust, strengthen corporate reputation, and contribute to sustainable commercial growth, whereas 

unethical marketing practices can undermine consumer confidence, distort market competition, 

and expose organisations to legal and reputational risks. 

In India, the regulation of digital marketing is governed by a combination of statutory 

enactments, including the Consumer Protection Act, 2019, the Consumer Protection (E-

Commerce) Rules, 2020, the Digital Personal Data Protection Act, 2023, and the Information 

Technology Act, 2000, supplemented by the self-regulatory framework developed by the 

Advertising Standards Council of India (ASCI). However, the rapid evolution of digital 
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technologies has exposed significant gaps in the existing legal framework, particularly in relation 

to artificial intelligence-driven advertising, algorithmic accountability, behavioural targeting, 

cross-border digital commerce, and emerging forms of deceptive online practices. The 

fragmented nature of the current regulatory regime underscores the need for a more 

comprehensive and future-ready approach to governing ethical digital marketing.  Against this 

backdrop, this paper critically examines the major ethical issues arising in digital marketing, 

analyses the existing legal and self-regulatory framework in India, reviews significant 

international regulatory developments, and proposes recommendations for strengthening ethical 

governance in the digital marketplace.  

2. CONCEPT OF ETHICS IN DIGITAL MARKETING 

Ethics in digital marketing refers to the application of moral principles, professional 

values, and responsible business practices to all forms of online marketing activities. It 

encompasses the obligation of businesses to conduct their digital marketing strategies in a 

manner that is honest, transparent, fair, and respectful of consumer rights. In an era where digital 

technologies enable organisations to collect, analyse, and utilise vast amounts of consumer data, 

ethical marketing extends beyond mere legal compliance and emphasises the importance of 

maintaining consumer trust and protecting individual dignity. Ethical digital marketing requires 

businesses to communicate truthful and accurate information, obtain informed consent before 

collecting or processing personal data, respect consumer privacy, avoid deceptive or 

manipulative advertising techniques, and ensure accountability for their marketing practices.
2
  

The fundamental principles of ethical digital marketing include honesty and truthfulness in 

advertising, transparency in commercial communications, fairness in promotional practices, 

protection of consumer privacy, accountability for marketing decisions, respect for consumer 

autonomy and informed choice, and a commitment to broader social responsibility.
3
 These 

ethical principles should govern every stage of the digital marketing process, from the collection 

and processing of data, content creation, targeted advertising and grievance redressal.
4
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3. MAJOR ETHICAL ISSUES IN DIGITAL MARKETING 

3.1 Privacy and Data Protection 

The invasion of consumer privacy is one of the most critical ethical concerns in digital 

marketing. In the digital economy, businesses collect vast amounts of personal information 

through websites, mobile applications, cookies, social media platforms, geolocation services, and 

online transactions to understand consumer behaviour and deliver personalised advertisements. 

While such data-driven marketing enhances consumer experience and business efficiency, it also 

raises ethical concerns when personal information is collected excessively, processed without 

informed consent, or shared with third parties without adequate transparency. The widespread 

use of artificial intelligence and data analytics has further intensified privacy concerns by 

enabling marketers to create detailed consumer profiles and predict purchasing behaviour. Such 

practices may compromise consumer autonomy and expose individuals to risks such as identity 

theft, unauthorised surveillance, and misuse of personal information.  

In India, the Digital Personal Data Protection Act, 2023 establishes a consent-based 

framework for processing digital personal data and imposes obligations on data fiduciaries to 

ensure lawful and transparent handling of personal information.
5
 The constitutional importance 

of privacy was affirmed by the Supreme Court in Justice K.S. Puttaswamy (Retd.) v. Union of 

India
6
, which recognised the right to privacy as a fundamental right under Article 21 of the 

Constitution. At the international level, the UNESCO Recommendation on the Ethics of 

Artificial Intelligence (2021) emphasises that digital technologies should be designed and used 

in a manner that respects human rights, privacy, transparency, and accountability. Accordingly, 

respecting consumer privacy is not merely a legal obligation but an ethical imperative that 

promotes consumer trust and strengthens the credibility of digital marketing practices. 

3.2 Misleading Digital Advertising 

Misleading digital advertising is one of the most prevalent ethical issues in online 

marketing, as it undermines consumer trust and impairs informed decision-making. Digital 

advertisements often exaggerate product performance, conceal material information, or make 
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false and unsubstantiated claims to attract consumers. Common examples include misleading 

health and nutritional claims, fabricated customer testimonials, manipulated product images, fake 

discounts, hidden subscription charges, clickbait headlines, and advertisements that omit 

important terms and conditions. Such deceptive practices create false expectations, influence 

consumer purchasing decisions unfairly, and distort competition in the digital marketplace. The 

rapid dissemination of advertisements through social media platforms, search engines, and e-

commerce websites further amplifies their impact, making it difficult for consumers to verify the 

authenticity of promotional claims. 

In India, the Consumer Protection Act, 2019 classifies misleading advertisements as an 

unfair trade practice and empowers the Central Consumer Protection Authority (CCPA) to 

investigate such advertisements, impose penalties, and prohibit their publication. The Guidelines 

for Prevention of Misleading Advertisements and Endorsements for Misleading 

Advertisements, 2022 require that advertisements be truthful, honest, and capable of 

substantiation, while prohibiting exaggerated claims that are likely to mislead consumers.
7
 

Similarly, the Advertising Standards Council of India (ASCI) mandates that advertisements 

must not abuse consumer trust or exploit their lack of knowledge and should present information 

fairly and accurately.
8
 The Hon’ble Supreme Court of India in Tata Press Ltd v. MTNL

9
, 

recognised commercial advertising as a form of commercial speech protected under Article 

19(1)(a) of the Constitution, subject to reasonable restrictions. The principle laid down in Tata 

Press Ltd v. MTNL, when considered in the light of Hamdard Dawakhana v. Union of India
10

, 

indicates that, advertisements which are false, misleading, or deceptive do not merit 

constitutional protection and may legitimately be regulated to safeguard public interest and 

consumer welfare. 

3.3 Behavioural Targeting and Consumer Manipulation 

Behavioural targeting has become a defining feature of digital marketing, enabling 

businesses to analyse consumers online activities and deliver highly personalised advertisements 
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through artificial intelligence (AI), machine learning, and predictive analytics. By collecting data 

such as browsing history, search patterns, purchase records, location information, and social 

media interactions, marketers can identify consumer preferences and tailor advertisements to 

maximise engagement and sales.  

Businesses may exploit consumers emotional vulnerabilities, encourage impulsive 

purchases through limited-time offers and artificial scarcity, or employ persuasive psychological 

techniques such as fear of missing out (FOMO), social proof, and repeated exposure to influence 

purchasing decisions.
11

 Such practices often operate without consumers being fully aware of the 

extent to which their behaviour is being monitored and influenced, thereby compromising their 

ability to make free, independent, and informed choices. Ethical digital marketing requires 

businesses to ensure that behavioural targeting serves legitimate commercial purposes without 

undermining consumer autonomy or exploiting cognitive biases. Responsible use of AI and data 

analytics should therefore prioritise transparency, informed consent, and respect for consumers 

freedom of choice, thereby fostering trust and fairness in the digital marketplace. 

3.4 Dark Patterns 

Dark patterns are deceptive user interface designs that manipulate consumers into making 

decisions that primarily benefit businesses rather than consumers. Common examples include 

hidden cancellation options, pre-selected subscription plans, confusing privacy settings, forced 

account creation, fake countdown timers, and difficult opt-out procedures. Such practices 

undermine informed consent, consumer autonomy, transparency, and fairness by influencing 

users to make choices they might not otherwise make. 

Recognising the growing misuse of these practices, the Department of Consumer Affairs 

issued the Guidelines for Prevention and Regulation of Dark Patterns, 2023, which classify 

practices such as false urgency, basket sneaking, subscription traps, interface interference, 

nagging, confirm shaming, and disguised advertisements as unfair trade practices. The 

Advertising Standards Council of India (ASCI) also requires digital advertisements and online 

interfaces to be transparent, truthful, and free from manipulative design practices. Ethical digital 
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marketing therefore demands user-centric interface designs that promote informed consumer 

choice, transparency, and accountability. 

3.5 Influencer Marketing Without Disclosure 

Influencer marketing has emerged as one of the most powerful and rapidly growing forms 

of digital advertising, owing to the significant influence that social media personalities exercise 

over consumer preferences and purchasing decisions. However, ethical concerns arise when 

influencers fail to clearly disclose that they have received monetary compensation, free products, 

or other commercial benefits in exchange for promoting a product or service. The absence of 

adequate disclosure blurs the distinction between genuine personal opinions and paid 

promotional content, thereby misleading consumers regarding the authenticity and impartiality of 

the endorsement. 

Undisclosed influencer marketing may take various forms, including hidden sponsorships, 

paid reviews presented as independent opinions, endorsements of unsafe or scientifically 

unverified products, and promotional content specifically targeted at children and other 

vulnerable groups. Children and adolescents are particularly susceptible to influencer 

endorsements because they often perceive influencers as trustworthy role models rather than 

commercial advertisers. Consequently, the failure to disclose commercial relationships may 

amount to a deceptive marketing practice that exploits consumer confidence. 

Recognising these concerns, the Advertising Standards Council of India (ASCI) has issued 

the Guidelines for Influencer Advertising in Digital Media, which require influencers to make 

clear, prominent, and unambiguous disclosures of material connections with advertisers through 

labels such as #Ad, #Sponsored, or equivalent disclosures. Similarly, the Central Consumer 

Protection Authority (CCPA), through the Guidelines for Prevention of Misleading 

Advertisements and Endorsements for Misleading Advertisements, 2022, mandates that 

endorsers exercise due diligence before making promotional claims and ensure that 

advertisements are truthful, transparent, and capable of substantiation.  

3.6 Fake Reviews and Ratings 
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Online reviews and ratings play a significant role in influencing consumer purchasing 

decisions, as consumers often rely on them to evaluate the quality and credibility of products and 

services. Ethical concerns arise when businesses manipulate these review systems by purchasing 

fake positive reviews, posting false negative reviews about competitors, using automated bots to 

generate artificial ratings, or suppressing genuine customer feedback. Such practices mislead 

consumers, distort fair competition, and undermine trust in digital marketplaces. 

The increasing use of artificial intelligence has further intensified this issue by enabling 

the large-scale generation of convincing fake reviews and testimonials. Ethical digital marketing 

therefore requires businesses to promote authentic customer feedback, prohibit fabricated 

reviews, and ensure that online ratings accurately represent genuine consumer experiences, 

thereby fostering transparency, fairness, and consumer confidence. 

3.7 Artificial Intelligence and Algorithmic Bias 

Artificial intelligence (AI) has become an integral component of digital marketing, 

enabling businesses to personalise advertisements, recommend products, and predict consumer 

behaviour through automated decision-making and data analytics. AI-driven algorithms analyse 

vast amounts of consumer data to determine which advertisements are displayed to specific 

individuals, thereby enhancing the efficiency and precision of targeted marketing. However, 

ethical concerns arise when these algorithms unintentionally produce biased or discriminatory 

outcomes due to the use of incomplete, inaccurate, or historically biased datasets. As a result, 

advertisements may be disproportionately targeted or withheld on the basis of characteristics 

such as gender, age, income, ethnicity, geographical location, or other socio-economic factors. 

Algorithmic bias can reinforce existing social inequalities by limiting equal access to 

employment opportunities, financial services, educational programmes, housing, or other 

essential products and services. Consumers are often unaware of how automated systems make 

these decisions, and the lack of transparency and explainability in AI-driven advertising further 

impedes accountability. Such practices raise serious ethical concerns regarding fairness, equality, 

non-discrimination, and consumer autonomy. Ethical digital marketing therefore requires 

businesses to ensure that AI systems are transparent, regularly audited for bias, and subject to 

meaningful human oversight to prevent discriminatory outcomes. 
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3.8 Greenwashing 

Greenwashing is an unethical marketing practice in which businesses falsely portray their 

products, services, or corporate activities as environmentally friendly or sustainable without 

adequate scientific evidence or verifiable substantiation. As environmental awareness among 

consumers continues to grow, many organisations seek to capitalise on this trend by making 

exaggerated or misleading environmental claims to enhance their brand image and attract 

environmentally conscious consumers. Common forms of greenwashing include exaggerated 

sustainability claims, misleading assertions of carbon neutrality, selective disclosure of 

favourable environmental information while concealing harmful practices, the use of vague 

terms such as "eco-friendly" or "green" without supporting evidence, and the display of false or 

unverified eco-labels.
12

 

Greenwashing not only undermines consumer trust but also places genuinely sustainable 

businesses at a competitive disadvantage by allowing unethical competitors to gain an unfair 

market advantage through false environmental claims. From an ethical perspective, businesses 

have a responsibility to ensure that all environmental representations are truthful, transparent, 

evidence-based, and capable of independent verification. The Advertising Standards Council 

of India (ASCI) has recognised the increasing prevalence of environmental claims in advertising 

and has issued Guidelines for Advertisements Making Environmental and Green Claims 

(2024), requiring advertisers to substantiate environmental claims with credible evidence and 

prohibiting vague, exaggerated, or misleading sustainability representations. 

3.9 Marketing to Children and Vulnerable Consumers 

Marketing directed at children and other vulnerable consumers presents significant ethical 

concerns because these groups often lack the knowledge, experience, or capacity to critically 

evaluate commercial communications. The widespread use of online gaming applications, in-app 

purchases, food and beverage advertisements, social media influencers, video-sharing platforms, 

and educational applications containing embedded advertisements exposes children to 

continuous commercial influence, often without their full understanding of its persuasive intent. 
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Such marketing practices may encourage impulsive purchases, unhealthy consumption habits, 

and unrealistic expectations, thereby compromising their best interests. 

Similarly, elderly individuals, persons with limited digital literacy, and economically 

disadvantaged consumers are particularly vulnerable to misleading digital marketing practices. 

These groups may find it difficult to identify deceptive advertisements, distinguish sponsored 

content from genuine information, or understand complex subscription models and privacy 

policies.  

3.10 AI-Generated Content and Deepfakes 

The rapid advancement of artificial intelligence (AI) has transformed digital marketing by 

enabling the creation of highly realistic text, images, audio, and videos for promotional purposes. 

AI-powered tools can generate personalised advertisements, synthetic voices, virtual influencers, 

and visually convincing promotional content with minimal human intervention. While these 

technologies enhance creativity and marketing efficiency, they also raise significant ethical 

concerns regarding authenticity, transparency, and consumer trust. 

One of the most pressing ethical challenges is the use of deepfake technology, which 

employs AI to create or manipulate audio-visual content that convincingly imitates real 

individuals. This technology can be misused to produce fabricated celebrity endorsements, AI-

generated product reviews, synthetic influencers, and promotional videos that falsely portray 

individuals as endorsing products or services without their knowledge or consent.
13

 Ethical 

digital marketing therefore requires businesses to clearly identify AI-generated content, obtain 

consent before using an individual's likeness, ensure the authenticity of endorsements, and 

establish robust governance mechanisms to prevent the misuse of AI technologies in advertising. 

4. LEGAL FRAMEWORK GOVERNING ETHICAL DIGITAL MARKETING IN INDIA 

India regulates ethical digital marketing through a combination of statutory enactments, 

subordinate legislation, regulatory guidelines, and industry-led self-regulatory mechanisms. The 

Consumer Protection Act, 2019 serves as the principal legislation for protecting consumers 
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against unfair trade practices and misleading advertisements. It empowers the Central 

Consumer Protection Authority (CCPA) to investigate deceptive advertisements, prohibit their 

publication, and impose penalties on manufacturers, advertisers, publishers, endorsers, and 

service providers. The Consumer Protection (E-Commerce) Rules, 2020 further regulate 

online marketplaces by prescribing duties for e-commerce entities, promoting transparency, 

ensuring fair business practices, and protecting consumer rights in digital transactions. 

With the increasing reliance on data-driven marketing, the Digital Personal Data 

Protection Act, 2023 assumes significant importance by establishing a consent-based framework 

for the collection, processing, storage, and transfer of digital personal data. The Act imposes 

obligations on data fiduciaries to ensure lawful, fair, and transparent processing of personal 

information while recognising the rights of data principals. Additionally, the Information 

Technology Act, 2000 provides the legal foundation for electronic transactions, cybersecurity, 

and intermediary liability, thereby supporting the regulation of digital commerce and online 

platforms.
14

 Depending upon the nature of the advertisement and the products involved, other 

sector-specific legislations such as the Legal Metrology Act, 2009, the Food Safety and 

Standards Act, 2006, and the Drugs and Magic Remedies (Objectionable Advertisements) 

Act, 1954 also regulate product representations and advertising claims. 

Alongside statutory regulation, the Advertising Standards Council of India (ASCI) 

plays a pivotal role as the country's principal self-regulatory body for advertising. Through its 

Code for Self-Regulation of Advertising Content in India, Guidelines for Influencer Advertising 

in Digital Media, Guidelines for Advertisements Making Environmental/Green Claims, and 

Guidelines for Advertisements Featuring Virtual Digital Influencers, ASCI promotes ethical 

advertising by requiring advertisements to be truthful, transparent, socially responsible, and free 

from misleading representations.  

Despite the existence of these legislative and self-regulatory measures, India's regulatory 

framework remains fragmented, with different aspects of digital marketing being governed by 

multiple statutes and regulatory bodies. The absence of a comprehensive statutory framework 

specifically addressing ethical digital marketing, artificial intelligence-driven advertising, 

algorithmic transparency, behavioural targeting, and cross-border digital advertising continues to 
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pose significant regulatory challenges. Therefore, there is an increasing need for a unified legal 

framework that comprehensively addresses the ethical, technological, and consumer protection 

issues arising from the rapidly evolving digital marketing ecosystem. 

5. GLOBAL REGULATORY DEVELOPMENTS 

The rapid expansion of digital marketing has prompted several jurisdictions to adopt 

comprehensive legal and regulatory frameworks to address emerging ethical challenges such as 

data privacy, misleading advertising, algorithmic accountability, platform responsibility, and 

consumer protection. These international developments provide valuable guidance for countries 

such as India in designing a robust and coherent regulatory framework for digital marketing. 

The European Union (EU) has established one of the world's most comprehensive 

regulatory regimes governing digital markets and online advertising. The General Data 

Protection Regulation (GDPR) strengthens the protection of personal data by requiring lawful 

processing, informed consent, transparency, and accountability in the collection and use of 

consumer information. Complementing the GDPR, the Digital Services Act (DSA) imposes due 

diligence obligations on online platforms by requiring greater transparency in digital advertising, 

content moderation, algorithmic accountability, and protection against illegal or deceptive online 

content. The Digital Markets Act (DMA) further promotes fair competition by regulating the 

conduct of large digital platforms, commonly referred to as "gatekeepers," and seeks to prevent 

anti-competitive practices while ensuring greater consumer choice and market fairness.  

In the United States, the Federal Trade Commission (FTC) serves as the primary 

regulatory authority overseeing digital advertising and consumer protection. The FTC actively 

enforces laws against deceptive advertising, misleading endorsements, unfair business practices, 

and undisclosed influencer marketing. Through its Endorsement Guides and Disclosures for 

Social Media Influencers, the FTC requires influencers and advertisers to clearly disclose 

material connections with brands and ensures that advertising claims are truthful and 

substantiated. 

Similarly, the United Kingdom regulates digital advertising through the Advertising 

Standards Authority (ASA) and the Competition and Markets Authority (CMA). These 

authorities monitor misleading advertisements, influencer marketing, online endorsements, and 
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digital promotions, while ensuring compliance with advertising codes that promote honesty, 

transparency, and social responsibility.
15

 

The regulatory approaches adopted by these jurisdictions demonstrate a growing 

international consensus that ethical digital marketing requires comprehensive legal safeguards, 

effective regulatory oversight, and greater accountability of digital platforms. These global 

developments provide useful models for strengthening India's regulatory framework and 

addressing emerging challenges associated with artificial intelligence, behavioural advertising, 

influencer marketing, and cross-border digital commerce. 

6. SUGGESTIONS AND RECOMMENDATIONS 

The evolving nature of digital marketing necessitates a comprehensive and future-oriented 

regulatory framework that effectively balances technological innovation with consumer 

protection. Although India has introduced several statutory and self-regulatory measures to 

address ethical concerns in digital advertising, the existing framework remains fragmented and 

reactive. Therefore, a holistic approach combining legislative reforms, technological governance, 

industry self-regulation, and consumer empowerment is essential to ensure ethical digital 

marketing practices. 

 Enact a Comprehensive Digital Advertising Law: Introduce a dedicated legislation to 

regulate digital advertising and address emerging ethical issues. 

 Establish a Digital Advertising Regulatory Authority (DARA): Create an independent 

statutory body to oversee digital advertising practices and ensure regulatory compliance. 

 Enhance AI Transparency: Mandate transparency and accountability in AI-driven 

advertising algorithms and automated decision-making. 

 Label AI-Generated Content: Require clear disclosure of AI-generated advertisements, 

virtual influencers, and deepfake content. 
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 Strengthen Influencer Marketing Regulations: Ensure mandatory disclosure of paid 

partnerships and hold influencers accountable for misleading endorsements. 

 Prohibit Dark Patterns: Strictly regulate manipulative interface designs that undermine 

informed consumer consent. 

 Strengthen Data Privacy Protection: Ensure informed consent, responsible data collection, 

and strict compliance with data protection laws. 

 Impose Stricter Penalties: Introduce stronger penalties for misleading advertisements, fake 

reviews, greenwashing, and deceptive digital marketing practices. 

 Promote Consumer Awareness: Conduct digital literacy programmes to educate consumers 

about online advertising, privacy rights, and deceptive marketing techniques. 

 Encourage International Cooperation: Strengthen collaboration with international 

regulatory authorities to address cross-border digital advertising and emerging technological 

challenges. 

Implementing these measures would promote transparency, fairness, accountability, and 

consumer confidence while supporting the sustainable growth of the digital marketing 

ecosystem. 

7. CONCLUSION 

Digital marketing has fundamentally transformed the global business landscape by 

creating unprecedented opportunities for innovation, consumer engagement, and economic 

growth. However, the rapid integration of artificial intelligence, big data analytics, behavioural 

targeting, influencer marketing, and immersive digital technologies has also intensified ethical 

challenges relating to consumer privacy, transparency, algorithmic bias, deceptive advertising, 

and platform accountability. The existing legal regime remains fragmented and largely reactive. 

The absence of a comprehensive statutory framework specifically addressing emerging 

technologies such as artificial intelligence, deepfakes, virtual influencers, algorithmic 

advertising, and cross-border digital marketing highlights the need for progressive legal reform. 
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Looking ahead, the future of ethical digital marketing should be guided by the principles 

of transparency, accountability, fairness, privacy, and human-centric innovation. 

Regulatory frameworks must evolve from conventional rule-based approaches to adaptive, 

technology-neutral models capable of responding to rapid technological advancements.  

In the coming decade, emerging technologies such as generative artificial intelligence, the 

metaverse, augmented and virtual reality, blockchain-based advertising ecosystems, and 

autonomous digital agents are likely to redefine the relationship between businesses and 

consumers. A proactive and future-oriented regulatory framework that integrates legal safeguards 

with technological innovation will not only strengthen consumer confidence but also foster 

responsible business practices and sustainable digital economic growth. Ultimately, the success 

of digital marketing in the twenty-first century will depend not merely on technological 

advancement but on its ability to uphold ethical values, protect consumer rights, and promote a 

transparent, inclusive, and trustworthy digital marketplace. 
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