Tax Consultant security checklist

Review each item in this checklist to ensure you are meeting compliance standards set forward by the IRS 4557 publication and your written information security plan or WISP. It is recommended that you work with a cyber security professional to ensure the standards meet compliance recommendations. 

Designation of data and security coordinator:
· The coordinator is ___________________________________(name)
· They can be contacted ______________________________ (email) 
· They can also be contacted __________________________ (Phone)

The coordinator will conduct annual reviews of the items listed below to ensure compliance. The coordinator will maintain the Principle of Least Privilege (PoLP) by ensuring each user has access only to what they need and contractors and employee access is revoked or limited as needed. The coordinator will stay up to date on cyber security threats and take action when needed to mitigate these threats. 

Administrative safeguards:

· Each user account has been audited to determine they have access to only what they need to perform their duties. Personally Identifiable information (PII) is restricted to trusted individuals only on secure devices.
· All new employees or contractors have signed a confidentiality agreement that ensures they will not share or mishandle PII.
· All employees have been trained in identifying cyber security threats, password complexity requirements and maintenance and understand their role in protecting information they have access to. (Annual)
· All employees and contractors that no longer work for the business have had their access revoked. All assets they had access to are returned and in safe custody. 

Technical Safeguards:
· Multi Factor Authentication (MFA) is enabled for all accounts that access or handle personal information, including but not limited to: banking websites, Office 365 login accounts, browser sync accounts like google, web based Software as a service providers like Thomson Rueters, IRS websites, email accounts… 
· Passwords are meeting the minimum level of complexity, 16 character recommended, combining letters numbers and symbols, are not shared, and are not written down or visible to others. (secure password managers should be used to maintain these passwords)
· Computers lock after a maximum of 5 minutes of inactivity, screen privacy filters are used in public spaces. 

Data safeguards in transit and at rest:
· All computers and mobile devices with access to PII are encrypted (BitLocker PC, File Vault Mac). The devices are catalogued and tracked. Data is destroyed when  the device not in use or disposed of.
· PII is sent via encrypted channels, this means encrypted email or secure software as a service portals. Uploads of information come through secure portals that meet at least TLS 1.3 or AES 256 encryption standards.
· The network is secured using a stateful firewall. Access is restricted to individuals within the organization. Guest use is restricted to segmented and isolated networks. 
· All PC’s have antivirus enabled and updated, Endpoint Detection and Response software or EDR. This can include Huntress, CrowdStrike, sentinel one or Microsoft defender for endpoint. 
· All operating systems and software receive automatic updates within 7 days of availability. Security patches are applied as soon as possible. 
· Staff are strictly prohibited from accessing client tax software, email, or taxpayer PII over unencrypted public or shared Wi-Fi networks (e.g., airports, hotels, coffee shops) unless an encrypted VPN tunnel is active.
Data protection: 
· For individual PC’s data is backed up and preserved, (this can be through OneDrive for business on PC). For onsite servers we recommend using CrashPlan, which is an encrypted/immutable cloud backup service. 
· Data in backups is routinely checked for consistency to ensure it is available should it be necessary. For services like CrashPlan, weekly notices are sent declaring the backups integrity and availability. 
· All data related to tax records is stored in a secure location for at least 7 years. Devices no longer in use that stored information are destroyed in compliance with DoD/ NIST compliance standards. This means wiping the Data drives by overwriting them with blank data 3 times or more for mechanical disks or using encrypted overwrites and physical destruction for SSD’s and then disposing of them securely. NIST SP 800-88 Rev. 1
Physical Safeguards:
· Doors and windows will be locked and secured outside of business hours. Visitors will be escorted and have their admission to the property logged. 
· Paper records are stored in locked cabinets when not in use. 
· No sensitive documents that include PII are left on desks or outside of secure storage containers. 
· Documents that contain PII are destroyed securely after their lifecycle ends. 
· All physical devices (computers and mobile devices) that contain PII are securely destroyed after their lifecycle ends. Refer to NIST 800-88 standards for proper disposal methods. 

Incident Response and Data Breach Protocol
In the event of a suspected or confirmed compromise, unauthorized access to systems, ransomware infection, or unauthorized disclosure of client Personally Identifiable Information (PII) or Sensitive PII (SPII), the security coordinator and firm staff will execute the following containment and reporting procedures:

Step 1: Immediate Technical Containment & Preservation
· Disconnect affected workstations and servers from local network (unplug Ethernet cables and disable Wi-Fi immediately).
· Do not power off or reboot affected systems; leave them powered on to preserve volatile memory (RAM) and running processes for forensic investigation.
· Immediately change credentials across all corporate email accounts, administrative portals, and cloud tax preparation software from an uncompromised, separate device.
· Revoke all active session cookies and tokens across Microsoft 365, Google Workspace, and tax preparation software portals.
Step 2: Mandatory Federal and State Regulatory Notifications
· IRS Stakeholder Liaison Notify the local IRS Stakeholder Liaison immediately. (Reporting early enables the IRS to monitor and block fraudulent tax returns attempted under your clients’ SSNs or your firm’s EFIN/PTIN).
Local IRS Liaison Name / Phone: _________________________________________
· State Tax Agencies Notify the state tax agency in every state where affected clients reside.
· Cybersecurity and Infrastructure Security Agency (CISA) Report major ransomware or advanced persistent threat activity via report@cisa.gov or local CISA representatives.
· Federal Law Enforcement File a report with the FBI Internet Crime Complaint Center (IC3) at ic3.gov or contact the local FBI field office cyber division.
· Step 3: Client and Insurance Notification
· Cyber Liability Insurance Carrier Contact the insurer's claims department immediately. Most policies mandate reporting within 24 to 72 hours and provide vetted digital forensic and legal incident counsel.
Policy Provider & Claims Hotline: _________________________________________
· Affected Client Notifications Provide written notification to affected taxpayers in strict compliance with applicable state data breach notification laws and FTC requirements.
· Credit Monitoring Offer appropriate identity theft monitoring services to affected clients if sensitive tax documents or financial accounts were exposed.

Annual review and Plan Maintenance
This WISP is a living document. The Data Security Coordinator must review and update this document at least once per year (prior to tax season) or immediately following:
-A material change in Firm operations or office location.
-Implementation of new tax software, hardware, or cloud services.
-A security incident or near-miss event.
-Changes in federal (IRS/FTC) or state regulatory requirements

I certify that this Written Information Security Plan reflects the operational safeguards, administrative policies, and security measures
currently enforced by (your business name) : ________________________
Data Security Coordinator Approval:
Signature: ___________________________
Printed Name: _______________________
Title: ____________________
Date: _____________
Firm Owner / Principal Approval:
Signature: __________________________




