Full Python Code: Extremely Strong Password
Generator

Very-hard-to-break determnistic password generator.

Requi renent s:
pip install argon2-cffi

Not es:

- MJST set environnment variable LIFETIME_PW PEPPER to a |long secret stored in a secure vault.

- Strongly recommended: generate and securely store a per-user high-entropy 'user_secret' (32+ bytes).
- Tune Argon2 parans for your deployment after benchmarking.

i mport os

import hashlib

i mport hmac

i mport base64

inmport math

import secrets

fromdatetine inport datetine

fromtyping inport Any, Dict, List, Optional

try:
fromargon2.low | evel inport hash_secret_raw, Type as Argon2Type
except Exception:
raise InportError("argon2-cffi required. Run: pip install argon2-cffi")

DEFAULT_ARGON2_TI ME = 6
DEFAULT_ARGON2_MEMORY_KI B = 262144
DEFAULT_ARGON2_PARALLELI SM = 4
DEFAULT_ARGON2_HASHLEN = 128 # large internal key
DEFAULT_PASSWORD LENGTH = 48 # | ong password
# character pool: reasonably safe ASCI| printable set
CHAR POOL = (

"abcdef ghi j kl mopgr st uvwxyz"

" ABCDEFGHI J KLMNOPQRSTUVWKYZ"

"0123456789"

"INTHSUR (), - <=>?2@\\ ] {|}~" # many printable punctuation

hi gher -> sl ower/stronger
256 M B (increase if you can)

H*+ #*

# Hel pers: nornalize and flatten

def normalize_value(v: Any) -> str:
if v is None:
return "None"

if isinstance(v, (int, float, bool)):
return str(v)
if isinstance(v, datetine):
return v.isoformat()
if isinstance(v, (list, tuple, set)):
items = sorted(normalize_value(x) for x in v)
return "[" + ",".join(itens) + "]"
if isinstance(v, dict):

items = sorted((str(k), normalize_value(vv)) for k, vv in v.itens())
return "{" + ", " join(f"{k}:{w}" for k, w initems) +"}"
return str(v)

def collect_and_flatten(data: Dict[str, Any]) -> bytes:
parts: List[str] =[]
for key in sorted(data.keys()):
parts. append(f"{key}={normalize_val ue(datal key])}")
joined = "|".join(parts)



return joi ned. encode("utf-8")

def pre_hash_master(master_bytes: bytes) -> bytes:
# SHA3-512 prehash for structure hiding
return hashlib. sha3_512(nast er _bytes). di gest ()

def conbi ne_w th_user_secret_and_pepper (prehashed: bytes, user_secret: bytes, pepper: bytes)
Conbi ne deterministically and securely:
HMAC- SHA512 keyed by pepper over (prehashed || user_secret)
return hmac. new pepper, prehashed + user_secret, hashlib.sha512). di gest()
B om e e e e e e e e e e e e e e oo -
# Argon2 derivation
B oo m e e e e e e e oo -
def derive_argon2(master_key: bytes,
salt: bytes,
time_cost: int,
menory_cost _ki b: int,
paral lelism int,
hash_len: int) -> bytes:
# Argon2i d raw out put
return hash_secret_raw(secret=master_key,
salt=salt,
time_cost=tine_cost,
menory_cost =menory_cost _ki b,
paral l el i smeparal lelism
hash_I en=hash_| en,
type=Ar gon2Type. | D)
B om e e e e e e e e aee e o -
# Expand and nap to password
B oo m e e e e e e e iaaao -
def hkdf _expand(key_material: bytes, info: bytes, length: int) -> bytes:
# Sinpl e HKDF- SHA256 expand
prk = hashlib. sha256(key_naterial ). digest()
okm = b""
previous = b""
i =1
while len(okm) < length:
di gest = hmac. newmprk, previous + info + bytes([i]), hashlib.sha256).digest()
okm += di gest
previous = digest
i +=1
return okni: | ength]
def bytes_to_password(bytes_seq: bytes, length: int, require_classes: bool = True) -> str:

pool = CHAR POOL

out _chars: List[str] =[]

pos =0

classes = [
"abcdef ghi j kl mopgr st uvwxyz",
" ABCDEFGHI JKLMNOPQRSTUVWKYZ" ,
"0123456789",
TINTHSUR (), - <=>2@\N ] (] "

] if require_classes else []

def pick(bslice: bytes, chars: str) -> str:
num = int.frombytes(bslice, "big")
return chars[num % | en(chars)]

for cls in classes:

-> bytes:

b = bytes_seq[pos: pos+4] if pos+4 <= len(bytes_seq) else (bytes_seq[pos:] + bytes_seq[:4 - (len(

out _chars. append(pi ck(b, cls))
pos += 4

whil e | en(out _chars) < |ength:

b = bytes_seq[ pos: pos+4] if pos+4 <= | en(bytes_seq) el se (bytes_seq[pos:] + bytes_seq[:4 - (len(



out _chars. append(pi ck(b, pool))

pos += 4
order_key = hmac. new bytes_seq, "".join(out_chars).encode("utf-8"), hashlib.sha256). digest()
indices = list(range(len(out_chars)))
j =0
for i in range(len(indices)-1, 0, -1)
swap_w th = order_key[j % en(order_key)] % (i+1)
indices[i], indices[swap_with] = indices[swap_with], indices[i]
i +=1
shuffled = [out_chars[i] for i in indices]
return "".join(shuffled)

# Hi gh-level API

def generate_extrenely_strong_password(user_data: Dict[str, Any],

salt_identifier: str

user _secret: Optional [bytes] = None

password_l ength: int = DEFAULT_PASSWORD LENGTH

time_cost: int = DEFAULT_ARGON2_TI ME

menory_cost _kib: int = DEFAULT_ARGON2_MEMORY_KI B
parallelism int = DEFAULT_ARGON2_PARALLELI SM

hash_l en: int = DEFAULT_ARGON2_HASHLEN) -> Dict[str, Any]:

pepper _env = o0s. environ. get ("LI FETI ME_PWD_PEPPER")
if not pepper_env:

rai se RuntineError("PEPPER not set. Set LIFETI ME_PWD PEPPER env var to a long secret stored in v
pepper = pepper_env. encode("utf-8")

created_secret = Fal se

if user_secret is None
user_secret = secrets.token_bytes(32)
created_secret = True

master_bytes = collect_and_flatten(user_data)

prehashed = pre_hash_nast er (mast er _byt es)

conbi ned = conbi ne_w th_user_secret _and_pepper (prehashed, user_secret, pepper)
salt = hashlib.sha256(salt_identifier.encode("utf-8")).digest()

arg_key = derive_argon2(master_key=conbi ned
sal t=sal t
time_cost=tine_cost,
menory_cost _ki b=nmenory_cost _ki b
paral |l el i snmeparal |l el i sm
hash_| en=hash_| en)

need_bytes = max(password_length * 4, 128)

expanded = hkdf _expand(arg_key, info=b"lifetinme-password-v1l", |ength=need_bytes)
pwd = bytes_to_password(expanded, password_l ength, require_classes=True)
entropy_est = estimate_entropy(pwd : = pwd)

result = {
"password": pwd,
"entropy_bits_estimate": entropy_est,
"salt_b64": base64. b64encode(salt).decode("utf-8")
"argon2_parans": {
"tine_cost": tine_cost,
"menory_cost_ki b": menory_cost_kib
"parallelism: parallelism
"hash_l en": hash_l en

}

assword_| ength": password_| ength
"note": "Store user_secret (if newly generated) securely. PEPPER nust be secret."”

if created_secret:

resul t["generated_user_secret_b64"] = base64. b64encode(user_secret).decode("utf-8")
return result



def estinmate_entropy(password: str) -> float:
pool =0
if any(c.islower() for c in password): pool += 26
if any(c.isupper() for c in password): pool += 26
if any(c.isdigit() for c in password): pool += 10
if any(c in "I\"#$9%& ()*+,-./:;<=>?2@\\]*_"{|}~" for c in password): pool += 32
if pool == 0:
return 0.0
return math. |l og2(pool) * |en(password)

S
# Exanpl e usage

B e e e e e e e eeeeeeoos
if _name__ =="__main__

example = {
"birthdate": "1987-05-14",
"inportant_dates": ["2005-06-20", "2010-09-01", "2019-11-02"],
"favorite_nunbers": [3, 7, 42],
"hei ght _cni': 178,
"wei ght _kg": 75,
"phone_l ast4": "4321",
}
out = generate_extrenely_strong_password(exanpl e, salt_identifier="user@xanple.conl', user_secret=Nc
passwor d_| engt h=48,
ti me_cost =6,
menory_cost _ki b=262144,
paral |l el i sme4,
hash_| en=128)

print("Password:", out["password"])
print("Entropy estimate (bits):", round(out["entropy_bits_estimte"], 2))
if "generated_user_secret_b64" in out:

print("Generated user_secret:", out["generated_user_secret_b64"])
print("Argon2 parans:", out["argon2_parans"])

print(out["note"])



