Go Program: Life Data Based Password Generator

Below is the complete Go code:
package main

i mport (

m" bufio"

m"crypt o/ sha256"
i fnt”

m"0s"

m"strconv"”
m"strings"

)

/] Charset: characters used for password generation
var charset = []rune("abcdefghijkl mmopqr st uvwxyzABCDEFGHI JKLMNOPQRSTUWKYZ0123456789! @$%&* () - _=+[]1{} <>7?

/1 function to get input from user
func ask(pronpt string) string {
mfnt.Print(pronpt + ": "

mreader := bufio. NewReader (os. Stdin)

minput, _ := reader.ReadString('\n")
mreturn strings. Tri nBSpace(i nput)
}

/1 convert bytes into a password string
func bytesToPassword(hash []byte, length int) string {
mvar pw []rune

mcsLen := |l en(charset)

mfor i :=0; i <length; i++ {

mmidx := int(hash[i%en(hash)]) % csLen
mmpw = append(pw, charset[idx])

m}

mreturn string(pw

}

/1 hash function with iterations

func hashWthlterations(input string, iterations int) []byte {
mdata := []byte(input)

mfor i :=0; i <iterations; i++ {

mmhash : = sha256. Sun56(dat a)

mmdata = hash[:]

u}

mreturn data

}

func main()

mfnt.Println("=== Detailed Life Data Based Password Generator ===")

mfnt. Println("Answer the questions (you can | eave blank). Same answers will always generate the sane pas
mfmt . PrintIn("---c-ommmo oo ")

m// --- Personal Information ---
mful | Nane : = ask("Full Nane")

mbirthDate : = ask("Birth Date (DD MM YYYY)")
mbirthTime := ask("Birth Time (HH: MVY)")
mbirthCity := ask("Birth Gty")

midLast4 := ask("ID Passport Last 4 Digits")
mphonelLast4 : = ask("Phone Nunmber Last 4 Digits")

m// --- Physical Infornation ---

mshoeSi ze : = ask("Shoe Size")

mhei ght := ask("Height (cm")

mvwei ght : = ask("Weight (kg)")

msi bl i ngCount := ask("Nunmber of Siblings")

mchil dCount := ask("Nunber of Children")

meyeCol or := ask("Eye Color (word instead of nunber)")

m// --- Education & Career ---
mgradYear := ask("Gaduation Year")
mschool Nunmber : = ask("School Number")



muni versityYear := ask("University Entry Year")

menpl oyeel D : = ask("Enpl oyee/ Student |D")

mfirstJobYear := ask("First Job Year")

mdepartnent := ask("Departnent/Field (e.g. Conputer Engineering)")

m// --- Financial ---

mcardLast4 : = ask("Bank Card Last 4 Digits")

mij banLast3 : = ask("IBAN Last 3 Digits")
mfirstSalaryYear := ask("Year of First Salary")
mfirstSalary := ask("First Salary Anpunt")
mfavoriteNunber := ask("Favorite Number")

m// --- Technology & Daily Life ---

mcarPlate : = ask("Car Plate Code")

mpost al Code : = ask("Postal Code")

mfirstHouseNo := ask("First House Address Nunmber")
mnarriageYear := ask("Marriage Year")

mpcRAM : = ask(" Conputer RAM (GB)")

mphoneYear := ask("Phone Mdel Year")

mosVersion : = ask("Operating System Version")

m// --- Extra ---

mpet Nane : = ask("Pet Nane")

mfavCol or := ask("Favorite Col or")

m| uckyWord : = ask("Lucky Word")

mcustom nput := ask("Extra Custom Data (e.g. project name, nenory, etc.)")
m// --- Password settings ---

mpwienStr := ask("Password Length (e.g. 20)")
miterStr := ask("Nunber of Iterations (e.g. 50000)")

mpwien := 20

mif pwienStr !'="" {

mmif v, err := strconv.Atoi (pwenStr); err == nil & v > 0 {
mmmEpwen = v

am}

u}

miterations := 50000

mif iterStr !=""

mmif v, err strconv. Atoi (iterStr); err == nil & v > 0 {
mmmjterations = v
am}

n}

m// --- Conbine all inputs ---

mallInputs := fullNane + birthDate + birthTine + birthCty + idLast4 + phonelLast4 +
mmshoeSi ze + height + weight + siblingCount + childCount + eyeCol or +

mmgradYear + school Nunber + universityYear + enployeelD + firstJobYear + department +
mmcardLast4 + ibanLast3 + firstSalaryYear + firstSalary + favoriteNunber +

mmcarPl ate + postal Code + firstHouseNo + narriageYear + pcRAM + phoneYear + osVersion +
mmpet Nanme + favCol or + |uckyWrd + custom nput

m// --- Hashing with iterations ---
mfinal Hash : = hashWthlterations(alllnputs, iterations)
m// --- Cenerate password ---

mpassword : = bytesToPassword(final Hash, pwLen)

mfmt . Println( - e m e e ")

mfnt. Println("CGenerated Password: ", password)

mfnt.Println("Note: Same answers + sane settings will always generate the sane password.")
mfnmt.Printf("lterations: % | Length: %l\n", iterations, pwLen)

}



