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INTRODUCTION

T his manual serves as a comprehensive resource, strategically designed to assist users in the accurate
replication of the Windows Server based off the memo sent by the HOHOHO company. Offering detailed
insights into system requirements, installation procedures, and configuration settings, it equips users
with the necessary guidance to recreate a mirror image of the specified Windows Server environment.
By addressinGg crucial aspects such as troubleshooting and best practices this guide ensures a
seamless and efficient replication process, facilitating users in successfully establishing a consistent

Windows Server setup tailored to their specific needs.

WHAT THIS MANUAL WILL TEACH THOSE WHO READ IT

By the end of the manual, users will be able to understand and create the following in a Windows Server
Creating an Active Domain

Creating a File Server

Creating a Print Server and adding Printers

Creation of Users and Groups

File Security

ASPECTS OF THE SERVER

With over 30 users and 20 departments, and plenty of room for more, this Windows Server is a swiss army knife of a server
is An Active Directory, Web, File, and Printer server all in one setting. With large amounts of users comes the need for tight
security when it comes to file and document protection, and this server has it. Each user and their departments, from the cle
staff to the IT department to the CEO themselves, have their own unique permissions to access their files and their files only
server hosts its own webpage for the employees to be able to easily access important links. This server also gives each
employee the ability to print documentation off by giving them access to 2 printers in the building.



INSTALLING SOFTWARE

IN THIS SECTION, YOU WILL LEARN HOW TO INSTALL THE
WINDOWS SEVER 2019 ISO IMAGE FROM THE MICROSOFT
WEBSITE AND THE ORACLE VM VIRTUAL BOX INSTALLATION
WIZARD FROM THE VIRTUAL BOX WEBSITE.

INSTALLING VIRTUAL BOX

There are many virtual machine software that can be used to run the windows server 2019 ISO image such as VMWare, Virtual Box,

Hypervisor, and Xen Project. This manual will be using Oracle’s Virtual Box to create and host the virtual server.

STEP 1

Go to your choice of internet browser Google, Bing, Firefox and in the search bar go to the Virtual Box website
which is at www.virtualbox.org. Once on the website, on the left side click on the Downloads page link.

Login Preferences
Start Page  Index  History

ij VirtualBox

Welcome to VirtualBox.org!

About

VirtualBox is a powerful x86 and

AMD®64/Intel64 virtualization product for
- enterprise as well as home use. Not only is

virtualBox an extremely feature rich, high = [ october 17th, 2023
Documentation perfoermance product for enterprise customers, V'F“a'%‘:x 012
it is also the only professional solution that is el

Oracle today released a 7.0
freely available as Open Source Software T R (e e il

End-user docs

Technical docs under the terms of the GNU General Public improves stability and fixes
License (GPL) version 3. See "About regressions. See the
Contribute VirtualBox" for an introduction. Changelog for details.
Community Presently, VirtualBox runs on Windows, Linux, " ﬁ;ﬁ‘;’,ﬁ’:’,ﬂ:" 2023
macOS, and Solaris hosts and supports a large released!
number of guest operating systems including Oracle today released a 6.1
but not limited to Windows (NT 4.0, 2000, XP, maintenance release which
Server 2003, Vista, Windows 7, Windows 8, improves stability and fixes
Windows 10), DOS/Windows 3.x, Linux (2.4, regressions. See the
2.6, 3.x and 4.x), Solaris and OpenSolaris, Changelog for details
0S/2, and OpenBSD. = [ July 18th, 2023
VirtualBox 7.0.10
VirtualBox is being actively developed with released!
frequent releases and has an ever growing list Oracle today released a 7.0
of features, supported guest operating maintenance release which

improves stability and fixes
regressions. See the
Changelog for details.

= [ July 18th, 2023
VirtualBox 6.1.46
released!

Oracle today released a 6.1
maintenance release which
improves stability and fixes
regressions. See the
Changelog for details

= [ April 18th, 2023
VirtualBox 7.0.8 released!
Oracle today released a 7.0
maintenance release which
improves stability and fixes
regressions. See the
Chanaelna for detail: hd

systems and platforms it runs on. VirtualBox is
a community effort backed by a dedicated
company: everyone is encouraged to
contribute while Oracle ensures the product
always meets professional quality criteria.



http://www.virtualbox.org/

STEP 2

ONCE ON THE DOWNLOAD PAGE CLICK ON THE DOWNLOAD LINK FOR YOUR
SPECIFIC OPERATING SYSTEM UNDER THE MOST RECENT VERSION OF VIRTUAL

BOX, AS OF NOVEMBER 2023 THE CURRENT AND UP TO DATE VERSION

IS VIRTUAL

BOX 7.0.12. A POPUP WILL APPEAR ASKING WHERE TO DOWNLOAD THE
INSTALLER, CHOOSE WHERE YOU WANT TO INSTALL IT, ONCE A LOCATION IS PICK

CLICK SAVE.

: [ ]
VirtualBox
Login  Preferences
Start Page  Index History
o o
Download VirtualBox
About
3 Here you will find links to VirtualBox binaries and its source code.
Screenshots
Downloads VirtualBox binaries
Documentation By downloading, you agree to the terms and conditions of the respective
license.
End-user docs
If you're looking for the latest VirtualBox 6.1 packages, see VirtualBox 6.1
Technical docs builds Version 6 1 will remain supported until December 2023
Contribute VirtualBox 7.0.12 platform packages
Community « =Windows hosts +——————
s =mac0s / Intel hosts
« Linux distributions
« =Solaris hosts
« =Solaris 11 IPS hosts
The binaries are ral d under tha terme of tha GP] varcion 2
See the changelog for what has changed.
You might want to compare the checksums to verify the integrity of
downloaded packages. The SHA256 checksums should be favored as the MD5
algorithm must be treated as insecure!
« SHA256 checksums, MD5 checksums
Note: After upgrading VirtualBox it is recommended to upgrade the guest
additions as well.
VirtualBox 7.0.12 Oracle VM VirtualBox Extension Pack
« =All supported platforms
Support VirtualBox RDP, disk encryption, NVMe and PXE boot for Intel cards.
See this chapter from the User Manual for an introduction to this Extension
Pack. The Extension Pack binaries are released under the VirtualBox Personal
Use and Evaluation License (PUEL). Please install the same version extension
pack as your installed version of VirtualBox.
VirtualBox 7.0.12 Software Developer Kit (SDK)
+ J > ThisPC > Downloads v O Search Downloads
Organize * New folder

[ Desktop Eal Mame

; Downloads

< Documents #

Date modified Type Size

~ Last month (2)

ﬁ’ teraterm-4.103 Application 12415 KB
=] Pictures * ttermc00 File folder
MirtualBox . .
~ Earlier this year (6)
class
" NordPassSetup Application
D load
* ownioacs &, CiscoPacketTracer_821_Windows_64bit Application
B videos W VirtuzlBox-7.0.10-158378-Win (1) Application
& OneDrive ¥ VirtuzlBox-7.0.10-158379-Win Application
a OperaGXSetup Application
# OneDrive - Persor T OperaSetup Application

O This PC

=& Netwark e

File name: | VirtualBox-7.0.12-150484-Win

Save astype: Application

+ Hide Folders

| Save Cancel




STEP 3

ONCE THE INSTALLATION WIZARD HAS FULLY INSTALLED, DOUBLE CLICK ON THE

PORGRAM TO START THE INSTALLATION PROCESS. A POP UP WILL APPEAR AND

THE FIRST STAGE OF THE PROCESS IS THE WELCOME STAGE, ALL YOU NEED TO
DO HERE IS CLICK NEXT.

Welcome to the Oracle VM
VirtualBox 7.0.12 Setup
Wizard

The Setup Wizard will install Orade VM VirtualBox 7.0.12 on
your computer. Click Next to continue or Cancel to exit the
Setup Wizard.

vason70.12 ==

THE SECOND STAGE IS THE CUSTOM SETUP FOR THE VIRTUAL BOX FEATURES TO
BE INSTALLED. UNLESS YOU ARE KNOWLEDGABLE WITH VIRTUALBOX IT IS BEST
TO JUST CLICK NEXT

o4

Custom Setup
Select the way you want features to be installed.

Click on the icons in the tree below to change the way features will be installed.

=) -[ VirtualBox Application Orade VM VirtualBox 7.0.12
&3 ~ | VirtualBox USB Support application.

VirtualBox Networking

=3~ | virtualBo Bﬂdg

'—'_:’— * aBox | This feature refuires 628K on your
S v | VirtualBox Host-C|  hard drive. It Has 3 of 3

= 'I VirtualBox Python Suppo|  subfeatures sdlected. The
subfeatures refquire 16KB on your...

< >

Location:  C:\Program Files\Orade\virtualBox\ Browse

Version 7.0.12 Disk Usage < Back Next > Cancel




STEP 3
CONTINUED

THE THIRD STAGE IS A WARNING THAT THE COMPUTTER WILL LOSE INTERNET
CONNECTION FOR A SHORT PERIOD OF TIME. MAKE SURE THAT BEFORE CLICKING
YES THAT ANY SENSTIVE PROGRAMS THAT RELY ON A CONSTANT INTERNET
CONNECTION ARE SAVED AND BACKED UP. WHEN READY CLICK YES TO CONTINUE.

Warning:
Network Interfaces

Installing the Oradle VM VirtualBox 7.0.12 Networking
feature will reset your network connection and temporarily
disconnect you from the network.

Proceed with installation now?

Version 7.0. 12 No

THE FOURTH STAGE IS A WARNING THAT THIS INSTALLATION DOES NOT INCLUDE
PYTHON CORE/WIN32 API. THIS SERVER DOES NOT REQUIRE THIS, TO CONTINUE
CLICK YES.

Missing Dependencies
Python Core / win32api

Installing the Oracle VM VirtualBox 7.0. 12 Python bindings
requires the Python Core package and the win32api bindings
to be installed first.

When continuing the installation of the Orade VM VirtualBox

7.0. 12 Python bindings now, those need to be set up

manually later, Refer to the Orade VM VirtualBox 7.0, 12 SDK
manual for more information. ]

Proceed wath installation now?

Version 7.0.12 No




STEP 3
CONTINUED

THE FINAL STAGE IS THE END STAGE AND WILL START THE ACTUAL INSTALLATION
OF VIRTUAL BOX. CLICK INSTALL WHEN READY FOR THE INSTALL.

Ready to Install
The Setup Wizard is ready to begin the Custom installation.

Click Install to begin the installation. If you want to review or change any of your
installation settings, dick Back. Click Cancel to exit the wizard.

Version 7.0.12 < Back Cancel

ONCE THE INSTALLATION IS COMPLETE ANOTHER POP UP WILL APPEAR STATING
THAT THE INSTALLATION WAS A SUCCESS. LEAVE THE CHECKBOX CHECKED AND
CLICK THE FINISH BUTTON WHICH SHOULD OPEN VIRTUALBOX

Oracle VM VirtualBox 7.0.12
installation is complete.

Click the Finish button to exit the Setup Wizard.

[ start Oradle VM VirtualBox 7.0. 12 after installation

Version 7.0.12 Back | Finish

CONGRATULATIONS YOU HAVE SUCCESSFULLY DOWNLOADED AND INSTALLED
ORACLE’S VM VIRTUAL BOX. THE NEXT STEP IS TO FIND AND DOWNLOAD A
SERVER OS ISO FILE.



DOWNLOADING THE ISO IMAGE

THERE ARE MANY DIFFERENT TYPES OF OPERATING SYSTEMS FOR SERVERS THAT
YOU CAN USE WITH THE MAJOR ONES BEING LINUX WINDOWS, UNIX, AND CLOUD

BASED SERVERS THAT ARE HOSTED BY THIRD PARTY COMPANIES SUCH AS
AMAZON AWS, GOOGLE, OR MICROSOFT AZURE. THIS SERVER IS CURRENTLY
RUNNING ON WINDOWS SERVER 2019 BY MICROSOFT.

STEP 1

TO FIND THE ISO IMAGE FILE FOR WINDOWS SERVER 2019, USE ANY SEARCH
ENGINE AND SEARCH FOR WINDOWS SERVER 2019 DOWNLOAD AND CLICK THE
LINK THAT WILL TAKE YOU TO MICROSOFT’S EVAULATION CENTER.

Microsoft
hip

Qows

Windows server 2019 download

jownload. 64-bit edition, W

Microsoft

Azure provides a gre

edition andg an instaliat

3S. 64-bit edition. VHD

English (United States)
150 VHD Windows Server on
downloads download Azuine
i-bit Gd-bi T now
Chinese (Simplified)
150 ONCE IN THE EVALUATION
downloads
.I.H. 3 CENTER CLICK ON THE ISO
DOWNLOAD LINK FOR THE
SPECIFIC LANGUAGE THAT
French
150 IS NEEDED. THIS SERVER
downloads
54-hit NEEDS TO BE IN ENGLISH,
SO CLICK ON THE ISO
DOWNLOAD 64-BIT EDITION
S 150 LINK THAT IS LISTED IN THE
doviascs ENGLISH OPTIONS. THE
DOWNLOAD WILL TAKE A
BIT TO DOWNLOAD.
Itadian
150

downloads



STEP 2

ONCE THE ISO IMAGE HAS FULLY DOWNLOADED

ITIS RECOMMENDED THAT THE USER MOVE THE
DOWNLOADED FILE SOMEWHERE EASILY AND QUICKLY ACCESSIBLE FOR LATER USE

CONGRATULATIONS, YOU HAVE SUCCESSFULLY DOWNLOAD AND

INSTALLED ALL NECESSARY SOFTWARE
NEEDED TO CREATE THE SERVER.

IN THE NEXT CHAPTER, THE CREATION OF THE VIRTUAL MACHINE

IS NEXT.

) [ %) P |
— ’ 3 4 o
= ¢ v RS 5 S
Preferences Import  Export New Add

Welcome to VirtualBox!

‘The left part of application window contains global tools and lists al virtual machines and virtual machine groups on your camputer. You can import, add and create new VMs using correspanding toolbar
buittons. You can popup a tools of currently selected element using cormespanding element button.

You can press the F1 key to get instant help, or visit www virtualbox.org for more information and latest news.




CREATION OF THE VIRTUAL MACHINE

IN THIS CHAPTER THE USER WILL LEARN HOW TO CREATE A VIRTUAL MACHINE WITH THE
SPECIFICATIONS TO RUN WINDOWS SERVER 2019 WITH NO ISSUES.

" OPEN UP VIRTUALBOX’S VIRTUAL STEP 1 W VIRTUAL MACHINE CLICK ON THE
STAR THAT SAYS NEW. IF THE US VIRTUAL MACHINE THEN CLICK ADD
AND ADD Il THKUUGH IHEKE.
& -
."/‘l
_ ) R ] 38 Dj
| Tools j—_- & {}I_j U{} {LW.}E

uuy % Preferences Import Export] New dd

(6] Ho Ho Ho Company Welcome to VirtualBox!

‘ | () Powered Off

The left part of application window contains global tools and lis
machines and virtual machine groups on your computer. You ¢
and create new VMs using corresponding toolbar buttons. You
tools of currently selected element using corresponding elemer

You can press the F1 key to get instant help, or visit www.virty
more information and latest news.



STEP 2

THE FIRST STAGE OF THE CREATION IS (A) NAMING OF THE VIRTUAL MACHINE, WHICH THE
MEMO REQUEST THAT IT BE NAMED HO HO HO COMPANY SERVER. AFTER THE NAMING, (B) THE
SAVE LOCATION MUST BE SET FOR THE VIRTUAL MACHINE AND TO DO THAT CLICK THEDROP
DOWN MENU, CLICK OTHER, AND CREATE A FILE FOR IT TO BE STORE IN THEN SELECT SAVE.
(C)THE 1SO IMAGE MUST NOW BE SELECTED, SO WHERE IT WAS SAVED IN THE PREVIOUS
CHAPTER, GO AND SELECTED IT FROM THERE. (D) THE FINAL PART IS CHECKING THE SKIP
UNATTENDED INSTALLATION AND BY DOING THIS IT, ALLOWS THE USER TO SET THE FEATURES
THEY WANT FOR THE SERVER. CLICK NEXT TO CONTINUE.

Virtual machine Name and Operating System

Please choose a descriptive name and destination folder for the new virtual machine. The name you choose will
be used throughout VirtualBox to identify this machine. Additionally, you can select an ISO image which may
be used to install the guest operating system.

Name: Ho Ho Ho Company Server \“/>
Folder: C:\Users\ashto\VirtualBox VMs\VirtualBox Machines
ISO Image: C...s\17763.3650.221105-1748.rs5_release_svc_refresh_SERVER_EVAL_x64FRE_en-us.iso

Edition: Windows Server 2019 Standard Evaluation (Desktop Experience) (10.0.17763.3650 / x64 / en-L

Type: Microsoft Windows

Version: Windows 2019 (64-bit)

-@———‘ Skip Unattended Installation

g) You have selected to skip unattended guest OS install, the guest OS will need to be installed
manually.

Help Expert Mode Back Next Cancel

THE FIRST SECOND STAGE IS THE HARDWARE SETUP, ON THIS PAGE THE USER WILL SET UP
THE AMOUNT OF BASE MEMORY AND PROCESSORS FOR THE SERVER. IT IS HIGHLY
RECOMMENDED THAT TO AVOID PERFORMANCE ISSUES TO STAY WITHIN THE GREEN WHEN
SELECTING VALUES. THIS SERVER WILL BE RUNNING ON 4096MB OR 4GB AND 2 PROCES SORS.
CLICK NEXT TO CONTINUE.

Hardware [

You can modify virtual machine's hardware by changing amount of RAM and virtual CPU count.

Enabling EFI is also possible.
Base Memory: v 4096 MB =
4MB 16384 MB |
Processors; | 2[5 I
1CPU 8 CPUs

Enable EFI (special OSes only)

Help Back Next Cancel



STEP 2 CONTINUED

THE THIRD STAGE IS SETTING UP THE VIRTUAL HARD DISK FOR THE SERVER. THIS WILL BE

THE DRIVE THAT THE OS WILL BE PUT ON IN LATER STEPS. THE MEMO REQUESTS THAT 47GB,

SO FOR THIS SERVER IT WILL BE ROUNDED UP TO 50GB. CLICK NEXT TO CONTINUE.

L

Virtual Hard disk

If you wish you can add a virtual hard disk to the new machine. You can either create a new hard

disk file or select an existing one. Alternatively you can create a virtual machine without a virtual
hard disk.

© Create a Virtual Hard Disk Now

Disk Size: v 50.00 GB
4.00 MB 2.00 TB|
Pre-allocate Full Size
Use an Existing Virtual Hard Disk File
Ho Ho Ho Company.vdi (Normal, 47.00 GB) f
Do Not Add a Virtual Hard Disk
Help Back Next Cancel

THE FINAL STAGE WILL SHOW ON THE INFORMATION THAT WAS ENTERED IN OR SET FOR THE
SERVER DURING THE ENTIRE PROCESS. VERIFY THAT ALL THE INFORMATION IS CORRECT AND
WHERE IT SHOULD BE THEN CLICK FINISH TO CREATE THE SERVER.

-

v

Summary

The following table summarizes the configuration you have chosen for the new virtual machine.
When you are happy with the configuration press Finish to create the virtual machine.
Alternatively you can go back and modify the configuration.

Machine Name
Machine Folder

Ho Ho Ho Company Server
C:/Users/ashto/VirtualBox VMs/VirtualBox Machines/Ho Ho Ho Compa...

1SO Image C:/Users/ashto/Downloads/17763.3650.221105-1748.rs5_release_svc...
Guest OS Type Windows 2019 (64-bit)
Skip Unattended Install true
U Hardware
Base Memory 4096
Processor(s) 2
EFI Enable false
&) Disk
Disk Size 50.00 GB
Pre-allocate Full Size false

Help

THE SERVER SHOULD THEN APPEAR ON THE LEFT HAND SIDE OF THE VIRTUALBOX MANAGER.
ONCE IT SHOWS UP A NEW BUTTON SHOULD APPEAR TITLE START TO LOAD UP THE VIRTUAL

D‘ll‘l‘l‘"

Dt-

Tools

Ho Ho Ho Company
) Powered Off

i

./ | Ho Ho Ho Company Server
) Powered Off

LLL
1l

s Operations Log Settings

Back Finish Cancel

MACHINE.

= H &




STEP 3

TO START THE VIRTUAL MACHINE, CLICK ON THE START BUTTON, THE GREEN ARROW. A NEW
POPUP WILL APPEAR AND WILL GO FROM A BLACK SCREEEN TO THE WINDOWS LOGO. IT IS
READY TO WHEN THE START UP WIZARD APPEARS. CLICK INSTALL NOW TO BEGIN.

Windows Server* 2019

Install now

Loading Files...

N S —

THE FIRST STAGE OF THE OS INSTALL IS THE SELECTION OF THE LANGUAGE,TIME, AND
KEYBOARD. THESE CAN BE SET TO THE SPECIFICATIONS OF THE USERS, THIS SERVER WILL
LEAVE THE DEFAULT OF ENGLISH/USA SELECTIONS.

v Windows Setup

Windows Server: 2019

Language to install: {English (United States) %

Timne and currency format: English (United States)

Enter your language and other preferences and click “Next” to co

N rights reserved




STEP 3 CONTINUED

THE SECOND STAGE ASKS WHAT SPECIFIC OS THIS SERVER WILL RUN ON. USER MUST SELECT
STANDARD EVALUTATION DESKTOP EDITION AS IT PROVIDES A GUI FOR THE USER WHILE THE
OTHERS DO NOT.

,’& Windows Setup

&

Select the operating system you want to install

Operating system Architecture  Date modified

Windows Server 2019 Standard Evaluation 11/5/2022
dows Server 2019 Standard Evaluation (Desktop Experien

Windows Server 2019 Datacenter Evaluation 11/5/2022

Windows Server 2019 Datacenter Evaluation (Desktop Experi 11/5/2022

Description:
This option installs the full Windows graphical environment, consuming extra drive space. It can be
useful if you want to use the Windows desktop or have an app that requires it

THE THIRD STAGE IS THE APPLICABLE NOTICE AND LICENSE TERMS DOCUMENT. CHECK THE
BOX AND ACCEPT THE TERMS.

@ p@l Windows Setup

Applicable notices and license terms

IMPORTANT NOTICE (followed by LICENSE TERMS)

Diagnostic and Usage Information. Microsoft automatically collects this
information, which may be associated with your organization, over the
internet, and uses it to help improve your installation, upgrade, and user
experience, and the quality and security of Microsoft products and services.
Windows Server has four (4) information collection settings (Security, Basic,

Enhanced, and Full), and uses the "Enhanced” setting by default. The
Enhanced level includes information required to: (i) run our anti-malware and
diagnostic and usage information technologies; (i) understand device
quality, and application usage and compatibility; and (iii) identify quality
issues in the use and performance of the operating system and applications.

Choice and Control: Administrators can change the level of information

11 accept the license terms




STEP 3 CONTINUED

THE FOURTH STAGE ASKS WHICH TYPE OF INSTALLATION TO DO FOR THE OS. SINCE THIS IS A CLEAN
INSTALL OF THE WINDOWS SERVER OS SELECT CLEAN INSTALL. IT WILL THEN ASK WHAT PARTITION TO
INSTALL THE OS ON. SINCE THERE IS ONLY ONE THE USER CAN EITHER CLICK NEXT TO USE THE
ENTIRE DRIVE SELECT NEXT, OR CLICK NEW TO DIVIDE UP THE CURRENT DRIVE SO THAT THE OS AND
SYSTEM RECOVERY TAKES UP ONLY A PART OF IT.

= ]
Q ¢ Windows Setup ( ? %) Windows Setup L

Which type of installation do you want? Where do you want to install Windows?
Upgrade: Install Windows and keep files, settings, and applications Name Total size Freespace Type
The files, settings, and applications are moved te Windows with this option. This option is only
available when a supported version of Windows is already running on the computer. e Drive 0 Unallocated Space 500 GB 50.0 GB
Custom: Install Windows only (advanced)
The files, settings, and applications aren't moved to Windows with this option. If you want to
make changes to partitions and drives, start the computer using the installation disc. We
recommend backing up your files before you continue.

+4 Refresh 7%, Delete # Format Mew

Load driver =k Extend
Next

THE FINAL STAGE WILL SHOW THE STEPS AS THEY ARE COMPLETING BY THE ACTUAL
INSTALLATION OF THE OS. ONCE COMPLETED THE COMPUTER MAY GO BLACK BEFORE GOING
TO A WINDOWS LOGO. IT WILL THEN BOOT TO THE BASIC WINDOWS LOGIN IN SCREEN.

o

.{;; Windows Setup

Installing Windows

Status

Copying Windows files

Getting files ready for installation (0%)

CONGRATULATIONS, THE OS HAS OFFICIALLY BEEN INSTALLED AND SET UP. THE NEXT
CHAPTER WILL GO INTO THE BASIC SETUP FIXES THAT MUST BE DONE ONCE LOGGED IN.



CHAPTER

BASIC FIXES 4

THIS CHAPTER WILL FOCUS ON THE BASIC FIXES THAT NEED TO BE DONE ONCE THE SERVER IS
BOOTED UP FOR THE FIRST TIME.

STEP 1

TO LOGIN TO THE MACHINE THE USER MUST CLICK LCTRL AND DELETE TO GET TO THE LOG IN SCREEN.
THE LOG IN CREDENTIALS ARE THE SAME ONES THAT WERE SET IN THE PREVIOUS CHAPTER. ONCE
LOGGED IN THE NETWORK POPUP WILL APEAR CLICK YES TO ALLOW THE COMPUTER TO BE

DISCOVERED ON THE NETWORK.

Networks

\i]; Network

Do you want to allow your PC to be
discoverable by other PCs and devices
on this network?

We recommend allowing this on your

n ALL THE WORK THAT WILL BE DONE FROM NOW ON UNTIL
ome and work networks, but not

[FUETE O THE END WILL BE DONE IN THE SERVER MANAGER. TO

ACCESS THE STUFF IN THIS CHAPTER. THE USER NEEDS
TO CLICK THE LOCAL SERVER TAB ON THE LEFT SIDE

WELCOME TO SERVER MANAGER

i Local Server
= a Configure this local server
W§ File and Storage Services b =

2 Addr

% Nachhnard

WHAT'S NEW

Hide
LEARN MORE

ROLES AND SERVER GROUPS
Roles: 1 Server groups: 1 | Servers total: 1

= File and Storage -
g e 29 1 # Local Server 1
Services

@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance

BPA results



STEP 1 CONTINUED

THERE ARE A FEW BASIC FIXES THAT NEED TO BE DONE AT THE REQUEST OF THE MEMO. (A)RENAMING
OF THE SERVER AND WORKGROUP.(B)UPDATING THE SERVER TO THE MOST UP TO DATE VERSION AND
(C) TIME AND TIME ZONE NEED TO BE ADJUSTED.

HERE THE SERVER NAME AND THE WORKGROUP NAME
CAN BE CHANGED. ONCE THEY ARE CHANGED CLICK
OKAY TO APPLY THE NEW NAMES. 2 POPUPS WILL
THEN APPEAR THE FIRST STATING WELCOME TO THE
WORKGROUP, WHILE THE OTHER WILL WARN THE
USER TO RESTART THE COMPUTER FOR THE
CHANGES TO GO INTO EFFECT. IT IS BEST TO
RESTART THE COMPUTER.

Computer Name/Domain Changes x

You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:
HC-21

Heompoter TaTme

HC-21

Computer Name/Domain Changes x

o Welcome to the HC21 workgroup.

TO RENAME THE SERVER AND WORKGROUP
CLICK EITHER THE CURRENT COMPUTER OR
WORKGROUP NAME. CLICK THE CHANGE
BUTTON UNDER COMPUTER NAMES IN THE
SSYSTEM PROPERTIES POPUP MENU.

System Properties X
Computer Name Hardware Advanced Remote

Q Windows uses the following information to identify your computer

on the network.
Computer description:
For example: "IIS Production Server” or
"Accounting Server”
Full computer name WIN-7SQMVALBJINI
Workgroup: WORKGROUP

To rename this computer or change &s domain or Change
workgroup, click Change

y

[ oK || Cancel Aop

More ...

Member of
(") Domain: h

(®) Workgroup:
‘HC21

==

Microsoft Windows X

You must restart your computer to apply these
changes

Before restarting, save any open fi%s and close all programs.

Restart Mow Restart Later



STEP 2

THE NEXT STEP IS TO UPDATE THE SYSTEM TO THE MOST UP TO DATE VERSION THAT IT CAN BE. IT IS

BEST TO CONDUCT THE UPDATES ON TUESDAY AS THAT IS THE DAY WINDOWS RELEASE ITS WEEKLY
UPDATES. TO GET TO THE WINDOWS UPDATE SCREEN JUST CLICK ON ANY OF THE WINDOWS UPDATE
LINKS. HERE IT WILL LOAD ALL CURRENT UPDATES THAT ARE NEEDED FOR THE SYSTEM.

Settings - o Es
@ Home Windows Update
“Some settings are managed by your organization
Update & Security Und ilabl
ates available
@ L.:um...u..w s ONCE THE UPDATES ARE READY FOR INSTALL ITS
 Windows Uipdate
Security Intelligence Update for Microsaft Defender Antivirus - TIME TO CLICK INSTALL NOW, THIS WILL INSTALL THE
B Delivery Optimization KBEE‘E'fgzZn:.Ws-cr:I"n101.565.01 Current Channel (Eroad)
Status ne) insta UPDATES ON THE SERVER.
W Windows Security Windows Malicious Software Remaoval Tool %64 - vS.119 (KB390830)
Status: Pending install
£ Troubleshoot 2023-1 Cumulative Update for NET Framework 3.5, 4.7.2 and 48
for Windaws Server 2019 for x5 (KB5032337)
D Recovery Status: Pending install
202311 Cumulative Update for Windows Server 2019 (1809) for
2 Activation wEd-based Systems (KBS032196)
Status: Pending install
B For developers Updates are ready te install | Larn g,
Install now  w——
@ Home Windows Update
“Wie'll automatically downdoad updates. except an metered | v - ’ —
connections (where charges mav apolv). In that case, we'll |
Update & Security
@ Restart required
I O Wtves Ui wr Sevce Wil SeTiat cursde of SCtve PO
ONCE THEY ARE FULLY INSTALL, A RESTART IS £ Debvery Optemvzstice
REQUIRED TO APPLY THESE UPDATES, SO GO U Wosous Sacuy
AHEAD AND RESTART. P Teoteshont
Sy
Actnateon
i ¢ mriene
Settings - o b
@ Home Windows Update

[450me s
L

are managed by your organization

Update & Security

o Windows Update

ISl Delivery Optimization

Windows Security

Troubleshoot

[

Recovery

Activation

= @

For developers

You're up to date
Last ehecked: Today, 545 PM
Check for updates

“We'll automatically download updates. except on metered
connections (whese charges may apply). In that case. well
automatically download only those updates required 1o keep
Windaws running smaothly. We'll ask you to install updates after
thiy've Been dovwnlaaded

Loaking for info on the latest updates?

TO VERIFY THAT ALL UPDATES WERE INSTALLED

AND APPLIED GO BACK TO THE UPDATE PAGE AND

IT WILL SHOW A GREEN CHECK MARK AND STATE
THAT THE SERVER IS UP TO DATE.



STEP 3

Date and Time X

THE FINAL STEP IS TO FIX THE TIME AND TIME
ZONE OF THE SERVER. TO EDIT CLICK THE TIME .

ON THE SERVER MANAGER TO BRING UP THE 320
DATE AND TIME POP UP. TO EDIT TIME ZONE
CLICK CHANGE TIME ZONE. TO EDIT DATE AND
TIME SELECT CHANGE DATTE AND TIME. THIS -

CHANGE REQUIRES ADMIN RIGHTS.

Date and Tirne Settings

Set the date and time:

Date:

A Movernber 2023
Su Mo Tu We Th Fr

e T

5 6 10
12 13 17
19 20 24
26 27 1
3 4 5§66 7 8

Change calendar settings

Tire:
. _
SN, £ N
~ .-'l\::.\,
| W
- -
-~ -~
... .

Y
e

e
-
-

oK Cancel

TO SET THE TIME ZONE CLICK ON
THE DROP DOWN MENU AND
SELECT THE TIME ZONE THAT THE
SERVER WILL SITTING IN. THE
CREATION OF THE EXAMPLE

SERVER IS IN THE EASTERN TIME
ZONE SO EASTERN TIME IS
SELECTED. CLICK OK TO SAVE

\ Dateand Tme  Addsonal Cocks  Internet Time

Date:
Wednesday, November 15, 2023

") - |

%51:21 PM

9 Change date and time...

Time zone
(UTC-05:00) Eastern Time (US & Canada) \

Change time zone...

Dayfight Saving Time begins on Sunday, March 10, 2024 at 2:00 AM, The
clock is set to go forward 1 hour at that time.

£ Notify me when the clock changes

o] s

TO SELECT THE DATE MAKE SURE THE CALENDAR
IS SET TO THE CURRENT MONTH AND CLICK
CLICK ON THE DAY NUMBER THAT IS CORRECT.
TO FIX TIME EITHER CLICK AND TIME IN THE
CURRENT TIME OR USE THE ARROWS TO SCROLL
TO THE CURRENT TIME. SELECT OK TO SAVE.

Time Zone Settings

Set the time zone

Tirme zone: \

(UTC-0%00) Eastern Time (U5 & Canada)
Automatically adjust clock for Daylight Saving Time

Current date and time: Wednesday, Movernber 15, 2023, 5:53 PM

Cancel




EVENT VIEWER LOGS

IN THIS CHAPTER, THE EVENT VIEWER IS THE FOCUS AS THE AFOREMENTIONED MEMO REQUEST
THAT LOGS BE VIEWED AND SAVED. THE EVENT VIEWER IS A TOOL IN WINDOWS THAT DISPLAYS
DETAILED INFORMATION ABOUT SIGNIFICANT EVENTS ON YOUR OCMPUTER. EXAMPLES INCLUDE
PROGRAMS THAT DO NOT START AS EXPACTED, OR AUTOMAICALLY DOWNLOADED UPDATES.
EVENT VIEWER IS ESPECIALLY USEFUL FOR TROUBLESHOOTING WINDOWS AND APPLICATIONS
ERRORS.

TO GET TO THE EVENT VIEWER, CLICK
THE TOOLS DROP DOWN ON THE SERVER
MANAGER IN THE TOP RIGHT. SELECT
EVENT VIEWER FROM THE LIST.

Component Services

Server Manager * Local Server . i B Compuer Mesege

Defragment and Optmae Drwv

Disk Cleanp




STEP 1

ONCE THE EVENT VIEWER TO GET TO THE LOGS, USER MUST CLICK WINDOWS LOGS. HERE USERS CAN
VIEW THE APPLICATION, SECURITY, AND SYSTEM LOG. TO VIEW AND SAVE A LOG SELECT ONE OF THE

THREE
&l Event Viewer - [u] k4
I ‘Mm"' _ o % ‘ File Action Yiew Help
Fde Action View Help +=|m BIm
es 0B B o) | T S -
- : » g Cusbom Weews . Event Viewer Local) =
_ ‘;':"““" by . ‘II ) Appleater ML Summry B —
T PSOBNRI|  Overview and Summary Last efreshest 1115/, TR, 6] sppaaion | o o |2 Open Saved Log...
) (25 Apphcations and Services Lo rE — 3 |@ Open Seved Log... | ] security g W Create Custom Vitw..
L) Subscrpticns 5 | 'Y Creste Custom View... | r_l et Ta view events that have sccurred on your compater, = Impoet Custom Yiew...
To view events that have occurred on your compute, Import Custom View... ] Sysiem p— select the appropriste source, log or custom view
sefect the appeopeiate source, log of custom view [ Ferwarded Events nade inthe console tree. The Administrative Events L Cennect te Ancther O
node in the console tree. The Administrative Events v Connect to Ancther C... Ty o bl
mdm' m - View » | ’ - Subscriptions. |' 2 - Rk -I e '
; | |G Retren ’ P . . - | Refresh
Event T, EventID  Sour L < vent vent w
(M voe vent e 09 b ‘ B Help » = e e 00 7 E Hﬁp "
Recenty Viewed Nodes | Recently Vewed Nodes -
Name Descriotion  Modified ‘ -
| 3| | :um-e Description  Modified .
Log Sumemary al I
— = =y .
Loa Name Sze (Curr—.  Modiied :1‘ Lm’
> Log Hame Sae (Curr.  Modified z
2 . < *
< »
TO FILTER A LOG, CLICK THE FILTER CURRENT LOG OR TO SAVE THE
LOG CLICK THE FLOPPY DISK SAVE ALL EVENTS AS. IT IS
RECOMMENDED TO CREATE SEPARATE FOLDERS TO KEEP THE FILTERED
AND UNFILTERED LOGS SEPERATED.
&
W vt o - o
Tl Aaston Ve ey
8] save as x % s ED
e ——
4 |5 « Documents » Documents » w Search Documents pel 7 Custom Viewe ———————————
v & Windees Lagp L Dwte ot Tome e b O Tork Copmginy ~| 2
. e - L | Apphentan @ iermanen A S20 PM P 1684 tane {2 CpmnSamdleg.
Organize » MNew folder == a [T Dhitsmton 1208 351 MM Socwty S0 0N None [ 19 Conete Cumtrom i,
- [BR A rermenen AL $51 M M iaedlent W0 Nene .
. & Name Type L] by Divtuermasion 11AY200 351 P Ladot W1 Nene T
# Quick access ) 1] 1 twmersind (vats D intarmeren AV 44087 O oe—r WM Nane ‘ Ouurlop [
o Deskt . Filtered logs =" File folde £ Appleanone and Sarace An | (B intamanen H/AWA3 35027 P Secwity 59 1N oot Fer Cuvert Lag. |
aep Logs 3 5:54 PM File falde 4 Sebnrsgtom s emanen /WA S d) o U 1K tewe | Papetis
1 ) Bintmtien H/AL200) 340467 M oty 539 M tone e !
!" Downlcads  # Unfiltered Logs e 11/15/2023 6:23PM  File folde Pirioomaton 1AV ot 90 ooty 90 ) None |9 #e ‘
% Documents o B iebsomution A/ 3036 P NSO 3 PO etiled S A ot
) A irpermanen TS SaasT P Sty UV 65 Nane Aok o Tek e tha b
= Pictures -+ Ditcimaan 1152000 S827 PM Sounty P 12N Nene Vire »
. T‘lmm HAVI M -ty L
Filtered Log D iobermmtion AV 470 Sounty 5P 128 Neme | B R
Unfiltered Log Bl rmranon TV SN PN Ankgin ) Nene ‘B ,
A iefernen 11/X/2003 34703 PI Arbeaun G0 Mene -_‘I \
I3 This PC vert 18I Sorunty- 99 R 115 tvwt Pagorm
Goed Deteis T] smach twk ta Tha e
B CD Drive (Dx) 555_ . 4 Cagy »
v £ *> S comtyly o haduind S nre Frotachon enwe for we-rted @ 250600 K511 RLAR Rewnen 0 Sove bencros tooms
File name: ~ 6 Nbwh
: ) Log Neme: bt 0 e ’
Save ag type: | Event Files (*.evtx) = P P Logged TN 35243 P
fvont 1D Wik ok Cotagoey Nowe
Lot Wtoematcn Tapwoeds Cresc
A Hide Folders Cancel e a Competer:  H#-21
3 S| Oecade "o v

SRCH 1 Ud when mew Porrts ave Teed g Ohe log.



STEP 1 CONTINUED

¥ ONCE YOU CLICK THE FILTER CURRENT LOG THE
o —_— T ' FILTER LOG POPUP APPEARS. HERE THE USER IS ABLE
D tow [ wcmativn TO SELECT WHAT TYPE OF LOGS TO FILTER. THE
I:Wh MEMO REQUESTS THAT ALL CRITICAL, WARNING, AND
S — ERROR LOGS BE FILTERED AND SAVED. SO CHECK
Ehote b, 94§ e g . o Exampie 11,535, 76
—_— THOSE THREE TYPE SAND SELECT OK.
s [
i Ciom
e [ Bl Sevems
i Dizcumert + Filbnred logu I
Degarizy = - g
aF ik sccest ’ e .
WHEN SAVING FILES IT IS BEST PRACTICE —
TO GIVE DETAIL IN THE NAME OF THE FILE ¥ Domcloats
SO THAT USERS WILL KNOW WHAT IT IS —
WITHOUT OPENING IT. HERE THE LOG ':d’;
FOLLOWS THE NAMING STANDARD OF 30 This B

B8 0 Drew [O:) 555

w &
[LOG TYPE] [FILTERED/UNFILTERED] [DATE]
Fille namats | Appheition_Log Fivered 111523 Sr—

Soor dibype Everd Flied (")

. b Folders Cascel

Display Information X

To enable viewing this log correctly on other computers,
you may need to include display information.

ONCE THE LOG IS SAVED THE DISPLAY INFO POPUP
(®) No display information APPEARS. IF THE USERS PLAN ON VIEWING LOGS

() Display information for these languages: ON SEPARATE COMPUTERS THEN IT IS

L RECOMMENDED TO DISPLAY INFORMATION. FOR

THIS SERVER IT WILL BE IGNORED.

REPEAT THE PAST TWO STEPS FOR ALL OTHER
LOGS.




CHAPTER

LOCAL SECURITY POLICY

THE LOCAL SECURITY POLICY APPLICATION IS THE HUB FOR ALL THE INFORMATION ABOUT THE
SECURITY OF A DEVICE, THIS INCLUDES LOG IN SETTINGS, PRIVILEGES AND RIGHTS FOR ACCOUNTS,
AND THE SYSTEMS AUDITING POLICY. IN THIS CHAPTER, THE USER WILL LEARN TO EDIT DIFFERENT

POLCIES TO MEET THE REQUIREMENTS OF THE MEMO

TO ACCESS THE LOCAL SECURITY POLICY APP, CLICK THE TOOL DROP DOWN MENU ON THE SERVER
MANAGER AND SELECT LOCAL SECURITY POLICY. TO ACCESS THE FIRST OF THE TWO REQUIRED LOCAL
SECURITY POLICIES TO BE CHANGE, CLICK ACCOUNT POLICIES. UNDER ACCOUTN POLICIES SELECT
PASSWORD POLICY AND UNDER THAT PASSWORD MUST MEET COMPLEXITY REQUIREMENTS MUST BE
DISABLED AND MINIMUM PASSWORD LENGTH MUST BE SET TO 0 IF NOT ALREADY SET TO 0. THE OTHER
POLICY THAT NEEDS TO BE CHANGED IS THE MESSAGE OF THE DAY POLICY. TO GET TO IT GO TO LOCAL
POLICIES, UNDER THAT GO TO SECURITY OPTIONS AND FIND INTERACTIVE LOGON:MESSAGE TEXT FOR
USERS ATTEMPTING TO LOG ON AND INTERACTIVE LOGON: MESSAGE TITLE FOR USERS ATTEMPTING TO
LOG IN. CLICK ON EACH ONE TO BE ABLE TO ADD THE BODY AND TITLE FOR THE MESSAGE OF THE DAY.
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