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Corporate Australia is in a bind of enveloped misconception, and it may be the lawyers who win the day, writes Michael Connory.
Caught between progression and changing landscapes, technology has evolved rapidly for even the most advanced corporates to keep ahead of the game.
Among it all, the change and evolution of growing security breaches remain an ongoing threat to the privacy of every corporate’s clients.
The world of business today is a canvas painted of di erent colours and hues to that of decades ago.

Data protection is a key issue for corporate Australia, and how it chooses to safeguard privacy has become a contentious issue with new legislation enacted to ensure stricter
measures and protocols are adhered to.
As much as the federal government has legislated new data breach laws, there remains a small number who have adopted these changes while others are failing to understand the
new laws are a two-way street – to protect the information of all Australians that corporates hold and to help corporate Australia safeguard themselves against potential future
litigation.
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Adaptation is the implementation of change required to meet the demands of evolving times.



(/)
Change requires commitment
to move ahead, which means if corporate Australia fails to cater for the new mandatory data breach laws introduced, will there be an increase in the
number of organisations facing litigation?



In the four months since their introduction, 60 breaches were communicated directly with the O ice of the Australian Information Commissioner within the first few weeks of
legislation a ected.
In addition to these breaches we have also seen:
The Commonwealth Bank’s loss of 19 million of its customers financial records;
Family Planning NSW’s the of the records of 8,000 women;
A ransomware attack on so ware objective, shutting down the system for many in the building industry; and
PageUp, potentially impacting on 2.9 million individuals a er threats of cyber attacks were monitored within their system.
They are just some of the attacks that have occurred in the short life span of the new data breach laws coming into play.
With the recent cyber attacks mentioned, interesting questions remain; will there be a rise in legal suits against companies for breach of duty of care, and what will be considered as
reasonable steps for an organisation to take to protect client information?
And if this is to be the case, then the size of the suits could be a honey pot of gold, of which lawyers will earn a sizeable share.
Will better technology be the key to resolving what could be an enduring problem, and if so, what occurs when a system is attacked that does not patch legacy application?
Or could conducting reviews on suppliers that integrate with systems be the answer?
Recent research conducted by Security In depth revealed a staggering 7 per cent of companies currently complete this process. It’s a small number that paints a damning picture of
the fate that awaits corporate Australia, and how lawyers are destined to reap the spoils of what could unfold.
At the end of 2017 and early this year, Security In Depth conducted its 'Cyber Security in Australia Project' survey.
What the 9,118 companies surveyed across Australia showed was a enlightening look into how they have been preparing for the new data breach laws, and what was unearthed was
a frightening tale of misadventure and darkness looming over the horizon for those companies who had no strategy in play to deal with the new laws.
It found a disturbing:
7 per cent of organisations fully reviewed suppliers integrating or managing internal ICT systems.
11 per cent of organisations had a fully tested incident response plan in place for a data breach and
22 per cent Australia-wide had conducted cyber awareness training for their sta
Since the introduction of the 22 February data breach laws, Security In Depth has seen an incredible 1 per cent increase with organisations instigating third-party reviews of security
systems, a 6 per cent increase with organisations having a fully tested incident response plan in place for a data breach to 17 per cent, which is still inadequate.
Furthermore, there amount of organisations across Australia who were conducting cyber awareness training for their sta rose from 22 per cent to 37 per cent, but these figures still
reflect continued low numbers.
Statistics always tell an interesting story, and the greatest story told is the estimated 33 per cent of Australian businesses experiencing a cyber crime, according to PwC and the
Ponemon Institute - more than 114,000 instances of cyber crime have been reported over the last three years.
And when a cyber event is experienced, what steps have companies taken to ensure they have not been negligent with their duty of care?
Very little it seems.
That for many companies will be the multimillion-dollar question that they could face during litigation.

Michael Connory is the CEO of Security In Depth.

RELATED ARTICLES

https://www.lawyersweekly.com.au/politics/23469-new-data-breach-laws-a-potential-honey-pot-for-lawyers

2/13

6/20/2018

New data breach laws a potential honey pot for lawyers - Lawyers Weekly

(/)





(/politics/23470-nsw-lawyer-leads-call-to-protect-ethnic-groups-from-foreign-interference-and-national-security-laws)

NSW lawyer leads call to protect ethnic groups from foreign interference and national security laws (/politics/23470nsw-lawyer-leads-call-to-protect-ethnic-groups-from-foreign-interference-and-national-security-laws)

(/politics/23471-fiona-mcleod-sc-takes-on-new-role)

Fiona McLeod SC takes on new role (/politics/23471-fiona-mcleod-sc-takes-on-new-role)

https://www.lawyersweekly.com.au/politics/23469-new-data-breach-laws-a-potential-honey-pot-for-lawyers

3/13

6/20/2018

New data breach laws a potential honey pot for lawyers - Lawyers Weekly



(/)



(/politics/23451-qld-nsw-lawyers-remained-concerned-about-government-funding)

QLD, NSW lawyers remain concerned about government funding (/politics/23451-qld-nsw-lawyers-remainedconcerned-about-government-funding)
SHARE THIS STORY
 (https://twitter.com/intent/tweet?url=https://www.lawyersweekly.com.au/politics/23469-new-data-breach-laws-a-potential-honey-pot-for-lawyers)
 (https://www.facebook.com/sharer/sharer.php?url=https://www.lawyersweekly.com.au/politics/23469-new-data-breach-laws-a-potential-honey-pot-for-lawyers)
 (https://www.linkedin.com/cws/share?url=https://www.lawyersweekly.com.au/politics/23469-new-data-breach-laws-a-potential-honey-pot-for-lawyers)
 (mailto:?subject=New data breach laws a potential honey pot for lawyers&body=https://www.lawyersweekly.com.au/politics/23469-new-data-breach-laws-a-potentialhoney-pot-for-lawyers)
 (whatsapp://send?text=https%3A%2F%2Fwww.lawyersweekly.com.au%2Fpolitics%2F23469-new-data-breach-laws-a-potential-honey-pot-for-

0

0

lawyers%3Futm_source%3Dwhatsapp%26utm_medium%3Dsocial%26utm_campaign%3Dwhatsapp_sharing)

SHARES COMMENTS

JOIN THE DISCUSSION

NSW lawyer leads call to protect ethnic groups from foreign interference and national security laws



(/politics/23470-nsw-lawyer-leads-call-to-protect-ethnic-groups-from-foreign-interference-and-national-security-laws)

https://www.lawyersweekly.com.au/politics/23469-new-data-breach-laws-a-potential-honey-pot-for-lawyers

4/13

6/20/2018

New data breach laws a potential honey pot for lawyers - Lawyers Weekly



(/)

PROMOTED CONTENT



Recommended by Spike Native Network (http://www.spike.com.au)

(https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=745686&setID=251898&channelID=995&CID=224160&banID=519556840&PID=0&textadID=0&tc=1&mt=1529462149453781&hc=f10d07af3b62399c13c1eecf6dc9aa78
Unsecured Business Loans made very easy (https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=745686&setID=251898&channelID=995&CID=224160&banID=519556840&PID=0&textadID=0&tc=1&mt=1529462149453781&hc=f10d07af3
b62399c13c1eecf6dc9aa78681cca63&location=)
eBroker (https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=745686&setID=251898&channelID=995&CID=224160&banID=519556840&PID=0&textadID=0&tc=1&mt=1529462149453781&hc=f10d07af3b62399c13c1eecf6dc9aa78681cca63&locati
on=)

(https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=707989&setID=251898&channelID=995&CID=209921&banID=519555514&PID=0&textadID=0&tc=1&mt=1529462149680271&hc=a5872894509babe1403a7e4e72e48e

https://www.lawyersweekly.com.au/politics/23469-new-data-breach-laws-a-potential-honey-pot-for-lawyers

5/13

6/20/2018

New data breach laws a potential honey pot for lawyers - Lawyers Weekly

Get Smart With Your Income Protection (https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=707989&setID=251898&channelID=995&CID=209921&banID=519555514&PID=0&textadID=0&tc=1&mt=1529462149680271&hc=a58728945
(/)
09babe1403a7e4e72e48e01527320bd&location=)





Life Insurance Comparison (https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=707989&setID=251898&channelID=995&CID=209921&banID=519555514&PID=0&textadID=0&tc=1&mt=1529462149680271&hc=a5872894509babe1403a7e4e72e48e01527320bd&loc
ation=)

(https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=725314&setID=251898&channelID=995&CID=216798&banID=519541976&PID=0&textadID=0&tc=1&mt=1529462149932100&hc=251574a64a740c5a32eacbd b08e00
[3.59% p.a.] Home Loan Rate for Refinancers No Banks Can Beat (https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=725314&setID=251898&channelID=995&CID=216798&banID=519541976&PID=0&textadID=0&tc=1&mt=1529462149932100&hc=251574a64
a740c5a32eacbdffb08e007bb5f8ca5&location=)
finder Home Loans (https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=725314&setID=251898&channelID=995&CID=216798&banID=519541976&PID=0&textadID=0&tc=1&mt=1529462149932100&hc=251574a64a740c5a32eacbdffb08e007bb5f8ca5&locat
ion=)

(https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=773858&setID=251898&channelID=995&CID=236054&banID=519578154&PID=0&textadID=0&tc=1&mt=1529462150152858&hc=ae6107184cd795a754a0cd4bd7d63e
4 new creative ways to grow your business (https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=773858&setID=251898&channelID=995&CID=236054&banID=519578154&PID=0&textadID=0&tc=1&mt=1529462150152858&hc=ae6107184
cd795a754a0cd4bd7d63e8312a1630d&location=)
QuickBooks Connect Sydney (https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=773858&setID=251898&channelID=995&CID=236054&banID=519578154&PID=0&textadID=0&tc=1&mt=1529462150152858&hc=ae6107184cd795a754a0cd4bd7d63e8312a1630d&loc
ation=)

https://www.lawyersweekly.com.au/politics/23469-new-data-breach-laws-a-potential-honey-pot-for-lawyers

6/13

6/20/2018

New data breach laws a potential honey pot for lawyers - Lawyers Weekly



(/)



(https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=773875&setID=251898&channelID=995&CID=236055&banID=519578161&PID=0&textadID=0&tc=1&mt=1529462150373593&hc=97f18063cf4d638df643332 965cb9b
How to Recommend the Best Business Apps for Your Clients (https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=773875&setID=251898&channelID=995&CID=236055&banID=519578161&PID=0&textadID=0&tc=1&mt=1529462150373593&hc=97f18063c
f4d638df643332ff965cb9b59f482dd&location=)
Quickbooks Connect Sydney (https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=773875&setID=251898&channelID=995&CID=236055&banID=519578161&PID=0&textadID=0&tc=1&mt=1529462150373593&hc=97f18063cf4d638df643332ff965cb9b59f482dd&locati
on=)

(https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=719443&setID=251898&channelID=995&CID=214397&banID=519555512&PID=0&textadID=0&tc=1&mt=1529462151047610&hc=a7c200faf27ab51e23fa47db84f546b9
Income Protection: Are You Being Overcharged? (https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=719443&setID=251898&channelID=995&CID=214397&banID=519555512&PID=0&textadID=0&tc=1&mt=1529462151047610&hc=a7c200faf
27ab51e23fa47db84f546b9f2a74d73&location=)
Life Insurance Comparison (https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=719443&setID=251898&channelID=995&CID=214397&banID=519555512&PID=0&textadID=0&tc=1&mt=1529462151047610&hc=a7c200faf27ab51e23fa47db84f546b9f2a74d73&locati
on=)

https://www.lawyersweekly.com.au/politics/23469-new-data-breach-laws-a-potential-honey-pot-for-lawyers

7/13

6/20/2018

New data breach laws a potential honey pot for lawyers - Lawyers Weekly



(/)



(https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=775040&setID=251898&channelID=995&CID=236626&banID=519579147&PID=0&textadID=0&tc=1&mt=1529462151384552&hc=9bfb26a590669c6efce286655b2f416
Earn up to 40% more on your client’s platform cash. Learn How (https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=775040&setID=251898&channelID=995&CID=236626&banID=519579147&PID=0&textadID=0&tc=1&mt=1529462151384552&hc=9bfb26a59
0669c6efce286655b2f416b26d87a74&location=)
Betashares ETFs (https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=775040&setID=251898&channelID=995&CID=236626&banID=519579147&PID=0&textadID=0&tc=1&mt=1529462151384552&hc=9bfb26a590669c6efce286655b2f416b26d87a74&locat
ion=)

(https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=769959&setID=251898&channelID=995&CID=234380&banID=519575182&PID=0&textadID=0&tc=1&mt=1529462151986666&hc=4ce90f90993d75c6e2b0d17559584a5
A quicker and smarter home loan process for everyone (https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=769959&setID=251898&channelID=995&CID=234380&banID=519575182&PID=0&textadID=0&tc=1&mt=1529462151986666&hc=4ce90f909
93d75c6e2b0d17559584a51f7a17a79&location=)
Lendi.com.au (https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=769959&setID=251898&channelID=995&CID=234380&banID=519575182&PID=0&textadID=0&tc=1&mt=1529462151986666&hc=4ce90f90993d75c6e2b0d17559584a51f7a17a79&locat
ion=)

https://www.lawyersweekly.com.au/politics/23469-new-data-breach-laws-a-potential-honey-pot-for-lawyers

8/13

6/20/2018

New data breach laws a potential honey pot for lawyers - Lawyers Weekly



(/)



(https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=726172&setID=251898&channelID=995&CID=217207&banID=519570063&PID=0&textadID=0&tc=1&mt=1529462152204716&hc=447166a4d9940507b40b54024ef8bc
Relieving the HR headaches of business owners (https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=726172&setID=251898&channelID=995&CID=217207&banID=519570063&PID=0&textadID=0&tc=1&mt=1529462152204716&hc=447166a4
d9940507b40b54024ef8bcfc64b441ac&location=)
Qantas Business Rewards (https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=726172&setID=251898&channelID=995&CID=217207&banID=519570063&PID=0&textadID=0&tc=1&mt=1529462152204716&hc=447166a4d9940507b40b54024ef8bcfc64b441ac&loca
tion=)

(https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=755146&setID=251898&channelID=995&CID=228883&banID=519564510&PID=0&textadID=0&tc=1&mt=1529462152431954&hc=e580f7c8d854d53c20cdee6d9b718d
How Greta purchased four properties in a year (https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=755146&setID=251898&channelID=995&CID=228883&banID=519564510&PID=0&textadID=0&tc=1&mt=1529462152431954&hc=e580f7c8d
854d53c20cdee6d9b718db6d00c06af&location=)
Smart Property Investment (https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=755146&setID=251898&channelID=995&CID=228883&banID=519564510&PID=0&textadID=0&tc=1&mt=1529462152431954&hc=e580f7c8d854d53c20cdee6d9b718db6d00c06af&loca
tion=)

https://www.lawyersweekly.com.au/politics/23469-new-data-breach-laws-a-potential-honey-pot-for-lawyers

9/13

6/20/2018

New data breach laws a potential honey pot for lawyers - Lawyers Weekly



(/)



(https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=725332&setID=251898&channelID=995&CID=216802&banID=519541983&PID=0&textadID=0&tc=1&mt=1529462152652647&hc=7c0be649bb0dc4053ed84d28232e2c
Tradie, Bartender or Chef? We've Got The Tools To Help (https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=725332&setID=251898&channelID=995&CID=216802&banID=519541983&PID=0&textadID=0&tc=1&mt=1529462152652647&hc=7c0be649
bb0dc4053ed84d28232e2c51d96ab8fe&location=)
Reckon One (https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=725332&setID=251898&channelID=995&CID=216802&banID=519541983&PID=0&textadID=0&tc=1&mt=1529462152652647&hc=7c0be649bb0dc4053ed84d28232e2c51d96ab8fe&loc
ation=)

(https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=769673&setID=251898&channelID=995&CID=233976&banID=519574519&PID=0&textadID=0&tc=1&mt=1529462152882947&hc=b00c3707695e5cedf12c7e2c47cfc3b
Earn monthly an av. 7.90% net with first mortgage investments. (https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=769673&setID=251898&channelID=995&CID=233976&banID=519574519&PID=0&textadID=0&tc=1&mt=1529462152882947&hc=b00c3707
695e5cedf12c7e2c47cfc3b4af7d545a&location=)
Balmain Private (https://servedbyadbutler.com/redirect.spark?
MID=169177&plid=769673&setID=251898&channelID=995&CID=233976&banID=519574519&PID=0&textadID=0&tc=1&mt=1529462152882947&hc=b00c3707695e5cedf12c7e2c47cfc3b4af7d545a&locat
ion=)

0 COMMENTS

Join the discussion

https://www.lawyersweekly.com.au/politics/23469-new-data-breach-laws-a-potential-honey-pot-for-lawyers

10/13

6/20/2018

New data breach laws a potential honey pot for lawyers - Lawyers Weekly
There are no comments yet.
(/)

BREAKING NEWS





Be the first to hear the latest
developments across the legal profession

SIGN UP

RECENT PODCASTS

(https://www.lawyersweekly.com.au/podcasts)

LATEST COMMENTS

MOST READ

https://www.lawyersweekly.com.au/politics/23469-new-data-breach-laws-a-potential-honey-pot-for-lawyers

11/13

6/20/2018

New data breach laws a potential honey pot for lawyers - Lawyers Weekly
Anonymous - empathy from
pretend legal tech people.......

(/)



Empathy crucial for future legal tech - 17 hours
ago. (/component/comment/?



task=comment.gotocomment&id=10733)

Anonymous - Is it that he has
"resurfaced" at a.......
Paradise resurfaces at boutique - 17 hours ago.
(/component/comment/?
task=comment.gotocomment&id=10732)

Clarkie - 1 week a er dismissal!
Looks like you.......
Paradise resurfaces at boutique - 18 hours ago.
(/component/comment/?
task=comment.gotocomment&id=10731)

Anonymous - LW shame on you.
Please remove this.......
Legal secretary sacked for false bullying accusati...
- 20 hours ago. (/component/comment/?
task=comment.gotocomment&id=10730)

 Lawyers Weekly on Twitter
Follow @lawyersweekly

Lawyers Weekly
Like Page

24K likes

Lawyers Weekly
15 hours ago

“We have also seen examples of
clients who have not disclosed a
mental health issue and have had
their policies cancelled, even when
their condition is minor and could just
have resulted in a small variation to
the policy,” Australian Lawyers
Alliance spokesperson Josh Mennan
said. http://ow.ly/aBv330kyJGf

Lawyers call for mental healt
The Australian Lawyers Alliance is pu…

(https://www.lawyersweekly.com.au)




(https://www.facebook.com/lawyersweekly)



(https://www.linkedin.com/in/phillip-tarrant-lawyersweekly/)



(https://twitter.com/lawyersweekly)

(https://www.lawyersweekly.com.au/news/?format=feed&type=rss)

OUR SITES

https://www.lawyersweekly.com.au/politics/23469-new-data-breach-laws-a-potential-honey-pot-for-lawyers

12/13

6/20/2018

New data breach laws a potential honey pot for lawyers - Lawyers Weekly
Adviser Innovation (http://www.adviserinnovation.com.au/)
Defence Connect (https://www.defenceconnect.com.au/)
Fintech Business (https://www.fintechbusiness.com/)
Independent Financial Adviser (https://www.ifa.com.au/)
Investor Daily (https://www.investordaily.com.au/)
Lawyers Weekly (https://www.lawyersweekly.com.au/)
Mortgage Business (https://www.mortgagebusiness.com.au/)
MyBusiness (https://www.mybusiness.com.au/)
Nestegg (https://www.nestegg.com.au/)
Real Estate Business (https://www.realestatebusiness.com.au/)
Risk Adviser (https://www.riskadviser.com.au/)
Smart Property Investment (https://www.smartpropertyinvestment.com.au/)
SMSF Adviser (https://www.smsfadviser.com)
The Adviser (https://www.theadviser.com.au/)
Wellness Daily (https://www.wellnessdaily.com.au)
Which Investment Property (https://www.whichinvestmentproperty.com.au/)

(/)





EVENTS AND SUMMITS
Australian Law Awards (https://www.lawyersweekly.com.au/australian-law-awards)
Corporate Counsel Awards (https://www.lawyersweekly.com.au/corporate-counsel-awards)
30 Under Thirty (https://www.lawyersweekly.com.au/lawyersweekly-30under30)
Partner of the Year (https://www.lawyersweekly.com.au/partner-of-the-year-awards)
Women in Law (https://www.lawyersweekly.com.au/women-in-law)
Future Forum (https://www.lawyersweekly.com.au/lawyers-weekly-future-forum)
Better Business Summit (https://www.theadviser.com.au/better-business-summit)
Australian Broking Awards (https://www.theadviser.com.au/australian-broking-awards)
New Broker Academy (https://www.theadviser.com.au/new-broker)
Bootcamp SME Broker (https://www.theadviser.com.au/bootcamp-sme-broker)
Australian Accounting Awards (https://www.accountantsdaily.com.au/australian-accounting-awards/)
SMSF Summit (http://www.smsfadviser.com/smsf-summit)
ifa Excellence Awards (https://www.ifa.com.au/ifa-awards)
ifa Convention (https://www.ifacon.com.au/)
Women in Finance Awards (https://www.womeninfinanceawards.com.au/)
Adviser Innovation Summit (http://www.aisummit.com.au/)
REB Awards (https://www.realestatebusiness.com.au/rebawards)
MyBusiness Awards (https://www.mybusiness.com.au/my-business-awards)

About (/about-us)
Advertise (/advertise-with-us)
Contact Us (/contact-us)
CATEGORIES
News (/breaking-news)
Features (/new-features)
Corporate Counsel (/corporate-counsel)
The Bar (/wig-chamber)
Big Law (/biglaw)

Copyright © 2018 MOMENTUM MEDIA
Copyright and Disclaimers (/copyright-legal-and-disclaimers) ● Privacy Policy (/privacy-statement)

https://www.lawyersweekly.com.au/politics/23469-new-data-breach-laws-a-potential-honey-pot-for-lawyers

13/13

