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Executive Summary

This proposal seeks to fill this urgent gap by applying consistent and effective cybersecurity
measures, especially for small and medium enterprises (SMEs) due to growing cyber threats.
Challenges in its use include resource constraints and lack of manpower to combat cyber
criminals and cyber threats that are imminent to SMEs. As demonstrated in the following
proposal, it suggests feasible strategies focusing on awareness, infrastructure, and policy that
can adapt to SMEs’ capacities. Thus, adopting a positivist research philosophy along with a
deductive research approach, the study evaluates the existing scenario and proposes’the best
practices. In effect, it becomes possible to optimize business operations while shrugging off an
increasing stock of computer and cyber threats, assuring customers/and meeting/regulatory
demands, which has the potential to prolong SMEs’ sustainability/ih a eéghtextjof ever-growing

digital contentiousness.
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1.0 Introduction

SME:s beings their dependence on technology in the current generation as a central part of their
operations. For that reason, they rely on digital infrastructure and can easily become targets of
cyber threats that cost much and negatively impact their reputation. While large corporations
can easily employ information security due to their resources and competent professionals,
SME:s are not able to do so effectively. This proposal focuses on finding out the best ways that
SMEs can apply to avoid loss of their assets, retain their customers trust and méetythe legal
requirements on Cybersecurity. Thus, employing these measures, SMEs will be able’to ptotect

their activities from the constantly increasing risk of cyber threats.
Problem Statement

A study has however established that SMEs are particularly vulnerable to cybersecurity threats
as they are often faced with challenges of limited funds, knowledge and experience. These
businesses become a favorite target of the cybercriminals sincesthey are likely to lack proper
security systems. The effects of a cyber attack are,dire which include loss of data, loss of
money, and loss of reputation (Rawindaran, Jayaltand Prakash, 2022). Despite the growing
threat level and higher complexity of cyber threats;, SMEs often have a poor attitude toward
cybersecurity solutions that are €onsidered expensive and complicated. This proposal talks
about the lack of fairly-pricedrand effective measures in increasing the security of SMEs against

possible threats in the futuré,hefice contributing to the sustainability of the companies.

1.1 Research Aim

To develop practical strategies for enhancing cybersecurity in Small and Medium Enterprises

(SMEs) that are cost-effective and tailored to their unique challenges and resources.

1.2 Research Objectives

e To identify current cybersecurity challenges faced by SMEs.
e To evaluate existing cybersecurity practices and frameworks suitable for SMEs.
e To develop tailored cybersecurity strategies for SMEs based on identified challenges

and best practices.




e To assess the effectiveness of the proposed cybersecurity strategies through practical

implementation and case studies.

1.3 Research Questions

e What are the primary cybersecurity threats faced by SMEs today?

e Which cybersecurity frameworks and practices are most effective for SMEs with
limited resources?

e How can cybersecurity strategies be adapted to address the specifie, n€eds, and
constraints of SMEs?

e What are the outcomes and impacts of implementing the/proposed cybersecurity

strategies in SMEs?

2.0 Critical Literature Review

Mitigating Cybersecurity threats is becoming paramount to/Sme’s as they establish their
businesses especially in the ever growing digital enyvironment. Entrepreneurs and business
owners remain vulnerable to cyber-attack'because, for all the awareness of SMEs as key
contributors to the economy and ubiquitous in nimbers, they usually do not have the capital or
human resources to protect themselves properly (Baci, Vukatana and Baci, 2022). Thus, this
literature review looks intoditerature@ver the research practices so that it can expand on best
practices that can be employed to strengthen security in SMEs and given their hugeness and

constrains.
Current Cybersecurity Challenges for SMEs

SMEs endure seyeral cybersecurity challenges mainly due to financial constraints, minimal
infrastructure®sdpport, and, in some cases, no professional cybersecurity personnel. Due to
these characteristics these networks become easy targets to cyber criminals who seek to take
advantage and gain financial benefits or cause mayhem. Some of them are phishing and sender
identification, ransomware, and data theft, loss, and leak which may lead to massive monetary

loss, brand deterioration, and legal penalties respectively.

Existing Cybersecurity Practices and Frameworks




Studying the existing sources, it is possible to identify different cybersecurity frameworks and
approaches that SMEs may follow. There are frameworks like the National Institute of
Standards and Technology (NIST) Cybersecurity Framework which provides the systematic
way of addressing the issues for the SMEs in question (NIST, 2020). In the same way, measures
such as the frequent updating of the team’s software, conducting training with the staff about
cybersecurity measures to avoid and the use of encryption technologies are recommended to

enhance protections from usual common cyber threats (Ashley and Preiksaitis, 2022).
Tailored Strategies for SMEs

Appropriate measures to protect SMEs from cyber threats have to be.selected based on its
advantages and disadvantages and the possibilities for organizations‘ef this typ€ This entails
making proper assessments that will enable one to identify th€ fisks andyth€ most important
items to protect, acquiring the best measures that are cheaper to implément, and ensuring that
good polices and measures that are efficient in handling data and hazards are put in place.
Preventive or detective measures need to become patt, ofyan” organization’s operations to

minimize cyber risks that may threaten its operationsy(Kant and Johannsen, 2022).

Evaluating Strategy Effectiveness

It is also important to note that et all implemented cybersecurity measures in SMEs are
optimal because of the need to balange their practicability with their efficacy in the face of new
threats. Thus, a number of caséistudies’and empirical research illustrate that a wide range of
cybersecurity measures, such as the monitoring of the networks, controls of the access, and
regular security check camimprove the readiness against cyber threats. Moreover, outsourcing
with cybersecutity serviceproviders or using services that rely on cloud security can somewhat
reduce considerations”a SME comes across while implementing adequate cybersecurity
meastres.

It wasyfound that improving SME’s cybersecurity involves the implementation of technology
intervention with support from organizational frameworks along with employee engagement.
Thus, learning and analyzing the issues that SMEs face, it is possible to enhance the safety of
their assets, guarantee customer loyalty, and observe the legal necessities (Jahankhani, Meda
and Samadi, 2022). The future investigations should cover the advancements in information

technologies and threats and improve the effectiveness of cyber security for SMEs.




3.0 Research Methodology

3.1 Research Philosophy

In this study on the advancement of cybersecurity in Small and Medium Enterprises (SMEs),
the research philosophy will be positivist in nature. Positivism operator focuses on concept and
phenomenon which are observable and measurable and its aim of explaining laws or

regularities.

The positivist philosophy meets the propose aim of the study to provide a factual analysis of
the current state, issues, and preparedness in cybersecurity among SMEs. Using survey data as
the primary type of data set and data collection method the fesearch intends to generate
empirical data that would be quantitatively analyzed (Rawindaran, Jayal and Prakash, 2021).
This will help in noting regularities, relationships, and ghanges in cyber security measures for

different SMEs’ sizes and fields.

Like other phenomenological theories, positiVism has also given prominence to the aspect
objectivity and quantitative data collectien and analysis. The method of the survey shall seek
to make the questions and expected answer choice criteria clear, to get a clear and coherent
response. The survey findings will be analyzed teleologically using Statistical datum such as
descriptive statistics & inferential analysis to behavioral results to come up with an objective
conclusion on the current statg of the SMEs’ cybersecurity measures and the rate of incidence

of cybersecurity threats.

Considering the, fact that this research will be carried out with the intention of adding to the
existing literatute abett cyber security in SMEs, it befitting that this research adopts a positivist
resgarch, philosophy thus providing reliable and replicable results (Nadella et al. 2024). The
focus'on the quantitative research and analytical approach will contribute to evidence-based
decision-making and formulation of the workable recommendations for the improvement of

cybersecurity resilience in the SMEs accordingly.

3.2 Research Approach

The research approach that will be used in this study on the factors and strategies that can be

used to improve cybersecurity in SMEs shall be the deductive research approach as this will
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help in systematically evaluating the relationship between identified wvariables and
cybersecurity outcomes. The deductive approach used entails carrying out an assessment based
on a given hypothesis or theory with a view of making observations and analyzing the findings

collected.

The study will be carried out with the help of a theory/framework formulated based on previous
literature and cybersecurity models suitable for SMEs. This theoretical background will be used
to develop hypothesis about the efficiency of the modern cybersecurity measuresy, different
threats, and overall preparedness of SMEs for cybersecurity challenges (Alahmari and Duncan,

2020).

The survey data collection method will be used to get quantitatiy¢ datasthat, will support the
testing of the following hypotheses. This way, the survey objéctives willygather and account

for all the essential aspects of SME’s cybersecurity patterms, threats, and preparedness.

Data analysis will involve the use of questionnaire*tesponses which will involve statistical
procedures like descriptive and inferential statisties. The study will therefore fit the survey
results into some of the existing theories and models)with a view of empirically testing or

adding to the existing literature about €yberseeurity,in SMEs.

The deductive approach will ensure that thestidy of cybersecurity for SMEs is systematic and
developmental the preliminary results of the study shall comprise of theoretical
recommendations and.§trategies that ought to be implemented (Eybers and Mvundla, 2022).
Hence, such methodelogical work provides a guarantee that such SCM insights can be well-
grounded in data, thereby¥facilitating the creation of genuinely valuable knowledge to enhance

the cybersecurityidevelopments among SMEs.

3.3 Data collection method

In this research proposal on improving the level of cybersecurity in SMEs, the type of research
to be used is an extant primary quantitative research that will involve administering surveys.
Specifically, the survey seeks to establish detailed information on the existing state of affairs
in cybersecurity, including practices, risks, and preparedness among SMEs operating in various

industries.




Section C: survey design The survey design will therefore be geared towards collection of
quantitative data that describe key aspects of cyber security in SMEs. It will analyze the
approaches and efficacy of the current security solutions such as Firewall, Anti-virus, and
security awareness programs among employees (Chidukwani, Zander and Koutsakis, 2022).
Further on, the survey will also touch on finding out typical cybersecurity threats like phishing,

ransomware attacks, and data breaches that SMEs experience.

Conducting the survey, the sampling will be carried out using the stratified randofysampling
technique to include different SME sizes and industries. The survey will b¢ earri€éd ‘enline
within social media platforms, blogs, and people’s emails to ensure a large uptake of the,survey.
The respondents will be assured that they will not be revealed to other people and the whole

process will be kept discreet (Batmetan and Kembuan, 2024).

The data analysis will include measures like descriptive.statistics ‘amalysis and inferential
analysis so as to draw conclusions from survey data”cellected, The need to understand the
current strategy, typical problems and weaknesses/of cyberseeurity in SMEs will be the reason
for this analysis and will further help in identifying and designing specific measures to improve

the level of cybersecurity.

The survey’s outcomes are expecté€d-toyprovide the scholarship database of empirical findings
that underpin the development\of pragmatic recommendations and solutions relevant to the
SMEs’ cybersecurity requitements (Emer, Unterhofer and Rauch, 2021). This methodological
approach helps to collect and, analyses reliable data and contribute to the creation of

cybersecurity strategies for"'SMEs efficiently.

3.4 Data analysis

Duringthe analysis section of this study on the best approaches to implementing cybersecurity
to SMEs, the received surveys will be categorized and analyzed using the Statistical Package
for the Social Sciences (SPSS). The data will be analyzed with the use of some descriptive as

well as inferential statistical tools that will ascertain the findings.

First, frequency analysis followed by measures of central tendency; these include mean,

median, mode and measures of dispersion; these are standard deviation and range, will be




computed. The following statistical figures will outline the findings pertaining to major facets

of cybersecurity measures, concerns, and preparedness among SME:s.

After that, other inferential analysis techniques will be conducted, these embody correlation
analysis and regression analysis. The descriptive part, correlation analysis, will investigate the
extent of the associations between variables, for instance, how correlated different forms of
cybersecurity measures are and the extent of their effectiveness (Pawar and Palivela, 2022).
Co-relations analysis will assist in determining the important factors that need to be‘¢onsidered
as the key predictors of cybersecurity resilience in SMEs such as the level, oftbudgetyto be

adjusted for and the efficacy of the employee training programs.

The outcomes of these analyses will reveal detailed, enriched information on the state of
cybersecurity in SMEs of today with references to strong and gveak aspects,/Such information
will be useful in establishing specific approaches and preposals that will be used to improve
the cybersecurity protection of SMEs and by extension promote safer business spaces across

various sectors.

4.0 Conclusions

Strengthening cybersecurity in Smalltand Medium Enterprises (SMEs) is vital in modern
economies to minimize riskssand protect the organization’s operations. This proposal has also
highlighted the important issues- affecting the sme’s which are scarcity of resources, skills

deficiency and the logoming menaeé€ of cyber crimes.

During the research fromliterature, it can be noted that SMEs have inadequate cybersecurity
resources”andimeasures and are exposed to different types of cyber threats such as phishing
attacks, ransomware attacks, and data leakage. The active strategies of SME cybersecurity for
the given research include the existing frameworks and advisories like that of the National

Instituteof Standards and Technology for SMEs.

To this end, the research aims to come up with solutions that can be easily adopted by SMEs
in terms of cost in addition to being easy to adopt by the intended client base, the awareness
level, infrastructure improvement, & modes of implementing effective cybersecurity policies.
Based on a positivist research philosophy and deductive research approach, this study will
establish the effectiveness of current recommended cybersecurity measures for SMEs and

generalise the field’s knowledge.




Employing survey to gather data and using SPSS analysis, the study would provide information

on today’s cybersecurity practice and risks among SMEs. Thus, based on the analysis of the

main threats and an assessment of the measures that various businesses take to maintain their

cybersecurity, this work will offer solutions to improve cybersecurity in SMEs and build their

resilience to cyber threats.

5.0 Timeline

Hame

E1. Research Planning
1.1 Planning for research

Duration Start

7 days|10/10/24 8:00 AM
2 days|10/10/24 8:00 AM

Finish

18/10/24 5:00 PM
11/10/24 5:00 PM

1.2 Gathering Background Information 1day 14/10/24 8:00 AM 14/10/24 5:00 PM 2
1.3 Designing Aims, Objectives and Questions 2 days 15/10/24 8:00 AM 16/10/24 5:00 FM 3
1.4 Designing Hypotheisis 2 days 17/10/24 5:00 AM 18/10,24 5:00 PM 4
E 2. Literature Review 21 days 21/10/24 B:00 AM 18/11/24 5:00 PM 1
2.1 Gathering Background Literatures 5days 21/10/24 8:00 AM 25/10/24 5:00 PM
2.2 Collecting information regrading theories and models 3 days 28/10/24 8:00 AM 30/10/24 5:00 PM 7
2.3 Identifying IVs and DVs 4 days 31/10/24 8:00 AM 51124 5:00 PM 3
2.4 Creating Conceptual Framework 2 days|6/11/24 8:00 AM 71124 5:00 PM 9
2.5 Drawing Methdology 5 days 38/11/24 8:00 AM 14/11,/24 5:00 PM 10
2.6 Identifying Litertaure Gap 2 days|15/11/24 5:00 AM 18/11/24 5:00 PM 11
E]3. Data Collection and Analysis 18 days(19/11/24 8:00 AM 13/12/24 5:00 PM 6
3.1 Creating Questionaire 1day 19/11/24 8:00 AM 19/11/24 5:00 PM
3.2 Creating Sample population 2 days|20/11/24 8:00 AM 21/11/24 5:00 PM 14
3.3 Collecting Survey Information 2days 22/11/24 8:00 AM 25/11/24 5:00 PM 15
3.4 Tabulising Data 4 days 26/11/24 8:00 AM 29/11/24 5:00 PM 16
3.5 Performing Data Validation 3days 2/12/24 8:00 AM 4/12/24 5:00 PM 17
3.6 Performing Statistical Analysis 2days 5/12/24 8:00 AM 6/12/24 5:00 PM 18
3.7 Drawing Condusion 2 day= 9/12/24 5:00 AM 10/12/24 5:00 FM 15
3.8 Interpreting Information 3days 11/12/24 5:00 AM 13/12/24 5:00 FM 0
= 4. Drawing Conclusion 22 days 161224 8:00 AM 14f1/35 5:00 PM 13
4.1 Designing Condusion 1day 16/12/24 8:00 AM 16/12/24 5:00 PM
4.2 Fulfiling Aims and Objectives 12 days|17/12/24 8:00 AM 1/1/25 5:00 PM 23
4,3 Testing Hypotheisis 5days 2/1/25 8:00 AM 8/1/25 5:00 PM 24
4,5 Providing Recommendations 3 days 9/1/25 8:00 AM 13/1/25 5:00 PM 25
4.6 End of the research 1day 14/1/25 §:00 AM 14/1/25 5:00 PM 26
[ro 2024
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Predecessors
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6.0 Self-reflection

Description

Figure 1: Research Timéline

(Source: Self-created)

While generating this proposal om~the, improvement of cybersecurity in SMEs, I sought to

understand and design the solutionsifor the specific cybersecurity issues of the businesses. This

paper presents the overalléesearch goalS and objectives as well as the questions that will be

used to guide the study;the litetature review, the proposed data collection and analysis methods

into the research.study:

Feelings

Atdirst)l was shocked by the scale of the problem of cybersecurity and how it was necessary

to classify the information and structure it into a proposition. I felt more confident as I went on

and this was further boosted after developing a structure for the literature review and coming

up with research objectives and questions. The act of developing the survey and thinking about

the analysis procedures also provided me with satisfaction and confidence.

Evaluation

11




I particularly saw an aspect of strength in the area of attempting to put together a comprehensive
plan on the basis of receiving all sorts of information. The literature review enabled me to
assess where current research stands in tagging the cybersecurity situation in SMEs which was
vital in exterminating the research questions of the study. However, I was challenged on how
to seal this proposal from being generalized while at the same time remaining relevant to the
SMEs. The emphasis of this part of the research is thus crucial to making the findings realistic

and usable.

Analysis

The process of excluding or limiting certain elements as part of the study. made me understand
how beneficial it is to have defined research questions or aims and objeetives. Such clarity is
essential for framing the research and guaranteeing the results?, relevane to SMEs. The
experience pointed out to the fact that survey research requires a very systematic and structured
approach which should include careful planning right fsom the survey construction to the

analysis of the data collected which is very crucial in ensuringsdccurate and credible results.

Conclusion

The things that I discovered from this éxperience include the consideration of depth and breadth
of research topics. It is wise tode eemprehensive, but these activities should be done with the
view of the imperative goal azeas where attention should be focused in order to keep the
research objective oriefited. I also felt the importance of a proper methodical approach to define

the actions that weuldihelp,to.reach the best results.

Action Plan

In miy subsequent projects, I will make sure to develop specific and measurable research aims
and objectives right from the onset. This will help to avoid and/or minimize distractions and
thus channel the research process successfully. I will also consult with peers/mentors to gain
their input on whether the scope is decent and whether the methodology formulated is sound.
Also, I will ensure that analytical skills are improved to ensure the findings coming with the
research are more credible and usable. By adopting this approach, I stand to develop a higher

quality work that is quite targeted, specifically in areas as sensitive as cybersecurity in SMEs.
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Gibbs Reflective Cycle

Description
I WWhat happenad? \
Action Plan Feelings
If it rose again what What were you thinking
would you do? and feeling?

t

Conclusion
What else could you

Evaluation

What was good and bad
about the experience?

7

have done?

4

Analysis
What else can you
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9.0 Appendices

Appendix 1: Survey Questionnaire

No. Question Options
1 How often does your SME conduct cybersecurity | a) Never
training for employees?
b) Occasionally
c¢) Regularly
d) Always
2 Which cybersecurity measures does your SME [ a) Antivirusisoftware
currently employ?
b) Firewalls
¢) Intrusion Detection Systems
(IDS)
d) Encryption technologies
3 How frequently does your SME update its software | a) Never
and security patches?
b) Occasionally
c¢) Regularly
d) Always
4 What level of importance does your SME place on | a) Low
cybersecurity budget allocation?
b) Medium
c¢) High
d) Very high
5 How does your SME manage access control and user | a) No specific policies
permissions?
b) Basic policies
¢) Advanced policies
d) Automated policies
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6 Does your SME have a dedicated cybersecurity team | a) No
or personnel?
b) Part-time
c¢) Full-time
d) Outsourced
7 How often does your SME conduct cybersecurity | a) Never
risk assessments?
b) Occasionally
¢) Annually
d) Bidnnually.
8 Which regulatory compliance standards does your | a) None
SME follow for cybersecurity?
b) Industry-specific standards
¢) General data protection
regulations (GDPR, CCPA)
d) ISO/IEC 27001
9 How does your SME handlé-cybersecurity incidents | a) No specific plan
and breaches?
b) Informal response
¢) Formal incident response
plan
d) Continuous improvement
plan
10MWhat barriers does your SME face in implementing | a) Lack of budget

robust cybersecurity measures?

b) Lack of expertise
c¢) Lack of awareness

d) Resistance to change
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