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ABSTRACT 

This thesis explores the transformative potential of applying game theory to predictive 

maintenance, specifically addressing the formidable challenges associated with data acquisition. 

Predictive maintenance has emerged as a critical strategy for enhancing equipment reliability and 

reducing downtime in various industries. However, the acquisition of accurate and timely technical data 

poses a significant hurdle to the effectiveness of predictive maintenance programs. Drawing inspiration 

from game theory, this research investigates novel approaches to incentivize and optimize the acquisition 

of technical data through strategic interactions among stakeholders. 

The first section of the thesis provides an in-depth examination of the data acquisition challenges 

in predictive maintenance, highlighting the complexities arising from data accessibility, sensor 

integration, and the reluctance of stakeholders to share proprietary information. By framing these 

challenges as a strategic game, the study proposes innovative incentive mechanisms and cooperation 

strategies that encourage data sharing while addressing concerns related to security and privacy. The 

application of cooperative game theory models aims to create a win-win situation where stakeholders are 

motivated to contribute valuable technical data, leading to improved predictive maintenance outcomes. 

In the second section, the thesis delves into the development of a practical implementation 

framework that integrates game-theoretic principles into existing predictive maintenance systems. The 

framework not only considers the technical aspects of data acquisition but also accounts for the diverse 

interests and motivations of stakeholders. Through simulations and case studies, the effectiveness of the 

proposed game-theoretic strategies is evaluated in real-world scenarios, demonstrating their potential to 

overcome data acquisition challenges and enhance the overall reliability of predictive maintenance 

programs. 

In the final section, the thesis concludes with a discussion of the broader implications and future 

directions of integrating game theory into predictive maintenance strategies. By fostering collaboration 
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and aligning the incentives of various stakeholders, this research contributes to the advancement of 

predictive maintenance practices, paving the way for more resilient and efficient industrial operations. 
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CHAPTER ONE: INTRODUCTION 

In recent years, the integration of predictive maintenance technologies (PdM) has become 

imperative for industries seeking to optimize operational efficiency and mitigate the costly impact of 

equipment failures. Predictive maintenance relies heavily on the timely acquisition of accurate technical 

data, which serves as the lifeblood for effective prognostics and condition-based decision-making 

(Dalzochio et al., 2023). However, the acquisition of such data presents a multifaceted challenge, 

encompassing issues of data accessibility, reliability, and the reluctance of stakeholders to share 

proprietary information. This challenge has prompted a growing recognition of the need for innovative 

strategies to incentivize and optimize data acquisition processes. 

Game theory, a field of study originally rooted in economics and strategic decision-making, 

offers a compelling framework for addressing the complexities associated with data acquisition for 

predictive maintenance (Hayes). The application of game-theoretic principles to this context involves 

modeling the interactions among various stakeholders, such as equipment manufacturers, maintenance 

service providers, and system operators, as strategic games where the decisions of each participant impact 

the overall outcome. By framing data acquisition as a strategic game, we can explore novel approaches to 

encourage collaboration, information sharing, and incentive alignment among stakeholders, ultimately 

overcoming the technical and logistical hurdles associated with predictive maintenance data. 

This thesis seeks to delve into the intersection of game theory and predictive maintenance 

technology, aiming to provide a comprehensive understanding of how strategic interactions among 

stakeholders can be leveraged to enhance data acquisition processes. By employing game-theoretic 

models, this research endeavors to develop innovative strategies that address the challenges posed by data 

accessibility and encourage the efficient sharing of technical information. The outcomes of this study hold 

the promise of not only advancing the theoretical foundations of game theory in the realm of predictive 
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maintenance but also offering practical solutions that contribute to the development of more robust and 

effective predictive maintenance systems. Through an exploration of these strategic dynamics, this 

research aims to pave the way for a new paradigm in the application of game theory to data acquisition, 

with broader implications for the field of industrial engineering and beyond. 
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CHAPTER TWO: LITERATURE REVIEW 

 

In this comprehensive review of existing literature, we delve into the intricacies of data acquisition 

and predictive maintenance technologies, emphasizing their broad application beyond the military domain. 

The analysis underscores the critical role these interconnected dynamics play in various contexts. It 

becomes evident that the seamless integration of effective data management, robust data acquisition 

processes, and advanced predictive maintenance technology is not only imperative for optimal system 

functionality but also holds significant value in diverse sectors. The study highlights the fundamental 

importance of efficient data management practices, to encompass the maintenance of functionality, security, 

and relevance in a broader spectrum of fields. Simultaneously, the need for streamlined data acquisition 

processes emerges as a crucial factor for integrating cutting-edge technologies, exemplified by the 

incorporation of predictive maintenance systems. In this broader context, predictive maintenance 

technology, driven by sophisticated software algorithms, emerges as a key player in foreseeing equipment 

failures and optimizing maintenance schedules across various industries. Moreover, the application of game 

theory emerges as an intriguing dimension in the integration of data acquisition and predictive maintenance 

technologies across diverse domains. Game theory, with its foundation in strategic decision-making and 

interaction analysis, can be harnessed to optimize resource allocation and enhance overall system 

performance. In the broader context game theory offers a framework for modeling the interactions between 

various elements involved in data management and maintenance processes. By considering the strategic 

choices of different stakeholders, organizations can formulate more robust strategies for acquiring and 

managing data, as well as implementing predictive maintenance technology effectively. This strategic 

perspective, borrowed from game theory, provides a valuable lens for understanding the competitive and 

collaborative dynamics inherent in maintaining optimal functionality and longevity of critical assets in 

sectors ranging from manufacturing to healthcare. In essence, integrating game theory principles into the 

discourse enriches the discussion on holistic approaches to data-driven maintenance strategies, fostering a 
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more nuanced understanding of the complex interplay between stakeholders in diverse operational 

landscapes. 

The optimization of predictive maintenance technology adoption is facilitated through the 

integration of system dynamics and evolutionary game modeling in various ways. Firstly, the utilization of 

system dynamics offers a quantitative methodology for modeling intricate interactions among diverse 

entities engaged in adopting predictive maintenance technology (Meng et al., 2022). This approach enables 

decision-makers to quantitatively simulate the system's behavior over time, allowing for the assessment of 

long-term impacts stemming from different investment strategies. Secondly, the incorporation of 

evolutionary game modeling establishes a framework to depict the strategic interactions among diverse 

stakeholders participating in the adoption of predictive maintenance technology. Through this approach, 

decision-makers gain the capability to analyze the behavior of different actors and pinpoint the most 

advantageous investment strategy that maximizes overall system benefits. By merging these two 

methodologies, decision-makers can assess the economic advantages of predictive maintenance technology 

and refine the strategy based on dynamic interactions among stakeholders. The proposed methodology 

presents a holistic framework for decision-makers to scrutinize the viability of predictive maintenance 

technology, optimizing the investment strategy by considering the enduring benefits of the system. 

 Game theory is a branch of mathematics and economics that studies strategic interactions 

among rational decision-makers (Hayes). It involves the analysis of situations where the outcome of an 

individual's decision depends not only on their own choices but also on the choices made by others. Game 

theory provides a framework for understanding and predicting the behavior of participants in strategic 

situations, known as games, and it is widely used in various fields, including economics, political science, 

biology, and computer science (Hayes).  

The article titled "A Method for Economic Evaluation of Predictive Maintenance Technologies by 

Integrating System Dynamics and Evolutionary Game Modelling" employs game theory, particularly 

evolutionary game theory (EGT), to model strategic interactions and decision-making in the realm of 
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predictive maintenance technology adoption. The authors integrate EGT with system dynamics (SD) to 

optimize investment strategies for predictive maintenance technology (Meng et al., 2022). Utilizing EGT, 

they model the feedback relationship between costs and benefits, determining optimized strategies from the 

governmental authority's perspective (Meng et al., 2022). Moreover, they employ fundamental EGT 

concepts, namely evolutionary stability strategy (ESS) and replicator dynamics, to embody decision-

making processes and strategic interactions in the adoption of predictive maintenance technology. 

Therefore, in this instance, game theory is utilized to model and analyze the strategic interactions and 

decision-making processes pertinent to technology adoption and investment strategies (Meng et al., 2022). 

EGT serves as a potent tool for characterizing various behaviors in social and economic systems. The 

paper's application of Darwin's theory of evolution, specifically replicator dynamics in EGT, aligns with 

individuals evolving their strategies within a population based on the returns they receive, akin to the 

concept of natural selection in biological evolution (Meng et al., 2022). The replicator dynamic, as defined 

in the paper, captures this evolutionary process of strategy selection and change, rooted in the concept of 

evolutionary stability strategy (ESS) proposed to embody Darwin's theory (Meng et al., 2022). Hence, the 

application of Darwin's theory in this context is linked to modeling strategic interactions and decision-

making processes within a population, where individuals evolve their strategies based on the returns they 

receive, mirroring the concept of natural selection in biological evolution. 

Algorithmic Game Theory (AGT) represents an interdisciplinary realm merging game theory with 

computer science (Dolev, 2015). This field concentrates on both crafting and scrutinizing algorithms 

tailored to address challenges in game theory, alongside employing game theory principles in the 

formulation and examination of algorithms (Dolev, 2015). With far-reaching implications, AGT finds 

relevance across diverse domains such as economics, computer science, political science, and biology. In 

essence, AGT serves as a pivotal bridge, facilitating the reciprocal enrichment of game theory and 

algorithmic design, thereby influencing various disciplines (Dolev, 2015). Within the expansive scope of 

AGT, several focal points garner attention. Among these are the computation of Nash equilibrium, where 
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the focus lies on determining stable strategic configurations. Additionally, AGT delves into the intricate 

realm of incentive mechanisms, exploring ways to design systems that encourage desired behaviors among 

participants. The analysis of social networks represents another cornerstone of AGT, unraveling the 

dynamics of interactions within complex networks and their implications on strategic decision-making. 

These key topics exemplify the multifaceted nature of AGT, showcasing its versatility and applicability in 

dissecting strategic scenarios across different academic and practical domains. Load-balancing games and 

congestion games, both categories within Algorithmic Game Theory, diverge in their foundational 

assumptions and overarching objectives (Dolev, 2015). In load-balancing games, participants vie for 

resources with the aim of reducing their individual processing time or workload (Dolev, 2015). The 

resources are generally identical, and players are presumed to possess equivalent processing capabilities. 

The central goal revolves around distributing the workload efficiently across the resources, ensuring a 

balanced and optimized allocation. In contrast, congestion games involve players competing for resources 

with the objective of minimizing their personal delay or travel time (Dolev, 2015). Unlike load-balancing 

games, congestion game resources are typically non-identical, and players are assumed to harbor distinct 

preferences or priorities. The primary aim in congestion games is to allocate resources in a manner that 

collectively diminishes overall congestion or delay (Dolev, 2015). Although both game types entail 

resource competition, load-balancing games emphasize equilibrium in workload distribution, while 

congestion games prioritize the reduction of overall congestion and delay (Dolev, 2015). In game theory, a 

bimatrix game, also known as a matrix game, serves as a formal representation of a two-player strategic 

interaction. This representation involves a payoff matrix detailing the outcomes associated with every 

combination of strategies chosen by the players. Bimatrix games are often zero-sum, meaning one player's 

gain is balanced by the other's loss, though this is not a universal rule (Dolev, 2015). The primary focus of 

a bimatrix game is to describe the strategic structure, available choices, and associated payoffs within the 

specific context of a two-player game (Dolev, 2015). Nash equilibrium, on the other hand, is a broader 

concept within game theory that pertains to stable strategic configurations in any type of game, not limited 

to bimatrix games or those with only two players. In a Nash equilibrium, each player's strategy is optimal, 
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given the strategies chosen by the others, and no player has an incentive to unilaterally deviate from their 

chosen strategy (Dolev, 2015). Nash equilibrium is a non-cooperative game theory. The Prisoner's Dilemma 

is a classic example of non-cooperative game theory, involving two suspects, A and B, who are 

independently faced with the decision to cooperate or defect without communication (Hayes). The police 

offer varying sentences based on the joint choices of the suspects. Despite the potential for a mutually 

beneficial outcome if both remain silent, the Nash equilibrium in this non-cooperative game is for both 

suspects to confess, as neither has an incentive to unilaterally change their strategy given the other's choice 

(Hayes). The scenario illustrates the tension between individual rational choices and the collective optimal 

outcome, highlighting the dynamics of strategic decision-making in non-cooperative games. While a 

bimatrix game provides the formal structure and payoffs of a particular game, Nash equilibrium identifies 

stable points where strategic choices align optimally, offering a more general solution concept applicable 

to diverse strategic interactions. Bimatrix games can be used to model both cooperative and non-cooperative 

interactions, depending on the context and the specific nature of the game. In summary, non-cooperative 

game theory analyzes strategic interactions where players act independently to maximize their individual 

outcomes, often leading to Nash equilibrium. Cooperative game theory, on the other hand, studies situations 

where players can form coalitions and collaborate to achieve outcomes that are beneficial for the group, 

with a focus on stability and joint utility. The choice between non-cooperative and cooperative frameworks 

depends on the nature of the interactions being modeled and the assumptions about player behavior. 

Additionally, In 'Game Theory: A Classical Introduction, Mathematical Games and the Tournament,' the 

author explores classic game theory scenarios, including the timeless tales of 'The Lady or the Tiger' and 

the mathematical intricacies of Nim. In the 'Lady or the Tiger' scenario, players face a decision between 

two doors, one concealing a reward (a lady) and the other a punishment (a tiger), with a romantic subplot 

adding complexity to the decision-making process (Game Theory. A Classical Introduction, Mathematical 

Games and the Tournament, 2017). Nim, on the other hand, is a strategic mathematical game where players 

remove objects from distinct heaps, aiming to leave their opponent with the last object (Game Theory. A 

Classical Introduction, Mathematical Games and the Tournament, 2017). Both these scenarios offer 
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insights into decision-making, chance, and strategic thinking, making them fascinating examples within the 

broader study of game theory. In summary a myriad of methods and research endeavors exist in the realm 

of game theory, reflecting its diverse applications and ongoing exploration. The upcoming section will 

delve into the diverse methodologies and research concerning game theory, exploring their potential 

applications across various domains, and offering a comprehensive analysis of their practical implications. 

Transitioning from the discussion on Algorithmic Game Theory (AGT) and strategic interactions, 

the focus now shifts to the realm of Internet of Things (IoT) security. While AGT explores strategic 

decision-making and equilibrium in various scenarios, the IoT introduces a distinct set of challenges related 

to the security of interconnected devices. As stated by the author, cooperative game theory falls within the 

realm of applied mathematics and focuses on analyzing the strategic positions of players within a game 

(Asadi, 2022). The primary objective of this theory is to assess various strategies in a game to maximize 

the benefits (Asadi, 2022). Cooperative games involve the definition of a set of players and characteristic 

functions. These functions determine the values generated by subsets of players in the game (Asadi, 2022). 

The initiation of a cooperative game involves defining a coalition, representing a group of players capable 

of reaching a binding agreement. Each subset of players can form a coalition, and a game is the coalition 

of a pair with the following specifications. The players' attempts are focused on selecting the best strategy, 

and the games are classified into two types: doubles and multiplayer games (Asadi, 2022). In multiplayer 

games, each player may compete with other players, and either these games are based on a lack of 

cooperation, or they cooperate with each other in solving a problem.  In particular, the injection of multiple 

attacks into IoT infrastructure and the vulnerability of IoT security interfaces pose significant obstacles 

(Asadi, 2022). To address these challenges, this article proposes a solution employing cooperative game 

theory in conjunction with advanced detection approaches—specifically, Long Short-Term Memory 

(LSTM), Autoencoder, and Support Vector Machine (SVM) (Asadi, 2022). The core objective of this 

research is to enhance the efficiency of detecting IoT botnet attacks, recognizing the critical need for swift 

intrusion detection in the IoT environment. The proposed approach involves leveraging cooperative game 
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theory to select effective features and applying SVM, LSTM, and Autoencoder to identify IoT botnet traffic. 

The results showcase improvements in accuracy, recall, and learning time across various methods, 

demonstrating the potential efficacy of the cooperative game theory-based approach (Asadi, 2022). By 

addressing the security challenges unique to the IoT landscape, this research contributes to the ongoing 

efforts to fortify IoT infrastructure against emerging threats, providing a more accurate and timely means 

of detection and prevention of botnet attacks (Asadi, 2022). 

An Unmanned Aerial Vehicles (UAVs)-assisted Wireless Sensor Network (WSN) constitutes a 

system integrating drones with a wireless sensor network, enhancing data collection, communication, and 

monitoring capabilities. In this setup, UAVs function as mobile platforms flying to specific locations, 

carrying sensors or communication devices to gather information and enhance WSN performance. The 

synergy between UAVs and WSN brings advantages like increased mobility, extended coverage, and rapid 

deployment, particularly beneficial in scenarios where traditional ground-based sensor networks encounter 

limitations (Chawra & Gupta, 2022). Applications span environmental monitoring, disaster response, 

precision agriculture, surveillance, and infrastructure inspection (Chawra & Gupta, 2022). The dynamic 

mobility of UAVs complements stationary sensor nodes, creating a versatile and efficient data acquisition 

system. In this proposed approach, UAVs dispatched from the Base Station collect sensing data from 

deployed sensor nodes in challenging terrains. Benefits include reduced communication traffic burden, 

enhanced coverage, flexible mobility, expedited data gathering, energy conservation, and improved 

network lifetime (Chawra & Gupta, 2022). Traditional UAV-based schemes often face challenges like poor 

network lifetime, low scalability, high delay, and premature exhaustion of UAV energy. Mobile Sink is a 

mobile device that is employed to acquire the sensing data from Sensor networks or cluster heads in a 

Wireless Sensor Network (WSN) (Chawra & Gupta, 2022). The use of Mobile Sink for data collection from 

WSNs suffers from limitations such as the inability to reach Sensor Networks or Cluster Heads deployed 

over harsh areas resulting in high latency anomalies (Chawra & Gupta, 2022). To address these, the 

proposal advocates UAVs-assisted WSNs for swift and efficient data gathering tasks, overcoming 
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limitations associated with Mobile Sink approaches, especially in harsh or non-planar terrains, and 

mitigating high latency issues (Chawra & Gupta, 2022). The proposed non-cooperative game theory-based 

Cluster Heads (CHs) selection algorithm is explained in the provided sources. In summary, the algorithm 

formulates the problem of optimal load-balanced CH selection as a CH selection game (CHSG), where each 

sensor node (SN) independently chooses to participate (Chawra & Gupta, 2022). A utility function, 

accounting for both payoff and overhead values of SNs, is utilized to express the game dynamics. The 

algorithm employs a non-cooperative game model with N players, where each SN selects a CH strategy 

with a certain probability, resulting in a mixed strategies-based Nash Equilibrium (NE) (Chawra & Gupta, 

2022). The NE is then employed to identify the optimal set of CHs for load-balanced clusters. These 

selected CHs form clusters, contributing to the establishment of a load-balanced cluster-based network 

infrastructure (Chawra & Gupta, 2022). Overall, the algorithm strategically utilizes non-cooperative game 

theory concepts to achieve an optimal CH selection and create a well-balanced network.  

In tandem with the notable progress in UAVs-assisted Wireless Sensor Networks (WSNs) and the 

development of non-cooperative game theory-based Cluster Heads (CHs) selection algorithms, the focus 

now shifts to the realm of predictive maintenance for the Joint Strike Fighter, as discussed in recent 

conference proceedings. While the presented work doesn't explicitly delve into the integration of 

cooperative game theory, the forthcoming analysis offers insights into potential applications and challenges 

in leveraging data to optimize predictive maintenance strategies for this advanced fighter aircraft. As we 

explore the innovative ideas and concepts shared in the conference, we'll consider the implications of 

applying cooperative game theory in addressing the unique challenges associated with maintaining and 

enhancing the operational efficiency of the Joint Strike Fighter. This exploration contributes to a 

comprehensive understanding of diverse methodologies within the broader context of modern military 

operations. The volume of information required to gain insights into contemporary acquisition systems is 

expanding exponentially. This is primarily attributed to the development of more intricate, high-resolution, 

and software-intensive acquisition systems that operate within complex environments such as System-of-
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Systems (SoS), Family-of-Systems (FoS), Joint, and Coalition settings (Norman et al., 2018). 

Unfortunately, the tools and techniques essential for swiftly gathering, consolidating, and analyzing this 

information have not kept pace with the increasing system complexity (Norman et al., 2018). Consequently, 

the current state of analysis and evaluation is becoming progressively inadequate and inefficient. 

Addressing this challenge necessitates the development of novel tools and methodologies capable of 

efficiently collecting, aggregating, and analyzing large datasets to enhance the overall evaluation process 

(Norman et al., 2018). The Test Resource Management Center (TRMC) is tackling challenges in data 

acquisition and analysis by establishing a knowledge management and analysis capability for Department 

of Defense (DoD) test and evaluation (T&E) (Norman et al., 2018). This initiative harnesses commercial 

big data analysis and cloud computing technologies to enhance the quality of evaluations and expedite 

decision-making processes within the Department of Defense. The TRMC envisions a comprehensive T&E 

environment that ensures knowledge is easily accessible and discoverable throughout the lifecycle of an 

acquisition program, facilitating efficient data analytics (Norman et al., 2018). The goal is to provide 

analysts, program managers, logisticians, and decision-makers with access to acquisition system data 

through a logically-centralized, permissions-based, enterprise knowledge management system, spanning 

from conceptual research and development to T&E phases, in-theater fielding, and operations and 

maintenance records (Norman et al., 2018). This overarching objective aims to improve the evaluation 

process, especially for programs like the Joint Strike Fighter, by leveraging comprehensive and accessible 

data (Norman et al., 2018). The dataset used for this effort comprises approximately 42 billion data points 

collected during 1,400 flights, including over 150 columns of numeric sub-second measured parameters, 

more than 40 metrics measured at the end of each flight, and a varying set of around 900 events triggered 

by the onboard software, captured alongside associated shorter time-series data (Norman et al., 2018). The 

comprehensive data is collected through various sensors and instruments installed on the aircraft, and it 

undergoes storage and analysis using big data analytics techniques (Norman et al., 2018). To enhance 

mission effectiveness, analysts seek tools and algorithms employing big data techniques in various domains, 

including anomaly detection, causality detection, trend analysis/failure prediction, regression 
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analysis/dataset comparison, and pattern recognition/fault code analysis (Norman et al., 2018). These areas 

can be individually or collectively analyzed, providing a comprehensive understanding of the test article 

across numerous tests and versions (Norman et al., 2018). The collective analysis of all the domains can be 

integrated to enhance the overall effectiveness of the data analysis. Cooperative game theory may be applied 

to accomplish this. The book excerpt titled, Cooperative Game Theory and Its Application to Networked 

Organizations, introduces the concept of game theory, emphasizing its focus on strategic choices among 

participants, especially the interdependence and strategic balance of their decisions (He et al., 2022). 

Viewing the economy as a complete network, it highlights organizational nodes' interdependence and 

interactions. Traditional game participants are assumed to be rational individuals aiming to maximize their 

interests. The study shifts focus to networked organizations, such as companies, due to their clear structural 

representation. Game theory distinguishes between cooperative and non-cooperative gaming, where 

participants can choose to cooperate or not. Cooperative gaming involves reaching common agreements, 

constrained by coercive force, while non-cooperative gaming centers on players maximizing their 

individual interests (He et al., 2022). The manuscript delineates fundamental assumptions underlying 

cooperative game theory, delivers an assessment of the current research landscape, and introduces a 

simplified model to showcase the efficacy of cooperative game theory in profit allocation (He et al., 2022). 

Expanding on this, the book excerpt elucidates that in cooperative games, participants within a system unite 

to form an alliance, collaborating to attain the maximum profit, which is subsequently distributed among 

the alliance members (He et al., 2022). The rationality of cooperative games is expounded through two 

definitions provided by He and colleagues (2022): 

Cooperative Game Definition 1: Overall rationality.  
The overall profit of the alliance is higher than the cumulative profit of each participant when they operate 

individually. 

Cooperative Game Definition 2: Individual rationality.  
After forming the alliance, the final profit of each participant is higher than in the case where they operate 

separately (Fig. 1) 
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Figure 1:The framework of cooperative game theory (He et al., 2022) 

In the context of data acquisition, the principles of cooperative game theory, as outlined in the given 

definitions, can be applied to enhance the efficiency and outcomes of data collection efforts. Here's how 

these principles are relevant:  

Cooperative Game Theory 1. Overall Rationality in Data Acquisition: 
When multiple data sources or entities collaborate in data acquisition, the overall rationality principle 

suggests that the collective value or insight gained from the combined data should exceed the sum of what 

each source could provide individually. For Example, imagine multiple sensors distributed across a 

complex system. Collaboratively collecting and sharing data from these sensors should yield a more 

comprehensive understanding of the system's behavior than analyzing each sensor's data in isolation. 

Cooperative Game Theory 2: Individual Rationality in Data Acquisition: 
Individual rationality in data acquisition implies that each data source benefits from the collaboration by 

obtaining higher-quality or more extensive data than it could acquire independently. For Example, in a 

network of IoT devices, each device may contribute unique data points. By forming an alliance and sharing 
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data, each device gains access to a broader dataset, improving the quality of its insights and potentially 

uncovering patterns or correlations that were not evident when operating independently.  

 In summary, applying cooperative game theory to data acquisition involves creating collaborative 

frameworks where the overall insights gained from combined data exceed what individual sources could 

provide. Simultaneously, each data source should experience improved outcomes by participating in the 

collaborative data acquisition process. This approach encourages efficient and mutually beneficial data-

sharing arrangements, leading to more comprehensive and valuable insights. Many real-world systems are 

interconnected and influence each other's behavior. Dynamical systems theory provides tools to analyze the 

interactions between different components within a system over a series of time. By acquiring data from 

multiple interconnected sources, engineers can gain insights into how changes in one part of the system 

affect other components, leading to a more comprehensive understanding of the entire system's behavior. 

Incorporating principles from game theory into the data acquisition process offers a holistic framework for 

comprehending the intricate network of interconnected elements. This methodology facilitates the analysis 

of maintenance systems as cohesive entities, considering not only individual components but also their 

interrelationships and dependencies. For a more in-depth examination of this challenge, delving into the 

content of the Journal Article titled "Cooperative Games with Multiple Attributes" will present a solution 

on how the application of Fuzzy coalitions can be employed in a game theory context. This application 

aims to address challenges within multiple attributes for cooperative game theory analysis. Shapley function 

is a solution concept in cooperative game theory that assigns a value to each player in a game based on their 

marginal contributions to all possible coalitions (Borkotokey et al., 2019). It was introduced by Lloyd 

Shapley in 1953 and is widely used in various fields, including economics, political science, and computer 

science (Borkotokey et al., 2019). The Shapley value is the unique solution that satisfies certain desirable 

properties, such as efficiency, symmetry, and additivity (Dang et al., 2021). The Shapley value, within 

cooperative game theory, is a solution concept that allocates a value to each player in a game by considering 

their marginal contributions to all potential coalitions (Dang et al., 2021). Shapley is used to fairly distribute 



 
 

15 
 

the total payoff of the game among the players (Mashchenko & Morenets, 2017). The membership function 

for this set is characterized by two parameters: reliability of their membership in the set of Shapley values 

and reliability of their non-membership. This is different from a traditional fuzzy set, which only has one 

parameter for membership (Mashchenko & Morenets, 2017).  The Shapley function provides a fair way to 

distribute the total payoff of a cooperative game among the players based on their contributions to the game 

(Borkotokey et al., 2019). A fuzzy algorithm, or fuzzy logic algorithm, is a computational approach that 

incorporates the principles of fuzzy logic to handle uncertainty and imprecision in decision-making. Fuzzy 

logic is a type of mathematical logic that allows for the representation of degrees of truth or membership in 

a linguistic variable (Mashchenko & Morenets, 2017). Unlike classical binary logic that deals with true or 

false values, fuzzy logic allows for the expression of partial truth. The incorporation of fuzzy coalitions in 

transferable utility cooperative games offers a solution to the challenges presented by multiple attributes 

(Borkotokey et al., 2019). Unlike traditional transferable utility games where players are either fully part 

of a coalition or not, with equal contributions, real-life scenarios often involve players with diverse levels 

of engagement in different aspects of the game, leading to unequal contributions (Borkotokey et al., 2019). 

Fuzzy coalitions enable the partial membership of players in a coalition, providing a more nuanced 

representation of their varying levels of involvement in different facets of the game (Borkotokey et al., 

2019). This approach enhances the accuracy and realism of solutions in cooperative games with multiple 

attributes (Borkotokey et al., 2019). Transitioning from the exploration of how game theory can be applied, 

the focus now shifts to a government document delineating requirements for prognostic health management. 

The upcoming analysis aims to ascertain whether the application of game theory aligns with and meets the 

stipulated requirements outlined in a governmental framework. 

 Prognostic Health Management (PHM) is a comprehensive approach that involves monitoring, 

analyzing, and predicting the health and performance of systems or assets (Dalzochio et al., 2023). In the 

context of predictive maintenance, PHM goes beyond traditional maintenance strategies by not only 

identifying current issues but also forecasting potential future failures (Tiddens et al., 2022). It utilizes 
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various technologies, including sensors and data analytics, to continuously assess the condition of 

equipment. By leveraging predictive algorithms and historical data, PHM aims to anticipate impending 

failures, enabling proactive maintenance actions to be taken before a breakdown occurs (Tiddens et al., 

2022). In essence, PHM in predictive maintenance is a forward-looking strategy that emphasizes the 

anticipation and prevention of system failures through continuous monitoring and data-driven insights. The 

imperative for the seamless integration of prognostics and health management (PHM) into the systems 

engineering (SE) process throughout a system's life cycle has become evident (Saxena et al., 2012). A 

critical gap in achieving fully integrated and successful PHM systems lies in the systematic development 

of procedures for defining requirements and specifications for PHM systems. Despite ongoing Science and 

Technology developments generating PHM solutions at the technological level, such as algorithms, 

methods, and software architectures, their practical utilization is hindered by the current inability to 

articulate needs across various levels of the requirement hierarchy (Saxena et al., 2012). Properly expressing 

and cascading PHM requirements in alignment with systems engineering principles is essential to unlock 

the potential of these advancements. The four key parameters driving the requirements for prognostics 

performance are (Saxena et al., 2012):  

1. Maximum allowable Probability of Failure (PoF) of the prognostic system to bound the risk of 

losing an asset. 

2. Tolerable limits on proactive maintenance to minimize missed opportunity of asset usage. 

3. Lead time to specify the amount of advanced warning needed for actionable decisions. 

4. Required confidence to specify when prognosis is sufficiently good to be used. 

The federal report takes a systems engineering view towards the requirements specification process and 

presents a method for the flow down process (Saxena et al., 2012). A case study based on an electric 

Unmanned Aerial Vehicle (e-UAV) scenario demonstrates how top-level requirements for performance, 

cost, and safety flow down to the health management level and specify quantitative requirements for 

prognostic algorithm performance (Saxena et al., 2012). In addition, the paper illustrates how one could 
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translate top-level requirements to concrete performance specifications at the algorithmic level (Saxena et 

al., 2012). According to the author, high-level requirements fall under one of the performance, cost, and 

schedule goals (Saxena et al., 2012). These goals are first translated into functional requirements to specify 

what a system must do (Saxena et al., 2012). The highest level requirements often originate from project 

management or strategic planning levels, which flow down into specifics for execution (Saxena et al., 

2012). In this example top level performance, cost, and schedule goals are further expanded as shown in 

Table 1 (Saxena et al., 2012).  

Goal Metric Functional Requirement 

Performance 1.1 Successful demonstration Carry out research objective – 

collect relevant measurement 

data 

1.2 Flight duration Fly 20 minutes to complete the 

mission 

1.3 Safety Land safely each time and 

contain the risk of loss to 

less than 4% 

Cost 2.1 Cost of PHM Implementation Minimize implementation cost 

and stay within 

stipulated budgets 

2.2 Cost of carrying out mission 

flights 

Minimize cost per mission 

(resources, time, 

procurement) to allow adequate 

number of flights 

2.3 Tolerable risk of losing the 

asset 

Minimize chances of loss of 

aircraft or inflicting 

damage due to unsafe landings 

2.4 Maximized mission duration Minimize the loss of opportunity 

by not flying to 

avoid unfinished experiments 

Schedule 3.1 Project timeline Avoid delays and finish by 

project deadline 
Figure 2: Listing top level goals and corresponding functional requirements (Saxena et al., 2012) 

The Authors performed a case study to demonstrate how the high-level requirements may be applied to 

UAVs. The discussion centers on an electric Unmanned Aerial Vehicle (UAV) utilizing battery-operated 

propulsion, emphasizing the critical role of power and propulsion systems in UAV accidents (Saxena et 

al., 2012). The loss of battery power is highlighted as a significant risk, potentially leading to accidents 

categorized as 'early flight termination' and resulting in crashes (Saxena et al., 2012). The imperative to 
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minimize the loss of assets and mitigate secondary damages on the ground due to uncontrolled impacts is 

emphasized. The narrative underscores the traditional aviation community's adherence to established 

procedures for managing risks associated with aircraft accidents (Saxena et al., 2012). Anticipating 

uncertainty and incorporating it into algorithms is essential for accurate safety-related decisions. In the 

absence of forewarning, operators often adopt conservative measures, limiting mission duration despite 

available battery charge (Saxena et al., 2012). A battery health management system enables real-time 

monitoring of battery state and provides predictive estimates for remaining power, aiding informed 

decision-making (Saxena et al., 2012). In Figure 3, a safety assessment tree and requirements flow down 

for an electric Unmanned Aerial Vehicle (e-UAV) are depicted (Saxena et al., 2012). The nodes within 

the tree denote distinct fault modes, while the connections illustrate the relative influences of factors 

contributing to failures (Saxena et al., 2012). The visual also demonstrates the flow down concept, 

tracking the branch dedicated to ensuring sufficient battery power until the aircraft safely lands (Saxena et 

al., 2012).  

 

Figure 3:Safety assessment tree for e-UAV and requirements flow down (Saxena et al., 2012). 

In this instance, it is highlighted that a Battery Health Management (BHM) system effectively handles 

95% of the monitored failures. Consequently, the risk attributed to the BHM's failure to respond 
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constitutes 2% of the overall failure count, while the cumulative risk of failure considering all factors is 

4.7. In a parallel context outlined in the report utilizing Game Theory for economic assessment, the 

effective application of Game Theory to meet specific requirements is evident. The authors successfully 

employed Game Theory to fulfill overarching requirements such as cost, performance, and schedule. The 

report further explores the utilization of Darwinian theory to formulate an Economic Game Theory 

(EGT), specifically analyzing lithium-ion batteries (Meng et al., 2022). Shedding light on concerns 

surrounding these batteries, the article underscores their widespread application while emphasizing their 

association with significant accidents and losses. Notable incidents, including the 2013 grounding of the 

Boeing 787 Dreamliner due to lithium-ion battery overheating and the substantial losses incurred by 

Samsung Electronics in 2016 due to battery faults in smartphones, highlight the critical need for thorough 

analysis and solutions (Meng et al., 2022). The report's primary objective is to evaluate whether investing 

in predictive maintenance development would outweigh the cost of replacement without the 

implementation of advanced algorithms (Meng et al., 2022). Employing a System Dynamic (SD) model, 

the study conducts a cost-benefit analysis of failure modes related to lithium-ion batteries (Meng et al., 

2022) (see Appendix for CBA diagram). As mentioned earlier, the SD model proves instrumental in 

evaluating the impact of diverse maintenance strategies on equipment reliability and availability. It 

simulates equipment behavior over time, incorporating factors like aging, wear and tear, and 

environmental conditions, while integrating feedback loops capturing interactions between equipment, 

sensors, and maintenance personnel (Meng et al., 2022). The Evolutionary Stability Strategy (ESS) 

utilizes Darwinian theory as a non-cooperative method, generating cause-loop diagrams through SD 

analysis to visualize cause-and-effect relationships among variables (Meng et al., 2022). The report 

identifies four benefits of combining System Dynamics with Evolutionary Game Theory: dynamics, 

prediction calculus, and feedback (Meng et al., 2022). Specifically addressing dynamic prediction 

calculus and feedback, the article emphasizes that System Dynamics provides a quantitative framework 

for modeling intricate interactions among entities involved in predictive maintenance technology adoption 

(Meng et al., 2022). This approach enables decision-makers to simulate system behavior over time, 
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assessing the long-term effects of diverse investment strategies. The significance of feedback loops in 

System Dynamics is underscored, allowing decision-makers to adapt investment strategies based on real-

time system performance (Meng et al., 2022). In terms of the report's outcomes related to costs, the 

authors utilized a cost-benefit analysis (CBA) to assess the economic value of predictive maintenance 

technology (Meng et al., 2022). The CBA considered variables and employed system dynamics to model 

dynamic processes. Furthermore, evolutionary game theory was utilized to analyze and optimize 

investment strategies. The results indicated a payback period of 1.3 years for predictive maintenance 

technology investment and an impressive return on investment (ROI) value of 3.24 in the tenth year 

(Meng et al., 2022). The authors also detailed a technical investment strategy, considering factors such as 

incremental cost, benefit, and governmental authority supervision costs (Meng et al., 2022). The report's 

sensitivity analysis delved into the impact of various factors on technology investment probability, 

guiding optimization efforts. Overall, the study provides a comprehensive framework for assessing the 

economic and technical aspects of predictive maintenance technology. This study offers a robust 

framework for validating the requirements of predictive maintenance technology, encompassing cost, 

schedule, and performance. A detailed examination of each facet illustrates how the research can be 

practically applied. Concerning cost considerations, the research employs a comprehensive Cost-Benefit 

Analysis (CBA) methodology, evaluating the economic value of predictive maintenance technology. This 

analysis delves into variables and factors associated with both incremental and overall costs. The CBA 

results serve as a tool to verify the alignment of cost requirements for implementing predictive 

maintenance with expected economic benefits, enabling decision-makers to ensure that the investment is 

justified and in line with cost expectations (Meng et al., 2022). Additionally, the sensitivity analysis 

conducted on technology investment probability guides optimization efforts, identifying critical cost 

drivers to optimize the efficiency of predictive maintenance costs. In addressing schedule requirements, 

the study discloses a payback period of 1.3 years for predictive maintenance technology investment 

(Meng et al., 2022). This metric becomes instrumental in verifying whether the implementation aligns 

with specified schedule requirements, offering insights into the anticipated timeline for recovering the 
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initial investment. The utilization of an evolutionary game theory-based technology optimization model, 

guided by sensitivity analysis, further aids in aligning optimization efforts with schedule requirements, 

allowing decision-makers to ensure that the implementation schedule meets organizational expectations 

(Meng et al., 2022). Lastly, regarding performance requirements, the research employs a System 

Dynamics (SD) model to conduct a cost-benefit analysis related to failure modes in lithium-ion batteries. 

This SD model proves essential in evaluating the impact of diverse maintenance strategies on equipment 

reliability and availability, providing a critical assessment of whether performance requirements, such as 

improved reliability and availability, are being met (Meng et al., 2022). The Evolutionary Stability 

Strategy (ESS), functioning as a non-cooperative method guided by Darwinian theory, visually represents 

cause-and-effect relationships among variables. Insights from the ESS contribute to the understanding of 

system dynamics, allowing decision-makers to assess and verify the performance dynamics of the 

predictive maintenance system (Meng et al., 2022). In conclusion, this research presents a comprehensive 

array of tools and methodologies, encompassing cost-benefit analysis, sensitivity analysis, System 

Dynamics, and the Evolutionary Stability Strategy. Stakeholders can leverage these findings to effectively 

verify the fulfillment of cost, schedule, and performance requirements in the implementation of predictive 

maintenance technology.  
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CHAPTER THREE: METHODOLOGY 
The research commenced with an in-depth exploration of the foundational principles of game 

theory, delving into its theoretical underpinnings. This initial phase involved a comprehensive 

examination of the fundamental concepts and models that constitute the bedrock of game theory. The aim 

was to establish a robust understanding of the theoretical framework that governs strategic interactions. 

Subsequently, an extensive literature review was conducted to identify and comprehend various 

algorithms grounded in game theory. This literature review served as a critical step in familiarizing the 

research with the diverse array of algorithms that leverage game theory principles, providing insights into 

their applications and contributions across different domains. The synthesis of theoretical exploration and 

literature review laid a solid foundation for the subsequent stages of the research, guiding the inquiry into 

the practical applications of game theory in the context of data acquisition processes. 

Review of Game Theory Fundamentals 

This entailed a focused exploration of key concepts intrinsic to game theory, including but not 

limited to Nash equilibrium, cooperative and non-cooperative games, and the broader application of 

strategic decision-making principles across diverse contexts. The exploration of these fundamental 

concepts served as a critical component in grounding the research in the theoretical underpinnings of 

game theory, providing a nuanced understanding of the strategic interactions and decision-making 

processes inherent in various scenarios. This theoretical groundwork laid the groundwork for subsequent 

analyses and investigations into the practical applications of game theory within the realm of data 

acquisition. 

Ethical Considerations 

The ethical concerns in applying game theory to data acquisition for predictive maintenance 

techniques revolve around safeguarding the privacy and confidentiality of individuals participating in the 
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study. To address this, researchers must enforce robust data protection measures, ensuring that personally 

identifiable information remains undisclosed without explicit consent from participants. In instances 

where the study involves any form of deception, careful consideration of the benefits versus potential 

harm is essential. Researchers must provide debriefing at the study's conclusion, emphasizing 

transparency regarding the nature of the game or data collection process throughout. Moreover, the 

implementation of stringent data security measures, encompassing encryption, secure storage, and access 

control, is crucial to prevent unauthorized access. These ethical considerations collectively prioritize the 

protection of participants' privacy and uphold the principles of transparency, and data security throughout 

the applied game theory research in the domain of predictive maintenance data acquisition. 

Limitations 

The study's focus on cooperative game theory applications in data acquisition may limit the broader 

applicability of insights to scenarios involving non-cooperative games. Despite these limitations, the 

methodology provides a structured and systematic approach to exploring the strategic applications of 

game theory in data acquisition, acknowledging its boundaries, and contributing valuable insights within 

its defined scope.   
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CHAPTER FOUR: FINDINGS 

In the exploration of challenges associated with data acquisition in predictive maintenance, the 

study identifies a multifaceted landscape comprising accessibility, reliability. These challenges pose 

significant obstacles to acquiring technical data crucial for effective predictive maintenance strategies. 

However, the study introduces an innovative approach by employing game theory to strategically address 

these challenges. By framing data acquisition as a strategic game, the research proposes inventive 

incentive mechanisms and cooperation strategies, reshaping stakeholder dynamics and encouraging data 

sharing while mitigating security and privacy concerns. 

The application of cooperative game theory emerges as a pivotal strategy to navigate these 

challenges. Through cooperative game models, the study envisions a win-win scenario where 

stakeholders are motivated to contribute valuable technical data. This approach transforms the traditional 

adversarial stance into a collaborative effort, fostering an environment conducive to enhanced predictive 

maintenance outcomes. In this cooperative game, participants work together to maximize overall benefits, 

showcasing the potential for a more cohesive and effective data acquisition process. 

The benefits of implementing these game-theoretic strategies in predictive maintenance programs 

are substantial. Improved equipment reliability, reduced downtime, optimized maintenance scheduling, 

and cost savings emerge as the dividends of strategic interactions among stakeholders facilitated by game 

theory. The study underscores that the strategic application of game theory provides a valuable lens for 

comprehending the competitive and collaborative dynamics inherent in maintaining optimal functionality. 

These insights reframe the narrative around data acquisition challenges, emphasizing the transformative 

potential of a cooperative game-theoretic approach. 

In summary, the key findings of this research converge on the proposition that game theory 

introduces a paradigm shift in addressing challenges associated with data acquisition in predictive 

maintenance. By strategically framing data acquisition as a cooperative game, stakeholders are 
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incentivized to share technical data, fostering collaboration, and overcoming traditional hurdles. The 

resulting benefits, including enhanced equipment reliability and cost savings, underscore the 

transformative impact of game-theoretic strategies in optimizing predictive maintenance programs.  
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CHAPTER FIVE: CONCLUSION 

In conclusion, the study highlights the importance of efficient data management practices and streamlined 

data acquisition processes in predictive maintenance programs. The incorporation of game theory 

provides a novel approach to incentivize and optimize the acquisition of technical data through strategic 

interactions among stakeholders. By framing data acquisition challenges as a strategic game, 

organizations can formulate more robust strategies for acquiring and managing data, as well as 

implementing predictive maintenance technology effectively. The application of game theory offers a 

framework for modeling the interactions between various elements involved in data management and 

maintenance processes, leading to enhanced equipment reliability, reduced downtime, improved 

maintenance scheduling, and cost savings. Overall, the study provides valuable insights into the 

competitive and collaborative dynamics inherent in maintaining optimal functionality in diverse domains.  
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APPENDIX 

 

Figure 4:Cost-benefit parameters in characterizing the effect of the predictive maintenance technology (Meng et al., 2022) 
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