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A. WHO WE ARE 

1. My name is Russell James Ramsland. Jr .. and I am a resident of Dallas County. 
Texas. I hold an MBA from Harvard University. and a pol~ical science degree 
from Duke University. I have worked with the National Aeronautics all(! Space 
Administration (NASA) and the Massachusetts Inst~ute of Technology (MIT). 
among other organizations. and have run businesses all over the world. many of 
whidl are highly led1nical in nature. I have sefVed on lechnical govamment 
panels. 

2. I am pan of the management team of Allied Security Operalions Group, LLC, 
(ASOG). ASOG is a group of globalty engaged professionals who come from 
various disciplines 10 include Department of Defense. Secret Service. 
Department of Homeland Security. and the central Intelligence Agency. II 
provides a rarlQe 01 security services, but has a particular emphasis on 
cybersecurity. open source investigation and penetration testirlQ of ne\WOli(S. We 
employ a wide variety of cyber and cyber forensic analysts. We have patents 
pendirlQ in a variety of applications from novel networll security applications to 
SCADA (Supervisory Control and Data Acqu isition) protection and safe tlrowslrlQ 
solutions for the dark all(! deep web. For this report . I have relied on these 
experts and resources. 

B. PURPOSE AND PRELIMINARY CONCLUSIONS 

1. The purpose of thiS forensiC aud~ is to test the integrity of Dominion Voting 
System in how rt performed in Antrim County. Michigan for the 2020 election. 

2. We conclude that the Dominion VOling System is intentionally and purposefully 
designed with inherent errors to create systemic fraud and innuence election 
results. The system intenbonally generates an enormously high number of ballot 
errors. The electronic ballots are then transferred for adjudication. The intentional 
errors lead to bulk adjudication of bal lOls with no oversight. no transparency. all(! 
no audit trail. This leads to voter or election fraud . Based on our study, we 
conclude that The Dominion VoIirlQ System should not be used in Midligan. We 
furltler conclude that the results of Antrim County shook:! not have been certified. 
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3. The following is a breakdown of the votes tabutated for \t1e 2020 election in 
Antrim County, showing different dates for the tabulation of the same votes. 

Total 
TOTAL 

Registered Third VOTES 
Dale v~. Btden Trump Wrlte· tn 

Vote"' " ">' ,~ 

Casl 
Pr<lsldent 

"~, 22,082 16,047 7,769 ' ,,,", '" " 12.423 

"~5 22,082 18,059 7,289 9,783 '" '" 17,327 

Nov2t 22.082 16.044 5,960 9.748 '" " 15,949 

4. The Antrim COunty Clerk and Secretary 01 State Jocelyn Benson have stated that 
\t1e election night error (detailed above by the VOle "flip· from Trump to Biden, 
was lhe result of human error caused by the failure to update \t1e Mancelona 
Township tabulator prior to election night for a down ballot race . We disa9ree and 
conclude that the vote flip occurred because of machine error buin into the voting 
software designed to create error. 

5. Secretary of State Jocelyn Benson's statement on Novemller 6, 2020 that "(t)the 
COfTect resuns atways were and continue 10 be reHected on the tabulator totals 
tape ... _" was lalse. 

6. The allowable eledion error rate established by the Federa l Election Commission 
9uidelines is 01 1 in 250,000 ballots ( .0008%). We observed an error rate 01 
68.05%. This demonstrated a significant and lata l error in security and elect>on 
Integrity. 

7. The results of the Antrim COunty 2020 election are not certifiable. This is a resun 
of machine and/or software error, not human error. 

8. The tabulation log for \t1e forensic examination 01 the server for Antrim County 
from Oe<:emller 6, 2020c0nsists 0115,676 individuat events. 01 which 10.667 or 
68.05% 01 the events were reoorded errors. These errors resulted in overall 
tabutation errors or ballots being sent to adjudication. This high error rates proves 
\t1e Domin>on Voting System is ftawed and does not meet state or federal 
etect>on laws. 

9. These errors occurred after The Antrim COunty Clerk provided a re·provisioned 
CF card w~h uploaded software for the central Lake Precinct on November 6, 
2020. This means the statement by Seaetary Benson was lalse. The Dominion 
Voting System produced systemic errors and high error rates both prior to the 
update and after the update: meaning the update (or lack of update) is not the 
cause of errors. 
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10. In Cenlral Lake Township lhere were 1.222 ba lklls reversed out of 1.4g1 tolal 
ballots casl. resulting in an 81.96% rejection rale. All reversed ballots are senl to 
adjudication lor a decision by election personnel. 

11 . It is critical to understalld that the Dominion system classifies ballots into two 
categories. 1) normal ballots alld 2) adjudicated ballots. Ballots sent to 
adjudication can be a~ered by administrators. and adjud ication files can be 
moved between different ResuHs Tally and Reporting (RTR) terminals with no 
aud it trail 01 which administrator actually adjudicates (i.e. ~otes) the ballot batch. 
This demonstrated a significant and fatal error in security and etection integrity 
because it provides no meaningful obSeNa~on of the adjudication process or 
aud it trail of which administrator actualty adjud icated the ballots. 

12. A staggering number of votes required adjudication. This was a 2020 issue not 
seen in previous election cycles still stored on the server. This is caused by 
inten~onal errors in the system. The intentional errors lead to bulk adjudication of 
ballots w~h no ove<"Sighl. no transparency or audit trail. Our examina~on 01 the 
server logs Indicates that this high error rate was Incongruent with patterns from 
previous years. The statement attributing these issues to human BfTOI" is not 
consistent w~h the forensic evaluation. which points more correctty to systemic 
machine and/or software errors. The systemic errors are intentionalty designed to 
cteale errors In order to posh a high volume of ballots to bulk adjudication. 

13. The linked ~ideo demonstrates how to cheal at adjudication: 

MIps :lImobile .twitter. comlKanekoa "(heGreatlstatusJ J 3368889545384 284 1 8 

14. Antrim County failed to prope~y update its system. A porposefullack of providing 
basic computer security updates in the system software and hardware 
demonstrates incompetence. gross negligence. bad faith. and/or wi l'ful non­
compliance in providing the fundamentat system security required by federal and 
state law. There is no way this election management system could have passed 
tests or have been legally certified to conduct the 2020 elections in Michigan 
under the current taws. Accord ing to the Na~onat COnference of State 
Leg islatures - Michigan requires full compliance with federal standards as 
detennined by a federally accred~ed voting system laboratory. 

15. Significantly. the computer system shows vote adjudication togs lor prior years: 
but all adjudica~on log entries for the 2020 election cycle are missing. The 
adjudication process is the simplest way to manually manipulate votes. The tack 
of records prevents any form of aud~ accountability, and their conspicuous 
absence is extremely suspicious since the files exist for previous years using the 
same software. Removat of these files violates state taw and pre~ents a 
meaningful audit. even if the Secretary wanted to conduct an audit We must 
conclude that the 2020 election cycle records have been manually remo~ed. 
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16. Likewise. all server security logs prior to 11 :03 pm 00 Novemoor 4. 2020 are 
missing. Th is means 1I1al alt security logs for the day after the election. 00 
etection day. and prior to election day are gone security logs are very important 
to an aooit trail. forensics, and for detecting advanced persistent threats and 
outside anacks, especially 00 systems wnh outdated Sy!ltem files. These logs 
would contain domain controls. authentication failures. error codes. times users 
logged on and off. nelwo!l<. connections to file servers between file accesses. 
intemet connectionS. t imes. and data transfers. Other server logs before 
Novembef 4, 2020 are present; therefore , there Is no reasonable explanation for 
Itle security logs fo be missing. 

17. On November 21. 2{)20. an unauthoriZed user unsuccessfully attempted to zero 
out election resutts. This demonstrates additional tampering wnh data. 

18. The Election Evenl Designer Log shows Itlat Dominioo ImageCast Precinct 
Cards were programme<! with new ballot programming 00 1012312020 and then 
aga in after the election on 1110512020. These Sy!ltem changes affect how ballots 
are read and tabutated , and our examination demonstrated a Significant change 
in voter results using Itle two different programs. In accordance with the Help 
America Vole Act. this violates the 9O-day Safe Harbor Period which prohibits 
changes to election Sy!ltems. registries. hardware/software updates without 
undergoing re-certification . According to the National Conference of State 
Leg islatures - Michigan requires full compliance with federal standards as 
determined by a federally accredned voting system lab0r3tory. 

19. The ooty reason to change software after the election would be to obfuscate 
evidence of fraud and/or to correct program errors that would de-certify the 
election. Our flnd ings show that the Central Lake Township tabulator tape totals 
were signilicanUy akered by utilizing two d ifferent program versions (1012312020 
and 1110512020). both of wtlich were software changes during an etection wtlich 
violates electioo law, and not just human error associated with the Dominion 
Eloctlon Management System. This is clear evidence of software generated 
movement of votes. The daims made 00 the OffIce of the Secreta ry of Stato 
website are false. 

20. The Dominion Imageeast Prednct (ICP) machines have the abitity to be 
connected fo Itle intemet (see Image 11). By connecting a network scanner to 
the ethemet port on the ICP machine and creating Packet Capture logs from 1I1e 
machines we examined show the abil ity to connect to the network. Apj)lica~oo 
Programming Interface (API) (a data exchange between two different systems) 
calls and web (http) connections to the Election Management Sy!ltem server. 
Best practice is to disable the network interface card to avoid connection to the 
intemet. This demonstrated a significant and fatal error in security and election 
integrity. Because certain files have been deleted. we have not yet found origin 
or destination; but our research con~nves . 
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21 . Because the inten~onat high BfTOf rate generates targe numbers of battots to be 
adjudicated by election peroonnet. we must deduce that butk adjudica~on 

occurred However. because fites alld adjudication logs are missing. we have not 
yet determined where the tlutk adjudication occurred or who was responsible for 
~. Our research continues. 

22. Research is ongoing. However. based on the pretiminary resuns. we oonctude 
that the elTOl"S are so significant that they catt into question the integrity alld 
legitimacy of the results In the Antrim County 2020 etection to the point that the 
resutts are not certifiable. Because the same machines alld software are used in 
48 other counties in Michigan. this casts doubt on the integrity of the entire 
etection in the state 01 Michigan. 

23. ONt Responsibilrties: President Obama signed Executive Order on National 
Critical Infrastructure on 6 January 2017. stating in Section 1. Cybersecurity of 
Federat Networks. "The Executive Branch operates its informa~on technology 
(IT) on behalf 01 the American people. The President wil l hold heads of executive 
departments and ageodes (agency heads) accountab~ for managing 
cybersecurity risk to their enterprises. tn addition. because risk management 
decisions made by agency heads can affect the risk to the executive branch as a 
who~. and to national security. it is also the policy of the United States to 
manage cybersecurity risk as an executive branch enterprise: Presidenl 
Obama's EO further stated. effective immediately. each agency head shatt use 
The Framework for Improving Critica l Infrastructure Cybersecurity (the 
Framewor!c) developed by the National Institute of Standards and Technology. " 
Support to Critical Infrastructure at Greatest Risk. The Secretary 01 Homelalld 
Security. in coordination with the Secretary of Delense. the Attorney General. the 
Director of Nalional Intettigence, the Director of the Federal Bureau of 
Investigation. the heads of appropriate sector-specific ageooes. as defined in 
Presidential Policy Directive 21 01 February 12. 2013 (Critical Infrastructure 
security alld Resilience) (sector·specific agencies). alld att other appropriate 
agency heads, as idenlifled by the Secretary of Homelalld Security, shatt: (i) 
identify authorities alld capabil ities that agencies could employ \0 support the 
cybersecurity efforts of critica l infrastructure entities identified pursuant to section 
9 of Executive Order 13636 of February 12. 2013 (Improving Critical 
Infraslructure C)bersecurity) , to be at greatest risk of attacks Ihat could 
reasonably resuH In catastrophic regional or national effects on public heaHh or 
safety. economic security. or national security (section g entilies): 

This is a national security imperative. In July 2018, Presldont Trump 
strengthonod President Obams's Execu!lvo Orelsr to Inc Iuds requirements 
to ensure US election systems, processes, and Its people were not 
manipuillted by foreign meddling, either thrQugh electronic or systemic 
manipuilltlon, social media, or physical changes made In hardware, 
software, or supporting systems. The 2018 Executive Order. Accordingly. I 
hereby order: 
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Section 1. (a) Not tater than 45 days after the conctusion of a United States 
election. the Director of National Intelligence. in consultation w~h the heads of 
any other appropriate executive departments and agencies (agencies). shall 
conduct an assessment of any Information indk:ating that a foreign govemment, 
or any person acting as an agent of or on behalf of a foreign govemment, has 
acted w~h the intent or purpOse of interfering in that election. The assessment 
shall identify. to the maximum e)(\ent ascertainable. the nature of any foreign 
interference and any methods employed to execute it. the persons involved. and 
the foreign govemment or governments that authorized, directed, Sj)OIlsored, or 
sUPpOrted it. The Director of National InteHigence shall deliver this assessment 
and appropriate suPpOrting information to the President. the Secretary of State. 
the Secretary of the Treasury. the Secretary of Defense. the Attorney General. 
and the Secretary of Homeland Security. 

We recommend that an independent group should be empaneled to determine 
the enent of the adjudication errors throughout the State of Michigan. This is a 
national security issue. 

24. Michigan mdent Gustavo Delfino. a former professor of mathematics in 
Venezuela and alumni of University of Michigan. offered a compelling affldav~ 

the inherent vulnerabil~ies in the SmartMatic electronic 
which was since Incorporated into Dominion Voting 

during 2004 national referendum in Venezuela (see attached 
. Atter 4 years of research and 3 years of undergoing intensive peer 

review. Derfino's paper was published in the highty respected 
"Statistical journal , November 2011 issue (Volume 26, Number 4) with 
tifte "Analysis of the 2004 Venezuela Refefendum: The Official Resu lts Versus 
the Petition Signatures: The intensive study used multiple mathematical 
approaches to ascertain the voting resuns found in the 2004 Venezuelan 
referendum. Delfino and his research partners discovered not only the algorithm 
used to manipulate the resuns. but also the precise location in the election 
processing sequence where vu lnerability in machine processJng would provide 
such an opportunity. According 10 Prof Delfino. the magn~ude of the difference 
between the official and the true result in Venezuela estimated at 1.370.000 
votes. Our investigation into the error rates and results of the Antrim County 
voting tally reftect the same ladies. which have also IIeen reported in other 
Michigan counties as well . This demonstrates a national security Issue. 

C. PROCESS 

We visited Antrim County twice: November 27. 2020 and December 6, 2020. 

On November 27. 2020. we visited Centra l Lake Townsh ip. Star Township. and 
Mancelona Township. We examined the Dominion Voting Systems tabulators 
and tabulator role$. 
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On De<:ember 6, 2020, we visiled the Antrim County Cler1(s offICe. We inspected 
and performed forensic duplication of the following: 

I. Anlrlm County Eleelion Managemenl Server running Dominion 
Democracy Suite 5.5.J..OO2: 

2. Compact Flash cards used by the local precincts in their Dominion 
ImageeaS! Precinct; 

3. USB memory sticks used by the Dominion VAT (Voter Assist 
Tenninals); and 

4. USB m&mory sticks used for the Poll Book. 

Dominion lIQ~ng system is a Canadian owned company with global subsidiaries. 
It is owned by Staple Street CapOtal which ;s in tum owned by UBS 5ecuri~es 
LLC, of which 3 out of their 7 board members are Chinese nationals. The 
Dominion software is licensed from Smartma~c whidl is a Venezuelan owned 
and controtled company. Dominion Server locations have been determined to be 
in Serbia. Canada, the US. Spain and Germany. 

D. CENTRAL LAKE TOWNSHIP 

1. On November 27, 2020, pM of our forensics team vis~ed the Central Lake 
Township in Michigan to inspect the Dominion ImageCnl Proclnt lor possible 
hardware issues on behd of a Iocallawsu~ fi led by Michigan attorney Matthew 
DePemo on behaH of William Bailey. In our conversations with the cler1l of 
Centrat Lak& Township Ms. Judith L. Kosloski , she presented to us "two 
separate paper totals tape" from Tabulator 10 2. 

" One dated "Potl Opened Nov. 0312020 06:38:48" (RotI1): 

• Another dated "Potl Opened Nov. 0612020 09:21 :58" (Rotl 2). 

2. We Wefll then told by Ms. Kosloski that on November 5, 2020, Ms. Kosloski 
was notiffed by Connie Wing of the County Clerk's OffICe and asked to bring the 
tabulator and ballots to the County Clerk's offICe lor re-talXllation. They ran the 
ballots and printed "Rotl 2". She noticed a difference In the IIQtes and brought n 
up to the Clerk, but canvasing still occurred, and her objections were not 
addressed. 

3. Our team analyzed both rolls and compared the resuHs. ROll 1 had 1,494 total 
IIQtes and Rotl 2 had 1,491 IIQtes (Roll 2 had 3 less ba llots because 3 ballots 
were damaged in the process.) 

4. "Statement of Votes cast from Antrim" shows that onty 1,491 votes were 
counted, and the 3 ballots that were damaged were not entered Into final results. 



5. Ms. Kosloski stated that she and her assistant manualty refi lled out the three 
ballots. curing them. and ran them through the ba llot counting system - but the 
final numbel's do not reftect the inclusion of those 3 damaged ballots_ 

6. This is the most preliminary report of serious election fraud indicators. In 
comparing the numbers on both rotls. we estimate 1,474 votes changed 
across the two rotls . between the first and the sewnd time the e><act same ballots 
were run through the COunty Clerl<'s vote counting machine - which is 81mos/ tile 
same number of voters Ihal voled In total. 

• 742 voles were added to School Board Member for Cantral ~ke 
School, (3) 

• 657 votes were removed from School Board Member for Ellsworth 
School. (2) 

• 7 votes were added to the tota l fOf State Proposal 20-1 (1) and out of 
those there were 611 votes moved between the Yes alld No Categories. 

7. There were incremental changes throughout the rotls with some s~niflcant 
adjustments between the 2 rotls that were reviewed . This demonstrates 
coocIusively that votes can be and were changed during the second machine 
count after the software update. That should be impossible especialty at such a 
high percentage to total votes cast. 

8. For the School Board Member for Cenlral Lake Schools (3) [Image 1] there 
were 742 votea added to this vote total. Since muniple people were elected. this 
did not change the result of both candidates being elected. but one does see a 
change in who had most votes. II ~ were a slngle-person election this would 
have changed the outcome alld demonstrates coocIusively that votes can be and 
were changed during the sewnd machine counbng. That should be impossible. 

]Image I]: 

Sctnll £loard rata 

for Ctntral laI<e 
SctnlIS (3) 

8 

saml 8oir-d I'eItla" 
for Celtra, liJI<e 
sam!S (3) 



g. Forthe School Board Member for Ellsworth Schools (2) [Image 2) 

• 

• 

• 

Shows 657 votes being removed from this eled:ion. 

In this case. only 3 people who were eligible 10 vote actua l ~ voted. 
Since Ihere were 2 votes allowed for each voter to cast 

The recount correcIIy shows 6 votes. 

But on election night. there was a major calculation issue: 

[Image 2): 

SeJ-ooI !Io;rd ile<:b& 
r .... (11$00""'-'> 

Saools (2) 

.... , .... , 
T .. " ...... ' 

10. In State Propos.al 20_1 (1) . [Image 3) there is a major change in votes in this 
category. 

• 

• 

There were 77. votes for YES during the election. 10 1.083 yotes 
for YES on the reoount a change of 309 yotes. 

7 votes were added to the Iotal for State PropO$al 20_1 (1) out 01 
those there were 611 votes moved between the Yes and No Categories. 

[Image 3): 
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StaI.8 Prq<J5HI 20-1 

'" ~, .' I ... , \Ioto" 

11. State Proposal 20_1 (1) is a fairty leetmical and complicated proposed 
amendment \0 \he Midligan Constitution \0 change \he disposition and allowable 
uses of fulure revenue generated from oil and gas bonuses, renlals and royalties 
from state-owned land. Infonnation about \he proposal: 
hM§11crcmich.QrQ/publicalionsistatewide-baIl0l- ~1-20-1-michigao-nat","al­

resources--trust-fund 

12. A Proposed Initiated Ordinance to Authorize One (1) Marihuana (sic) Retailer 
Establishment Within the Vill.ge of Central Lake (1). [Image 4[ 

• On election night. rt was a tie vote . 

• Then. on the rerun of ballots 3 ballots were destroyed. but only one vote 
changed on the totals to allow the proposal to pass. 

When 3 ballots were not counted and programming change on the 
tabulator was Installed the proposal passed with 1 vote being removed from 
the No vote. 

[Image 4): 



~ Po ..... "1 Inltl&ta<I 

O"<II~ to 

~I"""" lIota i Iff' 
Ealllbll~t WIl.I'1ln 

tI\II V I 1 III9l Of 

---'-T..I 

13. 00 Sunday Decemoor 6. 2020. our forensics team visited the Antrim County 
Cler1\. There were two USB memory s~cks used. one contained the software 
package used 10 tabulate election results on November 3, 2020, aoo the other 
was programmed on Noveml)er 6. 2020 with a different software package which 
yielded significantly differeot voting outcomes. The election data package is used 
by the Dominion Democracy Suite software & election management system 
software to upload programming information onto the COmpact Flash cards for 
the Dominion Imagee.$1 PrecinCI to enable it to ca lculate baUot IOta Is. 

14. This software programming should be staooard across aU voting machines 
systems for the duration of the entire election ~ accurate tabutation is the 
expected outcome as required by US Election Law. This intentional differeoce in 
software programming is a design feature to alter election outcomes. 

15. The election day outcomes were catculaled using the origina l software 
programming on November 3. 2020. 00 November 5. 2020 the township clerk 
was asked to re-run the Gentral Lake Township baUots aoo was given no 
explanation for this unusual request On November 6, 2020 the Anmm County 
Cler1l. Sheryl Guy issued the second version of software \0 re·run the same 
central Lake Township ballots aoo oversaw the process. This resuned in greater 
than a 60% change in voting results . inexplicably impacting every single election 
contest in a township w~h less than 1500 voters These errors far exceed the 
ballot error rate standard of 1 in 250.000 ballots (.0008%) as required by federal 
election law. 

• The orig inal election programming fi les are last dated 0912512020 1 :24pm 

• The updated election data package files are last dated 1012212020 10:27 am. 



16. As the tabutator tape totals prove. there were large numbers of votes switched 
from tne November 3. 2020 tape to the November 6. 2020 tape. This was sotely 
based on using different software versions of the operating program to calculate 
votes, not tabu late votes. This Is evidenced by using same the Dominion System 
with two different software program versions contained on the two different USB 
Memory Devices. 

17. The Help America Vote Act. Safe Harbor provides a 9<ktay period prior to 
elections where no changes can be made to election systems. To make changes 
would require recertifica~on of the entire system for use in the election. The 
Dominion User Guide prescribes the proper procedure to test machines w~h test 
ballots to compare the results to validate machine functional ity to detennine if the 
Dominion ImageCast Precinct was programmed correctly. If this oco..lITed a 
ballot misconflguration would have been identified. Once the software was 
updated to the 1012212020 software the test ballots should have been re-run to 
validate the vote totals to confirm the machine was conrlgured correctly. 

18. The November 8, 2020 note from The Office of the Secretary of Stat& Jocelyn 
Benson stales: "The correct results always were and confinue to be reflected on 
the tabulator totals tape and on the ballots themselves. Even if the error in the 
reported unofficial results had not been quickly noticed. it would have been 
identfied during the county canvass. Boards of County Canvassers, which are 
composed of 2 Dernoc.-ats and 2 Republicans. review the plinted totals tape from 
each tabulator during the canvass to verify the reported vote totals are COllect." 

• Source: hnps:llwww.michigan.9Qvlsos/O.4670,7-127-1640 9150-544676-
,OO.h\!1l1 

19. The Secretary of State Jocelyn Benson's statement is false. Our findings show 
that the tabulator tape totals were signifocantly altered by utilization of two 
different program versions, and not just the Dominion Election Management 
System. This is the opposite of th& daim that the Office of the Secretary of 
Stal9 made on its website. The fact that these significant errors were not caught 
in ballot testing and not caught by the local county clerk shows that there are 
major Inherent buill-In vulnerabilities and process Haws In the Dominion 
Ekoctlon Management System, and that other townships/precincts and the 
entire election have been affected. 

20. On Sunday December 6. 2020. our forensics team viSited the Antrim County 
Clerk office to perform forensic duplication of the Antrim County Election 
Managem&nt Server running Dominion Democracy Suite 5.5.3-002. 

21. Forensic copies of the Compact Flash cards used by the local precincts in their 
Dominion ImageCnt Precinct were inspected. USB m&mory stiCks vsed by 
the Domin ion VAT (Voter Assist Terminals) and the USB memory sticks used 
for the Poll 8001< were forensically du~icated. 



22. We have been told that tile ballot design and configuration for the Dominion 
Ima98Cast Prednct and VAT were provided by ElectionSource.com wIlich is 
which Os owned by MC&E. Inc of Grand Rapids. MI. 

E. MANCELONA TOWNSHIP 

1. In Mancelona township. problems wittl software vers;ons were also known to 
have been present. Mancelona elections officia ls understood lila! ballot 
processing issued were not accurate and used the second version of software to 
process votes on 4 November. again an elect;on de<ertifying event. as no 
changes to the elect;on system are authorized by law in the 90 days preceding 
elect;ons without re<ertilicat;on, 

2. Once lIle 10122f2020 software update was performed on lIle Dominion 
ImageCast Precinct the test ba llot process should have been performed to 
validate the programming. There is no indication that th is procedure was 
po"""", 

F. ANTRIM COUNTY CLERK'S OFFICE 

I . Pursuant to a court ordered Inspection, we participated In an onsite collection 
effort at the Antrim COUnty Clerk·s office on December 6, 2020. [Image 5[: 

Among other ~ems forensically COlleeled. the Antrim COUnty Election 
Management Server (EMS) with Democracy Suite was forensica lly collected. 
[Images 6 and 7J. 



The EMS (Election Managemenl Server) was a: 

Del l Predsion Tower 3420. 

Service Tag: 6NBOKH2 

The EMS conlained 2 hard dlives in a RAI!}'! configuration. That is the 2 dlives 
redundantly stored the same information and the server could continue to 
operate if either of the 2 hard drives failed . The EMS was booted via the Linux 
Boot USB memory sticks and both hard drives were forensically imaged. 

At the onset of the collection process we observed that the initial program thumb 
drive was not secured In the vault with Ihe CF cards and other thumbdrives, We 
watched as the County employees. including Clert. Sheryl Guy searched 
throoghout the office for the missing thumb drive. Eventually they found the 
missing thumb drive in an unsecured and unlocl<ed desk drawer along with 
multiple other random thumb drives. This cIemoostrated a significant and fatal 
error in security and election integrity. 

G. FORENSIC COLLECTION 

We used a tluiH for purpose Linux Boot USB memory stick to boot the EMS In a 
forensical ly sound mode . We then used Ewfacquire to make a forensic image of 
tile 2 independent internal hard drives, 

Ewfacquire created an EO! file format forensic image wiltl tluiH~n integrity 
verification via MD5 hash, 

We used Ewfvelify to verify the forensic image acquired was a true and accurate 
copy of the original disk. Thai was done for bottI forensic images, 

H. ANALYSIS TOOLS 



X-Ways FCH'enslc. : We used X-Ways FCH'ensK:s_ a commercial Computer 
Forensic tool_ to verify the image was useable and full disk encryp~on was not in 
use. tn particutarwe confirmed that Bit locker was not in use on the EMS. 

Other 1001. used: PassMark - OSFOfensics. TruKion - Forensics. Cellebfite -
Physical Analyzer. Blackllag-Blacklight Forensic Software. Microsoft Sal Server 
Management Studio. Virtual Box. and miscellaneous other tools and scripts. 

I. SERVER OVERVIEW AND SUMMARY 

I. Our in~ial audit on the computer running the Democracy Suite SOftware showed 
that standard computer security best pradices were not applied. These 
minimum-security standards are outl ined the 2002 HAVA. and FEC Voting 
System Standards - ~ did not even meet the minimum standards required of a 
government desktop computer. 

2. The election data software packa{jE! USB drives (November 2020 election, and 
November 2020 election updated) are secured with \)jHocker encryption software. 
but they were not stored securely on-site . At the time of our forensic eKamination, 
the election data package files were already moved to an unsecure desktop 
computer and were residing on an unencrypted hard drive. This demonstrated a 
SignifICant and fatal error in security and election integrity. Key Findings on 
Desktop and Server Configuration: - There were multiple Microsoft security 
updates as well as Microsoft Sal Server updates which should have been 
deployed, however there ;s no evidence that these security patches were ever 
installed. As described below, many of the software packages were out 01 date 
and vulnerable to various methods of attack. 

a) Computer initial configuration on 1010312018 13:08:11 :911 

b) Computer final configuration of server software on 411012019 

c) Hard Drive not Encrypted at Rest 

d) Microsoft SOL Server Database not protected with password. 

e) Democracy Su~e Admin Passwords are reused and share passwords. 

f) Antivirus Is 4.5 years outdated 

g) Windows updates are 3.86 years out 01 date. 

h) When computer was tast confogured on 0411012019 the windows updates 
were 2. 11 years out of date. 

i) User 01 computer uses a Super User Accounl. 



3. The hard drive was not encrypted at rest - whidl means that if hard drives are 
removed or in~ialty booted off an external USB drive the files are susceptible to 
manipulation directly. An attacker is ab~ to mount the hard drive because it is 
unencrypted, allowing for the manipulation and replacement of any file on the 
system. 

4. The Microsoft Sal Server database flies were not p.-Operty socured to allow 
modifications of the database files. 

5. The Democracy Suite Software user account Iogins and passwords are stored in 
tile unsecured database tables and the multiple Election System Administrator 
accounts share the same password. which means that there are no aud~ trails 
for vote changes, deletions. blank ba llot voting. or batch vote alterations or 
adjudication. 

6. Antivirus definition is 1666 days old on 1211112020. Antrim COunty updates its 
system with USB drives. USB drives are the most common vectors for injecting 
malware into computer systems. The failure to prope~y update the antivirus 
definition drastically increases the harm cause by malware from other machines 
being transmitted to the voting system. 

7. Windows Server Update Services (WSUS) Offl ine Update is used to enable 
updates the computer - whk:h is a package of files normally downloaded from 
tile intemet but compiled into a program to put on a USB drive to manually 
update server systems. 

8. Failure to property update the voting system demonstrates a significant and fatal 
error in security and election integrity. 

9. There are 15 add~ional updates that should 
adhere to Microsoft Standards to fix known 
install. the most updated version of the update 
whidl is 11 .6.1 which is 15 updates newer than 

This muns the updatu Installed were 2 years, 1 month, 13 days behind 
the most current update at the time. This Includes security updatu and 
fixes. This demonstn'l9d a sIgnificant and fatal errol' In security and 
electIon Integrity. 

• Wed 0411012019 10:34:33.14 - Info: Startin9 WSUS Offline Update (v. 
10.9.1) 

• Wed 0411012019 10:34:33.14 
"D:IW$USOFFLINEI 091_2012R2_Wl O\cmd\" 
EMSADMIN) 

Info: Used 
on EMSSERVER 

" Wed 0411012Q19 10:34:35.55 • In\o: Medium buik:l date: 0311012019 

",. 
(user: 



• Found 00 c:IWindowslwsusofflineupdate.1xt 

• 'WSUS OfI! ine Update (v . 10.9. 1) was created 00 0112912017 

'WSUS infoonation found here ht!l!s:lIdownload.wsusoffl ine.netl 

10. Super User Administrator account Is the primary account used to operate the 
Dominion EJ&etlon Management System which is a major security risk. The 
user logged in has the ability to make major changes to the system and install 
software which means that there is no oversight to ensure appropriate 
management controls - i.e. anyone who has access to the shared administrator 
user names and passwords can make significant charlQes to the entire votirlQ 
system. The shared usemames and passwords mean that these changes can 
be milde in an anonymous fashion with no Ilacicing or attribution. 

J . ERROR RATES 

1. We reviewed the Tabulation logs in their entirety for 111612020. The election logs 
for Antrim County consist of lS.676 total lines or events. 

• 01 the 15,676 Ihefe were a total of 10,667 aitical errorsIWamirlQs or a 
66.05% error rate. 

• Most of the errors were related to configurabon errors that could result in 
overall tabulation errors or adjudication. These 111612020 tabulation totals 
were used as the official results. 

2. For examples, there were 1.222 ballots reversad out of 1,491 total bal lots cast, 
thus resultirlQ in an 81.96% rejection rate. Some of which were reversed due to 
' Bailors size exceeds maximum expected ballot size'. 

• ACCOI'd ing to the NCSL, Michigan requ ires testing by a fedefa lty accred~ed 
lalloratory for voting systems. In section 4.1 .1 of the Voluntary Voting 
Systems Guidelines (WSG) Accuracy Requ irements a. All systems shall 
achleV9 a ",port total error 1111& of no mo", than one In 125,000. 

• I 

• In section 4.1.3.2 Memory Stability of the WSG It states that Memory 
devices uSGd to "'tain election managtlment data shall have 
demonstrated errorfTee data "'tentlon for a period of 22 monthe. 

• In section 4.1.6.1 Paper-based System Processing ReqUirements sub­
section a. of the WSG il states 'The abi lity of the system to produce and 
receive electronic signals from the scannirlQ of the ballot, perform logical 
and numerical operations upon these data. and reproduce the contents of 
memory when required shall be sufficiently free of error to enable 



satisfaction of the system-le'lel accuracy requirement indicated in 
Subsedion 4.1.1." 

• These are not human errors ; this is defin~ively related to the software and 
software configurabons resuHing in error rates far beyond the thresholds 
listed in the guidelines. 

3. A high "error rate" in the election software (in this case 68.05%) reflects an 
algorithm used that will weight one candidate greater than another (for instance, 
weight a specific candidate at a 2/3 to approximately 113 ratio). In the logs we 
identified that the RCV or Ranked Choice Voting Algorithm was enabled (see 
image tlelow from the Dominion manual). Th is al lows the user to apply a 
weighted numerical value to candidates and change the overa ll result. The 
declaration of winners can tie done on a basis of points, not votes. [Image 8): 

choice voting results are evaluated on a district per district basis and each 
district has a set number of points (100). Elimination and declaration of 
winner!! is done on basis of points, not votes. 

---.. -~ ----- ;;=;:~g---.... -0 __ _ 

0 ___ . ....... __ 

0 .......... _ 

figure 1I-3! RCV Profile screen 

4. The Dominion software conf.guration logs in the Divert Options, shows that all 
write-in ballots were flagged to be diverted automatica lly for adjudication. This 
means that all write-in ballots were sent for "adjudication" by a poll worker or 
election official to process the ballot based on voter "intenr. Adjudication files 
allow a computer operator to dedde to whom to award those votes (or to trash 
them). 

5. In the logs all but two of the Ovenide Options were enabled on these machines. 
thus allowing any operator to change those votes. [Image 9): 



6_ In tile logs all but two of the Override Options were enabled on these machines, 
thus al lowing any operator to change those votes. Th is gl~es the system 
operators carte b~nche to adjudicate ballots. in this case 81 .96% of the tota l cast 
ballots with no audit trail or oversight. [Image 10]: 

7. On 1218J2020 Microsoft issued 58 security patches across 10+ products. some of 
which were used for the election software machine, server and programs. Of the 
58 security fixes 22, were patches to remote oocIe execution (ReE) 
vulnefabilities. [Image II]: 



/ 
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8. We reviewed the EI~on Management System logs (Emslogger) in their 

entirety from 911912020 through 1112112020 for the Projed: Antrim November 
2020. There were configuration errors throughout the set-up. el~on and 

on 1112112020 at 14:35:11 System.XmI.XmIExcep~on 
. character, hexadecimal value 0)(20, cannot be 
is that this is a calibration that rejects the vote 
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Notably 42 minutes earlier on Noy 21 2020 at 13:53:09 a user attempted to 
uoro out election results. Id:3168 Ems Logger - There Is no pennlsslon to (O) 
- Proje<:t: User: Thread: 189. This Is dlre<:t proof of an attempt to tamper 
with ayldence. 

9. The Election Event Designer Log shows that Dominion Imagecast Precinct 
Cards were progr3mmed with updated new progr3mming on 1012312020 and 
again after the election on 1110512020, As previously mentioned, this violates the 
HAVA safe harbor period. 

SOOrce: C:lProgram Files\Oominion Voting S)'StemslElection Event 
Designer\logU nto, txt 

• 

• Dominion Imagecast Precinct Cards Programmed wilh New Ballot 
Programming dated 101221202(1 on 1012312020 and after the election on 
1110512020 

Excerpt from 2020-11-05 showing ·ProgramMemoryCard" commands. 

" 



10. Analysis is ongoing and updaled findings will be submitted as soon as ~si ble. 
A summary of lhe infoonaboo collected is provided below. 

1011210712018:52:301 
1211210712018:52:301 
1211210712018:52:301 
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al Mon De<: 7 18:52:30 2020 



12112107120 18:52:301 Files skipped: 64799 
12112107120 18:52 :301 Files fillered : 0 
1211210712018:52301 Emails indexed: 0 
12112107120 18:52:301 Unique words found: 5325413 
12112107120 18:52:301 Variant words found: 3597634 
12112107120 18:52:301 Total words found: 239446085 
12112107120 18:52:301 Avg. unique words per page: 33.43 
12112107120 18:52:301 Avg. words per page: 1503 
12112107120 18:52:301 Peak physical memory used: 2949 MB 
12112107120 18:52:301 Peak virtual memory used: 8784 MB 
1211210712018:52:301 ElTors: 10149 
12112107120 18:52:301 Total bytes scanned/downloaded: 1919289906 

Dated: December 13, 2020 

Russell Ramsland 
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