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1.THREAD: Twitter Files #15 MOVE OVER, JAYSON BLAIR:
TWITTER FILES EXPOSE NEXT GREAT MEDIA FRAUD

https://twitter.com/i/status/1619029772977455105

2. think we need to just call this out on the bullshit it is.”

@ Yoel Roth October 3, 2017 a1 6:19 PM
Re: Hamilton 68 account list

o .

Yes, axactly. It's 50 weird and self-selecting, and they're so unwilling 1o be transparent and defend their selection that | thirk we need 1o just call this out on the

bulishit it is

3.“Falsely accuses a bunch of legitimate right-leaning accounts of being Russian bots.”

@ Yoel Roth january 23, 2018 at 7:12 AM
Re: #schumershutdown

vy

Unlike #ReleaseTheMemo, this one is primarity being driven by data from Hamilton68. 11 do another sSweep for spam shorﬂy but as ol wstm:lnv this looked

like the right- Iuamng hash!ag aboul the shummvn which only got the labe! of "Russian” because the Hamillon dashboard falsely act s a bunch of lgitimate

P-lpaning ac
How we publicly push back on Hamillon is a bigger question, but | don'l think there's anything oo noteworthy about this hashtag beyond that
Yoel

See More from


https://twitter.com/mtaibbi
https://twitter.com/mtaibbi
https://twitter.com/i/status/1619029772977455105

4."Virtually any conclusion drawn from it will take conversations in conservative circles on
Twitter and accuse them of being Russian.”

Yoel Roth
Re: hamilton 68 February 15, 2018 at 11:23 AM

To: N - wic pichie-
cies, [ ..o o Detaits

+Carios
| T

We produced an extensive description of these

accounts duting Project Osprey, aval
strongly Rm;am nor strongly bots; they're just generally right-leaning users. Virualh
circles on Twitler and accuse them of being Rus

nothingburger; it's just a problem of journaksts

ilabie rwe‘ mmwamuwmmmmm
¥ any conclusion drawn from it will take con At in congery,

sian. The Botcheck people use a similarly Bawed methodology. In terms 0'1 mu::s TleﬂJy a -
continuing to lean on deeply flawed tools pushed by people looking to capitaize on !ho'bot media frenzy.
But: To try o allow us to get ahead of some of the Hamilton&8 nonsense, I'm working on o own intemal

Please feel free 1o add new things you may be interested in to the dashboard. The Hamillon accounts are :r;ngmm . ,vw can view it here. (DS colleagues,

Interestingly, thare are already some descrepancies between the hashtags the ones seeing data. Cenain
¥ tout on thesr site and
like #israel and #trump, appear 1o be compietely blackksted from the Hamdton dashboard. Tli!o-::md":hor m;::'mnmw mu'lm
transparency from the GMF learm it their methods, mntmam}ammﬂMWroanmw' p-mmh“umd
tools like Hamiton Nick, should hedp advise on that. oo s -

Yoel

5.These are quotes by Twitter executives about Hamilton 68, a digital “dashboard” that
claimed to track Russian influence and was the source of hundreds if not thousands of
mainstream print and TV news stories in the Trump years.

@_ About Us Our Work Toolbox In the News | SIGN UP | | DONATE | | Q |

G|M|F

Alliance for Securing Democracy

Hamilton 68: A New Tool to Track Russian Disinformation on Twitter
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6.The “dashboard” was headed by former FBI counterintelligence official (and current
MSNBC contributor) Clint Watts, and funded by a neoliberal think tank, the Alliance for
Securing Democracy (ASD).

MARCH 30

‘ ) v
BREAKING NEWS PR
CLINT WATTS | FMR. FBI SPECIAL AGENT

7.The ASD advisory council includes neoconservative writer Bill Kristol, former Ambassador
to Russia Michael McFaul, ex-Hillary for America chief John Podesta, and former heads or
deputy heads of the CIA, NSA, and the Department of Homeland Security.
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MIKE CHERTOFF

Mike Chenoff was U.5. Secretary of Hometand Security from 2005 to 2009, Thera, he worked to
strengthen U.5. borders, provide Intalligence analysis, and protect infrastructure, He Increased the
Department’s focus on preparedness ahead of disasters, and iImglemanted enhanced secunity at
alrports and bordars. Following Hurricane Katring, Chartodt helped to transform FEMA (Fedaral
Emergancy Managemant Agancy) into an effective organization. He also served as a |udge on tha LLS.
Court of Appeals Judgs from 2003-05. He co-foundad the Chertaff Graup, a rsk-managament and
sacurity consuiting company, &nd works as senlor of counsal at the Washington, DC law firm Covington
& Buriing.

TOOMAS ILVES

Toomas Hendrik Ives was elected presigent of the Republic of Estonia In 2006 and In 2011, During
his prasidency, lIves was appolntad to Serve In several nigh positions in the fleld of information and
communication technalogy In the Eurcpean Union. He previously servad &s minkstar of foralgn affains
and as the ambassador of the Republic of Estonla to the United States and Canada In Washington.
Ilves was aise & member of the Estonlan Farllament, &s well a5 @ member of the European Parliamant,
whera he was vice prasidant of the Foralgn Affairs Committee. He now co-chains the Workd Econamic
Forum working group The Global Futures Councll an Blockechaln Technology. He |s cumrently &
distinguishad visiting fallow at the Hoover Instiution &t Stanford University.

DAVID KRAMER

David J. Kramar [oined Flarlda Intemnational University's Steven J. Graen School of International and
Public Affairs &s a sanlor fallow in the Vaclav Havel Program for Human Rights and Diplomacy In May
2017. Bafora moving to Miaml, Kramer had worked In Washington, DC for 24 years, most recently as
sanior girector for Human Rights and Democracy with The MoCain Instituta for Intemational
Laadership. Bafore that, he served for four years &s presigent of Freedom Housa, Prior 1o that, he was
& senlor transatlantic fallow at The German Marshall Fund of the United States. Kramer sarved eight
years In the U.5. Department of State during the George W. Bush administration, Including as assistant
sacretary of state for Democracy, Human Rights, and Labor, deputy assistant secratary of state for
Eurcpeaan and Euraslan Affairs; professional staft membear in the Secretary’s Office of Policy Planning;
and senkr advisor to tha undarsecretary for Global Affairs. Kramer ks a member of the board of
directors of the Halifax Intemational Security Forum and 8 member of the advisony council Tor the
George W. Bush Presidential Center's Human Freedom Project.

BILL KRISTOL

illam Kristol ks the editor &t large of the Influentlal political journal, The Weekly Standand. Bafore
startmg that magazlne in 1925, Kristol served In BOVErniment, firs1 as chief of staff w0 E-EI:I"E'HW afl
Education Willlam Eennett durl ng tha RE‘E&EI’IMI’I’I"’II‘SU&UDI’I. and then as chief of staff o Wicea
President Dan |:|Lla.:|-1E In the GEGFQE H. W. Bush administraticn. Krstol has also served on the board of
the Project for the Maw Amarican Cantury (L2987 -2005) and the Forelgn Pollcy Inftiativa (2009-17).
Bafora G{H’ﬁ"’g o WEENHE,'IJZII'I In 1985, Kristal 'I.EIJEJ"IE EM'ETI'IITIEI'IT atthe Lin hearsity af Pen I15-:|-1'I'EH|E and
Harvard University.



MIKE MCFAUL

Michael MaFaul sarved far five years in the Obama administration, 151 35 SPecial 3ssIstant 1 the
presient and senior Erector for RUsstan and Erasian ATElrs at the National Secunty Council 811he
Wihite House from 2002 to 2012, and then as U.5. ambassador to the Russian Federation from 2012-
14. He |5 cummantly prafessor of pollticel scienca, difecton, Bna Senios fellow at e Freaman Spogl
Institute for Internatlonad Studses, and the Peter and Helen BIng senior Tellow at the Hoover Instintion.
He joined the Stanford faculty in 1995, He 15 also &n analyst for NBC News and a contributing
columnlst 1o The Wazhington Post.

MICHAEL MORELL

Michael Marell was acting @rector of the Cantral Intedigance Agancy In 2011 and again Trom 2012 1o
2013, and had previously served as deputy director and diractor for intelllgence at the Agency. In his
owvar thimy years a1 the CIA, Mared played & cantral role in the United States” iight apainst temansm, Its
Initigtivas ta halt the prollferation of weapons of mass destruction, and its efferts 1o respond 1o trends
that are altening the iMernational |BNEscapa — INCIUGING the ATab Spdng, the rise of Ching, Bnd te
cyber thraat. He was one of the leaders In the Search for 0sama bin Ladan and panicnated in e
dedibarations that lad to tha rald that kiiled bin Ladan In May 2011 Ha has baen with Baacon Giobal
SUAtSEies 55 B Senins counselor since November 2003,

ANA PALACIO

Ana Palacio s an international lawyer speclslizing In Enternations and European Union law. Ms.
Palstln 15 3 Membar of the Councll of State of Spain and 1S the Founding Partner of the law and publiz
effalrs fim Palacio y Ascciados.

Bamween 1994 ang 2002, Ms. Palacio was & Member of tha European Parllament, whers sha chairan
the Legal Affalrs and Intermnal Markat Committae &5 well as the Cltizens Fights, Justice and Homea
Affaire Committes. She participatad as member of the Presitum of tha Canventien for the Futurs of
Eurppa (2001-2003) in the debate and drafting of the European Constltutian, In 2002, Ms. Falacia
became the first woman to serve s Forelgn Affains Minister of Spain (2002-2004). She was g Member
of tha Spanish Farllamant {2004 te 200E), whare she chalred the feint Committee of the Twa Houses
for European Unlon Affalrs, She nas been Sensor Vice-Frasident and Geneval Counseal of the Workd
Bank Group and Secretary Genaral of ICSI0 [2006-2008). and she kas been a mamber af the
Execitivg Committaa and Senior Vice-Prasidant Tor intarmeational Affairs of AREVA (Z008-2008)

She |5 a member of the Board of Enagas {Spanish gas system), Pharmramar (Diotechnology), and AEE
Power {2nergy Infrastniciure]. She ks & mamaer of tha internatanal Advisory Boards of Invesicorp (3
worlg-leading manager of alternative investments) and Office Chériflen des Phosphates - OCF -
(fartilizersy; and of the Governing Council of the Institute de EMprass (business school]l, She s &
member of the Board as wall as of the Executive Committes of the Atlantic Councll of the Unitad
Stetes. Further. Ms. PRIaCIo Serves as member of the External Advisary Baard of the LIS former
Sacretary of Enengy Emast Monlz's Energy Futures Inltistive, of the Advisory Bossd of the Sandra Dey
O'Cannor Justice Frize and of the Board of Trustees of tha INstiute far Human Saencas. She has
recently been appointad as member af the Global Laadersnip Foundation.

ME. PRIBCID PUMESNSS ragLeany in peronicals and [oumals. In parteularn, she Maintans & manthly
column &t Froject Syndicate, Sha Is 8 visiting professor at the Eomund E. Wassh School of Foralgn
Service at Georgetown University. She |5 also a recurrent garticipant snd speaker at Intemational
COMErances Bnd ford, Most recently Ehing evidence on post-Braxit forelgn and defense cooperaticn
before the UK Housa of Lords' European Unden External Affairs Sub-Commitiee,

In 2016, Ms. Palatlo was presented with the Sandra Day 0'Connior Justice Prize for extraordinany
contriduthons to the rule of law, Justice and human rights by the OConnar Schaol of Law at Arizona
State Univessity, and was awarded the insignia of Offlcier of the Order of the Legion of Honor of the
Franch Republic.

JOHN PODESTA

lohn Pooesta samved &s Chalr of Hillary for America. Prior 10 joining Hi%ary CEnton's campalgn he
served as Counsesor 1o President Barack Obama.

In 2008, he served as co-chalr of Prasidant Obama's transaion team, where he coordinated the
priorities af the INCoMINE admniSTEtion s agenta. Dversaw the develapment of is olicies, and
spearneaded NE appointments of major cabinet secretaries and political appoiniaes,

He Is the former Chalr of the Washington, D.C.-based think tank Center for American Progress and the
Center for American Frogress Action Fund. Frior to founding the Center in 2003, Fodesta served as
White House Chigf of Staff to President Willlam J. Clinton.

He a#50 Tecently served an the Fresident’s Giobal Develapmant Councll an the UN Sacretary
Genaral's High-Level Fangl of Eminent Persons on tha Post-2015 Development Agenda.

Additionally, Fodesta has hald numerous positians an Capliol Hill, inciuding counsetor 1o Democratic
Leader Sen. Thomas A. Daschis {1905-1996)

A Chicage native, Padesta §s @ graduate of Krax College and the Gaorgetown University Lew Centar,
Whera ne |s currently a Vising professor of 1aw.

He Is the author of The Power of Progress: How America’s Progressives Can (Once Again) Sawve Dur
Economy, Dur Climate and Gur Coumntry.



8.News outlets for years cited Watts and Hamilton 68 when claiming Russian bots were
“amplifying” an endless parade of social media causes — against strikes in Syria, in support
of Fox host Laura Ingraham, the campaigns of both Donald Trump and Bernie Sanders.
A NEWS onotiny comeroftheus. back against Russian disi e sswve - f W N ...
” One tiny corner of the U S
government pushes back against
Russian disinformation

Polygraph is part of a small U.S. government effort to counter the Russian propaganda machine.
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World Warlin Ukraine  Africa  Americas Asia Europe  Middle East  Foreign Correspondents

Russia-linked accounts are tweeting their
support of embattled Fox News host Laura
Ingraham

g By Amanda Erickson

April 2,2018 at 11:22 a.m. EDT



https://t.co/0yk0y7VlGX

/\/\AGAZ”\JE OURLATEST EMAILSIGNUP POLITICO.COM | §

THE GLOBAL POLITICO

The Russian Bots Are Coming. This Bipartisan
Duo Is On It.

Jamie Fly and Laura Rosenberger crossed party lines to track the Kremlin propaganda campaign.
on the far right — and far left — aren’t happy about it.
By SUSAN B. GLASSER | February 26, 2018

Securing Democracy Dispatch

February 20, 2018

[+ ASD Team

Special Edition: Mueller Indictment

Mueller indicts Russia’s Internet Research Agency (IRA), 13 Russians and 3 other entities for meddling in 2016 presidential election: Special Counsel
Mueller’s indictment on Friday recounted facts about Russia's information operation that are familiar to researchers, it included important details confirming
independent research and adding additional facts.

* “Mueller describes a sweeping, years-long, multimillion-dollar conspiracy by hundreds of Russians aimed at criticizing Hillary Clinton and

Bloomberg summarizes, indicating the conspiracy started in 2014 “when the Russians began mon normg groups that use social
media sites to influence U.S. politics and social issues, tracking the size of groups and how popular they were with their audiences,” with some IRA employees
even traveling to the United States to gather intelligence on U.S. political and social issues. This supy € g W senior fellow at the Alliance
for Securing Democracy, who charted the timeline of Russian interference dating back to 2014

* As the IRA trolls worked to oppose all candidates except Sanders and Trump, the indictment also uncovered how “In or around August 2016, defendants and
their co-conspirators used false U.S. personas to communicate with Trump campaign staff involved in local community outreach” in purple states where
“Russians also helped organize some of the most recognizable anti-Hillary Clinton displays of the election cycle.”



9.Hamilton 68 was the source for stories claiming Russian bots pushed terms like “deep
state” or hashtags like #FireMcMaster, #SchumerShutdown, #WalkAway,
#ReleaseTheMemo, #AlabamaSenateRace, and #ParklandShooting, among many others.


https://twitter.com/hashtag/FireMcMaster?src=hashtag_click
https://twitter.com/hashtag/SchumerShutdown?src=hashtag_click
https://twitter.com/hashtag/WalkAway?src=hashtag_click
https://twitter.com/hashtag/ReleaseTheMemo?src=hashtag_click
https://twitter.com/hashtag/ReleaseTheMemo?src=hashtag_click
https://twitter.com/hashtag/AlabamaSenateRace?src=hashtag_click
https://twitter.com/hashtag/ParklandShooting?src=hashtag_click

Q FASTOGMPANY

08-10-17 | ROBOT REVOLUTION

#FireMcMaster, Not Damore: Twitter Bots
Are Thriving, And They’re More Lethal
Than Ever

Political Twitter bots, many with ties to Russia, didn't go away after the election, and experts say they're
getting more sophisticated.

POLITICO

CONNECTING MORE PEOPLE IN MORE PLACES
Charter | spect

TECHNOLOGY

Russia pushes more ‘deep state’
hashtags

4

A woman speaks on a phone as she walks past a graffiti-covered wall with a giant hashtag sign near
Moscow&#39;s Kursky railway station on Nov. 17, 2017. | Mladen Antonov/Getty Images

MotnerJones Smart, Fearless Journalism

POLITICS ENVIRONMENT CRIME AND JUSTICE FOOD MEDIA INVE

I JJNhglell DECEMBER 11, 2017 |

Russian Propagandists Are
Pushing for Roy Moore to Win

Kremlin-linked trolls have also joined Trump and Fox News in
targeting the FBI.



10. The secret ingredient to Hamilton 68'’s analytical method? A list: “Our analysis has linked
600 Twitter accounts to Russian influence activities online,” was how the site put it at
launch.

Hamilton 68 Dashboard s
Launches Today ity

A New Tool to Track Russian Disinformation on

o, What is This Tool Exactly? | .M. Berger, Laura Rosenberger

In the Federalist Papers No. 68, Alexander Hamilton wrote of protecting
America’s electoral process from foreign meddiing. Today, we face foreign
interference of & type Hamilton could scancely have imagined. The
Hamiiton 68 dashboard, a project with the Alliance for Securing
Democracy at the German Marshall Fund of the United States, sesks 1o
expiose the effects of online influence networks and inform the pubdic of
themes and content being promoted to Americans through a near real-
time look at Russian propaganda and disinformation efforts online.

How Current is the
Hamilton 68 Dashboard?

What is the Hamilton 68

Dashboard Monitoring?

The top of the dashboard shows
tweets from Russia’s overt
propaganda outiets in English,
and a short post discusging the
themes of the day. But these
disinformation networks also
include bots and trolls, and our
analysis has linked 600 Twitter
acoounts to Russian influsnce
activities onfine. The lower
section of the dashboard
features topics, hashtags, and
links currently promated by this
network.

T T P By et By

The automated monitaring
updates continuously throughout
the day, with & five minute lag to
roal time. The "top themes™ will
update in the moming, and case
studies, Infographics, and other
materials will be added in the
coming weeks and months. You
can sign up for alerts and emails
about Hamilton 68 dashboand
updates (and other updates on
the Alliance for Securing
Demaocracy) hera.

I. !.li‘la..i- = !



11. Hamilton 68 never released the list, claiming "the Russians will simply shut [the
accounts] down." All those reporters and TV personalities making claims about “Russian
bots” never really knew what they were describing.

For what it’s worth, Rosenberger and Fly disclose their methodology on their website and say they can’t reveal
the list of the 600 accounts they are following or the Russians will simply shut them down. Other researchers
with whom I've spoken say the tweets and messages found by Hamilton 68 certainly are consistent with what
they’ve seen from Russian-linked accounts. Rosenberger, who spent years in the Obama White House and
State Department, laughs at the idea she’s a neocon plant, though it is true that their advisory board contains
both liberal Russia experts like former Obama Ambassador to Moscow Mike McFaul as well as a favorite
Greenwald béte noire, the original neocon Bill Kristol.

12. Twitter executives were in a unique position to recreate Hamilton's list,
reverse-engineering it from the site’s requests for Twitter data.

Concerned about the deluge of Hamilton-based news stories, they did so — and what they
found shocked them.
On Tue, Oct 3, 2017 at 6:14 PM, Yoel Roth NN v o'e
found their API key (which is a mysterious art | can quite descrive) and then looked at which user IDs they were passing as parameters 10 the user

timeline endpoint. )

On Tue, Oct 3, 2017 a 6:13 PV, I '
Curious--what was the methodology for reverse engineernng the accounts?

On Tue, Oct 3, 2017 at 5:58 PM, You! Roth JIEEEE » e
typo: 644 accounts

On Tue Oct 3 2017 a1 556 PA Yool Ror NG . to
Al lona last I've been able 10 reverse-engineer 5t of accounts behind the + lon 6 board. The Securing Democracy peopie have never
been willing to release the list 10 anyone
Full kst here: hitps //docs. google. com/spraadsheetsd 1 1000SF JVYYNZZNSD ANHCFZ ASpANZaMa-7TEzodbO/edit#gic=1808723506
ti:dr: The dashboard includes 848 accounts (as opposed to the 600 they claim). The selection of accounts is... bizarre, and seemingly quite
arbitrary. They appear to strongly preference pro-Trumg accounts (which they use 10 assert that Russa is expressing a preference for Trump...
even though there's not good evidence that any of the accounts they selected are or are not actuatly Russian)
Let's discuss strategy for how we want to use this information. | think # can help us refute a lot of the thinking in DC based around the dashboard,

Yool




13.“These accounts,” they concluded, “are neither strongly Russian nor strongly bots.”

“No evidence to support the statement that the dashboard is a finger on the pulse of
Russian information ops.”

“Hardly illuminating a massive influence operation.”

==

Yoel Roth
g il February 15, 2018 st 1123 AM
To: Pickles
+Carios N
-

We produced an extensive description of these accounts dur i
» ik K ing Project Osprey, avaitable here. The
strongly Russian nor strongly bots rhey'rP lust generaly right-leaning users. Vinually any mndusmmﬁomw‘:lmmm m I)ﬂ::ﬂimare —
cwrcles on Twﬂ.l,f and accuse them of being Russian. The Bolcheck people use a similarty flawed methodology. In terms of substance, this &

nothingburger; it's just a problem of journalists continuing 10 lean on deeply flawed tools pushed by people looking to capitalize on lholbu n:rﬁwﬁ:nzy.

Bu:Tobyhnnowuslogolahaado!moftharhmlmﬁamnsanw. I'm working on our own int

phm!oﬂmtomnowtmngsynumymﬂe,ﬂ1mmw1ma”mrﬂ The Heslicn actc lernal version of it. memnm,msw..

nis are all in Presto.)

Interestingly, there are already some discrepancies between the hashtags they tout on their sesing | data, Certain hashtags
. i §ite and the )
ke #israel and #irump, appear 1o be completely bilackiisted from the Hamilon Gashboard. These and other ke ouind e

MpnfmfruntMGMFmabommeirmMs,paumoama unemet apportunity | educate m. mm“u‘mumu
tools like Hamilton, Nick, Emily, and Liz should help advise on that. i pukitedsy 7 A ane e s

Yoel

s v

’

£i0 Re: Background on this tool?
To: Nick Pickles, Cc: [ '~formation Quality Team, NN oo foth

muum:mmmpuammmlmbummawmnmwmmmmm
hitn:isecuringdemocracy.amius, org/publications/methodology-hamilton-68-dashboard

On Tue, Aug 15, 2017 at 10:29 AM, [ 1 oto
+DelYoel since they have some ideas on this

|

| On Tue, Aug 15, 2017 at 9:35 AM, Nick Pickios [ oo

| | Thanks - I've not discussed them, but having looked at it the samplo set looks pretty small - if the most shared domain is only being shared 138 times in

; 48 hours, and the most shared URL 38 times in 48 hours, t's hardly lluminating a massive influence operation “ Y
Yoel Roth po January 19, 2018 at 6:53 PM
Re: business insider on Ereleasethememo

To: Lauren Culbertson, Cc: Carlos Monje, Colin Crowe 3
A ick Pickles, Yoel Roth

The key point for pushback here is on the Russia dimension The H
) S5 B mcnnrﬁalnammmkmmkmmmhmmnhmmm_u‘n
our review, there is no ovidence to support their statements that the dashboard is

5 @ finger on the pulse of Russian information ops. But actually pushing back
on those points would likely entail revealing we know the accounts, which coi tricicier f y I

- . b uld be 'er Irom a relationship management standpoint with the Hamilton8
Yoel

Sew More from Lawroen Culberison




14. In layman’s terms, the Hamilton 68 barely had any Russians. In fact, apart from a few RT
accounts, it's mostly full of ordinary Americans, Canadians, and British.

15.1t was a scam. Instead of tracking how “Russia” influenced American attitudes, Hamilton
68 simply collected a handful of mostly real, mostly American accounts, and described their
organic conversations as Russian scheming.

16. Twitter immediately recognized these Hamilton-driven news stories posed a major
ethical problem, potentially implicating them.

“Real people need to know they’'ve been unilaterally labeled Russian stooges without
evidence or recourse,” Roth wrote.

17.Some Twitter execs badly wanted to out Hamilton 68. After Russians were blamed for
hyping the #ParklandShooting hashtag, one wrote:

“Why can’t we say we've investigated... and citing Hamilton 68 is being wrong, irresponsible,
and biased?”

On Thu, 15 Feb 2018 at 2025, Yoel Roth e
The challenge is that they haven relea account list (and we only have i because | reverse-engineered it by kooki
. at their AP| traffic). So any
refutation would require us 10 admil having oblainad the account list by b )

On T Fen 15 2010 w12 o [ - -
(added citing 10 the below given luiana’s point on Hamiton 68 not representing themsehves that way. iieally Hamilton 68 would back us up on that. )

[ y havw . citing 68 2 besng wrorg, iITesporadie, and

18.Yoel Roth wanted a confrontation. “My recommendation at this stage is an ultimatum:
you release the list or we do,” he wrote.

However, there were internal concerns about taking on the politically connected Alliance for
Securing Democracy.

On Jan 23, 2918 731 AM, "Yoel Roth" wrote:
This is a big messy strategic issue that Nick should waigh in on

Short version: | reverse engineered the full list of accounts in the dashboard during Project Osprey, we did a full analysis of

(htips./idocs google.com/document/d/1urtzVBOGNNE Xy, /
aNnEXvaqKbRwDBF-Qb3EEIUEVS PBhy Securing Democracy people’s claims
are totally bogus. They dont know that we have the list, though, and they've retuﬁsedzlgr:;:as:zw' e i 2

I'm increasingly of the opinion that this dashboard is actively dama; omot i rough its shoddy methodology.
and pr
toxic from & partnership standpoint, but my recommendatior at '-*-‘gm('l . e e G - v,

S slage s an ultimatum: either you release the list. or we will
reviewed. Real people need to know they've been unilaterally labeled Russian 5100ges “""00; G;ﬂcn‘ce’ ;”‘ the list I;;; will It needs to be peer

OATia lan 9 ANMO o FAs dtsir o = . -


https://twitter.com/hashtag/ParklandShooting?src=hashtag_click

19.“We have to be careful in how much we push back on ASD publicly,” said future White
House and NSC spokesperson Emily Horne.

Re: hamilton 68
To: Nick Pickle Ce: Y

3 AM

Details

+11oal

From a comms standpoint, we're working extensively with reporters OTR and on background to explain the flaws in Hamilton 68s methodology (without getting

into our full knowladge of it), and to press them 1o encourage Hamillon 68 o be more transparent on their methodology. Carlos and others on @ policy have
been pushing back similarly with Congressional staff

Unitil we have our own comparabile (but high quality) analysis 10 point to publicly, thoug!

See Mare from Nuck Packie

20.“l also have been very frustrated in not calling out Hamilton 68 more publicly, but

understand we have to play a longer game here,” wrote Carlos Monije, the future senior
advisor to Transportation Secretary Pete Buttigieg.

Carlos Monje

Re. hamilton 68

I'd «1 all the sentmants here

21. So the “legitimate people,” as one Twitter exec called them, never found out they'd
been used as fodder for mountains of news stories about “Russian influence.” Because the
#TwitterFiles contain the list, they've begun finding out.

22.“I'm shocked,” says Sonia Monsour, who as a child lived through civil war in Lebanon.
“Supposedly in a free world, we are being watched at many levels, by what we say online.”



https://twitter.com/hashtag/TwitterFiles?src=hashtag_click
https://twitter.com/hashtag/TwitterFiles?src=hashtag_click

23. “I've written a book about the U.S. Constitution,” says Chicago-based lawyer Dave
Shestokas. “How | made a list like this is incredible to me.”

TWEETS  FOLLOWING  FOLLOWERS  LIKES  LISTS
58.8K 61.6K 76.4K 12.7K 4

Tweets Tweets & replies Media
Shestokas 4 Ft Myers

@Dave4FtMyers

Dave Shestokas (@shestokas)
Atty/Author Constitutional Sound Bites:

1 Shestokas 4 Ft Myers ©DavedFthMyers - 34m k4

&8 The latest Shestokas for Fort Myers!

shestokas.com/?p=3087 #Constitution paper.li/DaveforFtMyers ... Thanks to
e @Rocky4959 @WillSchormo
@ Chicago, IL

@Nathaniel 78526 #money #xrim

& shestokas.com/?p=2544
Joined July 2011

24. “When | was growing up, my father told me about the McCarthyite blacklist,” says
Oregon native Jacob Levich. “As a child it would never have occurred to me that this would
come back, in force and broadly, in a way... designed to undermine rights we hold dear.”



25. Even Twitter execs were stunned to read who was on the list. Wrote policy chief Nick
Pickles about British comic @Holbornlolz: “A wind-up merchant... | follow him and wouldn't
say he’s pro-Russian... | can’'t even remember him tweeting about Russia.”

Nick Pickles October 7, 2017 at 10:06 PM
@ Re: Hamilton 68 account list Details
A prefty odd kst @ Of the a UK guy wr 5 wel k wn as basically a wir Jp merchant 4 rn) and | follow him and wouldn say he's pro russian - |
can even remembar him tweesting about r "

One is a parody trump account, another a parody putin account (hips./iwitter comBigbadviadputing - which | think is based on them quote tweeting pro-
russian media (the Oll had the same problem about not being able to distinguish critical QTs from RTs.)

I'd say the vast majority are useful idiots The idea that accounts with 58/12 followers are somehow propaganda gurus seems odd 100

We'll discuss transparency with them when we meet 10 see if they think they should pubksh the st

N

Old Holborn®
@Holbornlolz

Comedian. Breaking News. Satire. Humour. Politics. Free Speech. A
Stoic Libertarian Legend . Also Tweets in German/French

Tweets expire after 7 days.
= Social Media Influencer O Joined October 2013

1,803 Following  77.6K Followers

j&} Followed by too stupid for democracy, Bitcoin is Forever, and 8 others you
" follow


https://twitter.com/Holbornlolz

26. I'm listed as a foreign bot?” said conservative media figure Dennis Michael Lynch. “As a
proud taxpaying citizen, charitable family man, and honest son of a U.S. Marine, | deserve
better. We all do!”

DOWNLOAD THE
DML NEWS APP

L 8. 0.6 & ¢

2 Download on the GETITON

@& AppStore [l P> Google Play

B &  Following

Dennis Michael Lynch &

@realDennisLynch Follows you

Host, Dennis Michael Lynch Podcast; Creator, DML News APP; Producer,
films on Amazon Prime; Former #1 show host on NewsmaxTV, & Fox
News guest.

£ Media & News Company @O © Florida
@ DennisMichaelLynch.com © Born August 28
Joined November 2015

163 Following  36.4K Followers

\\“gi;\ Followed by Dr. Eric Grabowsky, Twitter Verified, and 4 others you follow

27. Consortium editor Joe Lauria too was angered to find he was on the list, which targeted
voices across the spectrum: “Organizations like Hamilton 68 are in business to enforce an
official narrative, which means excising inconvenient facts, which they call ‘misinformation.”

Joe Lauria®
@unjoe Follows you

Editor-in-Chief Consortium News, author "A Political Odyssey" w/ Sen.
Mike Gravel, former @BostonGlobe, @WSJ, @thesundaytimes
correspondent, co-host #CNLive!

@ Alexandria, Virginia (2 consortiumnews.com
Joined July 2009

2,509 Following  12.7K Followers



28.What makes this an important story is the sheer scale of the news footprint left by
Hamilton 68'’s digital McCarthyism. The quantity of headlines and TV segments dwarfs the
impact of individual fabulists like Jayson Blair or Stephen Glass.
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29.Hamilton 68 was used as a source to assert Russian influence in an astonishing array of
news stories: support for Brett Kavanaugh or the Devin Nunes memo, the Parkland
shooting, manipulation of black voters, “attacks” on the Mueller investigation...

= (% MARKETS BUSINESS INVESTING TECH POLITICS CNBCTV INVESTING CLUB & PRO @&

POLITICS

Russia is attempting to influence
Mueller investigation in an ‘ongoing
attack,’ Democrats say

PUBLISHED TUE, JAN 23 2018-1:11 PM EST | UPDATED WED, JAN 24 2018-10:17 AM EST

Kevin Breuninger sHARE f ¥ in M
1 @KEVINWILLIAMB
Az Tv
o . o i Closing Bell:
KEY ® California Democrats Sen. Dianne Feinstein and Rep. Adam Schiff released a letter Overtime
POINTS i i i ian i
to the CEOs of TV\{IttEr and facebock warning of possible Russian influence on the UP NEXT | Fast Money 0!
special counsel’s investigation. pmET

® A website monitoring Russia-linked Twitter accounts found that their use of
#releasethememo increased nearly 300,000 percent in just a few days.
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POLITICS

Russian Propagandists
Seize Kavanaugh
Controversy to Sow
Division Online

€he New ork Times

After Florida School Shooting,
Russian ‘Bot’ Army Pounced

£f Give thisarticle =[]  [J996

A weekend gun control rally in Fort Lauderdale, Fla. One hour after
news of the school shooting in nearby Parkland spread, Twitter
accounts that researchers have linked to Russia shifted their focus to
the gun control debate. Saul Martinez for The New York Times

Hamilton 68 dashboard

Accounts tracked by the Hamilton 68 dashboard seized on key partisan issues ahead of the U.S. midterms. Early in the week, accounts promoted the

movement blac the Democratic Party, spreading several article

] at falsely claimed Kanye West designed merchandise for the
movement. “Blexit” remained one of the top hashtags on the

ashboard for the duration of k. Pro-Kremlin accounts also sought to inflame the

immigration debate by promoting articles falsely alleging t!

t a second, heavily armed migrant caravan was headed towards the U.S. border.



30.These stories raised fears in the population, and most insidious of all, were used to
smear people like Tulsi Gabbard as foreign “assets,” and drum up sympathy for political
causes like Joe Biden’s campaign by describing critics as Russian-aligned.

&z NEWS WATCHNOW  (©)

yDECISION2020% | President State results « Senate House 2022 Midterm calendar

2020 ELECTION

Russian web trolls boo Biden, often
boost Gabbard report finds

Hillary Clinton was to 2016, researchers from the Foreign Policy

&MSNBC

Y NEWS Russia hine di ic candid: i sware & save - f W =

YDECISION20205  President  Stateresults~  Semate  House 2022 Midterm calendar

2020 ELECTION

Russia's propaganda machine
discovers 2020 Democratic
candidate Tulsi Gabbard

Experts who track webs social media linked to Russia have seen stirrings of a possible

campaign of support for Hawaii Democrat Tulsi Gabbard.







31.Incredibly, and ironically, these stories were also frequently used as evidence of the
spread of “fake news” on sites like Twitter:

MOtherJones Smart, Fearless Journalism

POLITICS ENVIRONMENT CRIME AND JUSTICE FOOD MEDIA INVESTIGATIONS

[ J- ]S R a1 FEBRUARY 6, 2018

Trump Supporters Spread the Majority
of Phony News on Social Media

A new study finds that “junk news” is a staple of the #MAGA crowd.

32.It was a lie. The illusion of Russian support was created by tracking people like Joe
Lauria, Sonia Monsour, and Dave Shestokas. Virtually every major American news
organization cited these fake tales— even fact-checking sites like Snopes and Politifact.

— e o POLITIFACT

The Poynter Institute

Russia's social media efforts in 2016
were not just false but inflammatory

AMATIARAL

Become a Member g‘opes Q

CONTACT US LATEST TOP FACT CHECKS COLLECTIONS NEWS ARCHIVES RANDOMIZER

W News

Trolls, Bots, 'Useful Idiots' Attack New
Committee Aimed at Exposing Russian
Propaganda Campaigns


https://t.co/FAazMoLnTO

33.Twitter didn’t have the guts to out Hamilton 68 publicly but did try to speak to reporters
off the record. “Reporters are chafing,” said Horne. “It’s like shouting into a void.”
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On Fii,Feb 16, 2018 at 4:48 PM, Nick Pickios (SR - cre:
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On Fri, 16 Feb 2018 at 21:47, = 4
i wmnmmgm»mmv e .
On Fri, Feb 16, 2018 at 4:46 PM, Nick Pickdes [ . oto
Yeah, let's loop lauren in aswed. it
‘Around 2pm EST?
mﬁismmnmm.mm :

-
munhmmwm»mmm Time zones have no meaning for me...
On Fri, Fab 16, 2018 at 1:20
Discussed




34.Roth was offended by the idea that tweets on certain themes suggested subversion.
“Can we talk about how incredibly condescending...? If you talk about these themes, you
must have been duped by Russian propaganda.”

@ Yoel Roth ebrisary 15, 2018 a1 11:37 AM
Re: hamilton 68

! I you tak about these themes you must have been

On o, Feb 15 2018 w1136 An [

To Yoel's commant, | don think they claim all the accounts are clearly Russian or bots. Some accounts on the fist are clearty Russian o.g. AT, Sputnik,
Russian Embassy, eic. From their website, these are the types of accounts they caver, and | think most of the accounts on the list would fall info one of

these categones - which are vague and broad enough that the v vary news
- ! they are somewhat hard 1o rebut. But this gets covered with a different narr
- "Russian bots” - and loses any nuance . il

= Atributed accounts that clearly state they are pro-Russian or affiliated with the Russian government.
¢ Accounts (including both bots and humans) that are run by troll factories in Russia and elsewhere,

* Accounts run by people around the workd who amplify pro-Russian themes either knowingly or unknowingly, after being
influenced by the efforts described above

35.Again, even Roth, like most Twitter execs an ardent Democratic partisan, saw that the
Hamilton scheme would lead people “to assert that any right-leaning content is propagated
by Russian bots.”

Yoel Roth Jarusary 19, 2018 at wmuﬂ'1

Re: business insider on #releasethememo i

To: _ Ce: Carlos Monje, Colin Crowell, Lauren Culbertson, Nick Pickles, Yoel Roth 2
Semi-related: the Hamillon dashboard is once again qelting a 1ot of tracton around partisan trends which is leading people 10 assen that any right-leaning J'
content is propagated by Russian bots (Decause HamG8 said o). Nick, | think it may make sense for us (0 revisit Ihe idea of more actively refuting the |
\

dashboard. Il's a colecton of nghl-leaning legiimate users that are being used to paint a polarizing and inaccurate picture of conversation on Twitler,

hitps Mwitter.com&poulsen/status/9545873037368320057s=17
Yoel

|

. 36.At least two other research institutions that used similar methodologies — and were
cited as sources in news stories — were also criticized in Twitter email correspondence.


https://t.co/6uoBuoT66e

37.MSNBC, Watts, the Washington Post, Politico, Mother Jones (which did at least 14
Hamilton 68 stories), the Alliance for Securing Democracy, and the offices of politicians like
Dianne Feinstein all refused comment, unless this counts:

Matt Taibbi € @mtaibbi - 3h

Question for @michaeljmorell @billkristol @selectedwisdom
@ilvestoomas @mcfaul @anapalacio @johnpodesta et al:

Are you really going to no-comment my upcoming story about
Hamilton 68 and @SecureDemocracy? | have the list. Time to

come clean.

QO 223 11 1032 Q 4152 |y 4354k &,
. Alliance for Securing Democracy &
@SecureDemocracy

Replying to @mtaibbi

You can find information describing Hamilton
68's methodology, published in 2017 and 2018,
here:

BB securingdemocracy.gmfus.org/the-
methodolog...

37.MSNBC, Watts, the Washington Post, Politico, Mother Jones (which did at least 14
Hamilton 68 stories), the Alliance for Securing Democracy, and the offices of politicians like
Dianne Feinstein all refused comment, unless this counts:
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The Russian disinformation
attack in 2016 caught

the U.S. unprepared. No
single government agency
understood the entirety

of what was going on or
assumed responsibility for
addressing it. The major
social media platforms
minimized the severity of the
onslaught until that strategy
became infeasible.

While Fussia shows no appetite for
confronting the U.S. on the convertional
battiefield, it has demonstrated its
intention to apply digital aspects of

the Gerasimov doctrine in the West
Beginning in 2015, Russian hackers
targeted American and European
nuclear power plants and water and
electric systems, according to U.S.
officials. By 2017, the intruders poten-
tially could have sabotaged vital
infrastructure in the West, although
they did not do so—this time.

It s in this context of the Russian drive for
greater global influen internet
platforms and the U.S. and its alies
ought ta consider Moscow's disinforma:
tion campaigns. The 2016 U.S. election
story is worth briefly reviewing here to
underscore the Russians’ ambition and
dextarity in this regard. As Cint Watts, a
disinformation expert afiated with the
Center for Gyber and Homeland Security
at George Washington University, has put
it: "Within the Kremiin's playbaok, each
social media platform serves a function

hat

a0 in an interlocking social media
ecosystem where Russia inftrates.
engages, influences, and manipulates
targeted American audiences.”

In one of Russia's main coups in 2018,
nackers penetrated emai accounts of

the Demacratic National Comemittee

and Hillary Clinton's campaign chairman,
John Podesta. WikiLeaks and a Russian
afffiated site caled DCLeaks then publicly
, which dided
and distracted the Cinton camp. A sus-
pected Russian GRU front-persona
known as Guecifer 2.0 used Twtter to
draw the mainstream media's atiention
10 the stolen messages.

On another track, the Intemet Research
Agency (IRA), which empioyed hundreds
of people in 1. Petersburg, Russia.
camied out a malign social media
operation allegedy financed by a Putin
crony and oigarch named Yevgeny
Prigozhin. IRA employees used

fake personas to Set Up accounts on
Facebook, Instagram (which Facebook
owrs), Twitter, and YouTube {which

establishing sham activist accounts
meant to heighten divisions aver immi-
gration, Isiam, and polics treatment of
Afnican Amencans. In some cases, IRA
employees bought Facebook and Google
‘advertisements 10 target particular users
for incendiary messages. “Ohio
Hillary 4 Prison.” one ad stated. H;u';
s a Satan,” said another. The Russans
also purchased Facebook ads to promote
ant-Cinton and pro-Donald Trump ralies
they organized in Florida, Pennsyvania,
and eisewhere. Intemally, IRA. operatives
‘described ther mission as conducting

“information wartare against the Uit
States of America.”

The attack caugnt the U.S. unprepared.
No single government agency under-
stood the entirety of what

THE CASE FCR STE)

disciose what it knew. And Republicans
in Congress refused to cooperate with a
White House proposal to release infor-
mafion on a bipartisan basis. jcon
Valey, the major social media platiorms
minimized the severity of the onstaught
uril that strategy became infeasible.’

Various Platforms,
Diverse Purposes
Between just Facebook and
nearly 150 milion Americans
posad to Russian disinformation, both

via purchased ads and non-paid “organic™
traffic. That number comes from Face-
book. and it may undarstate the problem.
Cantent from just six IRA-created
Facebook pages —Blackdivist, United
Muslims of America, Being Patriatic,

Heart of Texas, Secured Borders, and
LGBT United—was widely shared

oniine, potentially exposing milions of
‘additional users, according to a study by
Jonathan Albright, research director of

the Tow Center lal Journalism at
Columbia University.

The IRA used various platiorms for
diverse purposes. It exploited Instagram

a photo- and video-sharing site that
boasts B00 milion monthly users, for
some patently offensive stratagems.

The fae Instagram account Woke Biacks,
for example, posted a voter-supp
message aimed at Aican Americans:
“Hype and hatred of Trump is misieading
the pecple and forcing Blacks to vote
Hilary. We cannot reson 10 the lesser of
two devis. Then we'd surely be bt
off without voting AT ALL."" Albright
called Instagram *a major distributar and
redistrioutor of IRA propaganda that's at
the very least on par with Twiter

Twitter inclicated the extent to which the
Russians manipulated fis ste when &
reported that it had shut down more than
3,800 IRA-iinked trofing actounts and
another 50,300 automated bot accounts.
Today, Russian disnformation contint

to circulate on Twitter, according to the
Aliarce for Securing Democracy, an ritia-
tive housed at the German Marshall Fund.

The Aliance tracks some 60D Twitter
accounts with Russian ties and displays

report. The content in which the Hamiton
68 network of trolls
’:n! necessarly produced or created by
Russian govemment operatives, althx
that is sometimes the case,” the Aliance
explains on fts website. “instead, the
network often opportunistically amplifies
content created by third parties not

eowors: s s Wolls et 605
wiftly to controversies chrori-
cled by traditional media. And information

Toda, The West
New York Times, on occasion cited

Twitter accounts operated by the IRA
as evidence of partisan polarization—
and thereby inadvertently camied water
for Russian disinformation arsts. =

YouTube hs served yet another function
for the Russians. The Intemet's top sits

herr Kremiin-fnanced
has 2.7 million subscri-

Ube—more than BBC
News, MSNBC, and Fox News.”
y means of video packaged for

YouTube, the govemment-funded
news service overtly pariicipated in

the 2016 denigration of Hillary Cinton.
RT dustrates how Russian sources of

uploads videos to YouTube frequently
sprinking in depictions of disaster—
plane crashes, tsunamis, a meteor
strike—to eam numerous “ikes” and
longer waich fimes from viewers. These

LR G Gk
YouTube sell advertsing. At the sam:

time, YouTube automaticaly re.uards RT
with better placement among sear

results and recommendations.”

The Russians have surfaced on other
sites, as well. Tumbi a popular mult

IRA-finked accounts that targeted

specfic audiences, including minarty
groups. Accounts with names such as
Ghatta Blasta and Hustis ina Trap
tried to attract black users, who were
fed anti-Olinton conspiracy theories
and invited to phony protests
Reddit, anciher heavil traficked site
that hosts often-contentious forums,
said in April 2018 that it purged nearty
1,000 accounts tied to the IRA.

F‘roflle of a Russian Troll Factory

Internet Research Agency

Special Gounse! Robert Muslier has alsged that IRA operatives described their

mission as conducting

formation warfare against the United States of America.”

Here are Some Dasic facts and fgures about the organzalion

Founded In St Patarsburg in 2014
Yevgeny Prigazhin, an oigarch and
Branchs Putin crony
Hundreds, of vmn more than B0 worked
Number of employees o i
Preferred social media platforms | Facebook, Instagram, YouTube,
for disinformation and Twitter
a — Baing Patriotic, Blackist, United Musims

gesigned to sow social discord

of America, Amy of Jesus, Heart of Texas,
LGET United

Favored presidential candidates

Denaid Trump, Bemie Sanders

Disfavored presidential candidates

Hillary Clinton, Ted Cnuz, and Marco Rubio

npie
Wrapped up operations Late 2016

Names of possible successor . =

e L Giavset and Teka
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COMBATING RUSSIAN DISINFORMATION: THE CASE
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Find Articles

» Tracking Russian influence operations on Twitter

Opinion Polls The Hamilton 68 dashboard, a project with the Alliance for Securing Democracy at the German Marshall
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of themes and content being promoted to Americans by foreign powers.
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39.Perhaps most embarrassingly, elected officials promoted the site, and invited Hamilton
“experts” to testify. Dianne Feinstein, James Lankford, Richard Blumenthal, Adam Schiff,
and Mark Warner were among the offenders.



United States Senator for California

DIANNE FEINSTEIN

ELEASE
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Feinstein, Schiff Send Follow Up Letter to Twitter and
Facebook on #ReleaseTheMemo Campaign

LT D77

Jan 312018

Washington — Senator Dianne Feinstein (D-Calif.), Ranking Member of the Senate Judiciary Committee and
Rep. Adam Schiff (D-Calif.), Ranking Member of the House Intelligence Committee, today sent a follow up
letter to Twitter CEO Jack Dorsey and Facebook CEO Mark Zuckerberg after the companies provided an
incomplete response to their initial questions about the online #ReleaseTheMemo campaign. Late last week,
Facebook and Twitter responded to Feinstein and Schiff's initial letter — those responses can be found here
and here).

Rl N {1701

In the initial letter, Feinstein and Schiff requested that Twitter and Facebook immediately conduct an in-
5 depth forensic examination of the reported actions by Russian bots and trolls surrounding the
#ReleaseTheMemo online campaign and how users were exposed to this campaign as a result of Russian
efforts. According to the German Marshall Fund's Alliance for Securing Democracy, this effort gained the
instant attention and assistance of social media accounts linked to Russian influence operations. In this follow
up letter, Feinstein and Schiff asked additional questions of Facebook and Twitter, and provided additional
information to follow up on for the requested analysis.

ok [N




Posted March 30,2017 | Updated March 30, 2017
Former FBI agent says ‘follow the dead bodies’ on
Russia probe

Clint Watts also said he fears for his safety after speaking with the Senate intelligence committee.
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40.The mix of digital McCarthyism and fraud did great damage to American politics and
culture. News outlets that don't disavow these stories, or still pay Hamilton vets as analysts,
shouldn't be trusted. Every subscriber to those outlets to write to editors about the issue.

41.For more from the #TwitterFiles, follow @BariWeiss, @LHFang, @ShellenbergerMD,
@TheFP, and others. Twitter had no input into this story. Searches were conducted by a
third party, so material may have been left out.

42. For more on this story, read the detailed new story at . racket.news

And a special thanks to @0rf for putting together video for this segment - much more to
come.
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