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1 Introduction 

Publicly available PII is now a major vulnerability for most people. For high-risk 

employees, contractors, and executives, it is also a corporate vulnerability. 

This paper introduces Privacy Threat Intelligence (PTI) as a new management discipline. PTI extends the 

logic of Cyber Threat Intelligence (CTI) from systems and infrastructure to the human attack surface: the 

exposed identities, relationships, credentials, locations, behaviors, and public traces that threat actors can 

use to impersonate, extort, profile, socially engineer, defraud, or compromise a person - and then use that 

person as a path into an employer.[01] [02] [03] [04] 

NOTE: This concept paper is intended solely for executive and product strategy discussion. This document 

proposes a new operating model; it is not legal advice. 
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2 Executive Summary 

Publicly available personally identifiable information (PII) is no longer merely a privacy issue. It is an 

exploitable vulnerability. NIST defines PII broadly as information that can distinguish or trace an individual 

or be linked to a specific person. FTC research shows that data brokers compile consumer information from 

commercial, government, and other publicly available sources, often without consumers' knowledge. 

Europol's 2025 Internet Organised Crime Threat Assessment goes further, warning that today's digital 

environment is characterized by vast amounts of easily accessible personal data driven by online sharing 

and commercial data brokering, and that this transparency creates significant vulnerabilities.[05] [06] [07] 

[08] 

Cyber Threat Intelligence helps organizations understand malicious infrastructure, tactics, techniques, 

procedures, indicators, and campaigns. Privacy Threat Intelligence should do for exposed personal data 

what CTI does for hostile infrastructure: identify, collect, enrich, analyze, prioritize, and operationalize 

relevant signals before those signals are weaponized against people or the organizations they work for.[01] 

[02] [09]  

Threat actors increasingly combine open-source intelligence, commercial data, breached data, infostealer 

output, and social engineering. MITRE ATT&CK explicitly documents that adversaries gather victim identity 

information, organizational information, social-media content, search-engine results, and public code-

repository data to support targeting. CISA has warned that threat actors can use publicly available 

information to launch targeted cyber intrusions and that campaigns such as Scattered Spider enrich their 

social engineering with personal information from social media, open sources, and commercial data.[03] 

[04] [010] [011] [012] [013] [014] 

PTI is therefore best understood as a converged function across security, privacy, fraud, executive 

protection, legal, and product operations. Its job is not only to find exposures, but to determine which 

exposures are exploitable, by whom, against which people, for what outcome, and with what business 

consequence. That is the difference between a raw privacy inventory and true intelligence. [09] [06] 
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3 Publicly Available PII Is a Standing Vulnerability 

The first premise of PTI is blunt: publicly available PII is a major vulnerability for most people. A home 

address, mobile number, personal email address, relatives' names, school history, social-media graph, 

travel patterns, prior breach history, or device-level location trail may seem harmless in isolation. In 

aggregate, those data points provide targeting intelligence. They help attackers answer the questions that 

matter most in human compromise: who to target, how to reach them, what story to tell, what pressure 

points to use, and how to appear credible. [05] [08] [013] 

This vulnerability now exists at industrial scale. The FTC found that data brokers collect information from 

commercial, government, and other publicly available sources; the same FTC report noted that brokers 

draw from directories, press reports, blogs, social media, local government records, web crawling, and 

people-search products. FTC enforcement has also shown that precise location data can be sold in ways 

that allow people to be tracked to sensitive places such as clinics, places of worship, and domestic-abuse 

shelters. [07] [015] 

For defenders, the practical implication is simple: if the information is public, semi-public, commercially 

available, leaked, indexed, cached, scraped, or sold, it belongs in scope. The boundary between "privacy 

exposure" and "pre-attack reconnaissance" has largely collapsed.[08] [03] [04] 
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4 From Cyber Threat Intelligence to Privacy Threat Intelligence 

NIST describes cyber threat intelligence as cyber threat information that has been aggregated, transformed, 

analyzed, interpreted, or enriched to provide the context needed for decision-making. That definition is a 

strong precedent. It suggests that intelligence is not merely collection; it is context, prioritization, and 

actionability. [01] [02] 

Building on that precedent, this paper proposes the following working definition:  

Privacy Threat Intelligence (PTI) is the discipline of collecting, correlating, analyzing, and 

operationalizing intelligence about publicly exposed personal information and identity-related 

signals that threat actors can use to target, impersonate, extort, defraud, manipulate, or 

compromise individuals, or to use those individuals as leverage to compromise an 

organization. 

In other words, CTI asks, "What are the adversaries, infrastructure, indicators, and campaigns we must 

understand?" PTI asks, "Which exposed personal facts make a given person, role, or group unusually 

attackable, and what should we do before those facts are weaponized?" CTI is system-centric. PTI is human-

centric. Mature organizations will need both.[02] [09] 

PTI should not be confused with employee surveillance. The target of the function is not private thought or 

off-duty behavior. The target is externally exposed, attack-relevant data and the risk it creates. PTI, done 

properly, is risk management with privacy guardrails - not voyeurism, not over-collection, and not a license 

to monitor private content.[09] [06] 
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5 The PTI Source Landscape 

5.1 Surface Web Sources of PII 

A serious PTI program must treat the surface web broadly. It includes not just search engines and 

mainstream websites, but any lawfully accessible public or commercial source that can reveal attack-

relevant information about an individual. FTC research and MITRE ATT&CK together make clear that these 

sources span people-search services, data brokers, directories, press coverage, blogs, social media, public-

record systems, search-engine indexes, and code repositories.[07] [010] [011] [012] 

• People-search and data-broker sites that expose names, aliases, age bands, addresses, phone 

numbers, relatives, prior addresses, social-media accounts, and inferred attributes.[07] [010] [011] 

[012] [016] [017] 

• Social-media platforms, professional-networking sites, blogs, creator platforms, forums, and 

personal websites that reveal roles, interests, travel, family, affiliations, photos, schedules, and 

relationships.[07] [010] [011] [012] [016] [017] 

• Public-record sources such as property records, voter-registration information where public, business 

registrations, professional-license databases, court filings, local government records, procurement 

notices, and nonprofit disclosures. [07] [010] [011] [012] [016] [017] 

• Search engines, caches, and specialized queries that surface exposed documents, directories, 

credentials, resumes, org charts, investor presentations, or leaked snippets that were unintentionally 

indexed. [07] [010] [011] [012] [016] [017] 

• Public code repositories and developer platforms that reveal employee names, usernames, email 

patterns, project names, supplier relationships, infrastructure clues, and sometimes accidentally 

exposed secrets. [07] [010] [011] [012] [016] [017] 

• Breach-disclosure and regulatory portals - for example HHS OCR's breach portal and public SEC 

cybersecurity filings - that provide structured information about incidents, affected entities, and 

operational impact. [07] [010] [011] [012] [016] [017] 

Some surface-web sources are especially underestimated. Advertising and location-data ecosystems can 

reveal movement patterns. Public breach notices can reveal vendors, business units, and timing. Job 

postings can reveal technologies and staffing models. Even an executive's conference bio, a developer's 

GitHub profile, or an employee's vacation photo can be enough to improve pretexting.[015] [018] [012] 

[017] 

5.2 Dark Web and Criminal-Ecosystem Sources of PII 

Dark-web collection is equally important, but here too the landscape is broader than Tor-hidden sites alone. 

Europol notes that criminal trade increasingly spans breached-data forums, initial-access-broker platforms, 

infostealer-log markets, data-broker reputational markets, and dedicated channels on commercial end-to-

end encrypted communication platforms. Some criminal services are even offered on the clear 

web.[08][019] 

• Breached-data forums that advertise or trade employee records, customer records, credential 

dumps, identity records, and so-called fullz.[08] [020] [019] 

• Initial-access-broker (IAB) marketplaces that sell valid corporate access, remote-service credentials, 

session artifacts, or privileged footholds into enterprise environments. [08] [020] [019] 

• Infostealer-log shops and invitation-only channels that sell or stream credentials, session cookies, 

browser artifacts, autofill data, wallets, and device fingerprints. [08] [020] [019] 

• Ransomware leak sites and extortion blogs that publish or threaten to publish stolen personal and 

corporate data for pressure, resale, or re-victimization. [08] [020] [019] 
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• Paste sites, dump sites, and mirror archives where stolen data, doxxing packages, and credentials are 

published or redistributed. [08] [020] [019] 

• Fraud and phishing-kit services, including clear-net platforms, that support credential harvesting, 

impersonation, and account takeover. [08] [020] [019] 

ENISA reports that ransomware groups have been observed reselling stolen data on dark-web marketplaces 

and recycling the same victims on leak sites. Europol likewise describes breached-data forums as advertising 

spaces where negotiations increasingly move to encrypted channels. This means that PTI collection must 

look for both the public signal and the migration path into closed environments. [08] [020] [019] 
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6 How Threat Actors Weaponize Public PII 

MITRE ATT&CK documents that adversaries gather victim identity information such as employee names, 

email addresses, credentials, security-question material, and MFA-related details. MITRE also documents 

that adversaries gather organizational information such as roles, business relationships, physical locations, 

and business tempo, and that they search social media, search engines, and code repositories during 

reconnaissance. [03] [04] [010] [011] [012] 

Europol's 2025 assessment is especially useful because it shows how personal data serves three functions 

at once: data as a target, data as a means, and data as a commodity. The report explains that criminals use 

personal data to profile victims, create more credible fraud narratives, gain unauthorized account access, 

conduct doxxing, and support identity theft, business email compromise, and extortion. It also explains that 

data and access are then bought, sold, and repackaged across criminal platforms and closed channels.[08]  

CISA's Scattered Spider advisory is a modern enterprise example. According to CISA, those social 

engineering attempts were enriched by personal information derived from social media, open-source 

information, and commercial sources. This matters because it demonstrates the precise bridge PTI is meant 

to close: a privacy exposure becomes social engineering material, which becomes account access, which 

becomes enterprise compromise.[014] [021] 

NIST similarly notes that leaked online information can be used in social engineering attacks or even physical 

attacks, and that seemingly innocuous social-media photos may expose sensitive business details in the 

background. NIST's phishing guidance further warns that phishing is no longer confined to email; modern 

attacks can arrive through text messages, phone calls, or social-media messages and can solicit credentials, 

payments, or other sensitive information. [018] [022] 

The dark-web and underground-market side is equally important. In its Genesis Market case, the U.S. 

Department of Justice described a criminal marketplace that sold account access credentials, browser 

cookies, and device fingerprints from more than 1.5 million compromised computers. The combination 

allowed buyers to assume a victim's identity online. This is not abstract privacy harm; it is operationalized 

identity compromise.[019] 

AI amplifies the problem. Europol reports that large language models improve phishing text and social-

engineering scripts, while NIST warns that AI can help produce increasingly convincing phishing messages. 

In practical terms, fragmented personal data that once required a skilled operator to exploit can now be 

turned into tailored lures at scale.[08] [022] 
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7 Introducing the Privacy Exploitation Chain™ 

7.1 Cyber Kill Chain as the Starting Point 

Lockheed Martin’s Cyber Kill Chain frames a cyber intrusion as a sequence of phases. That sequencing matters 
because it lets defenders ask where to detect, interrupt, or harden. 

Phase Defender Meaning 

Reconnaissance The actor studies the target and collects information. 

Weaponization A lure, exploit, or intrusion package is prepared. 

Delivery The actor places that package in front of the target. 

Exploitation A technical weakness or human action makes the intrusion work. 

Installation A foothold is established on a device or account. 

Command and Control The actor maintains a controllable communication path. 

Actions on Objectives The actor reaches the end state: theft, fraud, disruption, espionage, or extortion. 

 

Source:  

• Lockheed Martin Cyber Kill Chain (https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-

chain.html) 

 

7.2 Why Privacy Exploitation Deserves its Own Chain 

First, the research phase can be unusually low-friction. The FTC notes that people-search sites may buy information 
from other data brokers, collect information from social-media profiles that are public, and compile federal, state, 
and local public records. A single identifier can therefore open a path to much broader context. 

Second, the dossier is not limited to classic PII. FTC materials and recent enforcement actions show that the relevant 
universe includes geolocation, financial data, biometric or government identifiers, device or account credentials, and 
other sensitive characteristics. The same datasets can reveal routines, religious practice, health-related visits, 
political activity, or domestic-safety concerns. 

Third, the dossier may contain both raw data and inferred data. FTC reporting has long described data brokers as 
collecting from public and non-public sources and combining and analyzing data to make inferences about 
consumers. For a defender, that means the risk is not just what is directly exposed, but also what can be predicted 
or correlated. 

Fourth, open and criminal ecosystems now overlap. Microsoft describes confirmed leaked-credential detections as 
coming from dark web forums, breach dump repositories, paste sites, law-enforcement seizure data, and other 
sources. DOJ’s Genesis Market case described a marketplace selling usernames and passwords, browser cookies, 
and device fingerprints stolen from malware-infected computers, enabling buyers to assume victims’ identities. 

Illustrative example. Microsoft’s support guidance on the National Public Data breach notes that exposed records 
included full names, Social Security numbers, mailing addresses, email addresses, and phone numbers, and warns 

https://www.phenomenati.com/
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that address exposure can increase the risk of physical threats. That is a clean example of how a privacy breach can 
support both financial abuse and direct pressure on the individual. 

Sources:  

• FTC 2012 data-broker study (https://www.ftc.gov/news-events/news/press-releases/2012/12/ftc-study-
data-broker-industrys-collection-use-consumer-data);  

• FTC 2014 data-broker transparency press release (https://www.ftc.gov/news-events/news/press-
releases/2014/05/ftc-recommends-congress-require-data-broker-industry-be-more-transparent-give-
consumers-greater);  

• FTC people-search guidance (https://consumer.ftc.gov/articles/what-know-about-people-search-sites-sell-
your-information);  

• FTC PADFAA reminder (https://www.ftc.gov/news-events/news/press-releases/2026/02/ftc-reminds-data-
brokers-their-obligations-comply-padfaa);  

• FTC Kochava action (https://www.ftc.gov/news-events/news/press-releases/2022/08/ftc-sues-kochava-
selling-data-tracks-people-reproductive-health-clinics-places-worship-other);  

• FTC Gravy Analytics/Venntel action (https://www.ftc.gov/news-events/news/press-releases/2024/12/ftc-
takes-action-against-gravy-analytics-venntel-unlawfully-selling-location-data-tracking-consumers);  

• Microsoft NPD breach guidance (https://support.microsoft.com/en-us/topic/national-public-data-breach-
what-you-need-to-know-843686f7-06e2-4e91-8a3f-ae30b7213535);  

• Microsoft leaked-credential detections (https://learn.microsoft.com/en-us/entra/id-protection/concept-
identity-protection-risks);  

• DOJ Genesis Market takedown (https://www.justice.gov/archives/opa/pr/criminal-marketplace-disrupted-
international-cyber-operation) 

 

Typical Inputs to a Privacy-Exploitation Dossier 

Source Category Typical Fields or Artifacts Why it Matters to the Actor 

Data brokers and people-
search sites 

Names, DOB, address history, 
relatives, employment, property, 
licenses 

Fast identity resolution; account-recovery 
clues; family and household context 

Public records and open 
web traces 

Property, court, voter, business, 
conference, and professional records 

Address history, affiliations, physical 
exposure, and corroboration 

Public social media and 
profiles 

Photos, interests, employer, 
coworkers, travel, routines, 
milestones 

Pretext credibility, timing, security-
question clues, executive proximity 

Breach repositories and 
credential dumps 

Email/password pairs, phones, 
usernames, breach metadata 

Account takeover risk and correlation with 
work identities 

Paste sites and public leak 
posts 

Credentials, tokens, snippets of 
internal data, contact lists 

Confirmation of exposure and highly 
targeted follow-on abuse 

Criminal access 
marketplaces 

Credentials, cookies, fingerprints, 
session artifacts 

Faster impersonation and lower-friction 
employer pivot 
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7.3 Proposed Model: Privacy Exploitation Chain 

The chain below mirrors the logic of the Cyber Kill Chain, but it begins with identity and leverage formation. The first 
five phases build leverage from the target’s footprint; phase six branches into a passive lane and an active lane; 
phases seven through nine convert that leverage into compromise, employer pivot, and reuse. 

 

 

Figure 1: Privacy Exploitation Chain (Defender View) 

 

Sources:  

• FBI spoofing and phishing guidance (https://www.fbi.gov/how-we-can-help-you/scams-and-
safety/common-frauds-and-scams/spoofing-and-phishing);  

• FBI employee self-service PSA (https://www.fbi.gov/investigate/cyber/alerts/2025/cybercriminals-
impersonating-employee-self-service-websites-to-steal-victim-information-and-funds);  

• IC3 BEC PSA (https://www.ic3.gov/PSA/2024/PSA240911);  

• Microsoft device-code phishing case (https://www.microsoft.com/en-us/security/blog/2026/04/06/ai-
enabled-device-code-phishing-campaign-april-2026/) 
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7.4 Phase-by-Phase Description 

Phase What the Phase Does, and Why it Matters 

1. Surface mapping 
Identify the person, aliases, household members, public handles, employer, role, and 
visible online presence. This establishes whether the target is useful directly, useful as 
a path to somebody else, or useful because of employer affiliation. 

2. Data acquisition 
Pull structured and unstructured data from brokers, public records, public social 
media, breach repositories, paste sites, and criminal markets. The point is not volume 
for its own sake; it is to lower uncertainty and widen the set of plausible approaches. 

3. Identity resolution 
and enrichment 

Correlate fragments into one person and extend the dossier with relatives, devices, 
routines, travel, trusted institutions, and work relationships. Derived or inferred data 
matters here, not just raw fields. 

4. Leverage assessment 
Decide which forms of leverage are available: authentication clues, financial stress, 
safety exposure, embarrassing material, executive proximity, high-value job role, or 
access to payroll, help-desk, or vendor workflows. 

5. Pretext or coercion 
design 

Select the story or pressure tactic most likely to work: vendor, recruiter, bank, HR, 
help desk, customer, romantic contact, or direct threat tied to exposed data. This is 
the stage where the dossier becomes a tailored script. 

6A. Passive engagement 
Use deception to get action without making coercion explicit: spoofed messages, fake 
sites, lure-driven malware, fraudulent ads, or fake support and self-service flows. The 
victim experiences the interaction as routine or urgent rather than openly hostile. 

6B. Active pressure 
Contact the person directly and use intimidation, extortion, doxxing-like exposure, or 
harassment to force payment, disclosure, or cooperation. This lane is overt and may 
combine digital, reputational, and physical safety risk. 

7. Initial compromise or 
compliance 

Obtain credentials, tokens, device access, payment, sensitive documents, or 
cooperation under pressure. At this point the actor has converted information 
asymmetry into control or influence. 

8. Employer pivot 
Reuse the person’s trust, knowledge, role, or access to reach the employer: business 
email compromise, payroll or benefits fraud, help-desk abuse, collaboration tools, 
vendor impersonation, or targeted outreach to executives and finance staff. 

9. Persistence, 
monetization, and reuse 

Keep access, create forwarding rules or other persistence, resell access, extort again, 
or reuse the same dossier against relatives, executives, or colleagues. The same 
privacy exposure can power multiple downstream attacks. 

https://www.phenomenati.com/
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7.5 The Two Operational Lanes 

Dimension Passive Lane Active Lane 

Primary mechanism Deception and concealment Pressure, intimidation, or humiliation 

What the victim sees 
Something that looks legitimate, 
routine, or urgent 

An explicitly threatening or coercive 
interaction 

Typical short-term result 
Credential theft, token theft, malware, 
or quiet account takeover 

Payment, disclosure, coerced action, or 
cooperation under duress 

Likely employer risk 

Business email compromise, payroll 
fraud, help-desk abuse, vendor 
impersonation, cloud-account 
compromise 

Coerced insider action, reputational 
pressure, direct data disclosure, safety 
escalation 

Defensive emphasis 
Phishing-resistant MFA, strong identity 
proofing, ad and URL awareness, 
session monitoring 

Doxxing/extortion response, employee 
safety, law-enforcement escalation, 
crisis coordination 

 

Sources:  

• FBI spoofing and phishing guidance (https://www.fbi.gov/how-we-can-help-you/scams-and-
safety/common-frauds-and-scams/spoofing-and-phishing);  

• FBI employee self-service PSA (https://www.fbi.gov/investigate/cyber/alerts/2025/cybercriminals-
impersonating-employee-self-service-websites-to-steal-victim-information-and-funds);  

• IC3 BEC PSA (https://www.ic3.gov/PSA/2024/PSA240911);  

• Microsoft device-code phishing case (https://www.microsoft.com/en-us/security/blog/2026/04/06/ai-
enabled-device-code-phishing-campaign-april-2026/) 
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7.6 Mapping the Model Back to the Cyber Kill Chain 

Cyber Kill Chain Phase Analogous Activity in the Privacy Exploitation Chain 

Reconnaissance Surface mapping plus data acquisition 

Weaponization Identity resolution, leverage assessment, and pretext or coercion design 

Delivery Passive engagement or active pressure 

Exploitation Initial compromise or victim compliance 

Installation Persistence in an account, inbox, token, device, or relationship channel 

Command and Control Ongoing actor-to-account or actor-to-victim control path 

Actions on Objectives Fraud, extortion, data theft, employer pivot, and reuse or resale of access 

https://www.phenomenati.com/
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7.7 How Defenders Can Use the Model 

Defender takeaway. The value of this model is that it moves analysis upstream. It asks not only “how did the 

account get compromised?” but also “how was the person turned into an attack path?” 

• Treat public digital footprint as part of the attack surface, not as a separate privacy issue. 

• Prioritize high-leverage roles—executives, finance, payroll, HR, help desk, administrators, and vendor-

management staff—for exposure monitoring and stronger verification. 

• Replace weak identity proofing and knowledge-based recovery with higher-assurance verification paths. 

• Prepare for coercion, not just phishing: doxxing, threats, and harassment can be precursors to enterprise 

compromise. 

• Look for pivot signals after a personal compromise, including risky logins, inbox rules, payroll changes, 

and unexpected vendor-payment requests. 

 

Sources:  

• FBI spoofing and phishing guidance (https://www.fbi.gov/how-we-can-help-you/scams-and-
safety/common-frauds-and-scams/spoofing-and-phishing);  

• IC3 BEC PSA (https://www.ic3.gov/PSA/2024/PSA240911);  
• Microsoft device-code phishing case (https://www.microsoft.com/en-

us/security/blog/2026/04/06/ai-enabled-device-code-phishing-campaign-april-2026/) 
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8 What PTI Should Actually Do 

PTI becomes useful only when it moves beyond search into workflow. A practical operating model has six 

stages: identify, collect, correlate, prioritize, respond, and verify. This mirrors the spirit of CTI and incident-

response practices, but the unit of analysis is the exposed person in context - not the exposed host in 

isolation.[02] [08] [09] [019] [022] [023] 

• Identify:  

o determine which populations matter most - executives, board members, privileged 

administrators, finance staff, developers, customer-support personnel, field staff, key 

contractors, and high-visibility employees. 

• Collect:  

o monitor relevant surface-web and dark-web sources for identity, contact, relationship, 

credential, location, impersonation, and breach signals tied to those populations. 

• Correlate:  

o normalize fragmented records into an identity graph that links an individual's public 

footprint to enterprise role, privilege level, business function, and likely attack paths. 

• Prioritize:  

o score exposures by exploitability, role criticality, recency, source credibility, and likely 

attack outcome - for example phishing, account takeover, extortion, physical targeting, 

or help-desk fraud.  

• Respond:  

o trigger concrete actions such as broker opt-outs, takedown requests, credential resets, 

phishing-resistant MFA, help-desk hardening, fraud alerts, executive-protection 

measures, and user-specific awareness interventions. 

• Verify:  

o confirm that the exposed record, credential, listing, or profile was removed, rotated, 

neutralized, or compensated for; then continue monitoring for reappearance 

The most important design principle is exploitability over visibility. Not every exposure is equally dangerous. 

A PTI program should care more about combinations that support adversary action - for example home 

address plus role plus travel pattern; personal email plus prior breach history plus credential reuse; or 

developer identity plus public code repository plus supplier relationship plus corporate naming pattern.[03] 

[04] [08] [012] 

A second design principle is convergence. PTI alerts should not remain trapped in a privacy inbox. The 

outputs should be consumable by identity and access management, fraud teams, executive protection, the 

SOC, the help desk, vendor-risk teams, and incident response. The function creates its value precisely 

because it links human exposure data to enterprise control planes.[09] [017] 

https://www.phenomenati.com/
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9 Priority Use Cases for CISOs, DPOs, and Product Leaders 

The following are high priority use cases for Information Security, Privacy, Data Protection and Software-

intensive Product leaders [03] [04] [09] [014] [019]: 

• Executive protection and board support:  

o reduce doxxing, impersonation, extortion, travel-risk, and deepfake-enabled fraud 

exposure for senior leaders and their families. 

• Privileged-access protection:  

o monitor administrators, developers, and cloud engineers for leaked credentials, 

infostealer exposure, or public artifacts that improve pretexting and access resale. 

• Finance and payment workflow protection:  

o identify exposure patterns that make payroll, treasury, procurement, or business-email-

compromise fraud more likely. 

• Help-desk and identity-proofing hardening:  

o identify the personal data attackers can use to bypass knowledge-based authentication 

or persuade support teams to reset accounts. 

• Third-party and contractor risk:  

o extend PTI to vendor-facing users, managed-service-provider contacts, and outsourced 

support roles that attackers may use as trusted intermediaries. 

• Product and trust-safety design:  

o build user-facing privacy controls, warning systems, consent choices, and exposure-

reduction features directly into products and customer journeys. 

From a Chief Product Officer or CAIO perspective, PTI is also a product requirement. If a platform exposes 

rich account metadata, excessive discoverability, unnecessary location precision, or weak identity-recovery 

pathways, the product may be manufacturing targeting material for attackers. That is a design problem as 

much as a security problem. [09] [015] [018] 

https://www.phenomenati.com/
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10 Governance and Ethical Guardrails 

Because PTI deals with personal information, it must be governed with unusual care. NIST's Privacy 

Framework and SP 800-122 provide the right orientation: purpose limitation, risk assessment, appropriate 

protection of PII, clear accountability, and integration of privacy into enterprise risk management. A PTI 

program that ignores these principles will quickly lose legitimacy. [06] [09] 

• Lawful basis and authority:  

o define who may be monitored, for what purpose, under what corporate policy, 

contractual authority, and legal rationale. 

• Data minimization:  

o collect only what is relevant to attack exposure and remediation; avoid curiosity-driven 

hoarding. 

• Role-based access:  

o restrict PTI data to those who need it for defense, privacy operations, fraud prevention, 

or executive protection. 

• Human review:  

o do not automate high-impact conclusions such as employee discipline or sensitive 

escalation from raw OSINT or dark-web references alone. 

• Transparency and trust:  

o where appropriate, disclose the existence and purpose of the function to employees 

and monitored populations. 

• Retention and deletion:  

o do not keep exposure data longer than is useful for risk management, investigations, or 

legal obligations. 

• Cross-border handling:  

o define how data is stored, transferred, and accessed across jurisdictions.  

This is where PTI must remain distinct from broad employee monitoring. The aim is not to assess private 

life for its own sake. The aim is to reduce real attackability, using proportionate methods and defensible 

governance. [09] 

https://www.phenomenati.com/
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11 A Practical Maturity Model 

Here is a simplistic approach to categorizing the maturity of PTI programs using a simple CMMI like 4-level 

scale [02] [09]: 

• Level 1 –  

o Reactive lookups: ad hoc searches of people-search sites, breach sources, and criminal 

references after an incident or executive concern. 

• Level 2 –  

o Scheduled monitoring: recurring monitoring for high-risk personas, with manual 

correlation and basic takedown or reset playbooks. 

• Level 3 – 

o Intelligence-led operations: automated correlation of surface-web, breach, and 

underground signals with identity, IAM, and SOC workflows. 

• Level 4 – 

o Enterprise PTI: continuous monitoring, role-based prioritization, cross-functional 

response orchestration, metrics, and product-level exposure reduction. 

Mature programs will measure the function the way security leaders measure other control systems: mean 

time to detect high-risk exposure, mean time to remediate, exposure recurrence rate, percentage of high-

risk identities with known broker records, credential exposure prevalence, takedown success rate, and the 

downstream reduction in phishing, help-desk fraud, account takeover, or impersonation events.[02] [017] 

[022] 
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12 Conclusion 

Cybersecurity has long accepted that adversaries study infrastructure before they attack it. Organizations 

now need to accept the parallel truth: adversaries study people before they attack them. Publicly available 

PII is not peripheral to that process; it is often the raw material. [03] [04] [08] 

Privacy Threat Intelligence offers a disciplined way to respond. It treats public and underground personal-

data exposure as actionable pre-compromise telemetry. It allows security and privacy leaders to detect 

when an individual's digital footprint has become dangerously exploitable, and to intervene before that 

exploitation becomes fraud, extortion, credential theft, or enterprise intrusion. [02] [019] [020] 

The strategic idea is straightforward: in the same way that CTI helps organizations understand hostile 

infrastructure and adversary behavior, PTI should help them understand hostile use of exposed identity. 

The organizations that build this capability first will be better positioned to protect both their people and 

their enterprise. [01] [09] 
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websites-to-steal-victim-information-and-funds 
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april-2026/ 

Microsoft Support. National Public Data breach: What you need to know. 

https://support.microsoft.com/en-us/topic/national-public-data-breach-what-you-need-to-know-

843686f7-06e2-4e91-8a3f-ae30b7213535 

 

https://www.phenomenati.com/
https://www.ftc.gov/news-events/news/press-releases/2012/12/ftc-study-data-broker-industrys-collection-use-consumer-data
https://www.ftc.gov/news-events/news/press-releases/2012/12/ftc-study-data-broker-industrys-collection-use-consumer-data
https://www.ftc.gov/news-events/news/press-releases/2014/05/ftc-recommends-congress-require-data-broker-industry-be-more-transparent-give-consumers-greater
https://www.ftc.gov/news-events/news/press-releases/2014/05/ftc-recommends-congress-require-data-broker-industry-be-more-transparent-give-consumers-greater
https://www.ftc.gov/news-events/news/press-releases/2026/02/ftc-reminds-data-brokers-their-obligations-comply-padfaa
https://www.ftc.gov/news-events/news/press-releases/2026/02/ftc-reminds-data-brokers-their-obligations-comply-padfaa
https://www.ftc.gov/news-events/news/press-releases/2022/08/ftc-sues-kochava-selling-data-tracks-people-reproductive-health-clinics-places-worship-other
https://www.ftc.gov/news-events/news/press-releases/2022/08/ftc-sues-kochava-selling-data-tracks-people-reproductive-health-clinics-places-worship-other
https://www.ftc.gov/news-events/news/press-releases/2024/12/ftc-takes-action-against-gravy-analytics-venntel-unlawfully-selling-location-data-tracking-consumers
https://www.ftc.gov/news-events/news/press-releases/2024/12/ftc-takes-action-against-gravy-analytics-venntel-unlawfully-selling-location-data-tracking-consumers
https://learn.microsoft.com/en-us/entra/id-protection/concept-identity-protection-risks
https://www.justice.gov/archives/opa/pr/criminal-marketplace-disrupted-international-cyber-operation
https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/spoofing-and-phishing
https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/spoofing-and-phishing
https://www.fbi.gov/investigate/cyber/alerts/2025/cybercriminals-impersonating-employee-self-service-websites-to-steal-victim-information-and-funds
https://www.fbi.gov/investigate/cyber/alerts/2025/cybercriminals-impersonating-employee-self-service-websites-to-steal-victim-information-and-funds
https://www.ic3.gov/PSA/2024/PSA240911
https://www.microsoft.com/en-us/security/blog/2026/04/06/ai-enabled-device-code-phishing-campaign-april-2026/
https://www.microsoft.com/en-us/security/blog/2026/04/06/ai-enabled-device-code-phishing-campaign-april-2026/
https://support.microsoft.com/en-us/topic/national-public-data-breach-what-you-need-to-know-843686f7-06e2-4e91-8a3f-ae30b7213535
https://support.microsoft.com/en-us/topic/national-public-data-breach-what-you-need-to-know-843686f7-06e2-4e91-8a3f-ae30b7213535

