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Guidance: Strategic Cybersecurity Programs

Balance Objectives & Obligations of the Business
* Objectives = Increase Revenue, Control Costs, Build Value, Expand Business, etc.
e Obligations = Legal, Regulatory, Contractual, Ethical, Stakeholder

Optimize Risk Taking

* New opportunities require some level of Risk Taking

* Inform decisions with the Business Context of potential gains and losses
 Demonstrate Due Diligence and Due Care

Maximize Trust in your Brand

e Trust Through Transparency strengths Reputation
* Investments in Reputation help build Revenue
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Integrating Cyber Risk into the overall Risk Managemﬁt

“What does Success Look Like?”

Risk Level Agreements™ (RLAs)

Cost/Benefit ‘
Analysis

Controls

E— e I (R . Concrete Risk Scenarios,
’ N I | | m . Assessed Inherent Risk, '
- | | m ' . Recommended Controls to mitigate risk,
. |- o s e |- m , . Risk Treatment Decisions, and
- - = [ h o - . Remaining Residual Risk,
1= s I o . the organization’s Risk Tolerance

www.risklevelagreements.com
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Step 1. Establishing the Management Context

What are we trying to achieve

Integrating Cyber Risk into the
overall Risk Management Program

Risk Assessment
Step 2. Risk Identification

Where are the risks that may result
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. = E in failure to meet the policy objective? % g
Risk Management Program (ref. 1SO/IEC 31000) 2 : i
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% = Step 3. Risk Analysis g 2
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1. Business Context (e.g., Objectives & Obligations) s & Whatis the effectiveness of management 5 3
5 O measures that act as barriers to a risk event? S =
. o gro . afe, . Q £ )
2. Risk Identification (e.g., Threats, Vulnerabilities, Impact, etc.) £ 2 2 2
. . . 5 0 £ n y < o @
3. Risk Assessment (e.g., Qualitative and Quantitative) E & Btep 4, Risk Evaluntion 8
. . . . o 2 , 9
4. Risk Evaluation (e.g., Above/Below Risk Tolerance-Appetite) g l Do we need to act to reduce the risk events? I g
. . e o m
5. Risk Treatment (e.g., Reject, Accept, Mitigate, Transfer) s g
6. Monitor & Continuous Improvement Step 5. Risk Treatment ’
7.

Communication (Crltlcal to Cu/ture) How should we act to reduce the risk event and .
ensure resilient socio-ecological systems? »
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Integrating Cyber Risk into the overall Risk Management

InT
Control Preventative Detective Corrective R e C O m m e n d e d
Matrix
, Controls
Ty g
fication ; (HR
ng : / ling Procedures
e o it reduce:
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Physical o
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lation of policy) —
e Monitor & Alert
Technical

Residual Risk?
e Aggregate Risk
* Above/Below
Risk Tolerance
Current Aggregate Risk:  (BBD) 10,940,000
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CARISEC obligations ! ! 0 [ 0]
GLOSAL | Jaws 0000000000000 lew  Jtotl  [%compliance [ |

| [industry Regulations new  ftotal  [s6compliance | R
| Jcontats 0000000000000 lew  Jtotl  [%compliance [ |

-
Board Level Perspective ON i " m——
P [ New Opportuities mvaving Gherseunty Gt |mumber —[pecerage[aggregaevaue | [

- Opportunities Won Due to Cybersecurity Criteria aggregate value I

y b e rs e C u ri ty Ri S k [ | K P I S Opportunities Lost Due to Cybersecurity Criteria aggregate value
C . A N AN D

Risk Management | | 0 000[ ]

| |Quarterly NewRisks identified  Jete | [ | ]

| |Quarterly Risk TreatmentDecisions __ |#Rejected |#Accepted |#Mitigated _[#Transferred |

" lauartely RiskReduction - Residval s /imheremtise [ | | | |

| |currentAggregateRisk(88D)  |absoluterwmber | [ |

=
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Risk metrics 0 ' [ [ 0} 0] a

| [Confidentiality  |Relative Metric |ONEMINUSthe % of Confidential recordsexposed | | 9

| |Absolute Metric |Financial lossesduetorecordsexposed | [ (BBD)100000]  (BBD)O|  (BBD)O]  (BBD)O|

| fntegrity 0 [Relative Metric |ONEMINUS % of Business Transactions that were fraudulent
! 0 |AbsoluteMetric |Financial Lossesduetofraudevents | |  (BBD)O|BBD)5000000]  (BBD)O|  (BBD)O)

| JAvailability  [Relative Metric |ONEMINUS % of Systems (interal and external) that failed theirSLA | 100%|  100%| 7%  100%)
- |Absolute Metric |Financial Losses (e.g. from lost business) duetosystemoutages | (BBD)O|  (BBD)OBBD) 10,000,000 (BBD)O|

[ [compliance Factorial™ ___ [Relativevetric [Axxcxo [ [ T T eew| 7w  maow]  ssam|
|| A=% of Systems Compliant w/ SecurityPolicies [ | o50%[  950%|  980%[  99.0% s
= B = % of Staff Compliant w/ Security Policies | | oo  osow[  980%|  99.0%)

0

_ C =% of Vendors Compliant w/ Security Requirements 80.0% 90.0% 93.0% 95.0%
.0% 95.0% 92.0%| 100.0%
\ T

\;“;\

D =% of Compliance w/ Obligations (contractual, regulatory, legal, etc.) 9




Lo

CARISEC
GLOSAL

“Cyber-Risk is an overlooked
differentiator in cyber"

Q&A
Thank you
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Empower Yaur Business with Cyber Resilience
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