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Comprehensive Cyber Situational Awareness (SA)

In the Face of Cyber Entropy
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Why Are We Here?   Awareness Eludes Us

• Roles

– Chief Information Officer (CIO)

– Chief Information Security Officer (CISO)

– Chief Technology Officer (CTO)

• Risk

– Cyber Entropy → IT → ICS/SCADA (OT) → IoT

– Threats → Vulnerabilities → Consequences

– “Digital” Risk, “Cyber” Risk, “Operational” Risk

• Risk Management Discipline

– Quest to Bring Order to Chaos

– Information Security / Cyber Security Program

– Security and Safety of Operational Environments and Critical Infrastructure

– Comprehensive, Contextual Awareness
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CIO & CISO Scope & Expectations
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Cyber Entropy   Expansion, Complexity, Dependency

People

Processes

Information

Applications, Apps, services

Virtual Infrastructure

“Hyper” Infrastructure

Physical Infrastructure

M
an

ag
em

e
n

t

Se
cu

ri
ty

…

…

…

…

…

…

…

…

…

…

…

…

…

…

Traditional ITOT IoT

© 2022 Phenomenati.    All Rights Reserved.



© 2022 Phenomenati.    All Rights Reserved.

Where to Begin Managing Risk?



Risk  =  ∑  ƒ { T  x  V  x  C }

Fundamental Elements of Risk
T = Threat

V = Vulnerability

C = Consequence

The “Risk Formula” (model)

Risk?
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Risk  =  ∑  ƒ { T  x  V  x  C }

Fundamental Elements of Situational Awareness

Contextual Situational Awareness Informs Decisions

Network Awareness

Threat Awareness Mission Awareness
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Threat Awareness – MITRE’s ATT&CK for ICS
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Network Awareness – Nozomi Networks
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Mission Awareness – Investing in Resiliency
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Questions
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