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Comprehensive Cyber Situational Awareness (SA)

In the Face of Cyber Entropy
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Why Are We Here? Awareness Eludes Us

* Rales
— Chief Information Officer (CIO)
— Chief Information Security Officer (CISO)
— Chief Technology Officer (CTO)

 Risk
— Cyber - IT 2 ICS/SCADA (OT) - loT
— Threats = Vulnerabilities > Consequences
— “Digital” Risk, “Cyber” Risk, “Operational” Risk

« Risk Management Discipline
— Quest to Bring Order to Chaos
— Information Security / Cyber Security Program
— Security and Safety of Operational Environments and Critical Infrastructure
— Comprehensive, Contextual Awareness



ClO & CISO Scope & Expectations #Phénomenat
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Cyber Expansion, Complexity, Dependency ARy
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2
The “Risk Formula” (model)
Risk =
_ T = Threat
Fundamental Elements of Risk V = Vulnerability

C = Consequence
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Contextual Situational Awareness Informs Decisions

Network Awareness

T

Risk = > f{T XV X/ G}
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Threat Awareness Mission Awareness

Fundamental Elements of Situational Awareness



Threat Awareness — MITRE’s ATT&CK for ICS
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Impact

Damage to Property
Denial of Control
Denial of View

Loss of Availability

Loss of Control

Loss of Productivity
and Revenue

Loss of Protection
Loss of Safety

Loss of View

Manipulation of
Control

Manipulation of View
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Network Awareness — Nozomi Networks ‘'
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Resiliency
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Questions




Thank You to Our Panelists

© 2022 Phenomenati.

Dr. Adam Hahn

Lead Critical Infrastructure
Security Engineer
MITRE Corporation

All Rights Reserved.

Pusik S
i B
Suzanne Spaulding
Fmr DHS Undersecretary
For Cyber and Infrastructure
Advisor at the
Center for Strategic and Int’| Studies

Phil Trainor

Federal Product Manager
Nozomi Networks

*@énomenati






	Slide 1: Comprehensive Cyber Situational Awareness (SA)
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14

