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The “Risk Formula® (model)

Risk = 5 f{T x L x C)

Fundamental Elements of Risk

T =Threat
V = Vulnerability
C = Consequence
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Informed Decisions Demand.. What If?
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“7 Vectors of Cyber Risk Intelligence”™ ™

Integrates a wide range of existing data sources @

Phenomena

* Asset & Config' Management intelligence
* Vulnerability & Patch Management intelligence
* Cyber Threat Intelligence @ @
« Event Monitoring and Management

* Cyber Analytics and Threat Hunting Thre
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Consequence

Adds Contextual Intelligence

«“Consequences” via ‘ Option
Dynamic Business Impact Analysis | _ i

« Countermeasures,
including their Business Impact Analysis

» Temporal Comprehension Vulnerability
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Provides continuous Critical Context
» To Response decisions

» To Proactive planning/investment decisions é
» To Reporting...-across all Stakeholders Asset o=,

Intelligence

© 2019 Phenomenati. All Rights Reserved.



Leadership

Mitigation

Cyber Risk D\B Risk =Y f{T xV x C}

Novelty Phenomena Commodity

Decisions @ @ @
4
Reactive Reporting Proactive
awesions () Qee0a
What? So What? What Else? Now What? What If?
'.- \ B
Assets Vulnerabilities Threats Phenomena Consequences Optior;s Time

Cyber Risk Intelligence @

© 2019 Phenomenati. All Rights Reserved.



