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The Silent Storm: Why Our Cybersecurity Strategy Must Evolve

Cyber activities conducted by or at the direction of the People's Republic of China have long been the topic of
public comment by federal officials. Bemoaning the theft of intellectual property and sensitive data is a
commonplace in Washington among those concerned or responsible for protecting critical infrastructures and
sensitive data. So, what is the renewed urgency about? What has changed since the early 2010s to introduce a
qualitatively different dimension to cyber defense and international stability discussions? Improvements in
analytics and detection techniques have allowed for the drawing of refined and alarming conclusions from

years of research.

Volt Typhoon and Salt Typhoon are not just “hacking” — they are pre-positioning inside civilian lifelines to
enable coercion of democratic societies in a crisis, which demands treating their activity as battlespace
preparation across utilities, telecom, lawful intercept, and cloud control channels rather than garden-variety

espionage [1][2].

What Has Changed?

U.S. and Five Eyes agencies now assess with high confidence that PRC operators have quietly embedded
themselves in U.S. communications, energy, transportation, and water systems for years using
living-off-the-land tradecraft — a posture designed for potential disruption under geopolitical stress rather than

mere collection [1][2].

CISA, NSA, FBI, and allied partners elevated the warning in late 2025 with a joint advisory describing a global
compromise ecosystem feeding a broader espionage system and urging standardized mitigations across
sectors, underscoring the structural—not episodic—nature of the threat [1][3].

Volt Typhoon’s Evolution

Recent joint analyses document Volt Typhoon's
long-dwell access in combined electric and water
environments, harvesting OT-relevant data and
exploiting IT-to-OT seams that could be flipped
from access to effects to generate outsized societal
panic during crises [2][4].

Defenders are urged to prioritize identity
hardening, network segmentation, and verbose
authentication and command-line logging because
the actor leans on valid credentials and poor
segmentation to persist invisibly across enterprise
and OT boundaries [1][2].

Salt Typhoon's Escalation

Allied threat assessments highlight that even
when direct impacts appear concentrated in the
United States, highly integrated North American
and transatlantic infrastructure means cascading
effects would propagate across borders in a crisis,
making this a geopolitical infrastructure
vulnerability rather than a single-country problem

[1]8].

Microsoft's actor taxonomy clarifies that multiple
PRC clusters—Volt, Salt, and others—are
concurrently adapting toward supply chain, cloud
identity planes, and telecom signaling,
accelerating the shift from enclave intrusions to
ecosystem-level pre-positioning [9][10].
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How This is Different

Allied threat assessments highlight that even when direct impacts appear concentrated in the United States,
highly integrated North American and transatlantic infrastructure means cascading effects would propagate
across borders in a crisis, making this a geopolitical infrastructure vulnerability rather than a single-country
problem [1][8]. Cloud identity and remote management tools are now the preferred initial access vectors for
PRC clusters targeting downstream services, making control-plane security and supply-chain hygiene decisive
for national resilience [10][14].

Microsoft's actor taxonomy clarifies that multiple PRC clusters—Volt, Salt, and others—are concurrently
adapting toward supply chain, cloud identity planes, and telecom signaling, accelerating the shift from enclave
intrusions to ecosystem-level pre-positioning [9][10]. Salt Typhoon's focus on telecom and cloud lawful
intercept and signaling systems exposes a privileged attack surface where compromise yields strategic
visibility and coercive potential, demanding Tier-0 treatment, separated credential domains, and continuous
auditing at carriers [1][7].

Some Digital Sovereignty Fault Lines

Europe's Cyber Diplomacy Toolbox formalizes coordinated diplomatic, legal, and restrictive measures—
including sanctions—to respond to malicious cyber activity, offering a model for allied action when
extraterritorial cloud and telecom stacks become vectors of strategic risk [11].

The EU's IRIS2 secure connectivity program further codifies a sovereignty-minded approach to satellite
connectivity and government communications resilience, an emerging template for allied space-to-ground
governance amid rising cyber and hybrid threats [12].

A Division of Labor That Works

A partnership between federal, state, and local agencies and the private sector has long been the bedrock of
U.S. critical infrastructure security and resilience efforts. This arrangement needs to be extended to include
better structuring of information sharing and response — a requirement for the more severe threat
environment in which we find ourselves.

CISA and Sector Department of War Law Enforcement
Risk Partners (USCYBERCOM, Service Cyber, CMF) (FBI and Partners)

Lead civilian critical Treat PRC pre-positioning as battlefield Investigate intrusions,
infrastructure defense, preparation and counter with defend-forward attribute, impose
publish LOTL-focused campaigns synchronized with domestic consequences, and surge
hunting guidance, drive resilience to protect decision-making and incident response with
identity-first mitigations mobilization pathways under duress [1][13]. carriers and utilities,
and IT/OT separation, turning joint advisories
and convene joint into legal actions and
advisories to raise operational disruptions
baseline telemetry and at scale [3][14].
segmentation across

sectors [1][2].
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What To Do Now

Urgent implementation of recommended practices — both on a pilot and readily scalable and sustainable basis
— is required. Some specifics are listed below, but an even greater sense of urgency is necessary.

Make Identity, Segmentation, and Logs Boringly Perfect

Phishing-resistant MFA for admins, unique local admin credentials, IT/OT DMZs
with bastion-only access, and SIEM-centralized verbose logging to surface LOTL
behavior without tipping intruders [1][2].

Classify lawful intercept platforms as Tier-0, isolate credentials, and red-team
cross-connects and signaling gateways, assuming adversary lateral movement
from MSP/RMM footholds [1][7].

Operationalize the EU's cyber diplomacy framework for coordinated responses to
carrier abuses and cloud extraterritorial risks while preserving rapid joint hunts so
PRC gains in one jurisdiction cannot be parlayed across the alliance [1][11].

The Bottom Line

Volt Typhoon transformed essential services into a glass shelf that can be shattered at Beijing's discretion, and
Salt Typhoon extends that choreography to lawful intercept and force-support networks. Conflating
campaigns such as Volt Typhoon and Salt Typhoon with conventional espionage misses the point and invites
strategic surprise at scale [2][6].

Volt Typhoon, Salt Typhoon, and similar emerging campaigns do not solely rely on the manipulation or
exfiltration of data. They are adaptable, multi-faceted, and multi-pronged. In information security, risk is
defined as the potential for loss or damage that may occur if a threat exploits one or more vulnerabilities in the
context of the assessed likelihood of exploitation and the potential impacts. Effective security strategies
depend on identifying, prioritizing, and mitigating critical risks. The necessity to mitigate the risks posed
campaigns like Volt Typhoon and Salt Typhoon is urgent and unglamorous, but addressing the underlying
exploitable weaknesses is possible: identity real IT/OT choke points, conduct Tier-0 treatment for telecom LI
and cloud control planes, and adopt a CISA-DoW-FBI playbook that fuses domestic resilience with
defend-forward and legal consequences, amplified by allied sovereignty tools to deny sanctuary and signaling
leverage [1][3].
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