JURISDICTIONAL NOTICE: Arizona has not enacted UCC Article 12. This analysis cites to the Uniform

Commercial Code (model law). Perfection by control may not be available in this jurisdiction.

MEMORANDUM
TO: File
FROM:  Collateral OS
DATE: December 12, 2025
RE: UCC Article 12 Control Analysis; Smart Contract

0xA0b86991c6218b36c1d19D4a2e9EbOcE3606eB48

I. QUESTION PRESENTED

Whether a secured party can establish "control" over a controllable electronic record
represented by the smart contract at Ethereum address
0xA0b86991c6218b36c1d19D4a2e9EbOcE3606eB48, as required for perfection of a security
interest under U.C.C. § 12-105 (model law).

II. BRIEF ANSWER

CONTROL REQUIREMENTS NOT SATISFIED. Based on the foregoing analysis,
the smart contract does not satisfy one or more requirements for "control" under U.C.C. § 12-
105. A secured party relying on this digital asset as collateral may not be able to demonstrate

perfection by control.

III. STATEMENT OF FACTS

This memorandum analyzes the smart contract deployed at Ethereum mainnet address
0xA0b86991¢c6218b36c1d19D4a2e9EbOcE3606eB48. The contract bytecode was retrieved on
December 12, 2025 and comprises 2,186 bytes.

The contract employs a proxy architecture (OZ_OLD standard). The implementation
contract containing the operative logic is deployed at address
0x43506849d7c0419138d1a2050bbf3a0c054402dd (23,464 bytes). Both the proxy and

implementation bytecode were analyzed.



Bytecode analysis identified 16 relevant function signatures, including 4 function(s)

classified as presenting critical control concerns and 8 function(s) warranting additional review.

IV. APPLICABLE LAW

Arizona has not enacted the 2022 amendments to the Uniform Commercial Code. This
memorandum therefore cites to the model Uniform Commercial Code as promulgated by the

American Law Institute and Uniform Law Commission.

Under U.C.C. § 12-105, a person has "control" of a controllable electronic record if the
electronic record, a record attached to or logically associated with the electronic record, or a

system in which the electronic record is recorded, gives the person:

(1) the power to avail itself of substantially all the benefit from the electronic

record;

(2) the exclusive power to prevent others from availing themselves of
substantially all the benefit from the electronic record; and

(3) the power to transfer control of the electronic record to another person.

U.C.C. § 12-105(a). The official comments clarify that control must be "exclusive" and
that the system must "reliably establish" the secured party's requisite powers. U.C.C. § 12-105
cmts. 2—4.

V. ANALYSIS

A. Power to Avail of Substantially All the Benefit

The contract is upgradeable, permitting an administrator to modify or replace the
implementation logic. This creates a material risk that the secured party's power to avail itself
of substantially all the benefit from the collateral could be eliminated or redirected without
notice. U.C.C. § 12-105(a)(1); U.C.C. § 12-105 cmt. 3.

The contract contains a minting function that permits creation of additional tokens.
Unrestricted minting authority could dilute the value of collateral held by the secured party.
U.C.C. § 12-105(a)(1).

The contract includes pause functionality that permits suspension of all transfer
operations. While paused, the secured party would be unable to transfer, liquidate, or otherwise
realize the benefit of the collateral. U.C.C. § 12-105(a)(1).

Conclusion: NOT SATISFIED.

B. Exclusive Power to Prevent Others



The contract implements a blacklist function permitting an administrator to freeze
specific addresses. If the secured party's address were blacklisted, it would lose all ability to
transfer or control the collateral. U.C.C. § 12-105(a)(2); U.C.C. § 12-105 cmt. 4.

The contract implements EIP-2612 permit functionality, allowing off-chain signatures
to authorize token transfers. U.C.C. § 12-105(a)(2).

Conclusion: NOT SATISFIED.

C. Power to Transfer Control

Standard transfer functions (transfer, transferFrom) are implemented, supporting the

secured party's power to transfer control. U.C.C. § 12-105(a)(3).

Conclusion: SATISFIED.

VI. IDENTIFIED CONTROL FUNCTIONS

The following functions were identified in the contract bytecode:

Function Risk Description

Returns the address of the current
owner() Info
contract owner

Permits transfer of ownership to a new

transferOwnership(address) Warning
address
pause() Critical Suspends all contract operations
unpause() Warning Resumes suspended contract operations
Returns whether the contract is currently
paused() Info
paused
. Upgrades the contract implementation to
upgradeTo(address) Critical
a new address
. Upgrades implementation and executes
upgradeToAndCall(address,bytes) Critical ST
initialization call
) ] ) Returns the current implementation
implementation() Warning
address (proxy pattern)
. . Returns the administrative address for
admin() Warning

proxy management



Function Risk Description
mint(address,uint256) Critical Creates new tokens to a specified address
burn(uint256) Warning Destroys tokens from the caller's balance

) Transfers tokens between addresses with
transferFrom(address,address,uint256) Info
approval

transfer(address,uint256) Info Transfers tokens to a specified address

Approves spending via off-chain

ermit(... Warnin
permi...) & signature (EIP-2612)
. . Removes an address from the prohibited
unBlacklist(address) Warning )
transfer list
isBlacklisted(address) Warning Checks whether an address is blacklisted

VII. CONCLUSION

Based on the foregoing analysis, the smart contract does not satisfy one or more
requirements for "control" under U.C.C. § 12-105. A secured party relying on this digital asset

as collateral may not be able to demonstrate perfection by control.
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This memorandum is based solely on automated analysis of smart contract bytecode and does not constitute a
legal opinion. The analysis reflects the contract state as of December 12, 2025. Because Arizona has not enacted
UCC Article 12, the legal framework for perfection by control may not exist in this jurisdiction. This preliminary
analysis should not be relied upon for transactional purposes without supplemental legal review. For Insured

Control Certificates, contact jwshim@jwslawyers.com.
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