
October 21, 
2010 

SUMMARY ARTICLE REVIEW 

 

Completed by:  Sgt M. LEBEN            1 2010-10-21 

 

Article Title: ‘The Difference Engine:  Dubious security’ 

Origin:  ‘The Economist’  Science and Technology ‘Babbage’ 

Date Published:  2010-10-01 

Author:  N.V. 

 

Article’s Subject Matter: 

The article is on Biometric technology and attempts to identify different issues of Biometrics being used 
for security purposes, and that it is fallible and not perfect.  The writer identifies issues with technology, 
human errors, and cites privacy concerns with Biometrics.  He/She attempts to raise concern for the use 
of this technology, and that reliance on Biometrics for security can have implications.   

 

Key Points in Article 

 Article attempts to bring light to issues using Biometrics for security. 

 Technology issues with computerized systems identified (calibration, software/hardware 
limitations) 

 Human errors, such as the Mayfield fingerprint case identified 

 Privacy issues on collection and use of the information 

 False positives, and their affect on security staff using the equipment 

 The fact that biometrics can’t be private, like passwords, or tokens 

 Fingerprints and facial features, etc are plainly visible and not subject to privacy 

 People can subvert fingerprint and other biometric devices 

 States biometric systems provide ‘probabilistic ‘ results for identity 

 

Fallacies and Issues 

 Statements on Mayfield case not completely accurate 

 States that ‘No one seems to be doing fundamental research on …..  , and how they change with 
age, disease, stress and other factors’ …Obviously hadn’t checked into fingerprint research  

 Did not go into fingerprint identification in any great detail 

 Probabilistic results for other biometrics maybe, but true fingerprint individualization – no 

 If biometric systems are using probabilistic models for fingerprints….is it something that we may 
have to look into, as per the NAS report? 
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