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team into an always-on, continuously operating platform. As the famous

line goes: “It can’t be bargained with. It can’t be reasoned with. It doesn’t
feel pity, remorse, or fear. And it absolutely will not stop...” While Mythos is not
the Terminator, the analogy captures the essence.

Mythos brings the capabilities of an advanced application security testing

Anthropic’s Mythos Al is not alone. A growing number of Al models are being
trained on the behaviors and techniques of experienced security professionals.
What differentiates Mythos is the scale and intensity of its marketing, which taps
directly into fear of missing out.

Project

Glasswing

Securing critical software
for the Al era

Image is from Anthropic’s Project Glasswing homepage.
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The market is rapidly filling with similar capabilities. OpenAl has introduced
GPT-5.4-Cyber. Technologies such as Hacker Al test vulnerabilities, Mindgard
does Al driven adversarial red teaming and platforms like Armadin’s swarming Al
penetration testing are emerging alongside it. Collectively, these tools will
democratize vulnerability discovery and likely create a surge in identified issues
that outpaces organizations’ ability to remediate them.

This is, ultimately, a positive development. The vulnerabilities already exist within
environments, they are simply unknown. If defenders can find them first, they gain
the opportunity to remediate before adversaries exploit them.

The rise of these capabilities was inevitable. Organizations with strong
foundational security practices will be pressured but should be able to weather
the surge, particularly as they evolve toward ephemeral, tightly controlled
production environments that perform only what is required.

Those without strong security foundations, or without automated production
pipelines, risk being overwhelmed by both the influx of vulnerabilities and the
growing capabilities of attackers.

The Details

All software contains the potential for vulnerabilities. Most applications have been
built over years, often decades, by human developers. Inevitably, this introduces
errors, design weaknesses, and exposures that become more pronounced as
technology evolves.

Historically, these vulnerabilities were discovered by skilled developers or security
researchers. Once identified, they are reported and must be remediated. There is
also a darker reality: particularly valuable vulnerabilities are sometimes sold to
nation-states or other actors for use in cybercrime or cyber warfare.

Mythos represents a step-change. While it assists with coding, its relevance here
is its ability to identify vulnerabilities at scale within existing codebases. Unlike
human teams, it does not rest, pause, or reprioritize, it continuously searches,
learns, and improves. Its only constraints are time and compute.

The result will be a dramatic increase in discovered vulnerabilities across nearly
all systems.

To mitigate potential disruption, Anthropic launched Project Glasswing, enabling a
select group of organizations to help manage the disclosure and remediation of
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critical findings. It is important to emphasize: these vulnerabilities already exist
today, they will simply being surfaced more rapidly.

Organizations with mature vulnerability management and patching programs
should be able to manage this surge, though the operational burden will increase
significantly. Even well run programs will face fatigue, and fatigue introduces risk.

Organizations lacking strong remediation capabilities will likely be overwhelmed.

The ideal state is a fully automated production environment from build through
testing and deployment. Continuous Integration and Continuous Delivery (CI/CD)
pipelines reduce deployment errors and enable rapid, reliable updates. These
environments should minimize human intervention and operate with only the
services necessary to support business functionality.

Anthropic, through Glasswing, is attempting to moderate the impact of releasing
large volumes of critical vulnerabilities faster than organizations can absorb them.
However, as with any tool, adversaries will develop or acquire similar capabilities.

This is where the real challenge emerges: attackers equipped with large volumes
of newly discovered vulnerabilities will create significant pressure on
organizations that lack automation and strong vulnerability management
practices.

Conclusion

Al-driven security capabilities will continue to evolve for both good and bad.

On the positive side, organizations will be better equipped to secure their
environments, even against sophisticated adversaries. However, adapting to the
volume and velocity of change will require structural evolution.

CI/CD pipelines and ephemeral environments, where systems can be rebuilt
cleanly and updated rapidly, will become essential. These approaches reduce
reliance on manual processes and limit exposure to legacy vulnerabilities.

Organizations that have not yet implemented these practices should prioritize
doing so. In the interim, a strong core security program, particularly robust
vulnerability management, will be critical to handling the surge.

Without it, organizations risk being overwhelmed by the coming wave of findings.
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