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IBM Edge Analytics on Industrial Automation
Data with Hilscher's netlOT Edge Gateway
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IBM Institute for Business Value Executive Report 2015 -

hilscher

COMPETENCE IN

Device democracy — Saving the future of the Internet of Things EBMRERER SR
Before 2005 Today 2025 and beyond
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Closed and centralized Open access [oT networks, Open access |oT networks,
loT networks centralized cloud distributed cloud

"To be safe, scalable and efficient, Internet of Things networks must be re-architected to
gradually shift from managing billions of devices to hundreds of billions of devices"

Source: http://www.ibm.com/common/ssi/cgi-bin/ssialias?subtype=XB&infotype=PM&appname=GBSE_GB_T|_USEN&htmIfid=GBE03620USEN&attachment=GBE03620USEN.PDF
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1. Hilscher at a glance

IBM Edge Analytics with Hilscher's netlOT Edge
Gateway

. Key business benefits of distributed Edge Analytics
Life Cycle Management and Business Model

. Use Cases

IBM Summary value proposition

N
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Technology Leadership in Industrial Communication  ficee
We unlock the value of Shop Floor data for the 14.0 digital factory automation
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Private Company, Owner managed

= Headquarter: Hattersheim, Germany

= CEO & Owner: Hans-Jurgen Hilscher
CTO: Sebastian Hilscher

= Founded: 1986

= Employees: 310+

» Offices located in USA, China, France, India, Italy
Japan, Korea, Switzerland

www.hilscher.com

Embedded netX multiprotocol technology
Used by 14 out of 15 major global automation companies
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What is the "EDGE™?

The edge of the Industrial
loT is where the action is

Where IT meets OT on the
Factory Floor

It includes a wide array of sensors,
actuators, and devices—those system end-
points that interact with and communicate
real-time data from smart products and
services.

Gateways provide a place to put your loT
agent code and often include an SDK to
make the coding and deploying of an agent
straightforward. They connect legacy and
new systems and enable data flow between
edge devices and the cloud.
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HOW EDGE
COMPUTING WORKS

Edge computing allows data
frominternet of things devices

to be analyzed at the edge

of the network before being sent
to a data center or cloud.

of Things

Corporate
Data Center
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Customers

Process Data Collection

Prescriptive Maintenance on Machine Control
Systems.

Asset Management Tracking in Real-time.
Real-Time Process Analytics.

Diagnostics on Customers Control and I/O
networks.

YV VYV VYV V
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OT / IT Connectivity ikciheo

COMPETENCE IN
COMMUNICATION

Data from sensors to the cloud

2,) Cloud and
Datacenter

IBM, SAP, AZURE,
AWS, Google
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Hilscher Core Competence -7

COMPETENCE IN
COMMUNICATION

One Network controller for all relevant real-time Ethernet & fieldbus system

Car manufactuhng

=

Warehouse systems

P

Baggage claim

Multi-protocol on Chip Embedded Technology
()
Stacks / Firmware
ETHERNET Ml sl s From PC Card to
ROMEREINK Network controller ASIC, to Edge
= with 2-Port real time Gateway
EtherCAT. ™ Ethernet
sercos @
CC-Link IE A8 ADB Honeywell
E&éﬂTg;«me SICK
Ethen\et/IP [DRHGENX HITACHI
YASKAWA
‘ﬂodbus Schneider 4
o LElectric E3PePPERL+FUCHS
BOMBARDIER
PIR[OJF]! BALLUFF
En TYMURR lenze ag»r
womes RoOCkwell
S m Automation & L
g kontl'on EMERSON.
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Hilscher Core Competence in Industrial loT hilscher
Data from OT into the IT \\/- >
-
IBM Cloud
. IOT PrOtOCOIS - Watson loT Platform NetIOT Gateway
am - . IBM Analytics Foundation
SMATTE =20PC UA Informixi
software

+

Extensive OT Knowledge

[
E >

Senso \
Actuators ../
-

* Network analyzing systems

* Protocol Stacks

® EthercAT— Etherilet/IP
BJU[S
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COMMUNICATION

DATA
MANAGEMENT

IT Communication “#OPCUA ~MOTE X AMQP  ®https:/

DATA

AGGREGATION ﬂlﬂl

loT Communication “QPCUA SMQT T

- -
Fieldbus Communication  2222¢ Etheri'et/IP

DATA
GENERATION

Hardware, software and service solutions
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netlOT Edge Gateways Alkoler

COMPETENCE IN

*On-Premise Remote Connect netPl
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netlOT Edge Gateway Manager hilscer

V-
hilscher

ﬂ Edge Gateway Manager
Oa =< s

Control Panel Node-RED

Informix. "?UQ l, .
oo ﬁ INDUSTRIAL CLOUD hilschar
o COMMUNICATIoN E

loT Data Management Device Information Portal netlOT Platform Hilscher Homepage

Legal Notice

NIOT-E-TUCX-GB-RE | 1.2.0.0.DEBUG.NIGHTLY-175.DEBUG

® 2018 Hilscher Gesellschatft fiir Systemautomation mbH
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Access to the shop-floor from the Edge -
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\'/

Support Greenfield / Brownfield installations e
Process Data Aggregation — In Real-time IBM Cloud

Watson loT Platform

Device scanning and illustration as digital twin
. . IBM Analytics Foundation
Auto illustration of network topology a Informix.
software
Auto detection of device “meta data” e S
M i =s=—2m
Auto detection of device changes / errors U == docker “ -

s .................... 1.: ........... gesessscstnstessescnsonnens 2eecescsencsscscacaaae ‘.: .........
‘ Real time Ethernet “

Network analysis and illustration

h-— () 10
Drive Sensors /
Actuators ‘J
FN
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Proliferation of lloT & Connected devices Allclier

COMPETENCE IN
COMMUNICATION

Huge amount of data generated by

Machines, Scanners and
Controllers.

CCBY-SA 4.0

Think 2019 / Session 3075 / 02/12/2019 - IBM Edge Analytics on Industrial Automation Data with Hilscher's netlOT Edge Gateway | page 14



https://creativecommons.org/licenses/by-sa/4.0/deed.en

Proliferation of loT & Connected devices hilscher
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Huge amount of data

High latency in cloud transferring
due to uncontrolled data flow
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Proliferation of loT & Connected devices

Huge amount of data

High latency in cloud transferring
due to uncontrolled data flow

Pressure on network Infrastructure
Internet availability
Network latency
High bandwidth required

How big is your pipe?

—r

hilscher

COMPETENCE IN
COMMUNICATION
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Proliferation of lloT & Connected devices hilscler

Huge amount of data

High latency in cloud transferring
due to uncontrolled data flow

Pressure on network Infrastructure

Security - how to prevent from
data leak & hacking

«!,  coweerencem
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~ ”

e |

N Iime.
7 EdgelFog

o 1 =a | by
netlOT Gateway xf'

IBM Analytics
Foundation

Informix.
software

Capture Explore Action

Think 2019 / Session 3075 / 02/12/2019 - IBM Edge Analytics on Industrial Automation Data with Hilscher's netlOT Edge Gateway | page 17




A
Security e

EEEEEEEEEEEE
CCCCCCCCCCCCC

1. Encryption
a) |IEC 62443 Cybersecurity Standard

» Security standard for both IT(information technology) and
OT(operational technology)

» Aim is to protect apparatuses and networks from intrusion
and disruption by unauthorized entry

» Helps to identify the vulnerabilities to reduce the risk of
compromising confidential information of processes under
control

2. Edge Gateway in Promiscuous (Passive) mode — no write
capability on Fieldbus ASIC
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3. Data Diode

a) netMIRROR - Passive access point to network for lloT
Connectivity
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hilscher
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COMMUNICATION

netMIRROR
Data Diode
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TAP — Principle (Air GAP, Passive mode, Data =
Diode, Promiscuis mode)

—
Undisturbed bidirectional network communication
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Passwe frame data capture
on demand

TAP = Test Access Point
Network access point for direct frame data capture from an Ethernet connection
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Access points for network diagnostics and loT ke
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onnection
by ﬁ I/J > Planr_1ed fixed insta}llation of a low-cost

passive access point

» If necessary, it is possible to connect an
analysis system without shutting down the
system

|
HIMMI » In case of analysis, no change to the
production network

» Absolutely no feedback to the IT network

= W* § o ? i
| I S I N I

10-Link barcode- P

drive robot sensor actuator
reader

I

PLC
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» netMIRROR

Fully passive network access for
10BASE-T and 100BASE-TX - & 108_18

: Ty
networks

Zero-Delay (< 1 ns) ~ ~
> Network connection stays active, Y1 F%
1] F@i 31
even without attached power j 5
supply [P R l’w'
1:1 mirroring of network data traffic
usable as a diagnostic access

point

No shutdown of the plant network

necessary
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Active and Passive mode
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The most important diagnostic data e
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Active network access Passive network access

» Asset information, e. g. .
= device type n
= firmware version
» installation location

* Physical network topology

= |Load distribution within the
entire facility

= Frame error frequency within
the entire facility

Logical data connections
Alarm messages of devices

Real-time communication
behavior

Ratio of PROFINET to
non-PROFINET traffic

Frame snapshots for detailed
troubleshooting
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» Responsive user interface for
optimal display on
= personal computer
= tablet

= smartphone

» Diagnostics dashboard for
iInstant overview

= All measurement data
presented clearly and quickly
accessible
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hilscher
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IBM Edge Analytics
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Key business benefits of distributed Edge Analytics

1. Reduced data transfer latency
Fast access to the faulty areas

Fast response to the cloud i

Optimal control over data sovereignity

a &> «w DN

Local storage and process of time series

g

hilscher

COMPETENCE IN
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LY

IBM Cloud

Watson loT Platform

| netlOT Gateway

IBM Analytics Foundation

Informix.
PLC 1] software
| id desc {....readings@t1 ..... }
10 | Raw_10 {“ts“:2019-01-25 12:32:31.27800 “rpm*“:“285}

50 | SensorAPP | {*ts“:“2019-01-25 12:32:31.10000¢, “value*:“63", “sequence*:“23"}
Sssessssssssssscanss 1.: ...................................... Jresessssssessssstttrrrerrnree,

‘ Real time Ethernet ‘ ’

— /‘
= 3
_=— () 10 )
Drive Sensors /
Actuators ../
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Predictive analytics procedure at the edge hikscher
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Automotive supplier specialized in tube cold forming

® Classic inspection intervals replaced by

prescriptive maintenance KON R4

- . . N 2
Prediction model : Scoring solution on .
the edge gateway ’ '

IBM SPSS analytics & statistics software = \ N\ '/ : \ ) &
directly on the machine (Docker) ' =T

Increased efficiency of the manufacturing

' tlOT Edge Gat
process and quality ne ge Gateway

g:)ff(t?v?lr& /\ .\ /

Benefits: the entire scoring solution on an Edge Gateway in the shop floor - a hardened
hardware component that supports industry connectivity standards — non-“invasive”,
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NetlOT Edge Analytics Use Case

ACQUIRE PROCESS
- [
i  =ppcua | S MATT
HIMMMI Server / Client
o |
| LA IER e

ANALYZED

{ Real time Ethemc;t ’ --------
isoor J

o,

Node-RED
e FILTERED
Encod N
o &> Jocker .

Rotary encoder
Data Acquisition

Stream Processing
Storage, Analytics

Local
dashboard

—r

hilscher

COMPETENCE IN
COMMUNICATION

VISUALIZE ANALYZE & DECIDE
rpm
O 340
0 units 2000 Wy
\[ -
Threshold last 30 seconds Q
o IBM Cloud
1.000
500 _/\—/_\_
0
10:56:52 10:57:22 10:57:52 10:58:48 ‘\084
Last Threshold Value: 349 .
Last Value sent to Cloud: 1084 i e W[acﬁ_on

Platform

Cloud
dashboard

Rotary Speed Slider "
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necoe:  Automatic notification in case of error -
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» Measurement data are
continuously and
automatically monitored
In the gateway

» A notification is generated i
for defined events

> Events appear ilﬂllllllﬂa
immediately in the

diagnostics App -

> Use REST-API to connect
to customers IT alarming tooooo-
infrastructure

_




Partner Collaborations Yield Solutions for the Customer &7

hilscher
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Life Cycle Management B Cloud Services and Data analysis
and Business Model

B Shop floor simplification
and computing at the edge—

W ATT0 N
/ 11010101 )\
101011010
\'010001% /
L

@ IO-Link
Etherilet/IP
., EtherCAT

CC-Link IE @ieta

PIRIOIF] I M

B Customer integration

sSercos

the automation bus
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Edge Gateways and how they're used -
€. Edge gateway: Here are four Edge Gateway Use Cases

A gateway is the buffer between
\_/vhere edge computing processing «. Use case 1 — Agricultural Equipment
is done and the broader fog/cloud Manufacturer

network.
. Use case 2 — Cosmetic

The gateway is the window into the Company

larger environment beyond the <. Use case 3 — Machinery Manufacturer
edge of the network. — Honing Machinery

«. Use case 4 — Large Retail
Distribution Company
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Edge Use Case #1 — John Deere — Sense & Act -

COMPETENCE IN
COMMUNICATION

John Deere brought together
IBM and Hilscher in order to

14.0/1oT Enabling @ John Deere, Mannheim

understand the benefits of _ | ,
Industry 4.0 architectures in gl Buld aper  Worer Assistance Sense & Act

..........

. . JJJJ ‘ ® ERPm" "::ss
their production plants. % . iy e /n\g/n\|

1. Potential problem alert

2. Image Recognition

3a. Guided Conversation
3b. Free Conversation

aintenance
visor
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Ready to Plug & Analyse at the Edge P
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NetlOT Edge Gateway

[ Oject
annheim. C?etdohn Deere Plant
y

IE”'{’ :‘-_'“._u“”'
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loT Connectivity in L'Oréal’s Packaging Lines Milocicr

¥ L'OREAL Manufacturing Facility

Libramont, Belgium

Tuber Magazine

[Allen Bradley

Tube Loader

{ Siemens S7

Filler

.
{ Schneider

Robot System

{ DlrectLoglc

Cartoner

{ Allen Bradley

Case Packer

{ Siemens S7

Palletizer

e | RFC 1006 | ==eet

—_— . —

Siemens S7

Y
NEtTAP-50 | s—
—
)

e
Y
NEtTAP-50 | se—
—
Y
netTAP-50 | ==
| —
)

—_—

L'Oréal’s

netlOT Edge
Gateway

netlOT Gateway
Informix. |
software

> | NEILINK-MP| | sd

vy

T (‘/ )

IBM Cloud

IBM
Manufacturing
Pack

COMMUNICATION

Realtime dashboards

Improve Efficiency & Performance
Become agile to develop new services
while maintaining high quality of the
products.
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Edge Gateway Use Case #2

Implemented use case |l
@ LOreéal Paris ‘

Corp Server Room
Network Switch

Realtime dashboards

Improve Efficiency & Performance

Become agile to develop new e \ (RO
services while maintaining high : ‘ '
quality of the products.

..iéj

E

AT L\A\L AL TS

" L' OREAL Manufacturing Facility
Libramont, Belgium —‘-

Case Packer Cartoner Robotic Pick & Place

Filler

Large Screen
Production Display

Can Loader

Spinner

y 4
hilscher

COMPETENCE IN
COMMUNICATION

‘'scher

This diagram
depicts the
topology of
an actual
production
line that was
connected to
the CLOUD to
provide DATA
from a plant
floor in the
USA thru a
Hilscher loT
Gateway to
Corporate
Headquarters
in EUROPE
for ANALYSIS.
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Edge Gateway Use Case #3

« Implemented use case

@ Machine Manufacturer

> The machines can report current state, cycle

>

times, delay times, part counts, gaging data,
events, and many other data points needed to
evaluate OEE, future maintenance needs, and
process performance.

The device is integrated with the machines’
industrial controls and provides a secure
gateway to an Ethernet network for local
sharing of machine data and visualization of
manufacturing metrics. It includes multiple
Ethernet ports, VGA/HDMI ports, built-in WiFi,
digital and analog I/O, and an expansion slot
for fieldbus cards.

With this technology the company can provide
customers a means to remotely monitor
machine utilization and process efficiency.

L
0
|

\

b
-
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g
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hilscher
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Set Application D and Load JSON Message Object N O d e = R E D Te C h n O I Og y

Set Application D'~ — Set Application ID in Flow Context —
S Test Hamess Output
t Exception Msg Object ' ——— Set Exception Object in Global Context ——/

9 Lugwping Mach

Performance Utilization

Gage Values (Millimeters)

32 S§ 3% SE
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Edge Gateway Use Case #4 P

hilscher

i COMPETENCE IN
COMMUNICATION

A netlOT ‘Connect’ variant was
used to create a proprietary

interface for handling equipment. .!_& Q —
CODESYS, a modular single- 333 e |
source runtime system was used 00 | R |
in conjunction with Docker
Containers. Integration into
existing system architectures was
done by means of lean proprietary
interfaces or standards, such as

OPC UA and MQTT.

v & A

cobesys docker
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IBM's big picture — loT from Sensor to Edge to

==
Cloud to A B
Al enabled loT @ Edge & Cloud
Connectivity & Connectivity & Connectivity, Relationships & | Cloud, Bluemix &f IBM IoT Industry =
Sy Sgellig) SEEUIR e reach IoT Platform solutions m
technology technology Edge Analytics -
. . Solution
Silicon IoT Devices Gateways Networks Cloud & Applications
IBM Queryplex EB“G@ IBM Queryplex Pl
= ILOG CPLEX— Watson loTP/
En: | [eres
Informix. é 5 1BM Cloud N
NV 2 software cortiarn B LifeScience & Industrial
» m.rr ILOG ODM Watson
Your silicon, YourIoT devices  Your gateway Your network Additional Customer &
embedded OS & recipes for and recipes for value add cloud  solutions built on -
& Recipes connectingthem connecting services IBM IoT +
©
o

them IJ : technology

End-end IoT solution
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Hilscher Intelligent Solutions for Industrial Communications

Craig Lentzkow Steve Olson

lloT Business Development Manager lloT Specialist

(630) 605-3233 — Chicago, IL (630) 505-5301 - Chicago, IL
Clentzkow@hilscher.com SOlson@Hilscher.com
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