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comment

verworked,
burned out and
underpaid, crisis

managers are running
out of paths to move
forwards. Some are
leaving their public
sector jobs for ‘greener’ pastures,

not out of ambition, but more out of
necessity. It takes insurmountable
talent to extinguish a burning house
when one is doing so from a sinking
ship; 'm not quite sure how fair it is for
us to expect practitioners to continue
doing so.

CRJs community has informed the
pages of this edition in more ways
than one. On p22, Beverley Griffiths
talks about how crisis managers are
failing owing to a lack of planning on
how they can find more stability in their
careers and, ergo, their lives. Similarly,
Jeannie Barr breaks down all the
different ways in which the pressure on
crisis managers has never been higher,
while simultaneously, the resources
they have available to them have never
been fewer.

This issue has also examines
conflict. On p46, Gilles Pache points
out that while we focus on immediate
humanitarian crises, there is a longer-
term bomb waiting for us in the form
of environmental decay caused by
weapons of war. Stefano Betti dissects
terrorism concerns for the upcoming
Olympics in France, and Andy Blackwell
and John Wood write about how we're
increasingly facing blended physical and
digital threats and how our defences
must be blended too (p50). Nicolo
Broglia explores methods for building
resilience against digital threats.

[t is somewhat poetic that we are
also introducing a new section called
‘Next Gen” within an edition focused
on so many things that are going
wrong. Through it, we will explore
conceptual solutions with the potential
for significant impact. For instance,
on p74, we take a look at Gracie
Broom and Magdelana Garibaldi's 3D
housing concept, which aims to provide
immediate and affordable housing for
victims of domestic violence.

Where there is darkness, there
is light indeed. We just need to
acknowledge that there may be a few
light bulbs missing.
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Blended threats:
Synchronising cyber
and physical defences

In a rapidly evolving security landscape, traditional siloed approaches are
inadequate. Embracing an interconnected, proactive security culture is key,
write Andy Blackwell and John Wood

n today's world of rapid technology advancement, the
range of cyber threats has grown enormously beyond our
original client base, the aviation sector. Industries such as
banking, healthcare, energy, and transportation are now
also facing sophisticated and frequent cyberattacks. This
pattern shows the pressing need for sturdy cybersecurity
measures in all industries, not aviation alone. This

article investigates the precise cybersecurity challenges
organisations across different sectors are up against, as
well as practical strategies they can deploy to safeguard
themselves against constantly evolving threats. The key
takeaway is that companies across all industries must
prioritise building robust cyber defences. With attackers
showing no signs of letting up, proactively strengthening
cybersecurity must be a priority for every business.

The cybersecurity landscape is an expanding
battleground. Advances in technology have massively
increased the connectedness of devices and systems.
While digital capabilities provide efficiencies, the scale
of cyber threats has also grown. These threats now reach
all corners of digital services, from personal data theft to
attacks on key infrastructure. The attack area goes beyond
technology services to the whole operational fabric.

Industries face more hybrid incidents hitting both
digital and physical dimensions. For instance, hacking
into systems to cause real-world disruptions. These multi-
level attacks need a unified response, merging digital and
physical security, which few organisations currently have.

Shake well before use
The UK's Government Communications Headquarters
(GCHQ) recently warned that new artificial intelligence
(AI) tools will increase cyberattacks globally by making
hacking easier for less skilled actors. This will likely drive
more ransomware attacks where criminals encrypt systems
to demand payment. GCHQ says the effect will be uneven
— opportunistic hackers using Al for phishing stand to
benefit the most. More advanced state-backed groups
are best placed to weaponise Al in sophisticated cyber
operations against networks and critical infrastructure.
Intelligence agencies see security risks from algorithms
that can generate human-like interactions, which
businesses widely use in services. Authorities report early
signs of hackers utilising these Al capabilities.

An example in the aviation industry is the growing
menace of GPS spoofing. It is predicted that the aviation

industry will press regulators for urgent action to help
tackle it amid a surge in such activity, which can send
commercial airliners off-course. The European Union
Aviation Safety Agency (EASA) and the International
Air Transport Association (IATA) recently announced
the conclusions of a workshop jointly hosted at EASA’s
headquarters to combat incidents of spoofing and
jamming. The workshop’s high-level conclusion was that
interference with satellite-based services which provide
information on the precise position of an aircraft can
pose significant challenges to aviation safety. Mitigating
these risks requires short-, medium- and long-term
measures, beginning with the sharing of incident
information and remedies.

But who will tackle the hybrid risks? Cybersecurity and
physical security are usually treated as distinct disciplines
with separate strategies and teams. Yet, the growing
synergy of digital and physical worlds necessitates an
interconnected approach to risk management to combat
threats which span both domains. Siloed security functions
may miss signals or handle incidents poorly owing to
limited visibility.

Organisations increasingly will require a unified
approach to security defence. Cyber and physical teams
must co-ordinate efforts for complete coverage of potential
vulnerabilities. Joint planning, shared monitoring, and
cross-trained responses are vital to spotting emerging
hazards and containing impacts. Though challenging,
security convergence remains essential in building hardy,
comprehensive protection.

This is not to say there must be a single set of common
security tools and terminology. Each team has its own
methods, tools and terminology aligned to industry
standards. For example, it would be futile to expect
cybersecurity teams to use physical security terminology.
Instead, an overarching security management system will
enable each specialism to report upwards and collaborate
in a uniform way without compromising the efficiency and
effectiveness of their own operations.

Further, within this overarching security management
system, organisations must recognise the need to move to
a risk-based model. Meeting physical and cybersecurity
security rules helps but doesn't fully protect organisations.
Since regulations often trail innovation and new attacks,
they create a backward-looking, ‘catch up’ mindset. For
robust defence, to prevent innovative attacks the first time
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they are attempted, the rules may not give the necessary
protection: companies need to supplement compliance
with proactive efforts that get ahead of emerging dangers.

Equally important is building an organisational culture
at all levels focused on keeping the people and organisation
safe at all levels. This responsibility does not solely lie with
the dedicated security teams. A truly robust
cybersecurity approach requires company-wide
co-ordination. Silos that inhibit co-operation -
must be dismantled to enable open flows of \
data and knowledge. When all departments view \
security as a collective obligation, organisations can spot  y
and address threats faster. By emphasising shared
vigilance, they bridge divides, align efforts, and
integrate safeguards.

Truly collaborative cultures and methods support
proactive defence: unity of purpose throughout
makes organisations more adept at identifying
and resolving security risks. Everyone benefits when
contribution to physical and cyber security is seen as a
universal responsibility.

Security does not stop at the front door
of the organisation. Prudent security in a
networked economy requires disciplined
practices with cross-organisation plans for
threat assessment, risk management and incident
response that are aligned with service providers and
other suppliers. With each additional supplier link, new
security gaps can emerge. Protecting complex business
webs thus becomes vital yet challenging. Diligently
vetting service providers is crucial, as are ongoing checks
and clarity on shared accountability. Strict assessment of
subcontractors via audits and certifications is needed to
reduce third-party risk.

All these issues in today's fast-changing security risk
environment demand flexible security governance so
protections can evolve as threats and technologies do.
Static, outdated structures struggle with digital age speed
and complexity. Agile models that structurally integrate
across operations can rapidly adopt new safeguards
without sacrificing business needs. The overarching
security framework allows companies to identify and
implement new threat controls across silos while ensuring
alignment with organisational goals. The result is a
resilient foundation for operating at pace: the ability to
confidently innovate and exploit new opportunities even
as the risk landscape shifts, knowing security policies and
practices can be quickly adapted for emerging challenges.

This discussion of methods, organisation and
governance should not distract from the critical
importance of people. A strong hybrid security approach
depends on building talent depth. Adversaries continually
evolve tactics; sustained excellence relies on cultivating
skilled teams who can outpace emerging threats. This
requires staff equipped with leading-edge understanding,
backed by advanced Al systems for reinforcement.

In combination, skilled experts and smart systems enable
elevated readiness and rapid, precise actions. By creating
an environment for security pros to continuously expand
competencies while leveraging technology’s foresight and
precision, organisations can stay ahead of cyber foes.

The discussion of the importance of people is a
reminder that the insider threat must be recognised as
the silent menace within. Employees or partners, whether
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through intentional actions, outside pressure, or honest
mistakes, sometimes misuse their expertise and privileges
in ways that harm organisations. This danger grows as
digital and physical operations interconnect. Companies
need to stay alert on two fronts: hardening systems
against outside parties while also maintaining oversight of
people’s activities.

What does all this mean for the overloaded, embattled
security managers? The convergence of digital and
physical domains expands risks, necessitating integrated
protections. All industries must reassess existing practices
as networked threats rise. While current measures are
a good foundation, continuous adaptation to emerging
dangers and technologies is imperative. As cyber and
physical worlds collide, threats multiply. An organisation’s
best defence is an equally collaborative one — security
policies, protocols and perspectives that dismantle silos
and co-ordinate action across all levels to anticipate risks,
block attacks, address incidents and enable continuity.

In the face of intensifying threats, accepting security’s
interconnected nature is the surest path to readiness. C»RJ
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