
Security Management System (SeMS) FAQs 

What is a Security Management System (SeMS)? 

A SeMS is not software or hardware. It's a systematic approach to managing security risks that 
uses existing business tools and techniques. It helps integrate security into the fabric of your 
business, turning it from a cost centre into a business enabler. 

Why is security often seen as a "necessary evil" in business? 

Many businesses view security solely as a cost and struggle to justify investment unless 
mandated. This approach neglects the potential for security to enable business opportunities 
and protect against disruptions. 

How does a SeMS change the perception of security within a company? 

A SeMS positions the Security Team as a core business function, working collaboratively with 
other departments. By involving everyone in security management, it creates a security-mindful 
culture where risks are understood and mitigated proactively. 

What are the key dimensions of a SeMS? 

A SeMS has three main dimensions: 

 Security Assurance: Providing confidence that security risks are eƯectively managed 
through robust risk management, incident response, and confidential reporting 
mechanisms. 

 Security Governance: Integrating security into the company's governance structure, 
aligning security goals with business objectives, and ensuring adequate resource 
allocation. 

 Leadership & Direction: Demonstrating management commitment to security, clearly 
defining roles and responsibilities, fostering a security culture, and providing necessary 
training. 

How does a SeMS approach risk management? 

A SeMS promotes a proactive and holistic approach to risk management. It emphasizes: 

 Identifying and assessing risks based on their potential impact (Severity) and proximity 
(Proximity) rather than just statistical likelihood (Likelihood). 

 Developing and implementing mitigation measures proportionate to the risk magnitude. 

 Continuously monitoring the eƯectiveness of mitigations and adapting to evolving 
threats. 

What is the role of the Security Action Group (SAG) in a SeMS? 

The SAG is a cross-functional team responsible for the day-to-day management of security 
risks. They: 

 Maintain an ongoing assessment of the threat landscape. 

 Review and update the Risk Register, ensuring it accurately reflects current risks and 
mitigations. 



 Develop action plans and allocate resources to address identified security risks. 

How does a SeMS promote continuous improvement in security practices? 

Continuous improvement is embedded within a SeMS through: 

 Regular audits, inspections, and testing to evaluate the eƯectiveness of security 
measures. 

 Establishing Continuous Improvement Circles to encourage innovative solutions and 
bottom-up feedback. 

 Monitoring key performance indicators (KPIs) to track progress and identify areas for 
enhancement. 

How can I start implementing a SeMS in my organisation? 

Implementing a SeMS is an ongoing journey, not a one-time project. Start by: 

 Assessing your current security posture and identifying areas for improvement. 

 Securing management commitment and establishing a clear governance structure. 

 Engaging stakeholders from across the business and fostering a security-mindful 
culture. 

 Adapting existing processes and documentation to align with the SeMS principles. 

 Focusing on incremental improvements and continuously evolving your SeMS over time. 

 


