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Research Interest:

Quantum algorithms + Quantum networks

a. Near-term Quantum Algorithms: Fundamental principles of quantum machine learning algorithms

that can run on currently available noisy machines, hardware experiments, and various possible
applications (such as in natural sciences, biomedicine, financial technology, and supply chain optimization).
Quantum computer systems and architectures.

b. Fault-Tolerant Quantum Algorithms: Fundamental principles of qguantum machine learning algorithms
that can run on large future devices capable of quantum error correction, software simulation, and their
various possible applications, quantum error correction algorithms, and hardware for early fault-tolerant
quantum computers.

c. Quantum Networks and Quantum Data Centers: Quantum security, quantum cryptography and
post-quantum cryptography, quantum network theory, quantum sensing, and their applications.



Development of quantum computing

“Nature isn't classical,
dammit, and if you want to
make a simulation of
nature, you'd better make
it quantum mechanical.”

Using guantum mechanics itself to do computing!



Development of quantum computing
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If the world is a game simulation, then quantum computer is a cheater.




Development of quantum computing

1981: Richard Feynman talks about concepts of
guantum computers to simulate the quantum world.

1994: Peter Shor discovers so-called Shor’s algorithm
that could crack RSA and ECC within polynomial time

with quantum computers.

1995: Shor discovers so-called Shor’s code, showing
guantum error correction is possible.

2018: National quantum strategy of US is initiated.

2019: Google announces they achieved quantum
supremacy (quantum advantage): solving a specific

. : task beyond the capability of all existing classical
Usmg quantum mechanics computers, although it is not convincing for everyone

itself to do computing! especially people from IBM.



Development of quantum computing

What a quantum computer can do at least:

1. Shor’s algorithm cracking most asymmetric cryptographic systems

like RSA, ECC (affecting bank accounts, cryptocurrency, ID card numbers, VPN
services, website certifications......). It is runnable in a large-scale, fault-tolerant
guantum computer which does not exist at this moment based on public
information.

2. Performs searching (Grover’s algorithm), and sparse, low-conditioned matrix
inversion (HHL algorithm) faster than all known classical algorithms, assuming that
we have a good enough quantum memory and good enough quantum downloader
(tomography) methods for a large-scale, fault-tolerant quantum computer.

3. Simulating quantum chemistry, quantum phenomena in materials/drug and
biology, and learning from quantum experiments faster than all known classical
methods.



Development of quantum computing
What a quantum computer might be able to do (under research):

1. Large-scale machine learning applications (quantum machine learning).

2. Seemingly already observed applications in guantum optimization better than
known classical algorithms polynomially with experimental demonstration (Harvard

and Quera 2022, Science)
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Quantum optimization of maximum independent set
using Rydberg atom arrays

3. Other applications: solving some non-linear ODEs faster than known classical
methods.



Development of quantum computing

Where are we now? Maybe around the end of so-called NISQ era.



Development of quantum computing
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Currently we are around the
so-called NISQ
(noisy intermediate-scale
quantum) era, where we are
able to control 100-1000 qubits,
But there are significant limitations
from quantum noises.

One of the goals of quantum computing
community at the moment
is to improve the precision by
reducing the error and implementing
quantum error correction codes.

Error correction could suppress the error
exponentially, with only polynomially
more overheads. Eventually, we could

arrive at the FTQC

(fault-tolerant quantum computing) era



Post-quantum cryptography: its coming!
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In 1994, Peter Shor (now MIT) invented an algorithm
that could factor large numbers in polynomial time,
challenging the foundation of RSA asymmetric key
distribution and digital signatures. (ECC as well)



Post-quantum cryptography: its coming!

1. Post-quantum cryptography: classical algorithms
that are different from RSA and ECC, which should
be hard even for qguantum computers.

2. Quantum cryptography: algorithms like guantum
key distribution and quantum digital signature that
are secured by laws of guantum mechanism instead
of complexity theory (unconditionally secure).



Post-quantum cryptography: its coming!

THE WHITE HOUSE Administration  Prioritios  The Record  Briefing Room  Espadiol prmy

FACT SHEET: Biden-Harris
Administration Continues Work to
Secure a Post-Quantum
Cryptography Future

National Regulations:
Quantum Computing
Cybersecurity
Preparedness Act (2022)
NSM-10 (2022)

M-23-02 (2022)

NIST FIPS 203, 204, 205 (2024)!



Post-quantum cryptography: its coming!

2030?

2040?
1994 Now (2022) 3GPP, IETF
Shor’s algorithm NIST ISO, ETSI RSA is broken
invented standardization  will set standards

PQC is implemented
everywhere

2019 2040?

Google demonstrated

guantum advantages
for NISQ devices

Fault-tolerant
guantum devices
are made



Post-quantum cryptography: its coming!

Feature

Security

Efficiency

Maturity
and Trust

Key Size

Lattice-Based

Strong resistance to
gquantum attacks, based

on lattice problems

Generally efficient in key
generation and signing
(medium computational

cost)

High, well-studied and
actively researched

Medium to Large (1 KB to
10 KB)

Code-Based

Strong resistance,
based on code

decoding problems

Efficient in

encryption/decryption,

slower in key

generation

High, very mature

(e.g., McEliece since

1970s)

Very Large (tens to
hundreds of KE)

Multivariate

Moderate to
strong,
depending
on scheme

Fast for
small field
sizes, slow
for

verification

Moderate,
less mature

than others

Small to
Medium
(usually
under 1 KB)

Hash-Based

Strong resistance,
based on hash
function

properties

Efficient for short
signatures; less
efficient for large

signatures

High, very mature
and well-

understood

Small to Medium
(varies, but

generally small)



Post-quantum cryptography: its coming!
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Post-quantum cryptography: its coming!
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Quantum networks

BB84: quantum key distribution
protocol (1984) by Charles H.
Bennett and Gilles Brassard.

Unconditionally secure due to
quantum mechanics!




Quantum networks

China’s quantum satellite, 2016




Quantum networks
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Here @ Pitt SCI

Xulong Tang Youtao Zhang Kaushik Seshadreesan Junyu Liu
Computer Science Computer Science Information Science Computer Science
Quantum architectures Quantum architectures Quantum networks Quantum algorithms

Quantum systems Quantum systems Quantum sensing Post-quantum crypto
Quantum computing Quantum computing Quantum security Quantum systems

Other fantastic qguantum scientists from:
Pitt Physics, ECE, MSEE, Statistics, Business, <P| © I [> LT
Chemistry, Medicine, Bioengineering......

PITTSBURGH




Thanks for your attendance!
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