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Disclaimer
This presentation is for general informational and educational purposes only and is not legal, 
compliance, cybersecurity, technical, or professional advice.

The discussion is not specific to any state, jurisdiction, industry, organization, vendor, platform, 
or factual scenario. The examples and frameworks are intended to provide broad guidance that 
may be useful across different industries, but they should be adapted to each organization’s 
specific legal obligations, risk profile, governance structure, technology environment, and 
operational needs.

Nothing in this presentation creates an attorney-client relationship or other professional 
advisory relationship. Please consult appropriate legal, compliance, privacy, cybersecurity, and 
technical professionals before making decisions about AI governance, agentic AI deployment, 
controls, monitoring, auditing, or incident response.



AGENDA

Real-World Use Cases and Agentic AI Roguery

Immediate Recovery Steps and Governance Actions

Effective AI Compliance Through Controls & Audit

All Along The Way: Interactive Audience Discussion

Thank You: Q&A and Final Thoughts

Agentic AI and Compliance Officer Evaluation Focus



Agentic AI and Compliance 
Officer Evaluation Focus



GenAI v. Agentic AI

GenAI

Agentic AI

1. Passive Execution: Requires Human Prompting To Generate Responses. 
AI does not act on its own. 

2. Frontier Models like OpenAI ChatGPT, Google Gemini, Anthropic Claude, etc.

3. Content and Data Risks: Primary Threats include Hallucinations, Biased Outputs, 
and unintended Data Leakage to vendor & third-parties via user prompts. 

4. Contained Impact: Failures are contained to the AI interface. Human-in-the-Middle 
(HIM) acts as a gatekeeper to control operations. 

1. Active Execution: Operates autonomously. Executes and triggers pre-defined and 
automated workflows, sends automatic communications, and alters data and operational 
states. 

2. A Master Control Agent (MCA, “Foreman Bot”) commands Subordinate Agents (“Child 
Bots”) to perform various and specialized tasks.

Exchange newly purchased fridge for another model. MCA calls child agents: 
Photo, Inventory, Sales, Returns, Scheduling, Route to Human, etc.

3. Action and Access Risks: Unintended execution, unauthorized communications (API), 
runaway automated loops, and lack of appropriate controls and permissions

4. Systemic Impact: Actions that exclude HIM to create widespread data corruption, security 
breaches, and unexpected operational costs. 



Agentic AI Types



Compliance Officer Focus: 
From AI User to Organizational Guardian

Agentic AI Changes Everything. 

● User Perspective: 
“Does the AI produce an acceptable, trusted, and 
business-appropriate answer?”

● Compliance Lens:
“Does the organization consistently approve and 
delegate authority safely and appropriately for 
every AI use case?” Avoids personal Shadow AI. 

● Risk is no longer limited to technical or 
informational failure. Crosses into privacy & 
cybersecurity

● Risk centers on unauthorized action, weak 
oversight, poor evidence, and unclear 
accountability.

Core GRC Question:

“What does an agent have the 
authority to do, who 

continuously approves that 
authority, and how can we 
prove that all agents always 

act and within approved 
organizational guardrails?”



Compliance Risk Depends on Capability, Not Vendor Brand Name

● Data sensitivity
● System access & location
● External communication
● Decision impact
● Financial authority
● Ability to change records
● Ability to act without review
● Qualified Human Reviewer
● Reversibility of Harm



Key Compliance Evaluation Questions 
For Agentic AI Use Cases (SAFE-A²CE)

● Scope: What is it allowed to do?
● Authorization: Who approves the agent?
● Financial Accountability: Who ultimately 

owns all risks?
● Access: What systems and data can it 

access?
● Autonomy: What is it permitted to do 

without human review 
(Qualified Human-In-The-Middle)?

● Controls: What permissions prevent misuse?
● Evidence: What records audit and prove 

operations?



Real-World Use Cases 
and Agentic AI Roguery



Real-World Agentic AI Use Cases



Real-World Agentic AI Roguery!



After the Database Deletion: Compliance Triage Questions

● What systems, objects, or data were affected?
● Was data retention required?
● Was system access appropriate?
● Can we reconstruct the event?
● Stakeholder Trio to Represent Business, IT, and Governance



From Output Risk to Action Risk
GenAI Governance Asks:

● Is the answer accurate, timely, 
complete, trustworthy, etc?

● Is the output biased?

● Does it disclose confidential 
information?

● Can the user rely on it appropriately?

Agentic AI Governance Also Asks:

● What actions can the agent take?

● Can it change records?

● Can it send communications?

● Can it trigger workflows?

● Can it access regulated data?

● Can it make or influence decisions?



Real-World Agentic AI Roguery!



The $47,000 Question: Where Were the Control Limits?
Runaway agent activity should trigger:

● Budget thresholds
● API call limits
● Tool-call limits
● Time limits
● Repeated-action detection
● Failed-task escalation
● After-hours alerts
● Automatic suspension
● Human reauthorization
● Exception reporting

Compliance Issue: An infinite loop is not just a 
technical bug. It is a failure of monitoring, thresholds, 
ownership, and escalation.  

Failed all Seven Elements of Compliance!

●



Real-World Agentic AI Roguery!



Before the Agent Acts: Is the Data Fit for Purpose?
An agent should not act on data unless the organization knows:

● ‘Vectorized’ source of truth
● Data owner
● Refresh cadence or frequency
● Last update date
● Completeness
● Known limitations
● Sensitive data elements
● Permitted use
● Escalation triggers for stale or conflicting data

Compliance Control:  Require agents to check data freshness before high-impact 
actions.



8 More Failure Types



From Threat Area to Control Owner
Threat Area Compliance Concern Likely Control Owner

Privacy Unauthorized use, disclosure, retention, 
secondary use

Governance, Risk, & Compliance: 
Privacy / Legal 

Cybersecurity Tool misuse, credentials, exfiltration, prompt 
injection

IT (Cybersecurity)

Business Decisions Unauthorized approvals, unfair outcomes, bad 
records

Business Owner / Compliance

Records Inaccurate or deleted regulated records Legal / Records Management

Vendors Contract gaps, subcontractors, data use Legal / Procurement/IT

Operations Workflow failure, cost, downtime, customer 
impact

Business Owner / Risk



The AI Agentic Audit Playbook
For each agent, Compliance Officers should be able to deliver: 

● Business Reason (“Use Case”) approvals
● Business owner accountability designation
● Data map
● Tool/API inventory
● Permission matrix
● Autonomy level
● Qualified human review protocol
● Testing records (Data Gov + Cybersecurity)
● Drift monitoring report
● Change log
● Incident response pathway

Audit Test: Could a person unfamiliar with the workflow deployment be able to determine 
and reconstruct the agent’s approver(s), design, workflow, or scope, and ongoing 
monitoring plan?



Immediate Recovery Steps 
& Governance Actions



Immediate Recovery Steps



Preserve First: The Compliance Response Overlay

● Preserve evidence and call legal ASAP
● Protect decision quality
● If breach is severe, engage legal counsel for tight media control
● Inform Board of Directors with issue + solutions + plan
● Invite all affected leaders to the meeting (Stakeholder Trio & 

Breach Team)
● Lessons Learned after crisis is over



Governance Actions



Effective AI Compliance 
Through Controls & Audit



Risk Prevention: If We Only Had a Time Machine … 



Least Privilege Analogy



The Permission Matrix: Where Least Privilege Becomes Real 
Each MCA and Subordinate Significant Agent should have a Permission Matrix detailing: 

● Agent name
● Business purpose
● Data access
● System access
● Read permissions
● Write permissions
● Send permissions
● Delete permissions
● Approval authority
● External communication authority
● Human review requirement
● Escalation trigger
● Review cadence
● Control owner

Key Audit Question:  Can we justify every permission assigned to an agent?



Preventing Rogue AI Through Change Control

Agentic AI should be reassessed whenever there is a material or significant change to:

● Purpose
● Data sources
● System connections
● Tool permissions
● Autonomy level
● User group
● Vendor/model
● Prompt architecture
● Output destination
● External communication ability
● Regulatory or contractual environment

Compliance Guidance: All material changes should trigger mandatory human review before Production 
implementation. 



Monday Morning Plan: Agentic AI Governance Steps

Step 1 — Inventory

● Identify AI agents in use.
● Identify connected systems.
● Identify business owners.
● Identify high-risk data access.

Step 2 — Classify

● Rank Agents by autonomy, data 
sensitivity, external impact, financial 
impact, and reversibility.



Monday Morning Plan: Agentic AI Governance Steps

Step 3 — Control

● Review permissions.
● Add human approval points.
● Disable unnecessary tools.
● Confirm escalation and shutdown authority.

Step 4 — Evidence

● Create the agentic AI evidence file.
● Start monitoring reports.
● Schedule access reviews.
● Add agentic AI to incident response exercises.
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