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[bookmark: policy-statement]1. Policy Statement
Phoenix Progress recognises that online safety is an essential part of safeguarding and promoting the welfare of children and young people. As an alternative provision delivering on-site, small group learning, we are committed to ensuring pupils use technology safely, responsibly, and in a way that supports their learning and wellbeing.
Phoenix Progress recognises that online risks do not exist in isolation and are often linked to wider contextual safeguarding concerns including peer relationships, exploitation, criminal activity, mental health, grooming and community influences. We adopt a contextual safeguarding approach, recognising that harm may occur both online and offline and that these risks are often interconnected.
This policy applies to all pupils, staff, volunteers, contractors and visitors who use or support the use of digital technology within Phoenix Progress.
[bookmark: statutory-framework]2. Statutory Framework
This policy has been written with reference to the most recent edition of Keeping Children Safe in Education (KCSIE) and supports the requirements set out in: Education Act 2002 - Children Act 1989 and 2004 - Working Together to Safeguard Children - UK General Data Protection Regulation (UK GDPR)
This policy should be read alongside the Safeguarding and Child Protection Policy.
[bookmark: online-safety-lead]3. Online Safety Lead
Phoenix Progress has appointed an Online Safety Lead with responsibility for overseeing online safety practice.
Online Safety Lead:
Name: Jonathan Henery
Role: Director and Head of Provision
Email: jonathan@phoenixprogress.co.uk
Telephone: 07715536998
[bookmark: role-and-responsibilities]Role and Responsibilities
The Online Safety Lead is responsible for: Overseeing online safety arrangements across the provision - Supporting staff with online safety concerns - Liaising with the Designated Safeguarding Lead (DSL) where concerns arise - Ensuring staff receive appropriate online safety training - Reviewing this policy annually
[bookmark: X212c1f4829f3b9902f6da585f6b55f6f6b930b3]4. Management of Online Safety Within Provision
Phoenix Progress provides supervised, on-site access to digital devices as part of learning activities.
To support pupil safety: - Internet access is supervised at all times - Online activity is monitored using Classroom Cloud, enabling staff to: View pupil screens in real time - Guide or restrict access to appropriate websites and applications - Support engagement and safe online behaviour - Staff actively teach and reinforce expectations for safe and respectful online conduct
Phoenix Progress ensures that filtering and monitoring systems are reviewed regularly to ensure they remain effective, proportionate and appropriate to the needs of pupils. The Online Safety Lead and Designated Safeguarding Lead work together to oversee system effectiveness and respond to emerging risks.
Pupils are not permitted to use personal mobile phones or devices during sessions unless expressly authorised for a specific learning purpose and under staff supervision. Any unauthorised use of personal devices will be managed in line with the Behaviour Policy and safeguarding procedures.
Staff are expected to model safe, responsible and professional online behaviour at all times and must not engage with pupils via personal social media accounts, messaging platforms or private communication channels.
Pupils are supported to understand that online safety applies both within and beyond the provision.
[bookmark: remote-learning]5. Remote Learning
Phoenix Progress does not routinely deliver remote learning. If remote sessions are ever required: Sessions will be planned, supervised and risk assessed - Appropriate safeguards will be put in place to protect pupils and staff - Online safety expectations will be reinforced prior to any remote activity
[bookmark: online-safety-risks-kcsie]6. Online Safety Risks (KCSIE)
Phoenix Progress addresses online safety in line with the four areas of risk identified in KCSIE:
[bookmark: content]Content
Risks of exposure to illegal, inappropriate or harmful content. Mitigation includes: Supervised internet use - Use of Classroom Cloud to guide and restrict access - Staff vigilance and immediate response to concerns
[bookmark: contact]Contact
Risks of harmful online interactions, including cyberbullying. Mitigation includes: Close supervision of online communication - Clear expectations around online behaviour - Immediate reporting and intervention where concerns arise
[bookmark: conduct]Conduct
Risks arising from a pupil’s own online behaviour. Mitigation includes: Teaching pupils about respectful and safe online conduct - Addressing concerns through restorative and safeguarding approaches - Clear consequences where behaviour places pupils or others at risk
[bookmark: commerce]Commerce
Risks such as online gambling, scams, phishing or inappropriate advertising. Mitigation includes: Restricted access to inappropriate content - Staff monitoring of online activity - Education around online risks and scams where appropriate
Phoenix Progress recognises that the sharing of sexual images between young people (often referred to as sexting or youth-produced sexual imagery) is a safeguarding concern. Any incident involving the creation, possession or distribution of sexual imagery involving a child will be treated as a safeguarding matter and managed in line with statutory guidance and the Safeguarding and Child Protection Policy.
[bookmark: reporting-online-safety-concerns]7. Reporting Online Safety Concerns
All online safety concerns must be reported immediately to the Online Safety Lead or the Designated Safeguarding Lead (DSL).
Concerns will be: Recorded in line with Phoenix Progress safeguarding procedures - Assessed for safeguarding risk - Referred to external agencies where required
If a pupil is at immediate risk of harm, emergency services will be contacted.
[bookmark: working-with-parents-and-carers]8. Working with Parents and Carers
Phoenix Progress recognises the importance of working in partnership with parents and carers to promote online safety.
Where appropriate, advice and guidance will be shared to support safe online use beyond the provision.
[bookmark: monitoring-and-review]9. Monitoring and Review
All staff receive online safety training as part of their safeguarding induction and ongoing safeguarding updates. This ensures that staff remain confident in identifying online risks and responding appropriately
This policy will be reviewed annually or sooner if: There are changes to statutory guidance - There are significant changes to technology use within the provision - A safeguarding incident highlights the need for review

Related Policies: - Safeguarding and Child Protection Policy - Behaviour Policy - Data Protection Policy
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