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Circle two solid-state storage devices.1

DVD driveCD-ROM driveCloudActuator

SSDSensorPen driveHDD

[2]

Complete each of the following sentences about web development layers.2

The layer used to create the structure of a web page is called(a)

........................................................................................................................................... [1]

The layer used to display and format elements within a web page is called(b)

........................................................................................................................................... [1]

The layer that is a scripting language to control elements within a web page is called(c)

........................................................................................................................................... [1]

A student is able to access a secure area of the school’s website using zero login.3

Explain what is meant by zero login.(a)

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

........................................................................................................................................... [2]

Biometrics could be used as another method of accessing the secure area.

State three examples of biometric methods.

(b)

1 ........................................................................................................................................

2 ........................................................................................................................................

3 ........................................................................................................................................

[3]
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Discuss the positive and negative effects of using microprocessor-controlled devices in autonomous

vehicles.

4

..................................................................................................................................................

..................................................................................................................................................

..................................................................................................................................................

..................................................................................................................................................

..................................................................................................................................................

..................................................................................................................................................

..................................................................................................................................................

..................................................................................................................................................

..................................................................................................................................................

..................................................................................................................................................

..................................................................................................................................................

.................................................................................................................................................. [6]
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One of the benefits of a Graphical User Interface (GUI) is that it is user friendly.5

State two other benefits of a GUI.(a)

1 ........................................................................................................................................

...........................................................................................................................................

2 ........................................................................................................................................

...........................................................................................................................................

[2]

State two other types of user interface.(b)

1 ........................................................................................................................................

2 ........................................................................................................................................

[2]

Discuss the advantages and disadvantages of using web-conferencing rather than

video-conferencing for meetings.

(a)6

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

........................................................................................................................................... [6]
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An organisation has decided to use video-conferencing for its meetings.

State the hardware and software required to set up the video-conference.

(b)

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

........................................................................................................................................... [4]
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A teacher is creating a revision website for her students. The website contains information taken

from a number of different sources including published books. These sources are protected by

copyright.

7

State what the teacher needs to do to ensure that she does not break copyright rules when

she publishes the website.

(a)

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

........................................................................................................................................... [2]

Explain the principles of software copyright.(b)

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

........................................................................................................................................... [3]

Explain why copyright legislation is needed.(c)

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

........................................................................................................................................... [3]
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Artificial Intelligence (AI) is having an impact on everyday life. Social media now uses AI for many

tasks.

8

State what is meant by Artificial Intelligence (AI).(a)

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

........................................................................................................................................... [2]

Evaluate the impact of Artificial Intelligence (AI) in the use of social media.(b)

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

........................................................................................................................................... [4]

An expert system can be used in medical diagnosis. An explanation system is a component of an

expert system.

9

State three other components of an expert system.(a)

1 ........................................................................................................................................

2 ........................................................................................................................................

3 ........................................................................................................................................

[3]
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Explain what is meant by an explanation system.(b)

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

........................................................................................................................................... [2]

An automatic vacuum cleaner uses sensors to detect obstacles. If the vacuum cleaner is too close

to the obstacle, it stops and automatically changes direction.

Describe the drawbacks of using this type of control system.

10

..................................................................................................................................................

..................................................................................................................................................

..................................................................................................................................................

..................................................................................................................................................

..................................................................................................................................................

..................................................................................................................................................

..................................................................................................................................................

.................................................................................................................................................. [4]

Parallel running can be used as a strategy to implemented new systems.11

Describe what is meant by parallel running.(a)

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

........................................................................................................................................... [2]
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Describe the benefits and drawbacks of using parallel running.(b)

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

........................................................................................................................................... [5]

One of the risks when entering a password into a computer system is key logging.12

Explain what is meant by key logging.(a)

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

........................................................................................................................................... [2]

Give two security improvements that could be made to prevent key logging.(b)

1 ........................................................................................................................................

2 ........................................................................................................................................

[2]
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A shopkeeper sells fruit and has created a table containing the name of the fruit, its bar code number

and an image of the bar code.

13

Part of the table is shown.

Type of fruit

Apple – Fuji

Apple – Jona Gold

Apricot

Bar code number

977135120128

050023495154

050128440066

Bar code

77135 120129 8

50128 440060 6

50023 495150 4

Fig. 13.1

State and describe two validation checks that could be used for the bar code number.(a)

1 ........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

2 ........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

[4]
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Describe the advantages and disadvantages of entering the data by scanning the bar code

rather than typing in the number.

(b)

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

........................................................................................................................................... [4]

A bar code reader is an example of a direct data entry device.

State three other examples of direct data entry devices.

(c)

1 ........................................................................................................................................

2 ........................................................................................................................................

3 ........................................................................................................................................

[3]

The features of emails include carbon copy (cc) and blind carbon copy (bcc).14

State three other features of emails.(a)

1 ........................................................................................................................................

...........................................................................................................................................

2 ........................................................................................................................................

...........................................................................................................................................

3 ........................................................................................................................................

...........................................................................................................................................

[3]
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Describe what is meant by blind carbon copy (bcc).(b)

...........................................................................................................................................

...........................................................................................................................................

...........................................................................................................................................

........................................................................................................................................... [2]

Permission to reproduce items where third-party owned material protected by copyright is included has been sought and cleared where possible. Every

reasonable effort has been made by the publisher (UCLES) to trace copyright holders, but if any items requiring clearance have unwittingly been included, the

publisher will be pleased to make amends at the earliest possible opportunity.

To avoid the issue of disclosure of answer-related information to candidates, all copyright acknowledgements are reproduced online in the Cambridge

Assessment International Education Copyright Acknowledgements Booklet. This is produced for each series of examinations and is freely available to download

at www.cambridgeinternational.org after the live examination series.

Cambridge Assessment International Education is part of Cambridge Assessment. Cambridge Assessment is the brand name of the University of Cambridge

Local Examinations Syndicate (UCLES), which is a department of the University of Cambridge.
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Max five from: 
 
Disadvantages 
Requires internet connection and it must be stable/reliable 
Cannot see the body language of the people in the conference  
Cannot tell if the employees are paying attention/or even there 
Fewer features than video-conferencing  
Less personal as you cannot see the person 

6 

6(b) Max three from: 
 
Hardware  
Camera 
Monitor 
Microphone 
Speakers 
Router 
 
Max three from: 
 
Software 
Software/hardware drivers 
Video conferencing software 
CODEC 
Echo cancelling software 

4 



0417/13 Cambridge IGCSE – Mark Scheme 
PUBLISHED 

May/June 2024
 

© Cambridge University Press & Assessment 2024 Page 7 of 10 
 

Question Answer Marks 

7(a) Two from: 
 
Must contact the copyright holders 
She must ask permission to use the material 
She should acknowledge whether material was copyright free or not  
She should acknowledge the sources for the material 

2 

7(b) Three from: 
 
Users must not lend/rent/sell the software to other people 
User must not install the software on a network when other users can access 
it unless it is a network version 
Users must not modify/plagiarise the software 
Must not use coding from the software in your own software 

3 

7(c) Three from: 
 
Prevents theft of intellectual material 
Protects the copyright of the owner of the software  
Prevents plagiarism 
To ensure people are rewarded for their endeavours 

3 

Question Answer Marks 

8(a) Two from: 
 
It’s a computer system 
It can simulate human intelligence 
Mimics human problem solving/decision making/behaviour  
It can learn from previous decisions 

2 

8(b) Four from: 
 
It targets advertisements allows advertisers to attract more relevant 
customers 
But targetted adverts may not be relevant/wanted  
Influences the user to buy articles by advertising by analysing the items they 
searched for/interests of users on the site/comments made by users 
Allows for better content on the site as customised to the user 
Makes it easier to locate/communicate with people therefore improve 
communication skills 
It can recognise people’s faces/tag people in photographs posted to reduce 
the user’s work in doing this 
It can easily detect spam/inappropriate material therefore making the social 
media site safer 

4 



0417/13 Cambridge IGCSE – Mark Scheme 
PUBLISHED 

May/June 2024
 

© Cambridge University Press & Assessment 2024 Page 8 of 10 
 

Question Answer Marks 

9(a) Three from:  
 
User interface  
Inference engine  
Knowledge base  
Rules base 

3 

9(b) Two from: 
 
Explanation system supplies/gives information/data to the user about the 
solution to the problem 
It describes the decision making process step by step 
Clarifies the structure of the solution to the problem 

2 

Question Answer Marks 

10 Four from: 
 
The sensor may be above the obstacle and may not detect it  
Sometimes they detect transient/moving obstacles this can cause the cleaner 
to get confused  
The home owner becomes too reliant on the technology  
The sensors can become obstructed by dirt/dust therefore giving false 
readings/stop working  
It cannot clean the whole room due to sensing objects 
Does not know which parts it has cleaned or not 

4 

Question Answer Marks 

11(a) Parallel running is running both systems together until the new system works 
properly/fully implemented  
When the new system works the old system is removed 

2 

11(b) Max four from: 
 
Benefits 
If the new system fails the old one is still available for a time to be used 
Less data will be lost during implementation 
Training is gradual 
New system can be easily tested with live data 
 
Max four from: 
 
Drawbacks 
Implementation is expensive as two sets of staff are needed 
Two systems are needed therefore more expensive 
There will be duplication of data entry which can cause differences in the 
output of the two systems 
More time consuming to enter data into two systems 
Two systems take up more physical space 

5 
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Question Answer Marks 

12(a) Two from: 
 
Keylogging is a software/hardware device 
It records/sends to a third party every keystroke on your keyboard 
It can gain fraudulent access to passwords/confidential information. 

2 

12(b) Two from: 
 
Install anti-keylogging/anti-malware/anti-spyware software 
Check the computer system before entering confidential data  
Update the computer system regularly 

2 

Question Answer Marks 

13(a) Two matched pairs: 
 
Check digit 
An extra digit added to a number which is calculated from the other digits, this 
ensures the rest of the number is correct 
 
Length check 
Checks that there are only 12 characters  
 
Presence check 
Checks that the number exists is the table/not a null value  
 
Type check 
Checks that the data entered is an integer  
 
Character check 
Checks that the data entered are only numbers 

4 

13(b) Max two from: 
 
Advantages 
Faster data entry 
Fewer data entry errors are made 
 
Max three from: 
 
Disadvantages 
The scanner could misread the barcode whereas people typing in the data are 
more likely to check 
Extra hardware is required increasing costs 
If the bar code is damaged/folded/missing then the data may not be read 
properly 
More reliant on the technology 
If the barcode is incorrect the scanner would not know whereas a human 
could see the difference  

4 
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Question Answer Marks 

13(c) Three from: 
Magnetic stripe reader  
Radio Frequency Identification reader  
Optical Mark Reader 
Optical Character Reader  
QR scanner 
Biometric scanner 
Magnetic Ink Character Reader  

3 

Question Answer Marks 

14(a) Three from: 
Automatic reply to messages 
Auto-forward and redirection of messages 
Facility to send copies of a message to many people at once  
Automatic filing and retrieval of messages 
Addresses can be stored in an address book and retrieved instantly 
Notification if a message cannot be delivered 
Emails are automatically date and time stamped  
Signatures can be attached 
Attachments can be sent 

3 

14(b) Two from: 
Allows the user to send a message privately to some of the recipients 
Any recipients on the bcc line of an email are not visible to other recipients of 
the email 
Security method as emails are hidden in bcc list 

2 

 


