
Chapter 8 : Safety

Passwords :

- too short

- Easy to guess : Personal information used in password

-Doesn’t contain a mixture of upper case, lowercase, numbers or symbols

Hard passwords :

How to manage passwords :

-Change passwords regularly

-Use a strong passwords

- Don’t tell anyone else the password

-Don’t write the password down

Explain the need for copyright legislation

Describe four ways that the software houses can help to prevent copyright being broken

Explain what is meant by a virus and how it affects the operation of a computer



Explain how key-logging software works.

Discuss the advantages and disadvantages of social networking rather than email as a means of

communication.

Explain what is meant by Secure Socket Layer (SSL).

Describe the features that you would look for in a browser to indicate it has a secure connection to a

website.



Explain what is meant by hacking and the effect it can have on the data or the computer.

Signs of a virus

Describe the processes a web browser has to go through to load a web page.





Describe other measures that should be taken to ensure that playing online games is safe for young

people.



Explain what is meant by encryption of data.

Explain what is meant by a digital certificate.



Evaluate your own use of computers in terms of health. Include any strategies you have devised.

Data monitoring



Describe the e-safety issues that she should be aware of before she publishes this web page

Discuss the advantages and disadvantages of different methods you could use to help minimise the

health problems of using the computer.



Moderated and unmoderated forums



Describe how Sukhjit would recognise a phishing email.



Effects of virus on a computer :

Reduce risk of viruses

Describe four strategies that you could use to minimise the dangers of using social networking sites to

make new friends.

Explain the strategies that you could use to protect yourself and your computer whilst using emails.



Hacking :

Describe the measures that should be taken to help protect data from being hacked.

Describe two advantages of using a web browser rather than a search engine.



Give three actions that would break copyright.

Discuss the advantages and disadvantages of using biometric systems rather than more traditional

security methods.



Describe three ways in which John could protect his home computer from being infected

Describe what John should do to remove the threat of the computer virus infecting other files



Cookies are sometimes seen as a security threat when in reality they are only a nuisance. Explain, using

an example, what cookies are and why they are important to companies.

Describe three strategies that students should use to stay safe when on the World Wide Web.



Describe three strategies that students should use to stay safe when sending and receiving emails.

Ffiona wants to communicate with her friend Myfanwy using her mobile phone. Describe four ways she

could do this.



Explain what is meant by a URL.

Describe three methods of minimising the possibility of passwords being misused if intercepted.

Describe three benefits to customers of using internet banking.



The bank that Alfonso uses only requires customers to log into their account by inputting a user id and

password. Explain why this is not very secure and discuss other ways the bank could identify the

customer securely


