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About Rick Weible

• Born and Raised in Minnesota

• B.A. Political Science – University of Minnesota

• 14 Years Elected Office 4 Years City Council, 10 Years Mayor St. Bonifacius

• 8 Years GOP CD3 Co-Chair and State Exec.

• Certified Network Engineer

• Worked at Help/Systems, the first ISO 9000 Software Company in USA.

• 28 Years of Cyber Security Consulting Experience

• CIO for D3Defense

• Manage clients DOD CMMC 2.0 Level 3 Certifications and Audits



The County Auditor

• County Check Book
• Checks
• Segregation of Duties

• Accounts Payable
• Accounts Receivable

• Secure Systems
• Audit Logs
• Backups
• Reports and Internal Audits
• Transaction Logs
• Reconciliation and Auditable

• Receipts and Sign off sheets.

• Outside Audit of Assets and Processes

• County Elections
• Ballots
• Segregation of Duties

• Ballots
• Voter Rolls

• Secure Systems (???)
• Audit Logs
• Backups
• Reports and Post Election Reviews
• Transaction Logs (Cast Vote Records)
• Reconciliation and Auditable

• Ballots, Sign off sheets, No Outside Audit 
of Assets and Processes



Voter Expectations Meter



Questions to Ask

1) Have you reviewed the EAC Certificate for your equipment? Y / N

2) Do you have the manuals for your election equipment? Y / N

3) Do you know what a Cast Vote Record is? Y / N

4) Are CVR’s publicly available? Y / N

5) Do you have the ES&S Electionware Reporting Software? Y / N

6) Do you review the logs on the thumb drives? Y / N

7) Is the public allowed to fill out ballots for public accuracy tests? Y / N

8) Do your test decks use prime numbers in each race? Y / N

9) Is the report of the test desks available? Y / N

10) Do you conduct a hand count post election audit/review? Y / N

If any answer is No to any of the questions, your County is not qualified to use the 
ES&S Election Systems per the Voluntary Voting Systems Guide 1.0 of 2005...



MN Statutes 13.03

13.03 ACCESS TO GOVERNMENT DATA.

Subdivision 1.Public data.
All government data collected, created, received, maintained or 
disseminated by a government entity shall be public unless 
classified by statute, or temporary classification pursuant to 
section 13.06, or federal law, as nonpublic or protected nonpublic, 
or with respect to data on individuals, as private or confidential. 
The responsible authority in every government entity shall keep 
records containing government data in such an arrangement and 
condition as to make them easily accessible for convenient use. 
Photographic, photostatic, microphotographic, or microfilmed 
records shall be considered as accessible for convenient use 
regardless of the size of such records.

https://www.revisor.mn.gov/statutes/cite/13.06


MN Counties CVRs Received

1) Dakota County

2) Chisago County

3) Filmore County

4) Ramsey County

Why are you getting bad legal advice? Did they 
provide a statute that points directly to Cast 
Vote Records.



How we got here

1) 2000 Race Gore V Bush

2) 2002 Help America Vote Act

3) 2002 Election Assistance 
Commission

4) Voluntary Voting System 
Guidelines (2005)

5) MN Statutes 2005



Responsibilities
206.57 EXAMINATION OF NEW VOTING SYSTEMS.

Subd. 6.Required certification.

In addition to the requirements in subdivision 1, a voting system must be certified by an 
independent testing authority accredited by the Election Assistance Commission or 
appropriate federal agency responsible for testing and certification of compliance with 
the federal voting systems guidelines at the time of submission of the application 
required by subdivision 1 to be in conformity with voluntary voting system guidelines 
issued by the Election Assistance Commission or other previously referenced agency. The 
application must be accompanied by the certification report of the voting systems test 
laboratory. A certification under this section from an independent testing authority accredited 
by the Election Assistance Commission or other previously referenced agency meets the 
requirement of Minnesota Rules, part 8220.0350, item L. A vendor must provide a copy of 
the source code for the voting system to the secretary of state. A chair of a major 
political party or the secretary of state may select, in consultation with the vendor, an 
independent third-party evaluator to examine the source code to ensure that it functions 
as represented by the vendor and that the code is free from defects. A major political 
party that elects to have the source code examined must pay for the examination. Except 
as provided by this subdivision, a source code that is trade secret information must be treated 
as nonpublic information, according to section 13.37. A third-party evaluator must not 
disclose the source code to anyone else.

https://www.revisor.mn.gov/rules/8220.0350
https://www.revisor.mn.gov/statutes/cite/13.37


2005 MN Statutes – Effective July 1 2005

CHAPTER 162-H.F.No. 874



The Rules & Machines

Let’s review the standards and 
CVRS….buckle up everyone….



Cast Vote Records – Part 1

Definitions/Standards

https://pages.nist.gov/CastVoteRecords/

https://pages.nist.gov/CastVoteRecords/


Cast Vote Records – The NIST 1500-103

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1500-103.pdf

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1500-103.pdf


Cast Vote Records – VVSG 1.0 (2005)

https://www.eac.gov/sites/default/files/eac
_assets/1/28/VVSG.1.0_Volume_1.PDF

https://www.eac.gov/sites/default/files/eac_assets/1/28/VVSG.1.0_Volume_1.PDF
https://www.eac.gov/sites/default/files/eac_assets/1/28/VVSG.1.0_Volume_1.PDF


Cast Vote Records – VVSG 1.0 (2005)

https://www.eac.gov/sites/default/files/eac
_assets/1/28/VVSG.1.0_Volume_1.PDF

https://www.eac.gov/sites/default/files/eac_assets/1/28/VVSG.1.0_Volume_1.PDF
https://www.eac.gov/sites/default/files/eac_assets/1/28/VVSG.1.0_Volume_1.PDF


Cast Vote Records – VVSG 1.0 (2005)

https://www.eac.gov/sites/default/files/eac
_assets/1/28/VVSG.1.0_Volume_1.PDF

https://www.eac.gov/sites/default/files/eac_assets/1/28/VVSG.1.0_Volume_1.PDF
https://www.eac.gov/sites/default/files/eac_assets/1/28/VVSG.1.0_Volume_1.PDF


Cast Vote Records – VVSG 1.0 (2005)

https://www.eac.gov/sites/default/files/eac
_assets/1/28/VVSG.1.0_Volume_1.PDF

https://www.eac.gov/sites/default/files/eac_assets/1/28/VVSG.1.0_Volume_1.PDF
https://www.eac.gov/sites/default/files/eac_assets/1/28/VVSG.1.0_Volume_1.PDF


Ballot Secrecy – EAC Got It Right

It was built in by hard 
coding the time date 
stamp all to be the 
same...when the 

machine was active for 
the election that 

day....so it is impossible 
to determine who cast a 

ballot when.....



ES&S - FAQ

https://www.essvote.com/faqs/

https://www.essvote.com/faqs/


EAC.GOV and ES&S Cast Vote Records

https://www.eac.gov/sites/default/files
/voting_system/files/ES%26S%20EVS61
10%20Certificate%20and%20Scope%20
of%20Conformance%2007-27-
2020.pdf.pdf

https://www.eac.gov/sites/default/files/voting_system/files/ES%26S%20EVS6110%20Certificate%20and%20Scope%20of%20Conformance%2007-27-2020.pdf.pdf
https://www.eac.gov/sites/default/files/voting_system/files/ES%26S%20EVS6110%20Certificate%20and%20Scope%20of%20Conformance%2007-27-2020.pdf.pdf
https://www.eac.gov/sites/default/files/voting_system/files/ES%26S%20EVS6110%20Certificate%20and%20Scope%20of%20Conformance%2007-27-2020.pdf.pdf
https://www.eac.gov/sites/default/files/voting_system/files/ES%26S%20EVS6110%20Certificate%20and%20Scope%20of%20Conformance%2007-27-2020.pdf.pdf
https://www.eac.gov/sites/default/files/voting_system/files/ES%26S%20EVS6110%20Certificate%20and%20Scope%20of%20Conformance%2007-27-2020.pdf.pdf


EAC Certificate ES&S 6.1.0.0

https://www.eac.gov/sites/default/files/voting_system/files/EVS6100Cert_Scope_%2528FINAL%2529.pdf

https://www.eac.gov/sites/default/files/voting_system/files/EVS6100Cert_Scope_%2528FINAL%2529.pdf


No Endorsement - No Warranty



They Do Exist….

https://www.eac.gov/sites/default/files/voting_system/files/ES%26S%20EVS6110%20Certificate%20and%20S
cope%20of%20Conformance%2007-27-2020.pdf.pdf

https://www.eac.gov/sites/default/files/voting_system/files/ES%26S%20EVS6110%20Certificate%20and%20Scope%20of%20Conformance%2007-27-2020.pdf.pdf
https://www.eac.gov/sites/default/files/voting_system/files/ES%26S%20EVS6110%20Certificate%20and%20Scope%20of%20Conformance%2007-27-2020.pdf.pdf


The ES&S Manual version 6.0.4.2

https://votingsystems.cdn.sos.ca.gov/vendors/ess/evs6042/ess-6042-proc.pdf

https://votingsystems.cdn.sos.ca.gov/vendors/ess/evs6042/ess-6042-proc.pdf


The ES&S Manual version 5.2.1.0

https://votingsystems.cdn.sos.ca.gov/vendors/ess/evs5210/ess5210-use-proc.pdf

https://votingsystems.cdn.sos.ca.gov/vendors/ess/evs5210/ess5210-use-proc.pdf


5.2.1.0 and 6.0.4.2 - Electionware



5.2.1.0 and 6.0.4.2 – Central Count DS 450 & 850



5.2.1.0 – EMS – How CVRs Are Loaded



5.2.1.0 – EMS – How CVRs Are Exported



5.2.1.0 – EMS – How CVRs Are Exported



6.0.4.2 – EMS – How CVRs Are Loaded



6.0.4.2 – EMS – Cast Vote Records 



6.0.4.2 – EMS – Cast Vote Records 



DS200 – Thumb Drive Screen Shots

SN of thumb drives used here



DS200 – Thumb Drive – Election Log File



DS200 – Thumb Drive – System Log File

NO NOTES?



Cast Vote Records – Dodge County, WI

https://www.co.dodge.wi.gov/departments/departments-a-d/county-
clerk/election-information/election-results/election-results-2022

https://www.co.dodge.wi.gov/departments/departments-a-d/county-clerk/election-information/election-results/election-results-2022
https://www.co.dodge.wi.gov/departments/departments-a-d/county-clerk/election-information/election-results/election-results-2022


Dodge County, WI



Dodge County, WI - CVRs

39,325 Ballots in County takes up only 
8 GB of raw data for the CVRs.

C – Cast Vote Record
I – Ballot Image File



Dodge County, WI - CVRs



The Count…Shall Be Public 

204C.19 COUNTING VOTES; PENALTY.

Subdivision 1.Procedure. When the hours for voting have ended and all voting 
has concluded, the election judges shall immediately count the votes cast at the 
election. The count shall be held at the polling place and shall be public. It shall 
be continued without intermission until it is completed and the results are 
declared, except that the election judges may recess for meals or other necessary 
purposes. During the count no one except the election judges shall handle the 
ballots. Any other individual who touches or interferes with ballots during the 
counting or any election judge who permits such touching or interference is guilty 
of a misdemeanor.

Subd. 2.Counting ballots. Except as otherwise provided in this subdivision, the 
ballot boxes shall be opened, the votes counted, and the total declared. The 
election judges on each counting team shall be evenly divided between the major 
political parties. The numbers entered on the summary sheet shall not be 
considered final until the ballots in all the boxes have been counted and 
corrections have been made if ballots have been deposited in the wrong boxes.



Former MN SOS Mark Ritchie (Dem)

https://www.electiondefense.org/letter-to-eac-and-dhs

https://www.electiondefense.org/letter-to-eac-and-dhs


2022 Case is Real

https://www.nytimes.com/2022/06/06/us/politics/michelle-long-spears-georgia.html#:~:text=the%20main%20story-
,A%20candidate%20in%20Georgia%20who%20appeared%20to%20get%20few%20Election,a%20series%20of%20technical%20errors. 

https://www.nytimes.com/2022/06/06/us/politics/michelle-long-spears-georgia.html#:~:text=the%20main%20story-,A%20candidate%20in%20Georgia%20who%20appeared%20to%20get%20few%20Election,a%20series%20of%20technical%20errors
https://www.nytimes.com/2022/06/06/us/politics/michelle-long-spears-georgia.html#:~:text=the%20main%20story-,A%20candidate%20in%20Georgia%20who%20appeared%20to%20get%20few%20Election,a%20series%20of%20technical%20errors


2022 ES&S Error – Mis-Reporting and Lies

https://www.app.com/story/opinion/2023/03/15/monmouth-county-nj-election-error-explained/70009783007/

https://www.app.com/story/opinion/2023/03/15/monmouth-county-nj-election-error-explained/70009783007/


The end….

• This is where presentation ended with Commissioners.



Questions to Ask

•Local Accountability

•Local Control

•Local Oversight



See the Difference

Public Counting – Voter Intent Decided, 
Can ascertain how they counted ballots

Machine Counting – Voter Intent Lost, 
Unable to ascertain how it counted ballots

Public Counting – Can observe with eyes 
and ears. 

Machine Counting – Supposed to audit 
programing by test decks and be able to 
review Cast Vote Records (CVRs)

INSTANT TRUST INSTANT DOUBT



MN Concerns

https://www.mprnews.org/story/2022/09/15/voting-officials-misinformation-fueling-election-skepticism

https://www.mprnews.org/story/2022/09/15/voting-officials-misinformation-fueling-election-skepticism


See the Difference

Public Counting – Voter Intent Decided, 
Can ascertain how they counted ballots

Machine Counting – Voter Intent Lost, 
Unable to ascertain how it counted ballots

Public Counting – Can observe with eyes 
and ears. 

Machine Counting – Supposed to audit 
programing by test decks and be able to 
review Cast Vote Records (CVRs)

INSTANT TRUST INSTANT DOUBT



Take Responsibility/Take Control

206.58 AUTHORIZATION FOR USE.

Subdivision 1.Municipalities. The governing body of a municipality, 
at a regular meeting or at a special meeting called for the purpose, may 
provide for the use of an electronic voting system in one or more 
precincts and at all elections in the precincts, subject to approval by 
the county auditor. The governing body shall disseminate information 
to the public about the use of a new voting system at least 60 days 
prior to the election and shall provide for instruction of voters with a 
demonstration voting system in a public place for the six weeks 
immediately prior to the first election at which the new voting system 
will be used.

No system may be adopted or used unless it has been approved by the 
secretary of state pursuant to section 206.57.

https://www.revisor.mn.gov/statutes/cite/206.57


Take Responsibility/Take Control

206.58 AUTHORIZATION FOR USE.

Subd. 3.Counties.

The governing body of a county may provide for the use of an 
electronic voting system in one or more precincts of the county at all 
elections. The governing body of the municipality shall give 
approval before an electronic voting system may be adopted or 
used in the municipality under the authority of this section. No 
system may be adopted or used unless it has been approved by the 
secretary of state pursuant to section 206.57.

https://www.revisor.mn.gov/statutes/cite/206.57


A Real Audit of the Software



Gold Standard

1. Clean and verified voter rolls.
2. Public voter rolls no charge.
3. Paper poll books.
4. Paper ballots with serial numbers.
5. Picture of own ballot, not others, can post own online if so desired.
6. No drop boxes.
7. No rank choice voting.
8. No precincts above 3,000 registered voters.
9. All voters must vote in precinct they reside in. No vote centers.
10. No modems, no cell connections to tabulators or poll books.



Gold Standard

11. USB drives one-way single use only…

12. All counts at Precinct level, absentee ballots sent to precincts for counts.

13. Count is after polls close, no insertion of any absentee until after polls close.

14. Shorter absentee ballot period.

15. In person vote on Election Day automatically throws out absentee ballot.

16. Election equipment source code public.

17. Logic and Accuracy tests have unique number assigned to each candidate as baseline.

18. The second Logic and Accuracy test is by public filling out ballots.

19. Cast vote records made public night of election.

20. Voter histories public night of election if using poll books, end of week if paper poll books.

21. Post Election Review of entire ballot of 10% of precincts of all counties. If off by more than 3 votes 
then hand count entire county by hand and machine review required, with report detailing anomalies, if 
.25% of ballots have a voter intent issue on them, then machines can no longer be used.

22. Chain of custody violation, the election is nullified, must be verifiable otherwise auto nullified.



Donate and send tips to

www.midwestswampwatch.com

tips@midwestswampwatch.com

http://www.midwestswampwatch.com/
mailto:tips@midwestswampwatch.com
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